From: MACHIRI, Sandra

Sent: Wed, 19 Jun 2024 12:28:56 +0000

To: Voegeli, Chris (CDC/IOD/OC); ESCAMILLA, Tania
Ce: Latinovic, Ljubica

Subject: Introduction to Tanya Escamilla from PAHO

CAUTION: This email originated from outside of the organization. Do not click links or open
attachments unless you recognize the sender and know the content is safe.

Dear Chnis,
I hope this email finds you well.

I am writing to introduce you to Tanya Escamilla, the Communications Specialist in Health
Emergencies and also the Infodemic Management Focal Point at Pan American Health
Organization (PAHO) based in Washington, D.C. I believe it would be beneficial to connect
Tanya's team to your arca of work in CDC,

In copy is Ljubica Latinovic who is our RCCE-IM focal person for capacity building at WHO
HQ.

Please let me know if you need further support in any of the potential collaborations. I look
forward to hearing about the exciting possibilities that may arise from this connection.

Best regards,

Sandra Varaidzo Machiri

Technical Officer for Infodemic Management
Community Readiness and Resilience Unig,
Country Readiness Strengthening Department,
WHO Health Emergency Program

World Health Organization, Geneva, Switzeriand

T pT———

Sign up for the WHO infodemic management News Flash: https://bit.ly/flashsubscribe



From: PURNAT, Tima

Sent: Thu, 21 Apr 2022 00:201:35 +0000
Ta: Surangani Abeyesekera
Ce: James Angus Thomson (jthomson@unicef.org); Voegeli, Christopher

(COC/DDID/NCIRD/OD); ISHIZUMI, Atsuyoshi; Wilhelm, Elisabeth (CDC/DDPHSIS/CGH/GID); Ryan, Nessa
(COC/DDPHSIS/CGH/GID); Abad, Neetu 5. [COC/DDPHSIS/CGH/GID)

Subject: Invitation to curate a lecture for upcoming vaccine demand comprehensive
training - 3.2 Social lstening and integrated analysis to preduce insights and recommendations

Dear Surani and |,

Thank you for your contributions to shaping the upcoming comprehensive training.

We have identified you to curate a lecture on the following topic at the comprehensive training.
Title: 3.2 Social listening and integrated analysis to produce insights and recommendations
Curator; Tina Purnat (WHOQ) and Surani Abeyesekera (UNICEF)

Interested contributors: Angus Thomson, Chris Voegeli, Atsu Ishizumi, Elisabeth Wilhelm, Nessa Ryan,
Neetu Abad

As discussed on today's comprehensive training call, we are sharing with you several key pieces of
guidance, documents and deadlines related to building out a topic for the training.

Find here linked the topic assignments:

https:/f Idrv.msSw/s LALPoc3YOwlufge S wASmESwWSNWTOZ 1w Pe=mdaéid
¥ou will find your lecture folder numbered here:

https://1dry ms/ufs|AtPoc3YOwlufge FOVARIOQCOSTCIrA fe=sudyol

What does a curator do?

The curators (aka lead lecturer/s) are subject matter experts charged with the task of developing a
lecture on the above-named topic that is organization-neutral and includes extremely practical tips and
tricks for participants on how to apply this area of work to their jobs to promote vaccine demand and
assist in COVID-19 recovery. Curators curate, meaning they do not try to aim for encyclopedic coverage
of a topic, but focus on core concepts and will have the discretion to choose what to include into the
final lecture. Curators are expected to communicate with interested contributors and consider
contributions for inclusion, but curatars have the final say what is included in the lecture.

Curators don't necessarily need to present the lecture themselves — but they can identify a suitable
lecturer. Voices from diverse parts of the world are highly encouraged.

There are some curators who have not been briefed about the training yet, and Tina and Lis will
approach them in a two step process: first introduce them to training and get buy-in, and second step is
connecting them to interested contributors.



What do interested contributors in this topic who have resources, slides, or content to provide, do to
support the curator?

*  CCed in this email are individuals and organizations who are interested contributors to this topic.

' Interested contributors can directly upload any content in folder #3 Additional resources and
materials, but do so ASAP for consideration by the curator

*  The curator will be in contact with you for any additional discussions on shaping this lecture [email,
chat, conference call), but the curator has the final call on lecture conbent

*  Remember, all uploaded resources and materials will be made available to all participants, but the
live lecture content will be covering the most essential elements

*  Tinaand Lis will ensure that any submissions for resources and case examples via Google Forms
and 5lides will be shared with appropriate curators

What should the final outputs be?

Every topic has its own folder. In each folder, there are templates for each item below with a README
file with more details [please read). If you're in doubt about the scope of your lecture, talk to Tina and
Lis.

Find your folder here: https:// 1drv.ms/ufslAtPoc3YOwlufgeFOvABSDOcDSTolrA P essudyal

Curators will be asked to upload the following by deadline of May 13, but providing sooner is
preferred:

1. Video consent (everyone) and DO (all non-LIN staff}

* Al contributors who will be speaking (such as in case studies or in video clips) will need to upload
video consent

*  This allows us to use video during training and for repackaging content later for use in learning
modules and platforms

* o We will use WHO processes to review, document and use

2. PPT lecture (Curator to develop a lecture in form of a slide deck using the template)

®*  Make as many slides as you think is appropriate, at minimum for a 20-minute lecture (final length
TED)

* o Where possible, include lecture notes and links to resources on each slide

. It is important to use the template—it will assist in consistency and utility when used for live
lectures and adapted for use later on in other forms [don’t worry, template will be beautified, we
pramise)

*  Ewvery single slide and resource will be packaged in the full toolbox; nothing will be lost

3.  Additional resources and materials (All curators and contributors can upload here]

* Al contributors and curators are encouraged to upload additional slides, resources, materials,
guidance, tools, templates for consideration on this topic here ASAP

*  ¥ou can also upload into other topic "additional resources and materials” folders ASAP

4,  Interactive exercise support material [Curator to develop and upload materials for exercise
accompanying lecture)

b Aim for a 20-minute group exercise, which can be as simple or complex as you'd like

" Use template for guidance on what exercise support materials are needed



5. Quiz assessment questions (Curator to develop 3 assessment questions to accompany lecture)
*  Use the PPT template to simply add three questions and multiple choice responses, bolding the
correct answer

Thien, once curators have notified Tina and Lis that all this is complete, Tina and Lis to work with beta
readers to review all lectures. (See below.}

We are looking for volunteers to be "beta readers” to be extra eves on all materials developed including
PPTs, toolbox content and lecture materials to proofread, ensure consistency, no redundancy and clarity
of language and formatting. This is an essential component of ensuring a seamless participant
experience, The time commitment is 1-3 hours. Please add your name in this table

<https:/f 1drv. ms/w /s At Poc3Y OwlufpeZwASmEZwWwSNWTOZ 1w esmdobld> to sign yourself up as a
beta reader for a specific lecture, During beta reading, if it is noted that there is repetition or were
lectures are very similar, we may condense together. (We don't expect a lot of this to happen.)

Coming up naxt:
¥ Before May 9

*  All co-organizing partners post call for applications on website and on networks and social
media channels where possible

*  Core facilitation team identified, recruited and onboarded (Tina, Lis, Catherine, Atsu, Daiva)

* Al lecture curators work on lectures and are supported by core facilitation team

¥  Coaches are identified, recruited and onboarded

*  Further planning for English and French-speaking cohorts underway (final schedule dependent
on final applicant pool)

" Week of May 5:

- We expect all submissions for applications for training by May 8.

*  Evaluations for applicants will occur the week of May 9

*  Take first pass review of all PPT lectures and the facilitation team follows up on any that are
not close to completion

¥ We expect final submissions of all PPT lectures by May 13 (we cannot extend this deadline)
= Week of May 15:

*  Send out email notice to applications [successful and unsuccessful)

*  Analysis and profiling of successful applicants pool, split into cohorts by language and time
rone and split into simulation exercise groups

*  Summary PPT for partners to use on applicant to be circulated with partners

*  Press release by GAVI being drafted

*  WVolunteers beta readers will be assigned lectures for a very rapid review this week 0 that all
materials are ready for the contractor to start processing immediately
* Week of May 23:

*  We expect to onboard the company contracted to support training organization (this gives
them less than 3 weeks to organize, condense and translate all content, set up LMS, provide outreach to
successful applicants)

*  Two workstreams of company underway: setting up LMS, production schedule of running
training, and processing of content and translation into French

*  Planning of all group exercises and recruitment of appropriate facilitators

*  Planning of trainee assessment by week and implementation of assessments

*  Plan and set up training section of demandhub. org for rapid posting of all materials during the
training



*  Week of May 30:
*  Coach onboarding scheduled
*  Week of June 6:
*  Host welcome event on June 11 (all onboarding, kickoff of simulation exercise)
*  Facilitator onboarding scheduled
*  Final check-In with all lecturers
*  Bilingual, multi-screen sharing dress rehearsal and troubleshooting
*  Finalize run of show preparation and review Zocom room/Slido/Miro boards and assign
responsibility for production of each session
*  Weekof June 13:
*  Start the training!
*  Youall are welcome to join for any session—schedule will be shared with you previous week

Sincerely,

Tina Purnat and Elisabeth Wilhelm
For the comprehensive training organizing team

Tina D Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Emergency Programme (WPE/WHE)

World Health Organization, Geneva, Switzerland

purnatt@who.int <mailto:purnatt@who.int> | WhatsApp/Signal: —
www.linkedin.com/inftinadpurnat <http://www.linkedin.com/in/tinadpurnat> | @tdpurnat |

Sign up for the WHO infodemic management News Flash: https://bit.ly/flashsubscribe

Best regards,

Tina

Tina D Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Emergency Programme (WPE/WHE)



World Health Organization, Geneva, Switzerland

purnatt@who.int | WhatsAppISignal:—l www.linkedin.com/in/tinadpurnat |
@tdpurnat |




From: NIKISING, Sergejs

Sent: Wed, 7 Aug 2024 14:54:00 +0000

Tao: Voegeli, Chris (CDC/IOD/OC)

Ce: TAM, John 5L [ABCT]; HERAUD, Jean-michel

Subject: Imvitation to join @ Workstream 5B to update the WHO Public Health Research
Agenda for influenza.

Attachments: DOI_EN_Form_Influenza Research Agenda Stream Member.docx

CAUTION: This email eriginated from cutside of the organization. Do not click links or open
attachments unless you recognize the sender and know the content is safe.

Dear Chris,

We are pleased to invite you to join a Workstream to update the WHO Public Health
Research Agenda for influenza, and contribute to

STREAM 5B Promoting the development and application of modern public health
tools (Sub-stream 5B Risk communication, community engagement, infodemic
management).

Kindly fill in and sign the Dol form (attached) and return it at your earliest
convenience.

Please find the slides and minutes of the six conducted Stream 5B meetings herel_]
Meelings Stream 5B

All relevant files of the 58 Stream are stored in the dedicated WHO MS Teams Channel:
WHO PUBLIC HEALTH RESEARCH AGENDA FOR INFLUENZA - 2024 UPDATE |
Stream 5B Channel | Microsoft Teams

The Latest developments & 5B stream research questions are summarized here:
https://docs. google.com/document/d/1IPxZV3usRweXsOyvRX4L BA-
FPTdpZRBlvu TM V5cCvBledit

Kind regards,
Jean-Michel, John, Sergejs

Dr. Sergejs Mikisins
Technical Officer
Global Influenza Programme
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DECLARATION OF INTERESTS FOR WHO EXPERTS

WHOYs work on global health issues requires the assistonce of external expens who may have interests related to
their expertise, To ensure the highest integrity and public confidence in its activities, WHO requires that experts serving in an
advisory role disclose any circumstances that could give rise o a potentinl conflict of inferest related to the subpect of the activity
in which they will be involved.

All experts serving in an advisory role must disclose any circumstances that could represent a potential conflict of
imterest (i, any inberest that may affect, or may reasonably be percerved to affect, the expert’s objectivity and independence).
You must disclose on this Declartion of Imerests (BO1) form any Gnancial, professional or sther interest relevant 1o the subject
of the work or mecting in which you have been asked 1o pariicipate in or contribute towards gnd any interest that could be
affected by the outcome of the meeting or work, You must also declare relevant interests of your immediate family members
{see defimition below) and. if you are aware of it, relevant imterests of other parties with whom you haove substantial common
interests angd which may be perceived as unduly influencing your judgement {e.g. emplover, close professional associates,
administrative unit or depariment). Please node that not fully completing and disclosing all relevant infonmation on this form
may, depending on the circumstances, lead WHOD 10 decide not 1o appoint you to WHO advisery bodies Tunctions in the future,

Please complete this form and submit it to WHO Secretariat i possible at least 4 weeks but no later than 2 weeks before
the meeting or work. Y ou must also prompily inform the Secretamat if there is any change in this information prior to, or during
the course of, the meeting or work, All expens must complete this form before participation in a WHO activity can be confirmed,
Please note that not fully completing and disclosing all relevant information on this form may, depending on the circumstances,
leadd WHO to decide not fo appoint vou 1o WHO advisory bodica Tunctions in the futurne,

Answening " ea” o a question on this form dees not swtomatically disqualify you or limit your participation ina WHC
activity. Your answers will be reviewed by the Secretamod to determine whether you have a conflict of mterest relevant o the
subject at hand, One of the eutcomes listed in the next paragraph can ocour depending on the circumstances (e.g. nature and
magnitude of the inderest, timeframe and duration of the interest ).

The Sccreturiat may conclude that no potential conflict exists or that the imterest is imelevant or insignificant. If, however,
a declared interest is determined 1o be potentially or clearly significamt, one or more of the following three measures for managing
the conflict of interest may be applied. The Secretanat (i) allows full panicipation, with public disclosure of vour inberest; (ii)
mandates partial exclusion (i.e., you will be excluded from that portion of the meeting or work related 1o the declared interest
and from the cormesponding decizion making process); or {iii) mandates total exclusion (g2, you will not be able 16 participate
in any part of the mecting or work ),

All patentially significant imeresis will be disclosed 10 the other participants a1 the start of the activity and yvou will be
askexd if there have been any changes. A summary of all declarations and actions taken to manage any declared interests will be
published in resulting repons and work prodwucts, Furthermore, if the objectivity of the work or meeting in which you are
invelved is subsequently questioned, the contents of your DO form may be made available by the Secretaniat 1o persons outside
WHO I the Director-Creneral considers such disclosure to be in the best interest of the Organization, after consulting with you.
Completing this DO form means that vou agree 1o these conditions.

If wou are unable or unwilling to disclose the details of an interest that may pose a real or perceived conflict, you miwst
dhizelose that a conflict of interest may exist and the Secretanial may decide that yvou be totally recused from twe meeting or work
concermeid, afier consulting with vou.

Marme:
Imstitutiom:
Emaal:

Date and title of meeting or work, including description of subject matter (o be considered (il a number of
substances or processes are to be evaluated, a list should be attached by the organizer of the activity):
Informal Expert group on influenza rescarch agenda review 1o update the WHO Public Health Research Agenda for
Influenea.

Please answer each af the questions below. Jf the answer fo oy af the guestions v “ves®, briefly desoribe the
circumisiances on e last peege af the form,

The terme "von ™ refers o vowrsell and your immeaiale family members fie., spoise for pariaer with whom vou have a
simtifar close persomal relatiovslilp) amd vewr childfren). "Cowsrercial entiny ™ inclades any cosmsrercial lesiness, an Indiesiry
assectation, research institalion or ether enterprise whose funding is sigrificantly devived from commercial sonrces with an
fmterest relared fo the subfecr of the meeting or work, "Orpgrization” inclides a govermmental, inteenatiomed or ron-peofir
owrganization. "Megting™ includes o series or cvcle of mectings
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EMPLOYMENT AND CONSULTING
Within the past 4 years, have you received remuneration from a commercial entity or
aflver erganizanion with an interest relared to the sebject of the meeting or work?

Employvment ves[] Mo [l
Consulting, including service as a techmical or other advisor Yes [ No[]
RESEARCH SUPPORT

Within the past 4 years, have vou or has your research unit received support from a
commercial entity or otfer organization with an interest refated fo the sabject of the
meeting or work?

Research support, including grants, collaborations, sponsorships, and other funding Yes[ ] Na[]

Non-monetary support valued at more than US 51000 overall (include equipment,
facilities, research assistants, paid fravel fo meetings, ¢ic.) Yes [ Mo

Support {including honoraria) for being on a speakers bureau, giving speeches or training
for a commercial entity or other organization with an interest related to the subject of the
meeting or work™”

INVESTMENT INTERESTS

Do yon have corrent fnvesoments (valwed af more than LS 55 008 overall) in o
commercial eniity with an inferest related fo the subject of the meeting or work? Please
alve include indirect imvestments such as a trust or holding company. You may exclude
weitenad frirrds, pension funds or similar fnvestments that are broadly diversified and on
which you exercise no confrol.

Stocks, bonds, stock options, other securitics (¢.g., short sales) Yes ] Mo []
Commercial business interests {e.g., proprictorships, partnerships, joint ventures, board
memberships, controlling interest in a company) Yes[ ] Ne [

INTELLECTUAL PROPERTY
Do yowr have any infellectwal property rights trat might be enhanced or diminished by
e oafcome of tre meefing or work ?

Patents, trademarks, or copyrights (including pending applications) Yes [ ] No[]
Proprictary know-how in a substance, technology or process Yes [ Ne[]
PUBLIC STATEMENTS AND POSITIONS (during the past 3 years)

As part of a regulatory, legislative or judicial process, have you provided an expert
opinion or estimony, related to the subject of the meeting or work,
for a commercial entity or other organization” Yes[ | No[]

Have you held an office or other position, paid or unpaid. where you represented interests
or defended a position related 1o the subject of the meeting or work? Yes [ No[]

ADDITIONAL INFORMATION

If not already disclosed above, have vou worked for the competitor of o product that is the

subject of the meeting or work, or will vour participation in the meeting or work enable

voul [0 obtain access to a competitor's confidential proprictary information, or create for

vou a personal, professional, financial or business competitive advantage? Yes [] No[]

To yvour knowledge, would the outcome of the meeting or work benelit or adversely

affect interests of others with whom you have substantial common personal, professional,

financial or business interests (such as your adult children or siblings, close professional

colleagues, administrative unit or depariment)? Yes[ ] No[]

Excluding WHO, has any person or entity paid or contributed towards your travel costs in
connection with this WHO meeting or work? Yes [ ] No[]




6d Have vou received any pavmenis {other than for travel cosis) or honorama for speaking
publicly on the subject of this WHO meeting or work?

"I"l.‘.'F.D Hn|:|

6ie s there any other aspect of your background or present circumstances not addressed
abowve that might be perceived as affecting vour objectivity or independence?

Yes[] No [T

7. TOBACCO OR TOBACCO PRODUCTS fanswer without regard 1o relevance fo the
subfect of the meeting or work)
Within the past 4 years, have you had employment or recerved research support or other
funding from, or had any other professional relationship with, an entity directly involved
in the production, manufacture, distribution or sale of tobacco or wbacco products or
representing the interests of any such ennity?

‘ﬁ:i|:| Hn|:|

EXPLANATION OF "YES" RESPONSES: If the answer to any of the above questions is " ves”, check

above and briefly describe the circumstances on this page. If vou do not describe the nature of an interest or
ifvou do not provide the amount or value involved where relevant, the conflict will be assumed to be significant.

Mos, | - 4

Type of interest, question
number and category (e.g.,
Intellectual Property 4.a

copyrights) and basic
descriptive details.

Mame of company,
organization, or institution

Belongs to you, &
family member,
cmplover, rescarch
unit or other?

Amount of
imgome or value
of interest (il not
dizclosed, is
assumed 1o be
significant)

Current
interest (or
vear ceased)




Mos, 5-6: Describe the subject, specific circumstances, parties involved, time frame and sther relevant details

CONSENT TO DISCLOSURE. By completing and signing this form, you consent to the disclosure of any
relevant conflicts 1o other meeting participanis and in the resulting report or work prodoct.

DECLARATION. | hereby declare on my honour that the disclosed information is true and complete
i the best of my knowledge,

Should there be any change to the above information, | will promptly notify the responsible staff of
WHO and complete a new declaration of interests form that describes the changes, This includes any change
that occurs before or during the meeting or work itsell and throwgh the period up to the publication of the
final resulis or completion of the activity concerned.

Date: Signature

WHIO &30 E CRE (25090:2014)




From: PURNAT, Tina

Sent: Mon, 16 May 2022 14:10:10 +0000

To: PURNAT, Tina

Subject: Invitation to join paper on outcomes of the WHO burden of infodemics
conference

Importance: High

Dear colleagues,

I'm pleased to share with you the draft paper on the outcomes of the WHO burden of infodemic
conference which tock place last November, We intend to submit it to JMIR infodemiology.

Please find it here: https: rv.ms/w/s!AtPoc3Y f RxGM

We would like to invite you to join us as a coauthor on this paper. To this point, we would like to invite
you to:
e Provide comments on the paper draft, and insert them into the document at this link:
https://1drv.ms/w/s!AtPoc3Y fgcdyRxGMpgspOvB10QPe=AHMISn
e If you agree to be coauthor, please add your degree, institutional affiliation and your ORCID ID in
the paper. We will reorganize the paper as per journal format requirements afterwards.
¢ Those of you who do not have ORCID ID, it is mandatory for submission in JMIR. You can register
an account and generate an 1D here: https://orcid.org/

We would appreciate your response by Tuesday, 24 May, EOB, following which we will proceed with
submission to JMIR.

Best regards,

Tina

Tina D Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Emergency Programme (WPE/WHE)

World Health Organization, Geneva, Switzeriand

purnatt@who.int | WhatsApo/Signal: [ | v\ nkedin. com/in/tinadpurnat | @tdpurnat |

Sign up for the WHO infodemic management News Flash: httpe //bit ly/flasheubscribe




From: PURNAT, Tina

Sent: Tue, 26 Oct 2021 03:50:41 +0000

To: Voegeli, Christopher (CDC/DDID/NCHHSTP/DHP)

Subject: Invitation to the 5th WHO Infodemic Management Conference (CONF)
Dear Christopher Voegeli,

With a week left to go until the start of the 5" WHO infedemic management conference, we are sharing
with you the provisional meeting documents. They inciude discussion documents for Session 1 on
November 2.

Some housekeeping:

e After review of declarations of interest, your participation has been confirmed for the
conference. You will shortly receive a calendar invitation which will be updated with a ZOOM
link prior to the conference.

e  This OneDrive folder will shortly be populated with working documents and will be kept
updated during the conference. Please bookmark it for reference during
conference. https:-//1dry.me/u/s!AtPoc3YQwOufeZ-547SA 3 iNomorA 2e=ivW7sN

* Please especially note the following documents:

o Document #3, provisional programme with more detailed time schedule of meeting
o Document #8, background discussion document for Session 1

Thank you very much for taking the time to participate, and please reach out if you have any questions.
Kind regards,

Tina Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit, Department of Infectious Hazards Preparedness
Division of Emergency Preparedness, World Health Organization, Geneva, Switzerland

purnatt@who.int | WhatsApo/Signal: [ | v« inkedin.com/in/tinadpurnat |
@tdpurnat |

Sign up for the WHO infodemic management News Flash: https://bit ly/imnewsflash




From: SANTESSO, Gabriela

Sent: Mon, 27 Feb 2023 15:54:35 +0000

To: Voegeli, Chris (CDC/DDID/NCIRD/ISD)

Subject: INVITATION / WHO Technical Consultation on Building a Global University
Curriculum for Infodemic Management [ Belgrade, Serbia, 21-22 March 2023

Attachments; 3. Confidentiality Undertaking. pdf

Importance: High

Dear Doctor Voegeli,

Could kindly also complete and sign the Confidentiality Undertaking and send it back to me.

Please also confirm if you will attend both the technical consultation [21-22 March} and the optional
workshop (23 March].

With many thanks in advance.
Best regards,
Gabriela

From: SANTESSO, Gabriela
Sent: Friday, February 10, 2023 6:04 PM

To: QOO @cde gov
Ce: CAZACY, Dfelia <cazacuo@who.int>

Subject: INVITATION / WHO Technical Consultation on Building a Global University Curriculum for
Infodemic Management / Belgrade, Serbia, 21-22 March 2023
Importance: High

Dear Doctor Voegeli,

The World Health Organization Epidemic and Pandemic Preparedness and Prevention Department, and
the WHO Reglonal Office for Europe, have pleasure in inviting you to participate in the

"WHO Technical Consultation on Building a Global University Curriculum for Infodemic Management™

to be held in Belgrade, Serbia, from 21 to 22 March 2023,
The technical consultation will be followed by an optional waorkshop on designing immersive infodemic
management training simulations on 23 March 2023.

To this purpose, kindly find herewith attached:

1. Your Invitation Letter

2. Declaration of Interests (DOI] for WHO Experts [deadline for submission Wednesday 15 February)
3. Annex A - Guidance to Experts in Connection with the Completion of WHO DOl Forms

4. Annex B - Code of Conduct for WHO Experts

5. Confidentiality Undertaking {deadline for submission Wednesday 15 February)



6. Concept Mote
7. Provisional Agenda
B. WHO Declaration of Consent (deadline for submission Wednesday 15 February)

Participants are expected to arrive in Belgrade a day before the consultation (March 20) and leave a day
after [March 23), if they will only be participating in the technical consultation.
Optional workshop participants are expected to leave on March 24.

Please be informed that costs related to your participation in this technical consultation will be at your
OWN eXpEnse.

We kindly remind you to book your flights and hotel accommodation as soon as possible,

Thank you in advance.

With my best regands,

Gabriela Santesso

Assistant Team
WHO/HO/WPE/EPR/IEP
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WORLD HEALTH ORGANIZATION
CONFIDENTIALITY UNDERTAKING

. The World Health Organization (WHO), through its Department for Epidemic and

Pandemic Preparedness and Prevention (EPP), has access (o certain  Infodemic
Management information related o Public Health Emergencies to which it considers to be
proprietary to itself or to parties collaborating with it (the “Information™).

WHO is willing to provide the Information to the Undersigned. or amrange for the provision
of the Information to the Undersigned, whether during or in relation to a meeting or a
telephone conference, or through an intemet-based collaborative workspace, or for a
contractual arrangement, or otherwise (the “Activities™), for the purpose of the WHO
TECHNICAL CONSULTATION ON BUILDING A GLOBAL UNIVERSITY
CURRICULUM FOR INFODEMIC MANAGEMENT, BELGRADE, SERBIA, 21-22
MARCH 2023 AND 23 MARCH 2023 (the “Purpose”), provided that the Undersigned
undertakes to treat the Information as confdential and proprietary, o use the Information
only for the aforesaid Purpose and to disclose it only to persons who have a need 1o know
for the Purpose and are bound by like obligations of confidentiality and non-use as are
contained in this Undertaking,

. The Undersigned undertakes to regard the Information as confidential and proprietary to

WHO or parties collaborating with WHO, and agrees 1o take all reasonable measures 1o
ensure that the Information is not used, disclosed or copied, in whole or in part, other than
as provided in paragraph 2. except that the Undersigned shall not be bound by any such
obligations of confidentiality and restrictions on use, if and 1o the extent he/she is clearly
able to demonstrate that the Information:

a. was known to him/her prior 1o any disclosure by or for WHO o the Undersigned
(as evidenced by written records or other competent proof);

b. was in the public domain at the time of disclosure by or for WHO to the
Undersigned;

¢. becomes part of the public domamn through no fault of the Undersigned; or

d. becomes available to the Undersigned from a third party not in breach of any legal
obligations of confidentiality (as evidenced by written records or other competent

proof).

The Undersigned further undertakes not 1o use the Information for any benehit, gain or
advantage, including but not limited 1o rading or having others trading in securities on the
Undersigned’s behalf, giving trading advice or providing Information to third parties for
trade in secunties.

If requested 1o do so, the Undersigned agrees 1o retum 1o WHO any and all copies of the
Information.

The obligations of the Undersigned shall not cease on termination of the Activities.



7. Any dispute anising from or relating o this Undertaking, including its vahdity,
interpretation, or application, shall, unless amicably seitled, be subject to conciliation. In
the event the dispute is not resolved by conciliation within thirty (30) days, the dispute shall
be semtled by arbitration. The arbitration shall be conducted in accordance with the
modalities to be agreed upon by the Undersigned and WHO or, in the absence of agreement
within thirty (30} days of written communication of the intent to commence arbitration,
with the rules of arbitration of the International Chamber of Commerce. The Undersigned
and WHO shall accept the arbitral award as final.

8., Nothing in this Undertaking, and no disclosure of Information to the Undersigned pursuant
to its terms, shall constinute, or be deemed o consuiute, a waiver of any of the privileges

and immunities enjoved by WHO under national or imternational law, or as submitting
WHO 10 any national court jurisdiction.

Acknowledged and Agreed:

Signature:

MName;

Title:

Date:




From: SANTESSO, Gabriela

Sent: Sun, 26 Feb 2023 21:04:59 +0000

To: Voegeli, Chris (CDC/DDID/NCIRD/I1SD)

Subject: INVITATION / WHO Technical Consultation on Building a Global University
Curriculum for Infodemic Management [/ Belgrade, Serbia, 21-22 March 2023

Attachments; 1. Declaration of Interests Form (1).pdf, 1. DOI_EN_AnnexA Guidance.pdf, 2.

DOM_EM_AnnexB Code of conduct for WHO experts.pdf, 3. Confidentiality Undertaking.pdf, 4. Concept
Note.pdf, 5, Provisional Agenda.pdf, WHO _declaration_of_consent_named subjects_english, pdf,
VOEGELI Christopher - LOLpdf

Importance: High

Dear Doctor Voegeli,

Following our invitation here below, | would be most grateful if you could kindly confirm if you will
attend the technical consultation and the optional workshop.

Should you participate, kindly complete and sign the documents herewith attached and return a
complete scanned copy to me as soon as possible.

With many thanks in advance,

Best regards,

Gabriela

From: SANTESS0, Gabriela

Sent: Friday, February 10, 2023 6:04 PM

To: Q02 @cdc.gov

Ce: CAZACL, Ofelia <cazacuo@who.int>

Subject: INVITATION / WHO Technical Consultation on Building a Global University Curriculum for
Infodemic Management / Belgrade, Serbia, 21-22 March 2023

Importance; High

Dear Doctor Vioegeli,

The World Health Organization Epidemic and Pandemic Preparedness and Prevention Department, and
the WHO Regional Office for Europe, have pleasure in inviting you to participate in the

"WHO Technical Consultation on Building a Global University Curriculum for Infodemic Management”

to be held in Belgrade, Serbia, from 21 to 23 March 2023.
The technical consultation will be followed by an optional workshop on designing immersive infodemic
management training simulations on 23 March 2023,

To this purpose, kindly find herewith attached:
1. Your nwitation Letter

2. Declaration of Interests (DOI) for WHO Experts (deadline for submission Wednesday 15 February)
3. Annex A - Guidance to Experts in Connection with the Completion of WHO DOl Farms



4, Annex B - Code of Conduct for WHO Experts

5. Confidentiality Undertaking {deadline for submission Wednesday 15 February)
6. Concept Mote

7. Provisional Agenda

8. WHO Declaration of Consent {deadline for submission Wednesday 15 February)

Participants are expected to arrive in Belgrade a day befare the consultation [March 20) and leave a day
after [March 23}, if they will only be participating in the technical consultation,
Optional workshop participants are expected to leave on March 24.

Please be informed that costs related to your participation in this technical consultation will be at your
OWn exXpense.

We kindly remind you to book your flights and hotel accommaodation as soon as possible,

Thank you in advance,

With my best regards,

Gabriela Santesso

Assistant Team
WHO/HO/WPE/EPP/IEP



DECLARATION OF INTERESTS FOR WHO EXPERTS

WHOYs work on global healih issues requines the assistance of extemnal expens who may have interesis related to
their expertise. To ensure the highest integrity and public confidence inats actvities, WHO requires that experts serving in an
advisory role disclose any circumsiances that could give rise to o potential conflict of inferest related to the subject of the activity
in which they will be involved.

All expents serving in an advisory role most disclose any circumstances that could represent o potential confict of
interest {i.c., any inberest that may affect, or may reasonably be perceived 1o uffect, the expen’s ebjectivity and independence).
Yo must dischose on this Declarmion of Imerests (RO1) form any fnancial, professional or other interest relevant 1o the subject
of the work or meeting in which you have been nsked o participale in or contribute towards angd any imlerest that could be
affected by the outcome of the meeting or work, You must also declare relevant interests of your immediate family members
{see defimition bebow) and, if you are aware of it, relevant interests of other parties with whom you have substantial common
imerests and which may be perceived as unduly influencing your judgement (e.g. employer, close professional associses,
administrative unit or depariment). Please note that not fully completing and disclosing all relevant information on this form
may, depending on the circumsiances, lead WHO w decide ol 1o appoint you te WHO advisory bodies/Tunctions in the future,

Please complete this form and submit it o WHO Secretarial if possible at least 4 weeks but no later than 2 weeks before
ithe meeting or work, Y ou must alse promptly inform the Secretanat if there is any change in this information prior to, or during
the course of, the meeting or work, All experts must complete this form before participation in a WHO activity can be confirmed.
Please note that not fully completing and disclosing all relevant information on this form may, depending on the circumstances,
lzad WHO o decade sot to appoint you o WHO advisory bodies/ Tanctions in the Teune,

Answering TY e oa gueston on this form does not sutomatically disqualify you or limar your participation ina WHC
activity. Your answers will be reviewed by the Secretamat to determing whether yow have a conflict of mterest relevant i the
subject at hand, One of the outcomes listed in the next paragraph can occur depending on the circumstances (e.g. nature and
magnitude of the interest, timeframe and duration of the interest),

The Secreturiat may conclude that no potential comflict exists or that the inerest is imelevant or insignificant. 11, however,
a declared iterest is determined 1o be potentially or clearly significant, one or more of the following three measures for managing
the conflict of interest may be applied. The Secretariat (i) albows full panicipation. with public disclosure of vour interest: (i)
mandates partial exclusion (1e., you will be excluded from that portien of the meeling or work related o the declarad interes
and from the comesponding decision making processh; or {iiid mandates tofal exclosion (e, you will mot be able 10 panicipate
inany pan of the meeting or work ),

Al potentially sigmificant imerests will be disclosed 1o the other participants a1 the start of the activity and you will be
asked if there have been any changes. A summary of all declarations and actions taken to manage any declared interests will be
published i resulting reports and work products, Funthermore, if the obpectivity of the work or meeting in which you are
invodved is subsequently questioned, the contents of your DO form may be made available by the Secretarial to persons owside
WHO il the Direcior-Cieneral considers such disclosiere to be in the best interest of the Organizaion, afler consulting with you,
Completing this DiOE form means that you agree 1o these conditions,

If wou are unable or unwilling to disclose the details of an interest that may pose a real o perceived conflict, you must
ahisclose that a conflict of interest may exist and the Secretarial may decide that you be toally recused from the meening or work
concemed, afier consulting with you.

Miame:
Imstitution:
Email:

Date amd title of meeting or work, including description of subject matter to be considered (il a number of
substances or processes are to be evaluated, a list should be attached by the organizer of the activitv):

Pleave answer each of the questions below. I the answer o any of the questions v “ves™, briefiv describe the
circunistances on e last perge of the forme

The term “von ™ refers o yoursell avd veurr immrediale faneily members {Le., spouse (or parimer with wham venr have a
sintilar chese persovl relationaliip) amd veurr chilfdren). “Cosminercial_ entirny” inclindes any cowmmercial biisiness, aan fndusny
asseciation, research institation or ether emterprive whose fending is significantly devived froom commercial sources with an
fiperesr relaved 1o the subfeer of the mecting or work, "Ovganization” includes a goverunenal, inteenatiomed or mon-profin
organization. "Megling " incliedes a series or cyole of meetings,




Ib

3a

d4a
4b

S5a

Sh

fia

b

EMPLOYMENT AND CONSULTING
Within the past 4 years, bave yvou received remuneration from a commercial entity or
iftver prganizarion with an interest related o the subject of the mecting or work?

Employment Yes[] No[]
Consulting, including service as a techmcal or saber advisor Yes [ No[]
RESEARCH SUPPORT

Within the past 4 vears, have you or has your research unit received support from a
conmmercial enitly or oftfver organizaiion with an ieferest related fo the subject of the
meeting or work?

Research support, including grants, collaborations, sponsorships, and other funding Yes| | No[ ]
MNon-menetary support valued a1 more than US S1000 overall (include equipment,

facilities, research assistants, paid travel to meetings, etc.) Yes[] Ne[]
Support (including honoraria) for being on a speakers bureau, giving speeches or training

for a commercial entity or other organization with an interest related to the subject of the

meeling or work?

INVESTMENT INTERESTS

Do you have current fnvestiments (valieed af more than US 55 000 overall) in a
contmercial entity with an interest related to the subject of the meeting or work? Please
alver inclnde indirect invesfments such as a trast or holding company. You may exclude
minieeal funds, pension funds or similar investments that are broadly diversified and on
which you exercise no conirol.

Stocks, bonds, stock options, other securties (e.g., shor sales) Yes |:| M |:|

Commercial business interests {e.g.. proprietorships, partnerships, joint ventures, board
memberships, controlling interest in a company) Yes [] Ne [

INTELLECTUAL FROPERTY
D you have any intellectual properiy rights that might be enhanced or diminished by
the onfcome of the meefing or work ?

Patenis, irademarks, or copyrights (including pending applications} Yes[ ] No[ ]
Proprietary know-how in a substance, technology or process Yes [ No[]
PUBLIC STATEMENTS AND POSITIONS (during the past 3 years)

As part of a regulatory, I:gi.ﬂ.taliv: or judicial process, have you provided an expert

opinion o estimony, related o the subject of the mesting or work,

for a commercial entity or other organization? Yes[ ] No[]
Have you held an office or other position, paid or unpaid, where you represented interests

or defended a position related 10 the subject of the meeting or work? Yes [ No [

ADDITIONAL INFORMATION

It not already disclosed above, have vou worked for the competitor of a product that is the

subject of the meeting or work, or will your participation in the meeting or work enable

vou o obiain access o a compelitor's confidential proprictary information, or create for

vou a personal, professional, financial or business competitive advantage? Yes D Mo D

To vour knowledge, would the cutcome of the meeting or work benefit or adversely

affect intercsts of others with whom you have substantial commen personal, professional,

financial or business interests (such as your adult children or siblings, close professional

colleagues, administratve unit or depariment)? Yes [ ] No[]

Excluding WHCO, has any person or entity paid or contributed towards your travel costs in
connection with this WHO meeting or work? Yes [ No[]




6d Have vou received any paymenis {other than for travel cosis) or honoraria for speaking

publicly on the subject of this WHO meeting or work? Yes[ ] No[]
6e s there any other aspect of your background or present circumstances not addressed
above that might be perceived as affecting vour objectivity or independence? Yes [] No[]

7. TOBACCO OR TOBACCO PRODUCTS (answer without recard to relevance 1o the
silect of the mieeting or work)
Within the past 4 years, have you had employment or received research support or other
funding from, or had any other professional relationship with, an entity directly involved
in the production, manufactere, distribution or sale of Wwbacco or Wwbacco products or
representing the imterests of any such entity? Yes[ ] No[]

EXPLANATION OF "YES" RESPONSES: If the answer to any of the above questions 15 "ves™, check
above and briefly describe the circumstances on this page. Il vou do not describe the nature of an interest or

if woun do not provide the amount or valoe involved where relevant, the conflict will be assamed to be significant.

MNos. 1 - 4:

Type of interest, guestion | Name of company, Belongs to you, a ;’lmﬂlml of : Current

number and category (e.g., | organization, or institution family member, ncome or valie | interest (or

Intellectual Property 4.0 employer, research :rh;“:.:ei'ﬂ:' not | year ceased)
@

copyrights) and basic unit or other? o b

descriptive details. significant)




Mos, 5-6: Describe the subject, specific circumstances, parties invelved, time frame and other relevant details

CONSENT TO DISCLOSURE. By completing and signing this form, you consent to the disclosure of any
relevant conflicts 1o other meeting participants and in the resulting report or work product.

DECLARATION. I hereby declare on my honowur that the disclosed information is true and complete
o the best of my knowledge,

Should there be any change to the above information, | will prompily notify the responsible staff of
WHO and complete a new declaration of interests form that describes the changes, This includes any change
that oecurs before or during the meeting or work itself and through the period up to the publication of the
final resulis or completion of the activity concerned.

Date: Signature

WHIO 250 E CRE (2549 2004)




Annex A

Guidance to Experts in Connection with the Completion of YWHO M) Formis

Shouwld be sent with the DOI form

The following table provides guidance to experts as to the type and extent of information
that experts should disclose as they complete WHO Declaration of Interest Form.

Type of Interest in Relation to
subject of meeting or work

Expert's employment or that of
an imrmecdiale family meamber

Consulting work

Research support

Imvestments

Examples of Information Required

Indicate:

a. name of employer
b. title and function
¢, perigd of employment

Indicate:

a. name of contracting party

b. period of consullancy

c. naiure / subject of consultancy

d. amount of income earned per consultancy

Indicate:

source of the support

amount of support

whether support provided to expert personally, immediate
farnily member or instilution 1o which the expert is affiliated
subject matter of research supported

expert's role in the conduct of the research supported (2.0
head of research team, director of programme, scientist
part of & larger team)

N

@ e

Indicate whether imvestment in amy single company is valued
al:

a. the nature of the imvesiment (e.g. stock, bonds, partial or
total ownership interest etc)

b. more than $5,000

¢. provide the name of the company



Annex A

Intefectual Property

Publicz Staternents and
Positions

Unfair or Compatitive
Advantage

Describa:

a. nature and object of the IP

b. whether IP is siill protected

¢. relevant licensing arrangements relating 1o the IP
d. whether royalties are being paid

Diescribe;

a. fora in which public position taken {e.g. court, parfamentarny
commilies elc.)

b. year concemead

€. in bried, the position held

d. the capacity in which the statement was made or position

taken {e.g. Mr. Smith in his capacity as president of ABC

society)

e. indicate for how long approximately the position taken has

been held or defended, if applicable

e. wheather there is a public record of the position held

a. state whather infformation obtained as a result of
participation in the advisory body or activity could provide you
with an unfair competitive advantage and'or a dear actual and
direct financial or pecuniary benefit,

b. Explain how you would propose o mitigale this concern,



Annex It

Code of Conduct for WHO Experts
Showld be sent with the DOV form

WHO values and relies upon the normative and technical advice that is provided by leading
subject matter experts in the context of its advisory/technical committees. meetings and other
similar processes. Such advice contributes to the formulation of public health policies and norms
that are promulgated by WHO for the benefit of its Member States.

In order 1o ensure the integrity of such processes, thereby contributing to their credibility in the
eyes of WHO s stakeholders, it 15 critical that experts apponted by WHO 1o render technical or
normative advice

i fully and honestly disclose all relevant interests and biases on the DOl Form that may
give rise to real or perceived conflicts of interest.  Such disclosure must also be made
orally to all fellow expert committee, meeting or group members al the outset i.e. unless
this 15 done by the Chairperson or Secretanal.

b. spontaneously  report any material changes to their disclosed interest on an on-going
basis during the period in which the expert serves the Organization;

C. respect the confidential nature of committee or meeting deliberations or of the advisory
function assigned by WHO and not make any public statements regarding the work of the
committee or meeting or regarding the expert’s advice without prior consent from WHO;

d. undertake not to engage in activities that may bring reputational harm o the WHO
process that they are involved in;

e undertake o represent their views in a personal and individual capacity with the best
interest of WHO in mind as opposed 1o representing the views of their employers, other
IMSHIULIoNns Or governments.

L. actively and fully participate in discussions and deliberations within the relevant advisory
group, committee or meeting.



[

WORLD HEALTH ORGANIZATION
CONFIDENTIALITY UNDERTAKING

. The World Health Organization (WHO), through its Department for Epidemic and

Pandemic Preparedness and Prevention (EPP), has access (o certain  Infodemic
Management information related o Public Health Emergencies to which it considers to be
proprietary to itself or to parties collaborating with it (the “Information™).

WHO is willing to provide the Information to the Undersigned. or amrange for the provision
of the Information to the Undersigned, whether during or in relation to a meeting or a
telephone conference, or through an intemet-based collaborative workspace, or for a
contractual arrangement, or otherwise (the “Activities™), for the purpose of the WHO
TECHNICAL CONSULTATION ON BUILDING A GLOBAL UNIVERSITY
CURRICULUM FOR INFODEMIC MANAGEMENT, BELGRADE, SERBIA, 21-22
MARCH 2023 AND 23 MARCH 2023 (the “Purpose”), provided that the Undersigned
undertakes to treat the Information as confdential and proprietary, o use the Information
only for the aforesaid Purpose and to disclose it only to persons who have a need 1o know
for the Purpose and are bound by like obligations of confidentiality and non-use as are
contained in this Undertaking,

. The Undersigned undertakes to regard the Information as confidential and proprietary to

WHO or parties collaborating with WHO, and agrees 1o take all reasonable measures 1o
ensure that the Information is not used, disclosed or copied, in whole or in part, other than
as provided in paragraph 2. except that the Undersigned shall not be bound by any such
obligations of confidentiality and restrictions on use, if and 1o the extent he/she is clearly
able to demonstrate that the Information:

a. was known to him/her prior 1o any disclosure by or for WHO o the Undersigned
(as evidenced by written records or other competent proof);

b. was in the public domain at the time of disclosure by or for WHO to the
Undersigned;

¢. becomes part of the public domamn through no fault of the Undersigned; or

d. becomes available to the Undersigned from a third party not in breach of any legal
obligations of confidentiality (as evidenced by written records or other competent

proof).

The Undersigned further undertakes not 1o use the Information for any benehit, gain or
advantage, including but not limited 1o rading or having others trading in securities on the
Undersigned’s behalf, giving trading advice or providing Information to third parties for
trade in secunties.

If requested 1o do so, the Undersigned agrees 1o retum 1o WHO any and all copies of the
Information.

The obligations of the Undersigned shall not cease on termination of the Activities.



7. Any dispute anising from or relating o this Undertaking, including its vahdity,
interpretation, or application, shall, unless amicably seitled, be subject to conciliation. In
the event the dispute is not resolved by conciliation within thirty (30) days, the dispute shall
be semtled by arbitration. The arbitration shall be conducted in accordance with the
modalities to be agreed upon by the Undersigned and WHO or, in the absence of agreement
within thirty (30} days of written communication of the intent to commence arbitration,
with the rules of arbitration of the International Chamber of Commerce. The Undersigned
and WHO shall accept the arbitral award as final.

8., Nothing in this Undertaking, and no disclosure of Information to the Undersigned pursuant
to its terms, shall constinute, or be deemed o consuiute, a waiver of any of the privileges

and immunities enjoved by WHO under national or imternational law, or as submitting
WHO 10 any national court jurisdiction.

Acknowledged and Agreed:

Signature:

MName;

Title:

Date:




ﬂ”% World Health

Organization
WHO technical consultation on building a Provisional 21-22 March 2023
global university curriculum for Infodemic : :
management ADesieSmy

Belgrade, Serbia

(VERSION 13 JanUaRY 2023)

Provisional scope and purpose

Introduction

During the COVID-19 pandemic the Weorld Health Organization has established Infodemic management
as a new concept and area of concentrated interventions to mitigate the consequences emitting from an
evolving information ecosystem and how individuals and communities interact with it. Infodemiology
the scientific discipline underpinning Infodemic management, has seen a growth spurt since early 2020,
At the same time, WHO has trained over 1,400 infodemic managers from all fields of public health
infused with best practice approaches and applying evidence-informed interventions based on latest
operational research, This work is framed by a WHO public health research agenda for managing
infodemics' and a WHO competency framework for Infoedemic managers.”

WHO now builds the Infodemic management preparedness capabilities for the future by developing a
global university curricula to teach and train the science and practice of Infedemic management. Today's
students in the field of public health are forming the workforce to respond to infodemics and the
challenges it poses to countries and communities during health emergencies.

Aim. oblect) ! ! |
The aim of the meeting is to convene Deans from public health university programmes, public health

and professionals’ associations, and representatives of Ministry of Health to develop a global teaching
curriculum for infodemic managemaent.

The ohjectives are

=  Frame the need for academic and professignal training for Infodemic management
#  Take stock of current university and training efforts

= [Define the capabilities and capacities needed in an Infodemic workforce

# Propose Integration the currioula in existing university teaching programmies

Expected results

L hitpssd fwowew . whio.int/publications/i/item,/9 789240019508
? https:/fwww wheo.int/publications/ifitem/9 789240035287




# Infodemic teaching modules defined
=  Pilot universities identified to enter WHO collaborating center process

Barticipants

& 0 deans of public health university programmes from the global south and north
= Public health and professional associations such as EUPHA, APHA, ASPHER, EPIET etc.
#»  Ministry of Health or National Health Institute reprasentatives

schedule
Global curriculum meeting: 21-22 March 2023

Optional workshop: 23 March 2023, side-event workshop on designing immersive infodemic
management training simulations



'y World Health

Organization
WHO technical consultation on building a glohal Provisional 21-23 March 2023
university curriculum for Infodemic management (VSO 17 1000y
Belgrade, Serbia

(VERSION 23 JaN 2023)

Provisional Agenda

Day 1 - Tuesday, 21 March 2023
Session 1: Current State of Play in Infodemic Management Training Programmes

Welcome
Setting the scene — WHO competency framework for infodemic management and training
programmes on infodemic management dunng emergencies

Discussion by three discussants: university education, continuing education, field
epidemiclogy

Plenary discussion - questions for discussion related to the background document on
competencies, capabilities and capacities and health professional profiles
o What are the elements that should be included in the node under discussion?
o Is there anything missing, should be removed or changed in the mapping?

Day 2 - Wednesday, 22 March 2023
Session 2: Mainstreaming Infodemic Management Skills into Training Programmes

Discussion by three discussants: credentialing and certification

Plenary discussion - questions for discussion related to the background document on
credentialing and mainstreaming of skills and competencies into training programmes
o What are the elements that should be included in the node under discussion?
o Is there anything missing, should be removed or changed in the mapping?

Summary of meeting deliberations
Outputs

¢  Recommendations on education in infodemic management for health
# Establishment of network for global curriculum on infodemic management

Follow up meeting

Day 3 - Thursday, 23 March 2023
Session 3: Experience Sharing on Immersive Simulation World Design and Training Delivery

Delivery of in-person mass immersive infodemic insights generation simulation to the School
of Medicine, University of Belgrade (public, mass teaching exercise)



Prowisional agenda
page 2

Workshop discussion by participating educators

# Learning from WHO's global infodemic manager trainings: Designing online and
offline immersive worlds for teaching infodemic management

» Mapping of considerations on design: competencies, design, implementation and
evaluation components

Crutputs

* Recommendations on designing immersive worlds and simulations for teaching cross-
functional and cross-disciplinary infodemic management skills

Follow up meeting



Y World Health
/¢ Organization

Declaration of Consent and Release for
Photograph, Video and/or Sound Recordings of Named Subjecis

I hereby consent 1o the worldwide use of my name, likeness, biography, pecture and/or chinical detals related
to my person, as depicted in the following photograph(s), video and/or sound recordings (the “Media™) made
for or by the World Health Organization (“WHO"). 20 Avenue Appia. 1211 Geneva 27, Switrerland, as
weell as in publicity concerning the same, for the followang subjectis):

Descrption of subjectisk: WHO Technical Consultation on Building a Global University
Curriculum for Infodemic Management

In providing this consent, 1 declare, acknowledge and agree that:

I am of the legal age of consent and | have the full legal power and authority to complete this
Declarstion, or, if T am a minor (below the legal age of consent) or otherwise legally prevented
from signing this Declaration, it is made on my behalf by my parent(s) or legal guardianis)
listed below.

I have read this Declaration in its entirety, or it has been read (or translated) 10 me inits entinety,
and T have had the opportunity (o ask questions about it

My name will appear in connection with the Media

My consent is voluntary. 1 can withdraw my consent at any time by contacting WHO in writing.
Amy such withdrawal will ot apply © Media that have already been disseminated under this
Dweclaration.

All nghts to the Media are vested in WHO, which for the duration of the applicable rights has
the unrestricted, sublicensable and worldwide right 1o use my name, likeness, biography,
picture, and’or clindcal details related o my person as depicted in the Media in any manner
whatsoever, without any obligation to seek any further authorization from me or inform me
thereof, That use may include, withowt limitation, editing, duplication, hcensing 1o any third
party, and distribution in all media now known of later developed including, withowt linitation,
WHO and third-party advocacy materials, publications, television programmes, films, videos
and websites.

I will mot receive any payment in consideration for the foregoing.

I agree not to hold WHO, its employees, or its agents liable for any use or dissemination of the Media
in accordance with this Declaration.

By signing below, 1 confirm that | fully understand and accept all of the above.

O IR o ancyn oo e g i sa g smy B e B e

T R e e v S e o e s T P o s i P e G L F R B

Nuame of Parentis) or Legal Guardianis) or person signing on behall of the subjpect:

For mnermal wse only: Visual deseription of the subject for reference




¢Z2RY, World Health

&% Organization

Explanation that can be provided to subject

WHO pzes photos and video to document and promote public health issues. When we take a photo or
video of someone, we require you o provide your consent to be photographed or lilmed. In signing this
consent form, you are agreeing to the use of your likeness and the information that you have provided

us, for use by WHO in connection with is work on public health,
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Tel. direct +41 22 791 2615 Dr Christopher Voegeli
m whodod Behavioral Scientist
! : Acting Vaccine Confidence and Demand Lead
In reply please Mational Center for Immunization
refer bo: WPEEPPIEP and Respiratory Discases

Immunization Services Division

Centers for Disease Control and Prevention
Atlanta, Georgia

Etats-Unis d"Amérique

9 February 2023

Dear Doctor Voegeli,

WHO Technical Consultation on
Building a Global University Curriculum for Infodemic Management
Belgrade, Serbia
21-22 March 2023 and 23 March 2023

The World Health Organization Epidemic and Pandemic Preparedness and Prevention
Department, and the WHO Regional Office for Europe, have pleasure in inviting you to participate in
the above-mentioned consultation, to be held in Belgrade, Serbia, from 21 to 22 March 2023. The
mecting will be followed by an optional workshop on designing immersive infodemic management
fraining simulations on 23 March 2023,

The aim of the meeting is 10 convene deans from public health university programmes, public
health and professionals® associations, and representatives of Ministries of Health to develop a global
teaching curriculum for infodemic management.

The objectives of the meeting are:

Frame the need for academic and professional training for Infodemic management
Take sivck of current university and training efforis

Defing the capabilities and capacities needed in an Infodemic workforce

Propose integration of the curricula in existing university ieaching programmes

Fod

The expecied outcomes of the meeting are:

1. Infodemic teaching modules defined
2. Pilot universitics identified 1o enter WHO collaborating center process

Your participation is contingent on receipt and assessment by WHO of a "Declaration of
Interests (Dol) for WHO Expens”, which is enclosed for you to complete. Please read the form
carefully as it explains what is being requested and how the information reported by you will be
used. As stated in the instructions, we will review the information submitted by you to assess
whether you have any appreciable real, potential or apparent conflict of interest. If it is deemed to
exist, we will revert to you to discuss a proposed course of action. You are therefore kindly requested
to fill out, sign and retum the form to Mrs Ofelia Cazacu (mailto:cazacuo(@who.int) as soon as
possible. Please note that the ongmal signed copy should be submitted during the meeting.
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Dr Christopher Voegeli, Atlanta 09,02.2023

Please also find attached a “Code of Conduct for WHOD Experts™ (Annex B) for your
information, and a “Guidance for Experts” document (Annex A), which may be useful in completing
the Declaration of Interest form.

We draw your attention to the fact that WHO does not take responsibility for visa
applications, and that it is your responsibility to obtain any visa and verify the travel requirements
with regards to testing and vaccinations that may be necessary for this travel. Upon receipt of this
invitation, please verify with the nearest Serbian Embassy or Consulate whether you are required to
have a visa for Serbia.

Please be informed that costs related to your participation in this technical consultation will
be at your own expense, We kindly remind you to book your flights and hotel accommodation as
soon as possible.

This meeting will be held at Hotel Metropoele Palace in Belgrade. The working language of
the meeting will be English. Please find attached for your information the Scope & Purpose of the
meeting and a provisional agenda for this meeting.

We would be most grateful if you could kindly confirm vour attendance to this meeting by
15 February 2023, For any further information and/or queries on the content of the conference,
please do not hesitate to contact Mrs Tina Purnat (pumani@who.int). Should you have any
administrative queries, please contact Mrs Ofelia Cazacu (cazacuo@who.int) and Mrs Gabriela
Santesso (santessogi@who.int).

I do hope it will be possible for you to participate in this consultation and | look forward to
hearing from you.

Yours s:i.lll_::_:l‘_#lju
Dr Sylvie Briand
Director

Epidemic and Pandemic Preparedness and Prevention
WHO Health Emergencies Programme

ENCLS: 5
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From: KaRAM, Elsa Maria

S5aent: Wed, 26 Oct 2022 11:30:00 +0000

To: Undisclosed recipients:

Subject; Joint Manthly Trend Report - September

Attachments: Joint Monthly Trends Report_September 202 2. docx, pdf

Good moming/ afternoon/ evening,

Attached is the Monthly Infodemic Trends in Africa report from September 2022.

Key trends last month were as follows:

Ebola

1. Waccines & Treatments
2. Transmigsion & Origin
cCoviID-19

2. Vaccines
3. COVID-19 impact on vaccine-preventable diseases
Trends to Watch

1. Drought

Please do not hesitate to send any questions or feedback that | can assist with, and
points of contact for each contributing organization can be found on the final page of
the report.

Warm regards,

Elza and the AIRA team

Elsa Maria Karam
Social Listening Analyst
Africa Infademic Response Alliance (AIRA)
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Public Health Infodemic Trends in ESAR - September 2022

Scope: This report presents operational recommendations based
on online and offline community feedback trends analysis around
COVID-19 and other key public health issues in the East and
Southern African Region (ESAR) for the month of September
2022.

It aims to enable evidence-based decision-making at regional and
national levels.

Key Themes
Issues to watch
Drought




« [False claims that Ebola isn*t real, and that governmental
authorities are using it to generate profit and attract international
donors has also generated high engagement on social media,

« Online users generally talk about governmental
authorities taking advantage of the Ebola crisis to receive
international development aid from UN agencies and donor
countries , but also to shift the power dynamics within the
country.

For example:

“This is the pian of putting Muhoez! into power. It's not real Ebola disease.”
“The Waorld Health Organization doesn't give any aid to Uganda if there's no Ebola in Uganda,
Museven! and his ministers are faking it”

« The most prominent narrative highlights the likelihood that the disease was
transferred to the first patient via the consumption of a bat, however, many
individuals are still questioning the origin of the disease and their questions have
gone largely unanswered.

For example:

“So where did thot Tst suspect get ebola from, we need to know!! Did it fall an him or her like
rain? Stop coming and tell us out of nowhere someone has ebola! How, where and when did
that person catch ebolo?”

+ Users have also claimed that the Ebola cases started in the interior of Uganda based
on a lab leak that may have been purposeful.
For example:
Of course they got Ebola from the lab so that someone can get loans. Remember after nyege
nyege and the oif pipeline. We're lucky that Ebola drugs exist.”



Recommendations

o Consistently promote accurate information regording ebola symptoms, transmission, and
mitigation methods as communities have expressed confusion about the disease. (Viral
Facts content on ebola symptoms and transmission here).

o Utilize social science research to determine community-specific barriers and enablers for
responses to the ebolo outbreak to enable toiloring of RCCE,

o Reinforce national community feedback mechanisms created as part of the pandemic
response to monitor and address emerging concerns regarding other outbreaks to enable
rapid response and to limit adverse effects such as increased stigma, risky behaviors,
deloyed occess to health services, ond noncomplionce with public  health
recommendations.

o Listen to and strengthen collaboration with community activists to develop appropriate
messaging on how to communicate risk, promote prevention and occess to care, and
counter stigma and discrimination.

¢ Concerns thot people experiencing “long-COVID™ are
actuolly experiencing the long lasting side effects of the
COVID-19 vaccines have increased.

& A false claim that vaccine shedding has an impact on
the menstrual cycle has quickly draown the ottention of a large
oudience. Over 200 Iindividuols hove cloimed on sociol
messaging apps that they have experienced some sort of
menstrual irregularity or complication aofter all levels of
exposure to vaccinated people

+ Some communities in the ESAR region continued to claim
that Ivermectin helps cure COVID-19 as the use of lvermectin
os prophylaxis for COVID-19 hos led to o 92% reduction in
mortality rate.

e Online users have been sharing o “prospective observational study™ that reportedly hos
shown that the use of Ivermectin as prophylaxis for COVID-19 has led to c 92% reduction in
martality rate in a dose-response manner. lvermectin has been compared to vaccines in
public narratives.

« The push ogainst the woy media outlets are reporting on lvermectin can have a significant
impact on averall public trust for health issves. If individuals on social messaging apps are
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garnering trust regarding medical issues, these can often go unchecked and potentially
become misleading, whether purposeful or unintentional. The information shared here
seems to be occurate and vetted, yet the post most often shared finishes with the line
“.most mass media journalists are accomplices and stakeholders of the current situation.
Blood is on their hands”

Recommendations
¢ DEBUNK: WERMECTIN NOT ON ESSENTIAL MEDICINES LIST
Twitter EN: hitps://twitter.com/viralfacts/status /155691 7668749377536
Facebook EN: https:/ /'www.facebook.com/viralfacts/videos/S89832822669240
« DEBUNK: COVID-19 VACCINE SHEDDING & MENSTRUATION
Twitter EM: https wither.co ] 2 54604648 T0BS056
Facebook EN: 5 Jfac k.c viralf wid 1 76772119
= Reassure the public through messages raising awareness on scientific evidence around
ivermectin use for COVID-19.
¢ Continue to oddress real COVID-19 side effects with updated materigl that is relevant to
the specific concerns of long-covid
= Amplify fact-based information to show the positive impact of vaccines, reminding users
that minor side effects can occur following vaccination but that risk of severe harm is far
more likely to haoppen due to COVID-19 infection.
e Utilize social ond behavioral research and community feedboack to better understond
community perceptions and inform response activities, particularly for outbreaks in new
countries or districts that may not have recently been exposed.

Drought
Ethiopia, Madagascar, Kenya, South Sudan, Tanzania

Concerns regarding the drought in the Horn of Africa continue to circulate
on social media.

An article from Reuters focused on the situation in Northern Kenya where
the lack of water is impacting livestock and fueling hunger.

Activists in the region have called for interventions on climate change that
could help with the current crisis. Concerns regarding the risk of education
gaps due to the drought were analyzed in an article by the Guardian.

For example

“Food that we need the most, even if you are going to opt for a caosh

4



distribution we will still buy food with the money. We hope that the evaluation response
you are currently conducting will be quick.”

"we respect your support but due to high number of beneficiaries your intervention is
insignificant for instance out of 12000 Affected HHs you select and target only 625 HHs ©

" Due to lack of avallability of FSP in our locality we are forced to travel a fong distance,
whiy not give us the money/cash in Hand"™.

The cottle are dying because we haven't got any rain and our people are moving with

them from place to ploce looking for grass to keep them alive, So many of them have
lost welght and Farmers are not making gains In their investments.

Recommendations

. Identify and understand the coping mechanisms of different community groups within
the affected populations and promote community health ond well-being through
community-driven strategies that address unsafe and risky behaviors.

. Use secondary data or conduct assessments to understand the causes of malnutrition
amaong the affected populations (e.qg. food access, poverty, socikal & cultural norms,
disease, conflict, etc.) to inform behavior change strategies (USAID perception survey
from Kenyo avallable here)

Engoge with pastoralist communities to maintain the heclth of their ivestock, including
accessing veterinary services on time

. Share community feedback insights with relevant Technical Working Groups at country
ond regional levels such as MoH, RCCE WG, East Africa Cash WG and AAP Horn of Africa
Drought Respanse WG,

Methodology

The report i5 bosed on online social listening feedback from UNICEF ESARD and AIRA, online and offline
community feedback provided by o portner network that contributes to the ESAR RCCE Community
Feadbock Sub-Working Group, ond radio listening feedbock from UN Global Pulse. Monitored online
channels include Focebook, Twitter, Instogram, digital news, ond WhotsApp messages forwarded to the
researchers. Online and offliine information is olso obtoined through the feedbock form that RCCE
partners fill out on a monthly basis and can be collected from portner feedback mechanisms including
hotlines, community meetings, community feedback vio volunteers, and partner staff. Currently, radio
gudic doto Is collected from five rodio stotions in South Africa by UM Global Pulse. For eoch trend, the
report specifies the countries in which relevant content was tracked. This information moy nonetheless
be circulating in other African countries not mentioned in this report.

Report Focal Points

Africa infodernic Allignce cAIRA) = UN Global Pulse = African Field Epidemiology Network (AFENET) «
ACCE ESAR Community Feedback Group » RCCE Collective Service ESAR » UNICEF ESAR



From: ISHIZUMI, Atsuyoshi

Sent: Tue, 15 Mar 2022 15:16:09 +0000

To: PURMAT, Tina; ¥YALl, Brian; Catherine BERTRAND-FERRANDIS; Konne, Nuadum
Muriel (CDC/DDPHSIS/CGH/GID); Wilhelm, Elisabeth [CDC/DDPHSIS/CGH/GID); Voegeli, Christopher
(coc/DDID/MCIRD/OD)

Subject: Measuring infodemic management capacity in countries
Attachments: Cualitative guestions for assessing IM capacity_draft_15Mar22.docx
Hi evaryone,

A tearn at WHO working on Universal Health and Preparedness Review [UHPR) recently contacted us
about including 1M capacity indicators in pilot reviews they are planning in a few countries. Specifically,
they asked us to provide input into primary data collection for assessing IM capacity at the country level
[via key informant interviews or focus group discussions). Tina, Lis, and | met to brainstorm some
questions that could potentially be added to data collection tools - attached is a draft of what we plan
to share with the UHPR team.

Before finalizing, we wanted to share with vou all for comments and feedback — could you please review

the attached doc? For WHO folks, please use ﬂ_.] thizs link to directly add your comments. | would
appreciate it if you could kindly review by 22 March [next Tuesday). It's only a few pages so hopefully

won't take too lang to review ()
Please let me know if you have any questions and thank you in advance!

Kind regards,
Atsu



Assessing Infodemic Management Capacity at the Country Level: Potential Questions to Include in
Qualitative Data Collection Tools

Background

Infodemic management [IM) refers to the science and practice of understanding and addressing
infodemics. Although IM reguires a whole-of-society approach and should involve many other actors
bevond health authorities, it is important that ministries of health are equipped with sufficient IM
capacities as they play an impartant role in disseminating high quality health information, assessing the
impact of infodemics on health behaviors, and developing evidence-based IM interventions, Recent data
from the third round of WHOD's Global Pulse Survey suggest that countries are increasingly establishing
capacities for infodemic management, with 56% of the surveyed countries indicating that they have 1M
capacities in Ministry of Health.!

To further build on this evidence and gain a better understanding of IM capacities at the country level, a
follow-up assessment using exploratory gualitative methods may be beneficial. This document provides
a bank of potential questions that would help us gather in-depth insights into a country’s IM capacities,
particularly designed for key informant interviews [KIl) or focus group discussions [FGD).

Considerations for organizing Key Informant Interviews or Focus Group Discussions

The number of participants that one should interview will vary depending on the country, As a general
rule, Kils and FGDs should be administered until data saturation is reached. To achieve data saturation,
it is important that the profiles of KIl/FGD participants are varied as much as possible - since IM is a
relatively new function that is still being defined in many countries, restricting interviews to people with
similar professional backgrounds may result in skewed or biased perspectives. IM professionals may
work in various departments, including but not limited to external communications, behavioral insights,
emeargency preparedness, or immunization,

The questions listed below are meant to serve as a guide and will likely require rewording or rephrasing
based on the country contaxt. It also may not be necessary to ask all guestions, depending on whao is
being interviewed. Additionally, some of the close-ended questions (such as the ones under background
and introduction) may be more appropriate for pre-interview gquestionnaire or screening tool used for
recruiting participants.

Potential questions to include in data collection tools

Domain Potential guestions

Background and *+ Do vyou or anyone else in your organization track, monitor, assess,
introduction and/or respond to the infodemic in any way?




# |f so, please briefly describe your role in your organization's infodemic
management [IM).
s How long have you been involved in this role?

Organizational | * ‘Where in your organization’s overall structure does the 1M function
structure and sit? [e.g., emergency operations center, external communications,
relationships immunization program)

# |5 IM a routine function that was pulled into the COVID-19 emergency
response, or a function that was stood up just for the response?
How is the IM function eonnected to other parts of the response?

T P e R L e L S S P s L i e s

How big is your organization’s IM function in terms of number of staff?
Do all staff work on IM fulltime? If not, what proportion of them do?

= What types of skillsets or expertise does the IM team have?

= How would you define the team’s main objectives or priority areas?

Team overview,

L ]
compaosition, and size w

Infodemic Owverview

management insights * How does the IM team define infodemic management insights?
generation and * ‘What are the different steps of the IM team’s process to generate
reporting insights? Please provide a brief overview of the process from start to
finish.
s What is the regular reporting rhythm? (e.g., weekly or monthly
production of reports)

¢ Does the team report IM insights outside of the regular riwthm in
response to urgent ar ad-hoc requests? If so, please explain.

Data collection and analysis
| * Please describe how the IM team collects data to inform insights
development,
o Probe: How often are data collected ?
o Probe: What data sources or data inputs does the team use?
| Please list all if possible.
s Please describe how the IM team analyzes data to develop insights.

2 Probe: Does the team triangulate or synthesize insights
derived from different data sources? If 50, how?

o Probe: Does IM team classify themes, narratives, or
information voids that they identify based on level of risk or
urgency? If so, please describe how this is done.

o Probe: Do you perform disaggregated analyses for specific
population{s)? If so, how is this done [e.g.. which specific
populations, how are data disaggregated)

Recommendations
# Please describe how the recommendations developed based on the IM
insights are reported,

o Probe: In what format are the recommendations reported?
(e.g., writben report, verbally presented)

o Probe: Who is the intended audience of these
recommendations i.e., whose actions are the
recommendations supposed to inform?




Manitoring and # Please describe how the insights and recommendations developed by
evaluation the IM team are used to inform interventions or other programmatic
actions.
o Probe: Who uses the IM insights and recommendations
{anyone other than the intended audience mentioned earlier?)
o Probe: Have specific IM interventions [e.g., communication
materials, behavior change strategies) been developed or
adapted based on the team's recommendations? If so, please
gxplain.
o Probe: Are these IM interventions monitored or evaluated? If
yes, how?
e |5 the use of IM insights for emergency response of programs assessed
or evaluated in any way? If 50, please describe how this is done.
o Probe: Are outputs or actions following the 1M
recommendations tracked in any way? If so, please explain.
¢ How does the IM team assess the limitations of their current work?
* fAre there any process improvements that the IM function or team has
made over time? Please describe if 0.

Miscellaneous | ¢+ How do you demonstrate the value of IM to your manager?
* If you could wave a magic wand, what would you change about your
organization’s IM work?
= How is the IM function in your organization funded?




From: PURNAT, Tina

Sent: Sun, 12 Mar 2023 21:12:49 +0000

To: amy.rowland@emory.edu; Voegeli, Chris (CDC/DDID/NCIRD/ISD);

B @:cnt.com; TUF@mailbox.sc.edy; alauff@tephinet.org; Claire Jennings (TEPHINET)
(cjennings@tephinet.org); ashish.joshi@memphis.edu; mperimangabel@health.nyc.gov;
iguerrauccelli@health.nyc.gov; lanb@Iliinols.edu; pellanda@ufcspa.edu.br; maral@ufcspa.edu.br;
raul.melo@upe.br; info@mediacouncil.or.ke; hkazoora; [ ©:cm:il.com;
peter@healthenabled.org; deepti.ganapathy@iimb.ac.in G ©gmail.com;
victorhce@um.edu.my; eli@sunway.edu.my; spprag@nus.edu.sg; Haitham Bashier
(hbashier@globalhealthdev.org); kadrih@ksau-hs.edu.sa; @hotmail.com;

xheladin dracini@umed edu.al; robert otok@aspher.org; myahoo.com; SREENATH, Ravi
Shankar; [ € oo com [ @ smail.com; caterinal.rizzo@opbg.net;
neville.calleja@um.edu.mt; elena.petelos@ maastrichtuniversity.nl; ef.kotronia;
rrosario@ese.uminho.pt; henrique.lopes@sharen.pt; luis.lapao@nms.unl.pt; [l @gmail.com;
Susana.Barragan@ecdc.europa.eu; diaslan@hacettepe.edu.tr; Elena.Musi@liverpool.ac.uk;
s.rawaf@imperial.ac.uk; Catherine BERTRAND-FERRANDIS; PETIT, Laurent; DUNCAN, Benjamin Paul;

Noha salah (N @ =i com) @gmail.com
NGUYEN, Tim; CAZACU, Ofelia; @gmail.com;

_@gmall com; STANOJIEVIC, Irena; SANTESSO, Gabriela
Subject: Meeting documents - Ahead of the WHO meeting on global curriculum on

infodemic management, 21023 March, Belgrade

Dear colleagues,

I'm writing to share the meeting documents with you for the upcoming meeting on WHO infodemic
management curriculum.

Meeting documents can be found in this folder (be sure to bookmark it):
https://1drv.ms/f/s!AtPoc3YQwOufgu8Unbrb1LM6aWq1ZQ?e=cfHof8

Please note the following:

* Document 4 - provisional programme. Note that the we have designed the meeting to be as
participatory as possible. We have therefore suggested discussant roles for some participants. I will
follow up in a separate email with information in this.

* Ahead of the meeting, you may wish to refer to:

o Document 7 - a brief background document on the evolution of infodemic management and
teaching since 2020
o Document B - discussion document, which will feed into discussion at the meeting
* We will share any missing documents ahead of the meeting as they are ready,

Kindly refer any logistics, flight, hote!, etc questions to Gabriela and Ofelia —and | can answer any questions
on the background documents

Please also note that we've created a WhatApp group to help you connect and share information and

hints/questions about Belgrade. You can reach the organizing team here with any burning questions. You can
join through this link: https://chat. whatsapp.com/Iw2DBEVWahLrlauATLzZAOu

We look forward to meeting you in Belgrade!



Best regards,

Tina

Tina D Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Health Emergencies Programme (WPE/WHE)
World Health Organization, Geneva, Switzerland

purnatt@who.int | Whatsapp/signal: [ RGN
LinkedIn profile | Google Scholar profile | @tdpumnat |

Sign up for the WHO infodemic management News Flash: https://bit.ly/flashsubscribe




From: NIKISINS, Sergejs

Sent: Fri, 16 Aug 2024 11:27:23 +0000

To: David Scales; Thomas Abraham; Christine Cool; TULLOCH, Olivia; iballalai;
thomas; Keenan Duggal; Romer, Dan; David Scales; James (Jim) Duggan; jim.duggan@nuigalway.ie;
Duggan, James; MACHINGAIDZE, Chiedza; External Partner - alawaidy, salah; MORAN, Thomas; VON
HARBOU, Kal; HERAUD, Jean-michel; TAM, John SL [ABCT]; Voegell, Chris (CDC/10D/OC); Constanze
Rossmann

Subject: Minutes: Stream 5B - TC-7 (15 August)

Attachments: Stream5B_Minutes_Meeting7 _August15th_SNK.docx

CAUTION: This email originated from outside of the organization. Do not click links or open
attachments uniless you recognize the sender and know the content is safe.

Dear Colleagues,
Please find the minutes of yesterday's TC attached for your reference.
Please note the Action point:
* The group is to continue to provide ONLINE feedback on research recommendations
before the next meeting (ideally by Monday EOB):

https://docs. le.com/d ment/d/1IP weXs9yRX4LBA-
FPTdpZRBIvu TM V5cCu8/edit

Kind regards,

Sergejs

From: NIKISINS, Sergejs

Sent: Tuesday, August 13, 2024 1:48 PM

To: David Scales |G ¢ ail.com>; Thomas Abraham [l @gmail.com>; Christine Cool
<christine.cool@undp.org>; TULLOCH, Olivia <tullocho@who.int>; iballalai <iballalai@terra.com.br>;
thomas <thomas@hku.hk>; Keenan Duggal <keenand@princeton.edu>; Romer, Dan
<danromer@appc.upenn.edu>; David Scales <das9289@med.cornell.edu>; James (Jim) Duggan
<jim.duggan@insight-centre.org>; jim.duggan@nuigalway.ie <jim.duggan@nuigalway.ie>; Duggan,
James <james.duggan @universityofgalway.ie>; MACHINGAIDZE, Chiedza <machingaidzec@who.int>;
External Partner - alawaidy, salah I @50 .com>; MORAN, Thomas <morant@who.int>;
VON HARBOU, Kai <vonharbouk@who.int>; HERAUD, Jean-michel <heraud|,@who.int>; TAM, John SL
[ABCT] <john.sl.tam@connect.polyu.hk>; Chris Voegeli <oqo2@cdc.gov>; Constanze Rossmann
<constanze.rossmann@ifkw.Imu.de>

Subject: Stream 58 - TC-7 (15 August)

When: Thursday, August 15, 2024 2:30 PM-3:30 PM.

Where: Microsoft Teams Meeting

Please note the time change for TC-7

Microsoft Teams
Join the meeting now




—

Passcode:

Dear Colleagues, Stream-58 members,

We are pleased to invite you to attend TC of the Expert group on influenza research agenda
review - Stream S5: Promoting the development and application of modern public health tools
(Sub-stream 5B: Social Media Tools and Risk Communication)

The meeting time is 3 pm CET (Geneva, Switzerland).

If your Outlook doesn't support the time function, please double-check your calendars

Pleasc assess all relevant documents on WHO Teams Channel WHO PUBLIC HEALTH
RESEARCH AGENDA FOR INFLUENZA - 2024 UPDATE | Stream SB Channel | Microsoft
Teams

Let us know if you have any access issues.

Kind regards,

John, Jean-Michel, Sergejs

Microsoft Teams recc hoip:

Join the meeting now

Pasccode [ EEED

Join on a video conferencing device

video 10

More info

For organizers: Meeting options




WHO PUBLIC HEALTH RESEARCH AGENDA FOR INFLUENZA - 2024 UPDATE

STREAM 6: Risk communication, community engagement & infodemic management

WHO MS Teams Channel WHO PUBLIC HEALTH RESEARCH AGENDA FOR
INFLUENZA - 2024 UUPDATE | Stream 5B Channel | Microsoft Teams

T*TC ! 15 August 2024

Attended: Thomas Abraham, Keenan Duggal, Daniel Romer, lohn Tam, Sergejs Nikisins,
Isabella Ballalai, Jean-Michel Heraud, Chrs Voegel

Chair: Thomas Abraham
Rapporteur: Keenan Duggal

The meeting recording is available vio the Link,
Agenda

= Work through the Google document to familiarize the group with what we have so far and
continue the process of revising/adding/removing research recommendations,

Mlinutes

Big picture discussion points:
- Discussion to shift group structure from Sub-stream 3B to an entirely new Stream 6
o The consensus appears to be that we should make this shifi
Considerations for when we present to the larger task force:
o We will need to explain the rationale and intended focus for cach new
recommendation and for departures from the 2017 recommendations,
o Specifically, we ought to emphasize LLMICs as settings requiring further
research
- On the matter of how specific vs. generalizable, our recommendations should be:
o We should look at principles that apply across the board and then look if there
are potential variations in LLMICs or for influenza that require specification
= Mot just LLMIC context-specific but also community-specific (micro-
level analyscs).
o Consensus: recommendations should be generalizable with disclaimers of the
need 1o analyvze what 15 unigue about different contexis.

Line-by-line discussion of research recommendations:

- $i3
o How broad should we be?
=  Answer: we can be broad for some (e.g., for 1.1). and specific for others
{e.g., vaccination uptake)

- L&



o Longiudinal studies are needed, not just one baseline study
= Explicitly add phrasing “longitudinal.”

o Stratify by high income and LLMICs

- New recommendation:
o Analyrze how different community engagement frameworks facilitated risk
communication during the COVID-19 pandemic?
=  We could potentially combine this with 1.67
*  There are currently no questions in our document about the types of
community engagement that effectively inform nsk communication.

o Lots of people don’t like vaccines in general — this isn't necessarily influenza-
vaccine specific?
o Expand to include misinformation pertaining to prevention and treatment
o This recommendation is likely highly context-specific:
= High trust in vaccines in Brazil
* The population of Brazil largely wanted to be vaccinated during
Covid-19
=  Korea: vaccination rate is close to 90% for all vaccines
s Level of trust
s  Communication targeted towards trust in medical professionals
= Costis important in decision-making

- A&
o We should explicitly label the focus here on the Covid-19 pandemic
- 24

o The focus of this recommendation does not just have 1o be on social media
=  Misinformation is also picked up by other platforms (e.g., podeasts,
newsleners, mass media)

Action Poinfs

- The group to continue to providing feedback on rescarch recommendations before the next
meeting (ideally within the next two days).
Keenan and Thomas to provide a more formalized drafi for review at the next meeting.

End of Minutes



From: lon Roozenbeek
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To: Voegeli, Chris (CDC/DDID/NCIRD/I1SD)

Subject; Misinfo interventions overview

Attachments: Roozenbeek et al - misinformation interventions overview pdf
Hi Chris,

Here's the review paper about misinformation interventions that is now basically accepted for
publication in European Psychologist,

Cheers!
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Countering Misinformation: Evidence, knowledge Gaps, and Implications of Current
Interventions

Jon Roozenbeek', Eileen Culloty®, & Jane Suiter’

' Department of Psychology, School of the Biological Sciences, University of

Cambridge, Cambridge, United Kingdom.

I Sehool of Communications, Dublin City University, Dublin, Ireland.

Abstract: Developing effective interventions to counter misinformation is an urgent goal, bui
it also presents conceptual, empirical, and practical difficulties, compounded by the fact that
misinformation research is in its infancy. This paper provides researchers and policymakers
with an overview of which individual-level interventions are likely to have an influence on
the spread of, susceptibility to, or impact of misinformation. We review the evidence for the
effectiveness of four categories of interventions: boosting (psychological inoculation, critical
thinking, and media and information literacy); nudging (accuracy primes and social norms
nudges): debunking (fact-checking): and automated content labelling. In each area, we assess
the empirical evidence, key gaps in knowledge, and practical considerations. We conclude
with a series of recommendations for policymakers and tech companies 1o ensure a
comprehensive approach o tackling misinformation.
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Introduction

Misinformation is a significant societal problem that has become an increasingly
popular topic among researchers, policymakers, joumalists, and the wider public. We define
misinformation as any kind of false or misleading information. The latter does not necessarily
have to be factually incorrect, but instead may distort facts, be stnpped of relevant context, or
use a logical fallacy (Roozenbeek & van der Linden, 2022). In online environments,
misinformation can appear in the form of news stories and social media content, and can be
spread deliberately, accidentally, or without malicious intent’,

The spread of nisinformation 15 implicated in the resurgence of vaccine-preventable
diseases, the subversion of political norms, and the amplification of social divisions (Au et
al., 2021; Azzimonti & Fernandes, 2018: Loomba et al., 2021). Within each issue domain,
there exist striking gaps in public understanding of these issues and concerted efforts to
manipulate public opinion (Lewandowsky et al., 2017). The prevalence of misinformation,
particularly online, is therefore increasingly viewed as a cnisis that demands urgent action
(Farkas & Schow, 20200,

However, research into how misinformation spreads from person to person (Cinelli et
al., 2020; Del Vicario et al.. 2016: Zollo et al., 2015), the determinants of misinformation
susceptibility {Ecker, Lewandowsky et al., 2022; Pennycook & Rand, 2019; Roozenbeck,
Maertens et al., 2022; Van Bavel et al., 2021), and the design and testing of interventions o
counter misinformation (Cook et al., 2017; Guess et al., 2020; Lee, 2018) is growing rapidly,
but remains in its infancy. A Web of Science (hitps:/‘webolscience. com/) search for
“misinformation” shows that the topic exploded in popularity among researchers only afier
the 2016 US presidential elections, rising from 43 academic publications per year in 2000, 1o
231 in 2015, and to 1,925 in 2021.

Particularly with respect to interventions aimed at countering misinformation, there
are knowledge gaps regarding their influence, impact, and effectiveness. These knowledge
gaps are compounded by the fact that most research 15 concentrated in Europe and North
America as well as the broader challenges of researching online misinformation
{Badrinathan, 2021; van der Linden, 2022). For example, there are conceptual challenges
surrounding the definition of the problem (Freelon & Wells, 2020); Kapantai et al., 2021;
Traberg, 2022), practical challenges arising from the scale of online content distribution
{Traberg et al., 2022), and ethical challenges relating (o interventions in free, legal speech
{(Mufiez, 2020).

Policy responses to tackling misinformation range from new laws prohibiting the
spread of misinformation (Nufiez, 20200 o new regulatory proposals for enline platforms and
social media algorithms (Khan, 2021; Ulbricht & Yeung, 2022). These are perhaps the most

bwe acknowledge the diversity in the variows definitions of “misinformation”, “malinformation”,
“disinformanion”, “fake news"”, “false news", “propaganda”, and other similar terms (Krause et al, 2020, Lazer
¢l al., 2008; Roozenbeek & van der Linden, 2022; Tamndoc ef al., 2008 ) Our definition af mismlfomation is
deliberately baoad 1o be inclesive of these various terms, and o icodporate not only false bat also
misleading/manipulative content {Altay ¢t al.. 20211 See Freelon and Wells (20200 and Kapantas e al. (2021)
for furher discussion,



controversial form of intervention given the potentially adverse consequences for freedom ol
expression and media freedom (Bontcheva et al., 2020). Problematically, autheritarian and
proto-authoritarian states have implemented laws prohibiting the spread of “false”
information, which are often used to target individuals who are cnitical of the authorities
{International Press Institute, 2022). For an overview of the actions governments around the
world have taken to tackle misinformation, see Funke and Flamini (2018),

To protect such fundamental freedoms, democratic countries typically categorise
misinformation as harmful but legal (or *lawful but awful’). Alongside interventions aimed at
improving platform design and content moderation, such countries also pursue interventions
that empower individuals, build societal resilience, and disincentivise manipulative
behaviour, Key questions within this realm concern the efficacy of different interventions
across the short and long term and among different groups; the potential for unintended
consequences; the ethical, social, and political implications of different interventions; and the
availability of reliable data 10 conduct such research,

As policymakers, tech companies, news providers, educators, and other actors are
tasked with developing responses to tackle the problem, it is of key importance to assess the
evidence base for existing types of anti-misinformation interventions outside of the
legal/systemic realm. This paper serves to provide researchers and policymakers with an
understanding of the extent to which individual-level misinformation interventions are likely
to influence the spread of, susceptibility 1o, or impact of online misinformation.

Kozyreva et al. (2020) define four entry points for policy interventions aimed at
tackling digital challenges in the real world: Jaws and ethiics (such as regulations and ethical
guidelines); rechnology (such as automated harmful content detection); education (such as
digital/media literacy); and psvchoelogvbehavioural sciences (boosting, nedging, and
technocognition). Although all four domains are important, we here focus on the two latter
domains. We employ a modified version of Kozyreva et al.’s (2020) categorization of
educational, psychological, and behavioural interventions. We discuss four intervention
calegories: Boosfing inlerventions (psychological inoculation, eritical thinking, and
media‘digital literacy trainings), which seek to improve relevant competences and increase
cognitive resistance; nudging interventions (accuracy prompts and social-norms
interventions), which aim to guide people’s behaviour through the design of choice
architectures (Kozyreva et al., 2020); debunking (including fact-checking); and auromated
content labelling. For each category, we assess the empirical evidence, identify key gaps in
knowledge, and, where relevant, highlight practical and ethical implications.

Boosting Interventions

According to Hertwig and Griine-YanofT (2017, p. 974), the objective of boosis is “io
improve people’s competence 1o make their own choices™, and that the focus of boosting is
on “interventions that make it easier for people to exercise their own agency by fostering
existing competences or instilling new ones”, for example by improving people’s ability to
recognise microlargeted advertising (Lorenz-Spreen et al., 2021). Individuals are free 1o



decide to disengage from boosts or not pay anention to them (as they are by nature non-
mandatory and do not necessitate making changes to people’s choice environment), making
them unlikely to pose a significant ethical challenge or present major risks to the democratic
process. For an overview, see hitps://scienceofboosiing.org/,

Within the context of misinformation, boosting interventions tend to seek to reduce
individual susceptibility o misinformation (van der Linden et al., 2021). Boosting
interventions may not always be effective, for example because they fail 1o reach the relevant
people (Zollo et al., 2007). In addition, although a large number of lab studies has been
published in recent years investigating the effectiveness of various types of boosting
interventions {see Kozyreva et al., 2020, Lorenz-Spreen et al., 2021), key open questions are
to what extent effectiveness in the lab translates to the real world (Roozenbeek, van der
Linden et al., 2022}, and how boosting competences translates to changes in people’s
behaviour, We discuss three types of interventions that seck to improve people’s ability to
identify misinformation, and therefore can be said to fall under the boosting banner:
prebunking (with a focus on psychological inoculanon), critical thinking, and media and
information literacy.

“Prebunking™ and Psychological Inoculation

The challenges associated with correcting misinformation after it has spread (see the
*“Debunking™ section below) have prompted researchers o explore how to prevent people
from falling for and sharing misinformation in the first place (van der Linden et al., 2021).
Such pre-emptive approaches 1o tackling misinformation are commonly referred 1o as pre-
emptive debunking, or “prebunking” (Cook et al., 2017; Traberg et al., 2022).

Although several approaches to prebunking exist (Brashier et al., 2021; Cook et al.,
20017; Lewandowsky & van der Linden, 2021; Tay et al., 2021), the most common framework
for prebunking is inoculation theory (Compton, 2013; MoGuire, 1961). People can build
attitudinal resistance against future unwanted persuasion attempts by pre-emptively exposing
them to a “weakened”™ dose of the unwanted persuasive argument (Complon et al., 2021).
Inoculation treatments consist of two core components: 1) a warning of an impending attack
on one's beliefs or attitudes (i.e., a forewaming of impending manipulation), and 2) a pre-
emptive refutation of this upcoming manipulation attempt (Compton, 2013). A meta-analysis
(Banas & Rains, 2010) found that inoculations are generally effective at increasing attitudinal
resistance against unwanted persuasion, with a mean effect size of d = 0,43 (considered a
moderate effect size).

There are two important distinctions within the context of inoculation interventions.
The first 15 between active and pasyive inoculations (McGuire & Papageorgis, 1961 Traberg
et al., 2022). With passive inocalation, people are provided with countérarguments against
the unwanted persuasion attempt, usually in the form of a short piece of text or a video. With
active inoculation, people generate their own counterarguments, for example by playing a
game,

The second distinction is between issue-based and rechnigue-based inoculations.
Issue-based inoculations seek o inoculate people against individual persuasive attacks or
examples of misinformation, for instance about fair trade (Tay et al., 2021) or climate change



{Maertens et al., 2020; van der Linden et al.. 2017; Williams & Bond, 2020). In contrast,
techmique-based (also called logic-based) inoculations confer resistance against manipulation
strategies or tactics such as logical fallacies, emotional manipulation, or conspiracy theories
(Cook et al.. 2017, 2018; Lewandowsky & Yesilada, 2021; Roozenbeek, van der Linden et
al., 2022). Both approaches have their advantages: issue-based inoculations may be more
effective than technigque-based ones when it 15 known what misinformation people are likely
o be exposed 1o in the near future (Zerback et al., 2021). Technique-based inoculations, on
the other hand, have the benefit of applying (o a wider range of misinformation, at the
expense of specilicity (Cook et al., 2007; 2018).

A range of inoculation interventions has been developed in recent years to counter
misinformation (van der Linden, 2022). Passive inoculation interventions were found to
successfully confer psychological resistance against misinformation about climate change
{van der Linden et al., 20017; Williams & Bond, 2020) and COVID-19 (Basol et al., 2021),
astroturfing comments (Zerback et al., 2021), vaccine conspiracies (lolley & Douglas, 2017,
Wong & Harrison, 2014), extremist propaganda (Braddock, 2019; Hughes et al., 2021}, and
“fake experts” (Cook et al., 2017)".

One line of research has explored the use of short, informative videos as inoculation
interventions. Lewandowsky and Yesilada (2021) found that a shont video inoculated
individuals against both Islamic-extremist and Islamophobic content. Similarly, Hughes et al.
(2021} and Pilich-Locb et al. (2021} developed and tested effective inoculation videos 1o
counter extremist propaganda and vaccine misinformation, respectively. Roozenbeck, van der
Linden et al. (2022) designed five videos, each inoculating people against a different
manipulation technique. They found that watching such a video significantly reduced
subsequent susceptibility to the use of these techniques in social media content, including in
an ecologically valid field study on YouTube. The videos can be viewed on a website created
by the rescarchers: https://www. inoculation sgience/.

In terms of active inoculation interventions, recent research has focused pnmanly on
ioculation games. Such games tend 10 inoculate people against a set of manipulation
technigues commonly used in a particolar domain where misinformation s common. Cook et
al. (2022), for example, created Cranky Uncle (hitps://'www . crankyuncle.com/), a free game
{and phone app) that uses cartoons and humour to foster critical thinking and fight
misinformation about climate change. For further reading see Cook (2021) and Cook et al.
(2022). Another example of an active inoculation intervention is Bod News
: 1. @ browser game in which players stnive to become a “fake
news tveoon” by leaming about six common manipulation techniques, such as trolling and ad
hominem attacks. In a series of siudies, Bad News was shown to significantly improve
people’s ability to identify misinformation technigues, and increase their confidence in their

¥ 'We note that the findings by Cook et al, (2017) were not replicated in a recent replication using a German
sample {Schmid-Petri & Birger. 2021). in the sense that, unlike in the orginal study. the inoculation did not
have an effeet on panicipanis” climaie-related animodes, possibly due o lower basehne beliefs i climate
misimformaticn.

3 Bee this YouTube playlist for the videos developed by Piltch-Loch et al, {2021 )
ﬂph:'.'\-. W '-'l-.'&'xrﬂllll‘*l:.l:hilmu\']l:‘hl.'Ii:‘*-[ FLY PL- AWC O baM UG Tddb B EsL L 56REI2C




ability o do so (Basol et al., 2020: Roozenbeek, van der Linden, et al., 2020 Roozenbeek.
Maeriens, et al., 2021; Roozenbeek & van der Linden, 2019). Furthermore, these effects
remained significant for several months post-gameplay if panticipants were given periodic
reminders or “booster shots” (Maertens et al., 2021). Other inoculation games include
Harmony Square (hitps:/hammonysquare.game ). about political disinformation and
intergroup polansation {Roozenbeek & van der Linden, 20200, Go Viral!
(hitps:/goviralgame.com), about COVID-19 misinformation {Basol et al., 2021 ), and
Radicalise, about the manipulation strategies used by extremist organisations (Saleh et al.,
2021).

Although inoculation interventions have several advantages, they also have numerous
downsides. First, inoculations are generally somewhat lengthy, requiring both a forewaming
and a pre-emptive refutation. The effectiveness of inoculations therefore relies on voluntary
uptake (for example, not everyone wanls o play a game). Second, it is not always possible to
predict what misinformation people will be exposed 1o, and because inoculations generally
require a degree of specificity (o be effective (Zerback et al., 2021; Roozenbeek, Traberg, &
van der Linden, 2022), they may not work very well if the discrepancy between the
inoculation treatment and the misinformation is (oo large. Third, not much evidence is
currently available on how inoculation interventions perform in the wild, for example on
social media (but sce the YouTube field study by Roozenbeek, van der Linden et al,, 2022).
Particularly when it comes to behaviour (e.g.. people’s news-sharing decisions), more
research is needed o explore to what extent inoculation interventions are effective in real-
world settings. Fourth, some inoculation interventions (notably “fake news games”, see
Modirrousta-Galian & Higham, 2022) appear to not only reduce belief in misinformation, but
also reduce the perceived reliability of “real news". This appears to be a fairly common side
effect of misinformation interventions in general (for example the media literacy tips by
Guess et al., 2020, and the warning labels by Clayton et al., 20200 It is possible that some
mterventions induce a more general scepticism towards alf information, although this
phenomenon does not appear to apply to information that 15 obviously true (Roozenbeek &
van der Linden, 201%; Basol et al., 2021; Modirrousta-Galian & Higham, 2022). Finally, if
the “inoculator™ is perceived as an untrustworthy actor, people may disregard the inoculation
intervention. Like any intervention, inoculations risk becoming politicised (Traberg et al.,
2022).

Critical Thinking

Critical thinking is typically defined as a higher-order skill that influences a person’s
ability 10 question assumptions, analyse arguments, and evaluate the quality of the
information they encounter (Duron et al.. 2006). There is disagreement about whether critical
thinking is a transferable skill that applies across domains or a domain-specific skill (Moore,
2014; Axelsson et al., 2021), and whether critical thinking is a skill (the abiliry to think
critically) or a disposition (the willingness to think critically).

Various interventions to improve critical thinking have been tested. Lutzke et al.
{2019), for instance, found a small efTect for the effectiveness of reading a series of
guidelines for evaluating online news, which improved individuals™ ability to comrectly



evaluate the credibility of real and fake news about climate change on Facebook. A meta-
analysis by Huber and Kuncel (2016) concluded that while umiversity appears to foster a
critical thinking disposition, specific interventions to improve critical thinking do not
necessarily produce long-term incremental gains. However, many studies are small-scale or
methodologically problematic; the evidence is therefore not strong enough to be conclusive
(El Soufi & See, 20019; Todd & O°Brien, 2016). More large-scale, replicable, robust studies
are required (o advance the hield.

From an ethical standpoint, boyd (2018) argues that critical thinking may be unhelpful
if it encourages critical stance as a default. However, this view fails to distinguish between
healthy scepticism and dysfunctional cynicism, whereby the latter is associated with lower
trust in news media generally (Quiring et al., 2021). Moreover, the rhetoric of cntical
thinking may be adopted by those promoting conspiratorial beliefs who encourage people to
“to your own research™ and “ask questions™ about, for example, the legitimacy of scientific
evidence (Beene & Greer, 2021).

Media and Information Literacy

Since 2007, UNESCO has championed “media and information literacy™ as an
umbrella concept that incorporates competences relating to media literacy, information
literacy, news literacy, and digital literacy. Each of these literacies originally developed as a
separate held, but the distinction between them is becoming increasingly blurred. With a
specific focus on voung people, media literacy has pursued the twin aims of protection (from
the influence of media advertising, stereotypes, and bias) and empowerment (participating in
media creation and self-expression; Hobbs, 2021). In contrast, informarion literacy puts
emphasis on competences for finding and evaluating information and has traditionally been
taught by librarians. Similar to media literacy, news literacy rests on the assumption that
knowledge of news production practices will equip people to evaluate content more
accurately (Tully et al., 20200, Finally, digital literacy involves the “necessary skills and
competences to perform tasks and solve problems in digital environments™ (Reddy et al.,
20200, Within the context of misinformation, these fields often overlap.

Media and information literacy interventions are often conceived within formal
education through the provision of teacher training and lessons on media and information
literacy (Nygren & Guath, 2021). For example, researchers at the University of Uppsala have
free teaching materials aimed at boosting students” digital source cnticism. Another example
15 Stanford University’s Civic Online Reasoning mitiative (hitps://cor stanford.edu/), which
provides free, classroom-ready lessons and curricula about topics such as lateral reading
{locking for information on other websites about a particular source), click restraint, and
evidence evaluation. A growing body of research has found that such educational curricula
are effective at increasing lateral reading and other strategies for navigating digital news
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environments (Craft et al., 20017; McGrew et al., 2019: Axelsson et al., 2021 Breakstone et
al., 2021; Wineburg et al., 2022).

To improve the scalability of media and information literacy interventions outside of
classroom settings, researchers have investigated how to deploy media and information
literacy on social media (Tully et al., 20200, For example, Panizza et al. (2022) found that
providing social media users with a pop-up that advised them on how to use lateral reading
technigues subsequently increased use of such strategies. Another method for improving
media literacy on social media involves literacy tps. A large-scale study evaluating the
effectiveness of media literacy interventions in the United States and India found that
providing people with media literacy tips to spot false and misleading content improved
discemment of true and false news, although the intervention was only successful in India for
a highly educated sample, but not for respondents from a largely rural arca (Guess et al.,
20209,

There are some nolable challenges surrounding literacy-based interventions (some of
which are shared with the critical thinking-focused interventions discussed above). First, such
interventions have primarily focussed on children and young people through delivery via
formal education institutions {Petranovi et al., 2017}, Less attention has been given to adults’
media and information literacy needs and the kinds of interventions that might be effective
for older age groups (Lee, 2018).

Second, although some studies from for example India (Badrinathan, 2021; Guess el
al., 2020y and Pakistan (Al & Qazi, 2021) are available, research testing media literacy
interventions outside the Western world remains scarce. This is important because effective
interventions in developed countries may not work as well elsewhere. Badrinathan (2021}, for
instance, found that a one-hour media literacy training conducted in India did not
significantly improve participants” ability to identify misinformation.

Thard, the design of media and information literacy interventions vanes considerably.
They utilise different literacy concepts and the intervention ranges from a one-off exposure 10
a module of lessons over many months. Moreover, researchers use a wide range of measures,
which impedes comparisons between studies (Potter & Thai, 2016; Roozenbeek, Maentens et
al., 2022). Such conceptual differences appear to matter. Based on a national sample of LS
citizens, a recent study suggests that information literacy - but not media. news, or digital
literacies - significantly increases the likelihood of identifying misinformation stories (Jones-
Jang et al., 20019).

Fourth, the impact of media and information hiteracy education is not always clear,
There is a general lack of comprehensive evaluation data and “the longitudinal nature of both
assessing and updating media literacy programs makes this a perennial struggle” (Bulger &
Davison, 2018, p. 1). Regarding misinformation specifically, some studies find that exposure
to media and information literacy education predicts resilience to political misinformation
{Kahne & Bowyer, 2017), but other studies caution that media literacy endows individuals
with a false sense of confidence (Bulger & Davison, 2018). For their part, social media



platforms already provide media literacy interventions for users®, but they generally fail 1o
provide any information about their uptake or impact (Culloty et al., 2021).

Nudging Interventions

Thaler and Sunstein (2008, p. 6) define nudges as “any aspect of the choice
architecture that alters people’s behaviour in a predictable way without forbidding any
options or significantly changing their economic incentive”™, Unlike boosts, which target
competences, nudges thus target behaviour. Some scholars argue that people share
misinformation on social media primarily because they fail 1o pay sufficient attention to
accuracy, for example because social media environments can be distracting (Pennycook &
Rand, 2019; 2021). Researchers have therefore proposed a range of nudging interventions,
so-called “accuracy nudges” (or accuracy prompis), that intend to shifi people’s attention
towardy accuracy, thus reducing their propensity 10 share misinformation with others, Fazio
(2020}, for instance, found that asking people o pause for a few seconds (o consider the
accuracy of news headlines sigmificantly reduced thewr willingness to share false news. Rathje
et al. (2022a) found that motivating people to be as accurate as possible improved accuracy
and reduced partisan bias in detecting false headlines.

Indeed., the potential advantages of the nudging approach are numerous: nudges are
casy to implement on social media (for example, Twitter now asks people if they are sure
they want to retweet an article if they have not yet read it), cost-efficient, and mostly non-
intrusive. Furthermore, accuracy nudges do not require people 1o “opt-in” to the intervention,
making them easily scalable.

Potential downsides of nudging include reactance against the intervention {for
example, Mosleh et al., 2021, found that correcting people who had previously shared false
news on Twitter decreased the quality and increased the toxicity of these users’ subsequent
retweets; an unintended backfire effect). and a reduced effect size when implemented in real-
world environments compared to the lab (DellaVigna & Linos, 2022), From an ethical
standpoint, Kozyreva et al. (2020) point out that low-cost nudges may displace support for
high-cost (or high-effort) measures (this 15 arguably the case for boosting interveniions as
well, and individual-level interventions more generally; see Chater & Loewenstein, 2022).
Within the context of misinformation, various types of nudges have gained prominence in
recent years. In our discussion, we focus on the two most prominent ones: accuricy primes
and social norms interventions.,

Accuracy Primes

The most well-known type of accuracy nudge is the accuracy prime, which consists of
asking people to evaluate whether a single (usually non-political and non-partisan) headline is

* G for instance Facebook's [}ig:'r.ail Literacy Libeary {II.I!Eh:."."l-I."I.I."I.b.f‘g,'l_‘l‘.lll"ltl:lk.l'.'\vl:Illh"'ﬁur.l.'l'l.'.'l.!IJl.ll.'uilJl:H:I Al
Twitter's ongoing media lieracy collabortion with UNESCO
{hnpa:iblog winer.comven_seaiopics/events’ 200 Wkedia-and- information-literacy ).
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accurate®. Doing so subtly reminds them of the importance of sharing accurate content, which
should then improve the quality of their subsequent news-shaning decisions. Several
experimental studies have shown that accuracy primes improve subsequent sharing
discemment. A recent meta-analysis of 14 lab-based accuracy prime studies (Pennycook &
Rand, 2022) found that accuracy nudges significantly improved “sharing discermment™ (a
measure of the quality of sharing decisions; Epstein et al., 2021; Pennycook, McPhetres, et
al., 2020x Pennycook et al, 2021), although the effect size is considered small within
psychological research’. In terms of field studies, Pennycook et al, (2021) found that sending
a group of Twitter users who had previously shared low-quality, conservative-leaning sources
such as Breirbart a direct message, which asked them to evaluate the accuracy of a (non-
political) headline, subsequently increased the quality of the content they shared on Twitter,
primarily by prompting them to share more high-quality sources such as the New York Times
and CNN,

However, several replications and re-analyses of accuracy prime studies have added
nuance to these lindings (Pennycook & Rand, 2022: Prewus et al., 2021; Rathje et al., 2022h;
Roozenbeck, Freeman, et al., 2021). Pennycook and Rand (2022) repont that accuracy primes
had no effect on the quality of people’s sharing decisions in 4 out of the 14 studies that were
included in their meta-analysis. Roozenbeek, Freeman, et al. (2021) also initially failed to
replicate the effect reported in an earlier study (Pennycook, McPhetres, et al., 2020), only
finding a small ¢ffect after collecting a second round of data, at about 50% of the original
study’s effect size. They also noted imtial evidence of rapid decay, in the sense that the
impact of the accuracy prime occurred mostly shortly after exposure, and appeared o wear
off quickly afterwards. Rapid effect decay is a known phenomenon in the priming literature
{Branigan et al., 1999; Trammell & Valdes, 1992}, but requires further investigation within
the context of accuracy primes.

Accuracy primes also appear to be moderated by political partisanship. Pretus et al.
(2021} found no effect of accuracy primes on two samples, one of US conservatives and one
of Spanish far-right voters. This finding was further buttressed by Rathje et al. (2022b), who
re-analysed six previously published accuracy prime studies and found that the pnming effect
was much smaller for (US) conservatives than liberals. This apparent moderation effect is
especially important in light of the well-known finding that (US) conservatives and far-right
supporters appear 10 share more misinformation (Garrett & Bond, 2021; Grinberg et al.,
2009). It is worth noting that Pennycook et al. (2021) did find an effect of accuracy primes on
a predominantly conservative sample in their field study on Twitter”,

& Although various names exist for this particular type of intervention {such as “accuracy nudge”, “accuracy
prompl” and “evaluation treatment™; see Pennyeook & Ramd, 2002, we here use “accuracy prime™ o
distinguish the single-headline evaluation treatment from odher, similar nodging interventions that fall under the
banner of accuracy prompts'mudges {see Epstein ¢t al., 2021; Pennyveook & Rand, 20223, In doing s, we follow
Pennycook, MePhetres e al. (2020, p. 777}, who node that this type of accuracy nudge “subtly primed
[parnicipants] to think about accuracy by being asked to rate the sccuracy of a single [...] news headling™,

? Pennyeook and Rand (2022) report a (most hikely unstandasdised ) meta-analyise regression coellcwent of b =
(0.034, 95% C1 0026, 043], The meta-analytic Cohen’s o was not reportad.

# Pennycook et al. (2021) found that the largest pre-post difference in news sharing behaviour was a post-
ireatmiend frcredse in the sharing of mainsream/high-quality news sources such as the New York Thnes and



Why this moderation effect exists (and there is some debate about this, see Pennycook
& Rand, 2022) 15 less clear, but may have to do with the accuracy priming effect being
smaller for more persuasive misinformation, and for people who generally rate
misinformation as more accurate. In a 16-country study, Arechar et al. (2022) found that the
accuracy prime's effect on the quality of people’s sharing decisions in a given country was
strongly comrelated with the disconnect between the perceived accuracy of headlines and
sharing intentions in that country; in other words, the priming effect was smaller (or non-
significant) in countries where people generally rated misinformation as more accurate. In the
United States, conservatives tend to rate misinformation as more accurate than liberals (see
Roozenbeek, Maertens et al., 2022), which could signify a smaller disconnect between
accuracy and sharing. thus reducing the priming effect.

Social-Norms Nudges

Rather than emphasising accuracy, social-norms nudges draw amtention to partisan or
societal norms around news-sharing behaviour in order to improve the quality of people’s
news-shanng decisions. Social-norms nudges are relatively understudied compared 10
accuracy primes and other types of nudging interventions. Some social-norms nudges focus
on emphasising norms around sharing misinformation in a general sense. For example, And
and Akesson (2021) found that warning people about the abundance of false information and
telling them that *“most responsible people think twice before sharing articles with their
network™ significantly reduced the proportion of people willing 1o share a false news article
with others. Gimpel et al. (2021) report that exposing people w0 injunctive {(what behaviour
most people approve or disapprove of) but not descniptive (what other people do in certain
situations) social norms increased the likelihood of participants reporting fake news posts on
social media as misinformation; a combined approach (with both injunctive and descriptive
norms) had the most substantial effect.

Other social-norms nudges seck to counter specific false or equivocal beliefs.
Cookson et al. (2021) found that a social-norms intervention (giving people feedback about
participants” belief in anti-vaccine conspiracy theories, how much they thought other people,
int this case parents from the UK, believed such conspiracies, and UK parents’ actual levels
of conspiracy belief) significantly reduced personal belief in anti-vaccine conspiracies. Ecker,
Sanderson et al. (2022) repont that descriptive norms reduced belief in worldview-congruent
equivocal claims (e.g., about the economic impact of refugees). although a descriptive norm
plus a specific refutation proved o be the most effective,

Epstein et al. (2021), on the other hand, did not find an effect of emphasising either
partisan or social norms on news-sharing intentions. However, they did find that a combined
intervention (social norms + literacy tps or social norms + an importance prime, i.e., priming
people about the importance of sharing accurate news) positively affected the quality of
sharing intentions. Overall, social-norms interventions have thus yielded promising, albeit

CAN, mose <o than a post-treatmeit decreaie in the shaging of misinformationbow-quality conteal. Al a
theoretical level, why accurucy primes might prompl conservadive US Twilter users to share more New' York
Tiiwiex headlines reguires further elaboration,



preliminary results (and, importantly, are just as easy o implement on social media as
accurdcy primes), but are yet to be studied in real-world social media environments.

Debunking

Debunking misperceptions after they have spread is a popular approach to tackling
misinformation. Initiatives such as Snopes. FullFact and StopFake abound, and some have
large numbers of followers on social media. Debunking can be fact-based (1.e., correcting a
specific misperception) or logic-based, focusing on the epistemic quality of the
misinformation or the manipulation technigues used to mislead (Cook et al, 2007; Vraga et
al., 2020 Vraga & Bode, 20200). Some technology companies, notably Meta (formerly
Facebook), use debunking, drawing on both automated (Thorne & Viachos, 2018; Guo et al.,
2022} and human-cenired methodologies to moderate content on their platforms. Debunking
15 almost synonymous with fact-checking, but not quite: one can fact-check a story and rate it
as true, whereas debunking only pertains to misinformation.

Several debunking resources have been developed in recent years. For example,
researchers with JITSUVAX (hiips:/jisuvax.info) have created a free resource for
countering both the specific arguments commonly used in vaccine misinformation, and the
attitudinal roots that underlie these arguments. In 2020, a group of researchers published the
Debunking Handbook, which summarises the current state of debunking research
{Lewandowsky et al., 2020). The Handbook notes that debunking is most effective if the
following procedure is followed:

1. Lead with the fact®; make it simple, concrete, and plansible, and ensure 1t fus with the
story being debunked.

2. Warn the audience that they are about to see misinformation, and mention it only
once.

3. Explain how the misinformation is misleading.

4. Finish by reinforcing the fact, and making sure that the fact provides a plausible
alternative explanation to the misinformation.

Some years ago, researchers raised concerns about potential “backfiring effects™
{corrections ironically strengthening people’s belief in the original misinformation, see
MNyhan & Reifler, 2010). The “illusory truth effect” states that misinformation is perceived as
more accurate with repeated exposure (Ecker, Lewandowsky, et al,, 2020; Fazio et al., 2015).
This finding prompted concem that repeating the misinformation while correcting it may
inadvertently reinforce people’s belief in it (the so-called “familianty backfire effect™).
However, more recent research has shown that such backfire effects are not reliably
observed, and the risk of debunking “side effects” therefore appears to be low {Swire-
Thompson et al., 2020, 2022; Wood & Porter, 2019). Overall, meta-analyses have concluded
that comrective messages are generally effective at reducing belief in misinformation,

* Bwire-Thompson, Cook et al. (2021) argue that the specific comection format may play a limited role when
correcting misinformation, amnd the Debiuking Hondboekd also says that in cases where the facts ane very

nuanced, il may be better to lead wath an explanation of why the myth is false miher than first expluinmg the
Fact.
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although it is more difficult to correct misinformation about politics and marketing than about
health (Chan et al., 2007; Walter et al., 2020; Walter & Murphy, 2018). In addition,
debunking messages appear to be less effective when they are less detailed {Ecker, O"Reilly,
et al., 2020; Paynter et al., 20019), and political beliefs and knowledge also appear 1o attenuate
the effect (Walter & Murphy. 2018).

Monetheless, there are several factors that limit the effectiveness of debunking, First,
whao is doing the debunking appears to matter a great deal. The perceived expertise and
trustworthiness of the source affect how likely someone is to accept the correction (Benegal
& Scruggs, 20018; Ecker & Antonio, 2021; Vraga & Bode, 2017; Guillory & Geraci, 2013).
Furthermore, Margolin et al. {20017} found that Twitter users are significantly more likely to
accept a correction by an account that they follow than a correction by a siranger, indicating
that strong connections between fact-checkers and misinformation spreaders are key for the
effectiveness of debunking,

Second, debunks do not appear o reach the same people as the original
misinformation. Zollo et al. (2017). for example, found that debunking posts rarely penetrate
conspiracy echo chambers on Facebook, and instead mostly reach users that prefer o
consume science-focused content {who are unlikely to believe the misinformation to begin
with). Hameleers and van der Meer (2019) showed that people engage more with fact-checks
when they are congruent with prior attitudes, and avoided when they are incongruent,
indicating that people have a confirmation bias when deciding what fact-checks o engage
with. Furthermore, Vosoughi et al. (2018) found that content that fact-checkers had rated as
true reached far fewer people than content that they had rated as false.

Third, even if corrective messages reach the people who were exposed to the original
misinformation, correcting the misinformation does not always completely undo people’s
belief in it, a phenomenon known as the “continued influence effect™ (Ecker, Lewandowsky,
et al., 2020; Walter & Tukachinsky. 2020). This is thought to occur because information that
was previously encoded into memory can influence one’s judgments, even when more recent
information discredits it (Johnson & Seifert, 1994).

Fourth, fact-checkers are faced with several political challenges. Many of the most
contentious political arguments are subjective and ethical in nature and, as such, are not
reducible to objective facts (Coleman, 2018). Graves (2016) argues that fact-checkers
themselves are at risk of becoming politicised. For example, deciding 1o fact-check a
politician’s claim can be perceived as picking a side, and places fact-checks at the centre of
political debates, There is also a suggestion that people prong to conspiracy thinking may be
resistant o debunking, which makes using manstream sources of evidence o refule
conspiratorial behefs difficult (Hayes, 2006, p. 13). Thus, interventions oriented al
delegitimising the sources that produce misinformation are key to reducing their impact
{Ahmed et al., 2020). Another problem is some fact-checkers’ dependency on large donors.
Meta, for example, funds a large-scale third-party fact-checking programme, which has been
criticised for lacking transparency and for having an outsize influence over what kind of
content gets throttled on social media (BMJ, 2021; Nyhan, 20017). Thus, the effectiveness of
fact-checking depends in part on the cooperation of large social media companies.



Finally, the literature is somewhat mixed when it comes to the relative effectiveness
of prebunking and debunking. Brashier et al. (2021)" and Tay et al, (2021), for example.
both report a descriptive difference in effect size in favour of debunking when comparing
pre-emplive and post-hoc misinformation corrections (although it must be noted that this
difference was not significant in both studies). Jolley and Douglas (2017), conversely, found
that only prebunking was effective (and debunking was not) at countering the adverse effects
of exposure 1o anti-vaccine conspiracy theories, Similarly, Grady et al. (2021 ) found that pre-
warnings were descriptively more effective than debunking at discouraging belief in false
political news headlines. However, a direct comparison between debunking and prebunking,
although scientifically interesting, is subject to limitations. Because prebunking is
preveniative in nature (i.e.. it occurs prior o exposure to misinformation), it is not usually
possible to know exactly what misinformation to prebunk (as you cannot know what
misinformation people will be exposed to in the future, or in what form). In other words, a
prebunk and a debunk about the same misinformation will rarely (if ever) look exactly the
same, and furthermore do not have the same goal (correcting a misperceplion versus
preventing it from taking hold).

Auvtomated Content Labelling

Online platforms have championed the use of automation to quickly label content at
scale, increasingly rely on automated interventions to moderate the large volumes of content
uploaded to their syvstems, and provide users with information to assess the credibility of
information or sources ( Alaphilippe et al., 2019). There are different types of content labels,
for example fact-checks (e.g.. “this article was rated false by independent fact-checkers”; see
Brashier et al., 2021}, general or specific content warnings {Clayton et al., 2020; Mena,
2019}, and news credibility labels { Aslett et al., 2022). Automated content labelling typically
relies on machine learning and neural network models to automate the content moderation
process (Alaphilippe et al., 2009; Gorwa et al., 2020). Although specific techniques vary
considerably, the overall aim is to classify content into problem categories (e.g., probable
misinformation) or o match uploads against a database of problem content (e.g., known cases
of misinformaton); see Thome and Viachos (200 8) and Guo et al. (2022) for an overview.,
Research into the effectiveness of content labels, such as smoking and alcohol warnings, has
identified several necessary information processing steps (Conzola & Wogalter, 2001). The
label must attract attention and maintain attention long enough so that all relevant
information 15 noticed, The label must be understood, and the receiver’s beliefs and attiudes
may influence this comprehension, Finally, the label must motivate the receiver to adopt the
suggested action. Overall, Bode and Vraga (2018) found that automated corrections and

W As nated by Lewandowsky and Yesilada (2021, the study by Brashier et al. (2021 ) deviated from
conventional guidelines of di- and prebunking; in this study, participants were shown a label (sayving “fact-
checked and rmted false'true™) enher before or after a false or true news headline. However, v condrast 1o other
stdies (Cook et al, 2017, Jolley & Douglas, J0LT) and best practice guidelines (Lewandowsky et al., 20200, no
refutation of the misinformation was provided {i.e., participants were given no explanalion as to why the
headline might be trwee or false).
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social corrections provided by peers were equally effective in limiting misperceptions, which
suggests that human connection 18 not necessary for the uptake of comrections.

Nonetheless, while automated content labelling offers advantages in terms of speed
and scale of implementation, there are shortcomings with respect to consistency, reliability,
and proven efficacy. First. classification algorithms are developed by both social media
platforms and independent researchers, but the latter are disadvantaged by their dependence
on publicly available data and the limied APQ access offered by some platforms (Freelon,
2018). Algorithms also usually remain secrel while independent researchers typically open up
their methods and results to scrutiny.

Second, automated labelling can be unreliable. Without human intelligence to review
algorithmic judgments, there are significant risks of over-zealous and error-prone moderation
(Banchik, 2020; Miihlhoff, 2019). Morcover, platforms typically fail to provide adequate
information about their own efforts to measure the efficacy of technological interventions or
to enable independent researchers to verify claims about efficacy. A review of COVID-19
interventions reported by platforms o the European Commission found that the application of
technological interventions was highly inconsistent. For example, in some cases, genenc
warning labels were applied to accurate content while no waming labels were applied to
misinformation content {Culloty et al., 2021). Such inconsistencies are concerning because
public understanding of platform algorithms, content moderation procedures, and the
application of content labels 15 linmiated.

Third, independent research on the efficacy of (automated) content labels is mixed.
Some studies observed that content labels reduced intentions o share the labelled content
(Mena, 2019) while other studies observed no effects on the perceived accuracy of the
labelled content {Oeldorf-Hirsch et al., 2020). Aslett et al. (2022) found that news credibility
labels failed to reduce misperceptions and had a limited effect on the quality of people’s news
diet. The content labels applied by social media platforms tend 10 be general warnings that
caution people about the *disputed’ nature of claims or provide genenc reminders to scek
authoritative information. However, previous studies have found that general wamings are
tess effective than specific warnings (Clayton et al.. 2020; Ecker et al., 2000).

Finally, scholars note that comprehension is likely to be influenced by the design of
content labels and that much more research is needed to understand effective cross-cultural
design for online platforms (Salw et al., 2021). Such platforms, of course, have the capacity
to answer these questions, but to date they have declined o share relevant information about
who engages with their imerventions, in which circumstances, and with what outcomes.

Recommendations for Policymakers and Tech Companies

In this paper, we have reviewed the evidence, knowledge gaps, and practical
implications of four categories of misinformation interventions: boosting, nudging.
debunking, and (automated) content labelling. We have focussed particularly on individual-
level interventions with a grounding in psychological research. This categonisation is
inevitably somewhat antificial. Interventions in each area overlap, and it is not always clear
which imterventions fall into which category.



Since 2016, misinformation research has experienced a massive boom, and many
interventions have been shown to be effective at countening both the belief in and sharing of
misinformation, particularly in laboratory settings. However, several open questions remain
with respect to this growing body of research, which we translate into concrete
recommendations for policymakers and tech companies.

First, much of the available research has focused heavily on Western Evrope, North
America, and Australia. Testing interventions designed for non-Western and non-English
speaking countries remains complicated: for example, using online participant recruitment
platforms such as Prolific Academic, Lucid or Respondi in developing countries may not
vield sufficiently representative data, as samples are skewed towards highly educated city
dwellers (Badrinathan, 2021). Alternative data collection methods such as phone surveys are
much more difficult to conduct, and can be expensive. Importantly, what works in the West
may not work elsewhere: interventions that were shown to be effective in Western countnes
did not yield the same results in countries such as India (Badrinathan, 2021; Guess et al.,
200200 and Pakistan (Al & Qazi, 2021). As Al and Qazi (2021) note: the effectiveness of
interventions “critically depends on how well their features and delivery are customised for
the population of interest™. Similarly, automated solutions may work well in English, but are
typically not highly advanced in other languages. We encourage a rethinking of how o make
conducting misinformation research outside of Western and developed countries more
accessible and affordable, for example by investing in the representativeness of online
samples, and making it easier for researchers (o recruil participants through social media
platforms.

Second, efficacy in the lab does not automatically translate to real-world
effectiveness. DellaVigna and Linos (2022), for example, found that nudge interventions
{e.g.. communications such as letters or emails designed to increase vaccine uptake or reduce
missed appointments) were about 6 imes less effective (in terms of effect size) when
implemented in the field compared 10 the lab. IF this reduced effectiveness carries over to
misinformation interventions (and there 15 reason to expect this: see Roozenbeek, van der
Linden et al.. 2022; Pennycook et al., 2021). it is importani to ensure that interventions have
robust effect sizes in lab studies before implementing them in the field. However, conducting
field studies can be prohibitively expensive. Roozenbeek. van der Linden et al. (2022), for
example, ran an advertisement campaign on YouTube 1o test the efficacy of a series of
inoculation videos in an ecologically valid setting, with suppornt from Google Jigsaw,
Currently, the costs of such research are simply not affordable without collaborating with
donors. We therefore recommend democratising efficacy testing of misinformation
interventions in real-world settings, for example by providing researchers with free (or
heavily discounted) ad credits and APl access for social media platforms such as TikTok,
Twitter, Facebook, and YouTube.

Thard, 10 identify the causal impacts of misinformation interventions, studies typically
focus on a single tvpe of intervention. In this paper, we have discussed the evidence
underlying how these interventions work in isolation. In practice, however, interventions co-
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exist in a complex media-information environment. How these interventions work alongside
each other is almost impossible (o assess without cooperation from the platforms on which
they are implemented, and there is a clear need for further multi-disciplinary and cross-
platform collaborations.

Fourth, there is a great need for more open access data. In the wake of the COVID-19
pandemic, policymakers have become more forceful in calling on platforms to limit the
spread of misinformation. The European Commission has acknowledged the need for greater
access 10 data thar will allow independent researchers o bener understand the role platforms
play in various domains, including mis- and disinformation. The Digital Services Act
{European Commission, 2022) introduces obligations for platforms to make data available to
“vetted researchers™ (Art. 31) and this provision is echoed in the Guidance on Strengthening
the Code (Art. 8.1). Some social media platforms have made access to their data available
either through APIs (e.g., Twitter) or through curated services (e.g., Facebook's
CrowdTangle). However, oftentimes data access remains problematic, and we call on
platforms to improve ransparency and data-sharing with researchers (Culloty et al., 2021).
Cireater aceess to platforms” data could provide a deeper understanding of the nature of
misinformation and the impact of interventions in real-world settings while also addressing
the issues noted above regarding geographical gaps in research and the prohibitive costs.

Fifth. in this paper we have focused primanly on solutions that are implemented at the
level of the individual. As Chater and Loewenstein (2022) nightfully point out, doing so
frames the misinformation problem in individual, not systemic terms. This nsks drawing
attention away from policies that seek to bring about svstemic change. We argue that none of
the interventions discussed in this paper, either individually or taken together, are enough to
comprehensively address and counter misinformation. System-level solutions, such as
requinng social media companies to give insight into their platforms’ recommender
algorithms (Alfano et al., 2021}, are equally if not more important than individual-level
INlErventions.

Sixth, outside of the regulatory sphere, companies such as Google and Twitter have
also invested in the development and testing of misinformation interventions, Twitter, for
example, ran a “prebunking” campaign to counter misinformation about election fraud ahead
of the 2020 US presidential elections. Efficacy testing for this campaign was conducted
internally, without input from independent researchers. To what extent the campaign
contributed o a reduction in the spread of electoral misinformation is therefore not public
knowledge. In addition, such experiments are often done without acquiring participants’
informed consent (Grimmelmann, 2015). We therefore recommend more transparency about
tech companies” efforis to measure the efficacy of interventions, and to enable independent
researchers to verify their efficacy claims (Culloty et al., 2021}, See Pasquetto et al. (2020)
for a comprehensive review of how researchers and platforms may collaborate to counter
misinformation.

Requiring platforms to ensure that independent experts vet misinformation
interventions that they adopt, and their methods, data (prvacy considerations permitting ), and



conclusions are made public would be an important step forward. ldeally, however,
independent experts would inform not only analyse the data collected by platforms, but also
be instrumental in the design and implementation of efficacy testing. We therefore argue that
all interventions must be designed and implemented with efficacy in mind. To achieve this,
cooperation between academia and platforms is not enough: accountability is required.

Conclusion

Misinformation exists in an evolving environment that requires continuous
monitoring. In this paper, we have discussed the evidence behind four categories of anti-
misinformation interventions that take place at the individual level: boosting, nudging,
debunking, and automated content labelling. Solutions that are effective today may work less
well tomorrow, and actors who seek to spread misinformation deliberately also adapt to a
changing environment. A comprehensive approach to tackling misinformation therefore
involves 1) accountability and transparency on the part of tech companies and regulatory
agencies in lerms of how interventions are designed and tested: 2) collaboration between
researchers (academic and non-academic) and tech companies not only in terms of data
sharing and API access but the whole process of intervention design, efficacy testing, and
implementation; 3) ensuring that creating and testing interventions in real-world
environmenis and in non-Western settings becomes more affordable and accessible: 4)
developing further insights into how different interventions work alongside cach other in the
real world; and 5) incorporating both individual-level (which we have discussed in this paper)
as well as system-level approaches.
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From: Veoegeli, Christopher (CDC/DDID/NCHHSTP/DHP)

Sent: Tue, 22 Feb 2022 17:43:28 +0000

To: piltch-loeb@hsph.harvard.edu

Ce: Savoia, Elena; Wilhelm, Elisabeth (COC/DDPHSIS/CGH/GID); PURNAT, Tina
Subject: Misinformation Interviews Connection

Good morning Rachel,

Copied in on this email are two amazing people that would be willing to sit down for an
interview on misinformation response and infodemic management.

The great Lis Wilhelm led CDC's Vaccine Confidence and Demand Team and was one of the
people who founded my unit. Besides setting up COC's work in this space she has been
supporting WHO's work in rolling this out to many many countries.

On that note, the second person | want to introduce you to is the wonderful Tina Purnat. She is
the team lead for WHO's infodemic management team and has worked diligently to expand
infodemic management capacities across the globe.

These are two of the most brilliant people | know so | have no doubt their insights will prove to
be very helpful.

Chris

Christopher Voegeli, Ph.D., MPH

Behavioral Scientist

Email: CQO2@cdc.gov
Work Phone: (404) 498-0176

cell ehone: [N

Insights Team | Lead

Vaccine Implementation and Evaluation|Vaccine Confidence and Demand Team
COVID-19 Emergency Response |Vaccine Taskflorce

Centers for Disease Control and Prevention



From: PEREIRA IBRAHIM, Alhassan

Sent: Mon, 6 Mar 2023 04:40:06 +0000

Ta: infodemicmanagement

Subject; Mpox Infodemic Insights Report (14 - 27 February 2023)
Attachments: MG_Mpox_Infodemic_Digital_Insights_Report_9 shared.pdf
Dear all,

We're glad to share with you the latest infodemic insights report on mpox, covering the period of 14 - 37
February 2023,
This biweekly reporting was stood up to support the Health Ops pillar of the WHO HQ Mpox IMST. This
report is an intermediate analytical product feeding into generation of infodemic recommendations that
will be shared with the OPS pillar separately. The methods used to generate this report, as well as the
follow up risk assessment and infodemic insights recommendations generation are summarized at the
end of this report, including references to the WHO public health social listening taxonomy for mpox
and the risk matrix used to derive recommendations (as detailed in slides 32-36),
Q, KEY FINDINGS FOR THE PAST TWO WEEKS

THE ILLMESS — COMCERN ABOUT THE RESULTS OF A NEW STUDY ON RISK OF MPOX FOR INDIVIDUALS
LIVING WITH ADVANCED HIV INFECTION
A prominent conversation emerged following the release of new research investigating the risk of mpox
for people living with advanced HIV infection. Several users responded expressing concern for the
reported findings of the study, including that mpox is allegedly an "opportunistic pathogen™ and that
people with advanced HIV infection, and especially low CD4 counts can experience severe forms of
mpox. Posts also emphasised the finding that mpox has a mortality rate of about 15% for people with
advanced HIV infection and claimed that these at-risk groups should have priority for mpox vaccines.,
Furthermore, the study prompted concern over whether people who do not have HIV but are
immunosuppressed could also be more at risk of experiencing severe mpox symptoms (Narratives
observed in Germany, USA, UK, Panama, Mexico and Chike).

THE INFORMATION — MISTRUST OF AUTHORITIES AND MPOX RESPONSE
Social media users continued to claim there is a lack of trust in public health authorities. In response to
the announcement that mpox vaccination campaign in Chile would expand priority groups to include sex
workers and people living with HIV, some users alleged that no one trusts a government health agency
in Chile. Similarly, claims emerged that a public health authority in the USA should not be taken seriously
following reports that a public health authority panel of experts voted to recommend the use of 3 two-
dose mpox vaccine for adults at risk of contracting mpox. Further, users in Mexico and Colombia
continued to criticise the governments for not securing mpox vaccines despite significant levels of mpox
cases (Narratives observed in Chile, USA, Mexico and Colombia).

THE CAUISE — CONVERSATION ON STIGMA BEING ASSOCIATED WITH MPOX AND THE M5B
COMBMUNITY
Social media users continued to discuss whether the association between mpox and the MSAM
community is homophobic, In response to a high-engagement post that asked if mpox conversation
decreased because mpox is spread by M5M, several users used stigmatising language towards the M5k
community, While, some users claimed that it is homophobic to describe the M5M community as at
“high-risk"™ of contracting mpox, other users argued that it was heterosexual individuals who promoted
the homophobic narratives and associated stigma between mpox risk and the MSM community
[Marratives observed in UK and English-language].



Full report is attached and can be shared with partners, You will find an archive of reports: here

Wishing you all a great week.

Kind regards

Alhassan Ibrahim

Cansultant | infodemic Management Team

High bmpact Events Preparedness

Epidemic and Pandemic Preparedness and Prévention [EPP)
Preparedness Division, WHO Emergenty Programme [WPE/WHE)
‘World Health Drganization
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MPOX INFODEMIC INSIGHTS

KEY FINDINGS

This report is an analytical product produced in step 2 out of 3 in production of
WHO recommendations to manage the infodemic related to mpox outbhreak. See
appendix for details.

M.



MPOX INFODEMIC INSIGHTS: Key findings

14 February - 27 February 2023

THE ILLNESS — CONCERN ABOUT THE RESULTS OF A NEW STUDY ON RISK OF MPOX FOR INDIVIDUALS LIVING
WITH ADVANCED HIV INFECTION

A prominent conversation emerged following the release of new research investigating the risk of mpox for
people living with advanced HIV infection. Several users responded expressing concern for the reported
findings of the study, including that mpox is allegedly an "opportunistic pathogen"” and that people with
advanced HIV infection, and especially low CD4 counts can experience severe forms of mpox. Posts also
emphasised the finding that mpox has a mortality rate of about 15% for people with advanced HIV infection
and claimed that these at-risk groups should have priority for mpox vaccines. Furthermore, the study prompted
concern over whether people who do not have HIV but are immunosuppressed could also be more at risk of
experiencing severe mpox symptoms (Narratives observed in Germany, USA, UK, Panama, Mexico and Chile).
THE INFORMATION = MISTRUST OF AUTHORITIES AND MPOX RESPONSE

Social media users continued to claim there is a lack of trust in public health authorities. In response to the |
announcement that mpox vaccination campaign in Chile would expand priority groups to include sex wurkersi
and people living with HIV, some users alleged that no one trusts a government health agency in Chile. Similarly, |
claims emerged that a public health authority in the USA should not be taken seriously following reports that a|
public health authority panel of experts voted to recommend the use of a two-dose mpox vaccine for adults at |
risk of contracting mpox. Further, users in Mexico and Colombia continued to criticise the governments for nutf
securing mpox vaccines despite significant levels of mpox cases (Narratives observed in Chile, USA, Mexico and |
Colombia).

THE CAUSE — CONVERSATION ON S5TIGMA BEING ASS50CIATED WITH MPOX AND THE M5M COMMURNITY
Social media users continued to discuss whether the association between mpox and the MSM community is
homophobic. In response to a high-engagement post that asked if mpox conversation decreased because mpox
is spread by MSM, several users used stigmatising language towards the MSM community. While, some users
claimed that it is homophobic to describe the MSM community as at "high-risk"” of contracting mpox, other
users argued that it was heterosexual individuals who promoted the homophobic narratives and associated
stigma between mpox risk and the M5M community (Narratives observed in UK and English-language).

KEY FINDING CLASSIFICATION

key findings are assigned a rating
based on the potential risk to
public health and the likelihood
of impacting beliefs and attitudes
via a reach/dissemination/at-risk
population/population of focus
matrix. Risk levels are depicted by
colour:

# Red - high risk

* Drange - moderate risk

L = low risk

* Green— positive sentiment

Marratives are also classified as:
Emerging: A new narrative not
previously identified, may reguire
further analysis or development
of new information materials.
Persistent: A narrative that
continuously drives anline
conversations without any
significant changes in valume or
velocity.

Re-emerging: A previously
identified narrative that
resurfaces after being absent [or
low in volume) for multiple
wieeks,




OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

EMERGING ISSUES

11-

11-

10,

— Note allegations that the number of mpox infections within a religious community are not known because
people may hide their infection due to stigma.

— Note a cohort of users responded with concern to new research that reportedly revealed that individuals living
with HIV with low CD4 counts are at higher risk of severe symptoms if infected with mpox.

-~ Note claims that mpox is an “opportunistic pathogen”.

— Note differing claims that arose in conversation around the HIV-specific study, with some users alleging that
people with advanced HIV have about a 15% mortality rate from mpox and other users asserting that the HIV-specific study
identified a mortality rate from mpox of “up to 30%" for people with advanced HIV.

— Note claims that people living with HIV with less than 200 CD4 cells per microliter should be prioritised for
Mpox vaccines.

— Be aware of calls for a public health authority to pay attention to the new report on the risk of mpox for
individuals living with advanced HIV.

— Note guestions regarding whether people who are not living with HIV but are immunosuppressed could be at-risk
for severe mpox symptoms.

— Note claims that lack of knowledge on where to access mpox tests is a key barrier to mpox testing.
— Be aware of allegations that mpox vaccines may cause myocarditis and blood clots.

— Be aware of claims that there are no mpox vaccines available in the African continent but that a supply of
mpox vaccines is expected in coming weeks.

W.
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OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

PERSISTENT ISSUES

— Be aware of questions asking if mpox is still a concern that necessitates protection during sex.
— Some users emphasised the importance of equitable access to mpox vaccines.
— Note some users argued mpox can also be spread by skin-to-skin contact, not just through sex.

— Be aware of claims the government of Colombia’s health reforms should not be trusted because the
government did not distribute mpox vaccines.

— Some users hypothesised that the alleged lack of mpox vaccines resulted from mpox only impacting a
minority.

— Be aware of continued assertions that associating mpox with the MSM community is homophobic.

— Note continued criticism of the governments of Mexico and Colombia for reportedly failing to provide mpox
vaccines.

— Note some users continued to express frustration with lack of guidance provided by the government of
Mexico on mpox.
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OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

RE-EMERGING ISSUES

1. — Note that users continued to discuss HIV as an underlying condition that increases the risk of severe symptoms if
infected with mpox.

2. — Note questions asking if one can develop immunity from mpox after mpox infection.

3. — Note claims that 1% of mpox infections result in ocular complications.

4. -~ Some users claimed the risk of children becoming infected with mpox is low.

5. — Note allegations that mpox vaccines are an example of “true capitalist conspiracy”.

b. — Note claims that discussion of mpox declined after mpox cases were identified in children and animals.

7. — Be aware of allegations that it was primarily heterosexual people that furthered the claim that the association of

mpox with the M5SM community is homophobic.
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Top Questions
14 February - 27 February 2023

Volume of questions on mpox RSO ALY
by country

Does- anyone know if you develop mpox immunity after infection? (Twitter, Mexico) — 1 engagement

UsA D 137 VPOXLATEST INFORMATION

A — Is there anything known about mpox? (Twitter, Mexico) = 460 engagements

Nigeria NN 29
PREVENTATIVE MEASURES
UK w23

Does mpox remain a reason to only have protected sex? [Twitter, Canada) — 109 engagements

Colombla MR 27

F
SO VACCINES

Smin N 15

Australia W 11

Chile m 8 Does Colombia already have mpox vaccines? (Twitter, Colombia) - 37 engagements

Canada W 7

Venerueta W B
India W &
Swatzerdand W 6
Feru B 5

CostaRica § 3



MPOX INFODEMIC INSIGHTS

FORTNIGHTLY OVERVIEW

MOST POPULAR TOPICS (BY VOLUME)
#1 VACCINE (GLOBAL, EXCL. UK/USA, ES, EN), SPREAD (COMMUNITY CONTEXTS) (FR)
#2 SPREAD (COMMUNITY CONTEXTS) (GLOBAL, EXCL. UK/USA, EN), VACCINE (FR)
RISING TOPICS (BY VELOCITY)
#1 RISK (AGE) (GLOBAL, EXCL. UK/USA, EN), SEVERITY OF DISEASE (COMPLICATIONS) (ES), SPREAD (TRAVEL) (FR)
#2 SEVERITY OF DISEASE (COMPLICATIONS) (GLOBAL, EXCL. UK/USA, EN) , PPE (Excl UK/USA}, INEQUALTIES IN INTERVENTION
ACCESS/USE (ES), SPREAD (COMMUNITY CONTEXTS) (FR)

SPOTLIGHT ON:

A prominent narrative which emerged was users expressing concern over the increasing number of cases seen in both South
America and Africa. Conversation in South America focused on the rise in cases in Mexico, Columbia and Panama, whilst in
Africa users discussed the cases in Nigeria.

In conversation in African, there were guestions surrounding the prevalence of mpox, as many users asked: “what happened to
mpox?” and questioned the existence of the virus due to the lack of discussion surrounding it. One user suggested it was
because of the association with the LGBTQl+ community that people stopped talking about it.

Similarly, stigma towards LGBTQI+ community was also seen in conversation from South America, with users speculating that
increase in mpox cases stemmed from gay sex.

Further, there was significant discussion within South American conversation on the risk that those who live with HIV are at a
higher risk of mortality if they contract mpox, according to a newly published study. Several users urged that mpox becomes
increasingly lethal if you already have HIV.
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Top topics by

Vaccine

Spread (Community Contaxts)
Stigma

Statistics & Data

Testing

The source of the virus

symptoms [Confirmed)

Personal Measures

Current Treatment

Severity of disease (Complications)

Risk {Underlying conditions)

lrllll"l[l

MPOX INFODEMIC INSIGHTS

» French

| Spanish

® No UK/USA

m English
Global
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4 . " MPOX INFODEMIC INSIGHTS
Top rising topics (velocity)

GLOBAL EXCL. UK/USA

3080% 6350%

Risk (Age) |

Severity of disease (Complications)

Risk [Age)

Severity of disease [Complications)

Severity of disease (By age group) 842% : ; 58
Risk {Underlying conditions) 687% Risk {Underlying conditions)
: H:'rskstf‘iexll je— 5759, Inequalities in intervention access/use
Inequalities in intervention accessfuse e 320% i i
Means of Transmission (Contaminated... = 103% Swent\r;f dlﬂ;;;{ﬂv ﬂgf Broup)
Risk (Eating uncooked meat) |= 100% ESEalfC o LN E DRI R
Means of Transmission {Direct physical contact) = 92% Means of Transmission... ) 104%
PPE = 81% Means of Transmission (Direct...) 100%
Research & D-E".IEIDE;:IS;?I:':; : gs: Contact Tracing 100%
Quarantine | 69% Quarantine | 97%
Contact Tracing | 60% Stgma | 76%
Means of Transmission (Animal-human contact) | 58% Means of Transmission (Animal-..| 60%
Symptoms (Confirmed) | 42% PPE | 59%
5 rtive Care and Healthcare |} 39%
UppaTH IEF"E | g'g% Symptoms (Confirmed) | 55%

Symptoms (Other) | 48%
Supportive Care and Healthcare | 46%
Spread (Travel) | 229% Personal Measures | 35%

Symptoms [Other) | 19% Risk (Sex) | 28%
Statistics & Data | 16% Risk [Health-care workers) | 24%

Supportive Care and Healthcare | 129% Statistics & Data | 22%
Rick (Health-care workers) | 11% Current Treatment | 18%

Comparators to COVID-19 (Risk / severi
i Curi'gnt 'Ill'rrga[mt::: igﬂ,—,% Other interventions (measures in... | 5%
Testing | 4%

Other interventions (measures in_pu blic...| 5%
Guidance | 3% Similarities to other orthopoxviruses | 3%

Similarities to other orthopoxviruses | 3%

Personal Measures | 33%
Research & Development | 29%
Treatment myths 28%

B Topc increased in more than one data set B Unlgue patbern - topic rose in only one data set
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TOp riSi“g topics (VEIOC“V) MPOX INFODEMIC INSIGHTS

Risk 5 Severity of disease.. 61005
; (Aee) st . . Spread (Travel) 3100%
Severity of disease [Complications) 2010% Inequakities in intervention... T13% d :
Severity of disease (By age group) 1020% Research & Development |ms 650% SpiEadiCommuciey -
Risk {Underlying conditions) 675% Risk (Age) 6000 Risk (Sex)
Inequalities in intervention access/use 259% - . ] Statistics & Data
Rek (Underl conditions 453%
Means of Transmission... p 115% [ yine : ! Risk [Health-care...
Risk (Eating uncooked meat) § 1005 PPE 386% PPE
' Treatment myths 3007
Stgma § 97% " : Supportive Care and...
Means of Transmission (Direct... ) 79% Contact Tracing | 233% Testing
Quarantine | 54% Symptoms (Confirmed) ) 161%
Means of Transmission (Animal-... § 49% Means of Transmission... | 148% i {Cnnﬁ'—m?dl
Research & Development | 48% Sarcon M Means of Transmission...
Contact Tracing | 36% - L 125% Research & Development
Supportive Care and Healthcare | 31% Cuirent Trastment§e1a 4% Personal Measures
Guidance | 30% Means of Transmission... | 122% Micekea
Symptoms (Confirmed) | 24% Risk {Health-care workers) | 109% Stigma
PPE | 18% Similarities to other... | 96% Othet Intervenbions
Statistics & Data | 17%
Quarantine 94 . e
Personal Measures | 13% d i S mparakives i COVID-C. {500
Vaccine | 11% Spread (Travel) | 50% Current Treatment | 46%
Symptoms (Other) 7% Misinformation and...| 155 Means of Transmission... | 29%
Other interventions (measuresin..| 1% Other interventions...| 18% Other interventions...| »°°
M.

B Topc increased in more than one data set B Unlgue patbern - topic rose in only one data set
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Global data excluding the o P TR T T

UK and the USA

The global dataset excluding the UK and the USA featured 24 rising topics during this reporting period, whereas the global dataset

featured 31. The non-UK/USA dataset featured no unique rising topics over the reporting period.

Severity of Disease (Complications)
The topic of Severity of Disease (Complications) (+3190%) ranked second in the non-UK/USA dataset, with conversation being
primarily driven by users based in Mexico (4%).

A self-titled senior consultant of infectious diseases in Spain shared an article describing 1% of mpox infections resulting in

ocular complications, of which conjunctivitis was the most common [8 engagements).

Inequalities in Intervention (Access/Use)

The topic of Inequalities in Intervention (Access/Use) (+&515%) ranked fourth in the non-UK/USA dataset, with conversation being
primarily driven by users also based in Mexico [6%).

* A self-described infectious diseases medical professional in Canada posted to highlight a talk at a conference on retroviruses, at

which one of the panel speakers discussed the importance of equitable access to vaccines in order to eliminate mpox.
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Global data: E“gliSh and MPOX INFODEMIC INSIGHTS

French conversation

The English-language dataset featured 22 rising topics during this reporting period with no unigue topics. The French-language
dataset contained 19 rising topics with three unigue rising topics during this reporting period: Spread (Community contexts)

[+655%), Comparators to COVID-19 [Similarities) (+50%), and Other Interventions (travel measures) (+25%).

Means of transmission (Direct physical contact) (English-language)

Means of transmission (Direct physical contact) (+79%) ranked seventh in terms of topic velocity in the English-language dataset.

Conversation was driven primarily by users in the LUSA [35%).

* Rates of mpox in some religious communities in the US4 were discussed as a part of an on-going, wider-ranging discussion, in

which one user asked another about mpox rates being unknown because of it being spread in those communities through illicit

sexual encounters and covered up due to stigma (1 engagement).

* |n aseparate discussion, another user argued that mpox is not only spread through sex, but that any kind of skin-to-skin contact

can pass the virus on — caveating that such cases are rare as the viral spread is inefficient (2 engagements).
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Global data: Spanish

conversation

The Spanish-language data set featured 19 rising topics over the reporting period, of which there were two unigue rising topics,

namely: Treatment Myths (+300%), Risk (+600%).

Risk (age)

Risk {age) {+600%) ranked 4™ in the Spanish-language dataset, with content driven primarily from users geolocated in Argentina
(29%) and Spain (29%)

Lisers dunng this reporting peried discussed the prevalence and severity of mpox amongst the younger generation. A user who
described themselves as a doctor posted a tweet which stated the risk_of children and adolescents becoming infected with
mpox is low (5 engagements).

Misinformation and Disinformation
The topic of Misinformation and Disinformation [+38%) ranked 18" in the Spanish-language dataset, with content mainly driven
by users geolocated in Colombia (10%), Peru (7%) and Venezuela (7%).

A tweet sparked engagement on social media in the Spanish language conversation. Several ysers retweeted a post which urged

users not to trust the health reforms of the current Colombian government, due to the lack of vaccine distribution for the mpox
virus. The tweet stated “lets not be fooled... everything is a big lie” (64 engagements)

Other conversation pertained to conspiracies relating to the pharmaceutical industry. A user alleged that the patents placed on
the vaccines are a “true capitalist conspiracy” (18 engagements). Similarly, another user suggested the reason behind the lack of

vaccines for mpox was because it only affects a minority, and labelled it a “plot by conservatives” (17 engagements).

MPOX INFODEMIC INSIGHTS
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Stigma +69%

Top locations for social media conversation on “Stigma™:
14 February — 27 February 2023

LiSA 633
UK 100
Peru 74
Mexico 70
Canada 42
Australia 20
sSpain 27
Migeria 15
Haiti 15
Cokmbia 14

Top keywords & phrases in social media conversation on
“Stigma":
14 February — 27 February 2023

Bays 286
responsible community action 219

sex with men 182
Eay men 173
virus 172
outhreak 171
vaccine 146
emergen cy 110
disease 93
casos de nifos (children cases) 23

: * MPOX INFODEMIC INSIGHTS

Ciscussion around Eh'gma gene rated 2. 4K mentions during this reporting period, increasing
by 69% from the previous fortnight.

USERS RESPOND TO SPECULATION THAT MPOX FADED FROM PUBLIC ATTENTION AS IT
ONLY SPREAD THROUGH MSM SEX (ENGLISH-LANGUAGE)

Speculative conversation came in reaction to a post on Twitter which questioned whether
discussion about mpox disappeared due to the fact it “only passed through gay sex”"(27K
engagements). Replies often expressed homophobic sentiments, with users stating they
stopped discussing mpox after cases appeared in_animals and children (1.6K
engagements). Some users also implied it was passed sexually and often used highly
negative and stigmatising language towards the M5M community (36 engagements).

A self-identified member of the LGBTQI+ community quoted the original post stating that
“straight progressive people” caused the narrative of stigmatisation surrounding mpox
spread after the focus shifted to men who have sex with men. They suggested that the
gay community “didn’t object” to this as they acknowledged the spread of mpox
predominantly affected the MSM community (479 engagements).

RESPONSES TO CLAIMS THAT IT IS "HOMOPHOBIC” TO CONSIDER THE LGBTQJ+
COMMUNITY MORE AT-RISK OF CONTRACTING MPOX (UK, ENGLISH-LANGUAGE)

Users often expressed the fact that mpox predominantly spread through LGBTCOI+
communities as a fact, with posts also suggesting that associating mpox as
predominantly high-risk to the M5M community was homophobic (421 engagements).
Another user argued that messaging which emphasised mpox was not an 57| served to
miseducate people and endanger the health of at-risk communities (21 engagements).

A user quoted the original post stating “it_was mainly straight people” who were
claiming association mpox with the LGBTQl+ community was homophobic, while “gay
men got themselves vaccinated” (131 engagements).

Angther post criticised the original user, stating they are attempting to encourage others
to forget their “shameful attack™ on the LGB Alliance for reportedly spreading
misinformation that mpox disproportionately affects “gay & bi men” (318 engagements).

€207 Menigay /7 — Aieniqay ¢T ‘600# Hoday



Risk (Underlying
conditions) +687%

Top locations

for social media conversation on

“Risk (Underlying conditions)":
14 February = 27 February 2023

USA

LIE
France
Mexico
Spain
Germany
Australia

170
28
23
15
10
10
10

India 7
Dominican Republic 7

Canada 6

Top keywords & phrases in social media conversation on
“Risk (Underlying conditions)”:
14 = 27 February 2023

patients

uncantrolled hiv

less than 200 cdd cells
enormaus risk

new report

forme grave [severe form)
deadly risk

covera iiness

death

untreated hiv

45
40
39
38
38
36
35
33
29
26

: * MPOX INFODEMIC INSIGHTS

The conversation on Risk (Underlying conditions) generated 900 mentions, increasing by
687% from the previous fortnight.

DISCUSSION OF NEW RESEARCH ON HIV RESULTING IN A MORE SEVERE FORM OF MPOX

(GERMANY, USA, UK)

* Several journalists on Twitter posted about pew research, which showed that mpox
poses a large risk to those living with uncontrolled HIV. A medical journalist tweeted
that the study presents "disturbing data™ on mpox among HIV+ people with low CD4
counts, and that the study concludes that mpox "is an opportunistic pathogen" and that
a "severe necrotising form is an AlD5-defining condition”. The journalist recommended
that public health authorities should “include” the study’s findings.

« A science jourpalist noted that out of 179 patients with less than 200 CD4 cells per
microliter, 27 died. This journalist also included a link to an article about the research.
Moreover, another journalist added that mpox has a death rate of about 15% for those
with "adwvanced HIV infection”. This tweet prompted some replies that thanked the
journalist for covering the story, while one reply asked about the specifics of how mpox
was transmitted to a person with HIV. Conversely, an education institution tweeted that
a new, severe form of mpox has a death rate of "up to 30%" in people living with
advanced HIV; a link to a commentary on the study was included with this tweet.

* A link toan article about this story was also posted to the NBC Mews Twitter page, where
it prompted replies from those who stigmatised gay men for spreading mpox. One of
the replies suggested that "monogamy solves all these problems”.

VACCINE PRIORITY FOR PEOPLE INFECTED WITH HIV AFTER NEW RESEARCH (PANAMA)
* A profile claiming to represent a company promoting “health outreach and scientific
literacy” suggested on Twitter that following the release of the aforementioned new

research, “all people at risk of mpox with HIV and a CD4 cell count of less than 200
cells per mm3 should be prioritised for preventive vaccination against mpox”.

CONCERN THAT PEOPLE NOT INFECTED WITH HIV WHO HAVE SUPPRESSED IMMUNMNE
SYSTEMS COULD HAVE SEVERE MPOX CASES [UK)

* A user identifying themselves as an "HIV doc” tweeted a guestion that was asked of a
Professor of HIV Medicine, which was: "Will people with non-HIV-related
immunosuppression also be at risk of severe #mpox outcomes?” The professor said the
answer was "probably yes”, especially based on what we know about COVID-19.
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: * MPOX INFODEMIC INSIGHTS

Conversation on Guidance generated 383 mentions during this reporting period, increasing

G u i d a n CE + 3{:%.'1 by 3% from the previous fortnight.

DISCUSSION OF THE EXTENSION OF THE MPOX PUBLIC HEALTH EMERGENCY (ENGLISH-

: : - - LANGUAGE)
Top locations for social media conversation on = The director of a public health authority announced on Twitter the decision by an
“Guidance”: 14 February - 27 February 2023 international health regulations committee to continue classifying the outbreak of mpox

as a "public health emergency of international concem”. In the announcement, the

U_S'ﬁ' 28 committee explained that despite progress made in the global response to the multi-
M"-’"‘“:F' 14 country outbreak of mpox, several countries continue to see a sustained incidence of
md,ia 13 illness, whilst it is also suspected that underreporting of cases is also likely in other
Culum?‘;i 11111 regions.
Nigeria 5 * The nrgani*:;a'[iun"*s d.!_:‘i.'.lﬁid}n to r.nairlta.i.n 5ur'._'er||an1:EJ_ .prrﬂlentmn. prEp.areﬁnﬂas_i. and
Switzerland 5 FE'R-F!I:H:IE-E ?Ewn:es against mpox was received with 'S-CE'I::I'HEIEI'I:'I on Twitter, with |nq1u1duals
Germany 5 branding it as an attempt to exert control over the population by means of vaccines and
Chile c the introduction of digital ID passports, whilst others guestioned the credentials of the
Canada 5 organisation’s director. It is worth noting that many of the critical accounts replying to the
original post had long Twitter handles filled with strings of random numbers and letters,
Top keywords & phrases* in social media conversation which could suggest that many of them are bots instead of actual individuals.
on ""Euidan:e": 14 Fe hruaw =27 FEhruaw 2023 OFFICIAL RECOMMENDATIONS ON HOW TO ADDRESS MPOX LESIONS {MEIIED. EL
SALVADODR)
countries 128 * The public health authorities of Central American countries shared messages on Twitter to
outbreak 128 provide guidance on mpox. In Michoacan (Mexico), public health authorities shared a
public health emergency 109 grapghic with four recommendations for people infected with mpox, which included not
advice 108 touching the lesions, handwashing for at least 20 seconds, avoiding physical contact and
international concern T wearing face masks. Similarly, the public health authorities of Salvador published two
surveillance 95 messages recommending that people infected with mpox and those self-quarantining
prevention, preparedness... 94 should not scratch their lesions and mak re t wash their hands properly after
study 23 cleaning the lesions.
primerapj;‘;u"r;‘: :: GUIDANCE ON MPOX FOR PEOPLE LIVING WITH HIV [ENGLISH-LANGUAGE)

* An international health society shared the findings of 3 recent study that found that
“people living with HIV with a weakened immune system might experience worse mpox
outcomes”. According to data shared by the grganisation, “mpox has disproportionately
affected people living with HIV, who account for 48% of diagnoses globally”

*excluding kepwords such a5 “monkeypax”, “mpox wrus™ and “mpox”
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Testing (French-
language) +211%

Top locations for social media conversation on
“Testing” : 14 February - 27 February 2023

LIsa

UK

India
Canada
Migeria
France
Australia
Spain
Mexico
Germany

199
57
41
34
3o
16
15

11
11

Top keywords & phrases® in social media conversation
on “Testing™: 14 February - 27 February 2023

countries
researchers
virus

study
disease
outbreak
infection

e with men
advanced hiv
death

250
250
239
238
225
207
186
167
162
159

*excluding kevwords sich o5 “monkeypox”, "mpox virus" and “mpox”

256

: * MPOX INFODEMIC INSIGHTS

The topic of Testing generated 2.1K mentions, with content in the French language
increasing by 211% from the previous fortnight.

DISCUSSION OF NEW MPOX TESTING AND BARRIERS TO TESTING FROM A HEALTH

C

ONFERENCE [USA)

Medical professionals gathered at a health conference in the USA to discuss mpox
testing, among other medical issues. An expert in infectious diseases presenting at the
canference a_new assay for the diagnosis of mpox, which was claimed to provide
97.3% positive agreement and 100% negative agreement with reference testing. The
doctor glso claimed that the test developed is a "user-friendly cartridge-based RT-
PCR", which has lots of potential uses in screening and surveillance of mpox
infections.

Another scientist at the conference also shared on Twitter some takeaways from an
mpox study carried out in August 2022, claiming that the top barrier to testing was
“not knowing where to test”. The scientist also pointed oyt that their study saw the
same disparities observed in other epidemics also persisted with mpox testing. They
outlined that these need to be addressed before the spring and summer months due
to the expected uptick in cases.

ANNOUNCEMENT THAT THE FIRST POINT-OF-CARE TEST FOR MPOX WAS AUTHORISED

IN THE USA (USA)

A public health authority in the USA gave emergency use authorisation to the first
point-of-care test for mpox, a decision that was seen by some individuals as a result of
the spread of infectious diseases.

The announcement, which was gchoed by medical officers as well as public health
prganisations, was described as a step forward to make sure that healthcare
providers are ready for the potential re-emergence of mpox in the summer months,
following the sharp decrease since last summer,

PERU ANNOUNCES DEVELOPMENT OF NEW TEST TO DETECT MPOX (PERU)

In a continuing trend, a PCR test developed by the health authorities in Peru was
described as having 100% effectiveness in the detection of the mpox virus. The
sanitary authorities stated that the scientists in charge of developing the new test
followed the protocols of international health organisations for the molecular
detection of the mpox virus.
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Vaccines (French-
language) +142%

Top locations for social media conversation on
“Vaccines” : 14 February - 27 February 2023

LS4

UK
Colombia
Mexico
France
Chile
Australia
Canada
India
Spain

1,539
481
364
240
176
164
144
139
102
97

Top keywords & phrases® in social media conversation
on “Vaccines": 14 February - 27 February 2023

outbreak

study

vaccing

committes

dosps

public health emergency
Countries

person

researchers

sex with men

416
375
62
56
343
331
ile
290
272
264

*excluding keywords such as "monkeypox”, "mpox virus™ and "mpox”

: * MPOX INFODEMIC INSIGHTS

Discussion around Vaccines generated 8.2K mentions, with content published in
French showing a 142% increase compared to the previous reporting period.

UPDATED VACCINATION RECOMMENDATIONS ANNOUNCED BY A PUBLIC HEALTH
AUTHORITY IN THE USA (USA)

independent advisers of a public health authority in the USA voted unanimously to
recommend the use of a two-dose mpox vaccine for adults deemed at risk of
catching the disease during an outbreak, The announcement was covered by
numerous news organisations, with self-titled independent media claiming that the
definition of what constituted an outbreak of mpox could be as small as a single
detected case. Vaccine questioning users criticised the decision, claiming that
vaccination would lead to myocarditis and bloods clots, expressing their general
distrust of public health authorities, and simply stating the old name given to the
disease to express their opposition,

CHILE ANNOUNCES THE EXPANSION OF PRIORITY GROUPS FOR VACCINATION [CHILE)

The public health authorities in Chile announced that the priority groups in the
country's vaccination campaign against mpox would be expanded to include sex
workers and people living with HIV, among others. A medical organisation in Chile
shared an infographic detailing who is included in the expanded priority group,
whilst vaccine-sceptics responded to the announcement claiming that the new
vaccines are designed to cover up the effects of prior vaccines and guestioning the
lack of credibility of the public health authorities.

GOVERMMEMNTS IN CENTRAL AMERICA CRITICISED FOR THE UNAVAILABILITY OF
VACCINES (COLOMBIA, MEXICO)

The lack of national programmes in Mexico and Colombia to provide mpox vaccines
wias criticised by individuals targeting the authorities. In Colombia, a self-titled
doctor in epidemiology lamented that & months after a minister announced the
purchase of mpox wvaccines, none had arrived in the country ([583
engagements), Similarly, the news that Mexico was among the top 5 countries in
the continent with the highest number of mpox cases was used to criticise the
government for not securing any vaccines,
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: * MPOX INFODEMIC INSIGHTS

CONCERNS OVER MPOX CASES IN SO0UTH AMERICA (MEXICO, COLOMEBIA, PERU,

S ' I h = c 1 PANAMA)

pOt Ig t' onver_satlons = A theme within this reporting period centred around concerns over the alleged rise of
mpox cases in Mexico, as it was purported that there were 3,877 confirmed cases in the

from SOUth Amerlca country (824 engagements). One user expressed frustration with the lack of guidance
released by health authorities, and wished information was spread earlier, before

Volume of social media conversation on mpox in South mpox cases rose significantly.

America : 27 November 2022 - 27 February 2023 * Reportedly, Colombia was among the top fives countries most affected by mpox.
5,000 Consequently, a user guestioned why the government has not yet provided mpox
vaccines If there are over 4,000 infections (205 engagements). Similarly, Panama
4,000 purportedly saw 21 new cases of mpox in the past fortnight, with cases totalling at 160.
* Peru, however, reportedly saw a decrease in the number of mpox cases. as a result of
=000 their vaccination programme and prioritisation to not compromise wvulnerable
2,000 populations.
' STIGMA ASSOCIATED WITH THE LGBTQl+ COMMUNITY AND MPOX ([MEXICO,
1,000 COLOMBIA)
* A top engaged-with post shared a videg depicting a large gathering of men, with the
0 caption “and they wonder why monkeypox spreads” (788 engagements), implying a
11/27/2022 12/26/2022 1/24/2023 link between the M5M community and the spread of mpox. Multiple users expressed
further stigma towards those within the LGETQl+ and MSM community, and linked the
Top locations for social media conversation on mpox in actions in the video to the spread of disease. -
South America: 14 February - 27 February 2023 * Another user argued that there were high numbers of mpox cases within the MSM
. community in Colombia; however, due to stigma and “sergphobia”, they suggested
Mexico 1,668 there was reportedly little attention given to these cases.
Yefezvens 704 DISCUSSION OF HIV AND MPOX (MEXICO, CHILE)
:Fglz::?nl: “4555 * There was prominent conversation surrounding the implications of mpox for those that
El Salvador . 394 have contracted HIV {107 engagements) following the release of a study carried gut by
Chile . 273 an_gcademic journal (129 engagements). The study claimed that mpox can be
Panara 177 particularly dangerous, or even lethal, for those living with HIV (418 engagements).
Paruy y 169 Further, the study purported that in severe cases of mpox, there is a 15% mortality rate
Brazil 115 for those with advanced HIV (120 engagements). Similarly, another user urged that the
Paraguay 107 effects of mpox can be significantly more dangerous for those who have HIV (147
engagements). Consequently, mpox wvaccination have been reportedly extended to

those who live with HIV.
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Spotlight: Conversations
from Africa

Volume of social media conversation on mpox from
users geolocated in Africa:

27 November 2022 — 27 February 2023
700

600
200
400
300
200
100

0
11/27/2022 12/26/2022 1/24/2023

Top locations of social media conversation on mpox in
Africa: 14 February - 27 February 2023

Nigeria 354
South Africa 139
Cameroon a7
Tanzania 33
Mzl 21
Kenya 18
Zimbabwe 14
ahana 14

Morocco 11
Uganda 10

: * MPOX INFODEMIC INSIGHTS

CONVERSATION OVER RISING CASES IN AFRICA (NIGERIA, CONGO)

There was prominent conversation regarding the prevalence of mpox in Africa. A
regional public health authority reported that there are currently active outbreaks
of mpox in 13 countries in Africa (38 engagements).

In particular, multiple news outlets reported that there have been 789 cases of
mpox in Nigeria, as well as 8 deaths (39 engagements).

DISCUSSION OF MPOX INTERVENTION STRATEGIEIS (NIGERIA, KENYA, ETHIOPIA)

In light of rising mpox cases in Africa, a health authority in Nigeria urged that all
health workers must remain vigilant of mpox, and ensure to take necessary
precautions when handling suspected or confirmed cases of mpox (34
engagements). Similarly, a NGO based in Nigeria posted video of mpox symptoms
to logk gut for, as well as guidance to help prevent the spread of the disease.
Maoreover, discussion over the vaccine roll out in Africa was also prominent. A user
geolocated in Ethiopia glaimed in a tweet that there are no mpox vaccines in the
gontinent, but that they may begin to arrive and be distributed in the next two
weeks. This was amplified by a user geolocated in Kenya.

QUESTIONS OVER THE EXISTENCE OF MPOX (ETHIOPIA, SOUTH AFRICA, COTE
D'IVOIRE, LIBERIA, KENYA)

-

There was a prominent theme regarding the existence of mpox in Africa, as multiple
ysers questioned ‘what h n m # or ‘is monkeypox still a thing?', and
sugpested (279 engagements) that it came and went very guickly, and that not
many people discuss it anymore. Another user claimed that the “monkey pox
agenda” had failed.

Further, a wuser geolocated in Kenya refweeted @ post that questioned
whether  mpox went away or did people stop talking about it due to the
perception that mpox is transmitted through sexual activity, particularly within
the M5SM community.
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MPOX INFODEMIC INSIGHTS

PROJECT BACKGROUND

Marble Global was commissioned to analyse and quantify the information — right and wrong — in digital media discussing
mpox. The project consists of two workstreams:

These fortnightly summary reports to track and quantify fortnightly conversation trends and emerging citizen questions

Interactive Tableau dashboard to provide regular updates on the analysis models created

To create these reports, Marble has used a wide range of its enterprise social listening, media monitoring, online search, Al
and data enrichment tools & expertise to provide an analysis of digital information discussed and reported on by citizens
referencing the mpox pandemic.

The data collected for this study includes content publicly available on social media platforms (Twitter, Facebook, Instagram,
YouTube, Blogs & forums) as well as online news content (including broadcast) that has resonated in the aforementioned
social media platforms. Question and sentiment language is sourced from the aforementioned social media platforms
(excluding blogs) to ensure consistent proximity between the searched entities and the linguistic cues used to detect
sentiment and question language.

Data analysed will be collected in English-language, French-Language and Spanish-language.
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Top questions & platform demographics

Top questions are researched and identified through data feeds based on mpox key words (including
misspellings) and grammatical features and/or markers that are used in English, French, and Spanish to build
questions. Due to the nature of the platforms, data is most likely to originate from Twitter and forums
(especially Reddit® ). Occasionally, Facebook also represents a source of viral questions on mpox.

1 USA Age groups
2 JAPAN 18-24 EEEEE——— 1% 1 USA
e .) 3 INDIA 25-34 oe——— )% & S
4 BRAZIL 13-17 = 14% =) .
E 35-44 o 11% E 3 CANADA
E o 45-54 g0 o 4 AUSTRALIA
- - 5
> | &  55% Male 5564 W 2% 5 GERMANY
‘H‘ w 45% Female =65 1 1%
1 INDIA Age groups
2 USA 25-34  ——
E .j 1 INDONESIA 18-24 o 4%
E d BRAZIL 35-44 o ] 7%
[T : 10
E > MEXICO $501 10% *According to the GlobalWebindex, 19.9% aof
= e e M all internet users thot occess the web to seek
0@ 56% Male 13-17 = 6% for health-related information use Reddit.
w ﬁ 44% Female =65 mm 5%




Note on representativity

The data is based on the publication of posts from populations that are digitally active and that are likely to use social media to discuss or share opinions
about mpox and the mpox pandemic.

Mote that demographics vary significantly from country to country and the availability of public social media data differs from platform to platform.
Additionally, note an overrepresentation of English, French and Spanish speakers from all over the world due to scope limitations.

Twitter data is overrepresented in the data analysed in this report due to differing data sharing policies in place between individual social media platforms
and social media data aggregators. Whilst the data aggregator used for this report offers firehose access to Twitter data, Facebook data is limited to a
posts published by selected public pages and comments posted in these pages. The tracked sample of top global and local Facebook pages was selected
based on recent engagement data retrieved from searches utilising the mpox public health social listening methodology. News pages have been prioritised,
since these are particularly likely to attract public debates in comment threads.

The approach to writing insight and commentary consists of sorting content by engagement., Therefare, content which has been most shared is most likely
to be referenced. Compared with following a methodology of sorting by highest reach, the methodology of sorting by highest engagement gives greater
visibility to content from individual users.

MPOX INFODEMIC INSIGHTS



Appendix on WHO infodemic
recommendations generation:

Pl

Methodology for generation of insights and
recommendation for infodemic management
in three steps

This report is an intermediary analytical product that feeds into WHO’s
biweekly infodemic insights and recommendations generation related to the

mpox outbreak.

The following slides describe the steps taken to arrive to the infodemic
management recommendations, and where in the process this report fits in.




Steps to generate biweekly infodemic
recommendations on mpox

STEP 3: Integrated analysis and
generation of

STEP 2: Weekly
comparison, qualitative

STEP 1: Quantitative
identification of potential

recommendations to manage
the infodemic

analysis and production
of digital infodemic
intelligence

topics of concern,
guestions, and information
voids

Tools fmethods: Tools /methods: * Review of the MG report and
* Implemented and validated WHO « Qualitative analysis by identified themes

mpox social listening taxonomy human analyst of weekly * Triangulation and comparison

(see slide 37-40) comparisons and changes with other data sources freely
* NLP and Al for identification, *  Summary identification of available

aggregation of online content and velocity/virality of narrative * Assessment of themes by risk

categorization into 35 sub-topics themes and summary of to public health based on risk

using the guestions matrix (see slides 35-36)
Roles: MG set up and validates the Roles: MG prepares report; * Roles: WHO infodemic
analytical pipeline and tools as per WHO reviews for public health management team with
WHO-defined process and standards relevance and evidence external reviewers from WHO
Output: Summary dataset with Output: this report, plus a ' global IM community
annotations whatsapp message summarizing * Output: top three themes of

e A b the findings ] highest risk and accompanying
B3 =, = recommendations for action
Process adapted from: Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. '\x _,/I




Applied in step 1: Public health taxonomy for social listening on
mpox conversations (updated on 23 August 2022)

Objective : Objective of the Laxonomy is to monitor millions of conversations related to mpox on within thematic categories relevant to public health response, The subtopics are to capture
breadth of conversations and help identify structure and changes in narratives. The taxonomy can be applied to online social media listening, as well as for offline social listening and can
facilitate structured integrated analysis of the data to produce infodemic insights and recommendations.

Background: What is the difference between social listening for marketing efforts and infodemic monitoring and intelligence gathering? Social listening is often understood as an approach
for monitoring online conversations on specific brands and topics, often used by marketing companies. Secial listening is a limited label to use in infodemic management, since integrated
analysis is best done with a diverse set of data sources across social, program, behavioral, media, and epidemiological domains. Infodemic monitoring and intelligence gathering consider as
many relevant data sources as possible, recognizing they all individually have limitations and biases, but when analyzed in an integrated manner, can yield insights that data sources analyzed
in isolation would not provide. Infodemic monitoring and insights generation encompasses systematic analysis of different data sources, generation of intelligence, turning the intelligence
inta infodemic insights and applying structured judgment and risk matrix approach to generate recommendations for action,

Note to analyst:
Compare the volume and themes of conversations and dynamics to overall net conversations vs COVID-19 conversations vi mpox-specific
Compare velocity of conversations within mpox conversations over time
Identify mpox specific themes of questions, worries, concerns, information voids, circulating narrative and misinformation, and cressover with COVID-19
Focus not only on the content of conversations but also understanding people’s reactions, confusion, guestions, and conversations about issued health guidance.

Pay attention to vulnerable populations and stigma, both on M3M, sex workers, ineguities, as well as visual analysis of memes and images vsed associated with mpox in the media and
social media.

Refer to WHO-authored papers® for how to apply and validate its use,

Purnat TD, Vacca P, Czerniak €, Ball §, Burzo 5, Zecchin T, Wright A, Bezbaruah S, Tanggol F, Dubé E, Labbé F. Infodemic signal detection during the COVID-19
- pa ndemic: development of a methodology for identifying potential information voids in online conversations. IMIR infodemiology. 2021 Jul 28;1(1):e30971.

.
r - ."'l':':|_| i finfodemi I.:|:I. i ._.-:-.'_.3'-__'!_'|.._._:;_'_.|_.':

Purnat TD, Mguyen T, Ishizumi A, Yau 8, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruah 5, Briand 5. 2022, Delivering actionable infodemic insights and
recommendations for the COVID-19 pandemic response. Weekly Epidemiclogical Record. 2022 Jul 8; 97 (27}, 313 - 324.



Applied in step 3: Risk Matrix for infodemic harm in
relation to mpox outbreak- summary

The risk matrix is an important tool that helps infodemic analysts systematically translate infodemic insights into actionable
recommendations.! As shown on the fﬂllﬂwlnﬁslide; the overall structure of the risk matrix used in the mpox infodemic
insights reporting is based on the risk matrix that was applied previously to COVID-19. However, the matrix reflects the
following disease-specific considerations:

1. Stigma - one important feature of mpox is the potential for stigmatizing language and imagery about vulnerable
population groups. Social listening may pick up more conversations about them, rather than by them.

2. Stratifying voices and audiences — what are conversations being had by vulnerable groups? And how might those
conversations be dominated in the analytical datasets by other louder groups?

3.  At-risk population, population of focus — the degree of harm to public health would be guided by the uulnerabiliti{ of
y

the population of focus, even if this population is a small one and therefore the volume of conversation is relative
small to the whole dataset.

4. Context/region — analytical approach and risk of harm of a narrative must take into account context and spread of
narratives across geographies that may socially or legally address and treat LGBTQl+ and MSM populations differently.

5. Ewvolving science — there is evolving science about mpox and how it presents itself in new populations. For example,
vulnerable populations other than MSM, have been identified as being underdiagnosed, which may lead to
disproportioned harm of narratives (e.g. women and non-binary people).

The risk matrix will be updated as the epidemiological and scientific situation around mpox evolves.

1. Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini §, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. Delivering actionable
infodemic insights and recommendations for the COVID-19 pandemic response. Geneva: WHO 2022.




RISK MATRIX TO DERIVE INFODEMIC-RELATED RECOMMENDATIONS

FOR MPOX

Each key finding is classified by level of risk to public health. A risk matrix
assesses potential for impact on seeking and uptake of PHSM, vaccines
treatments and diagnostics, underrepresentation of vulnerable groups in

data, stigmatisation* of, and the experience of stigma in vulnerable
populations, as well as narrative reach and dissemination. The risk level is
indicated by colour.

High risk narrative may lead to increased stigmatisation of vulnerable
groups, reduced preventative behaviors and healthcare-seeking of
recommended treatments and diagnostics. The narrative either has wide
reach and is jumping geographies or platforms, or is pervasive particularly
among at-risk and vulnerable populations (red colour).

Moderate risk narrative may lead to stigmatisation of vulnerable groups,
reduced preventative behaviors and healthcare-seeking of recommended
treatments and diagnostics. It has moderate reach, may be crossing
communities, platforms and formats, and has therefore has moderate
dissemination {(orange colour).

Low risk narrative themes are a concern but pose a low risk to reinforcing
stigmatisation, uptake of recommended health behaviour and guidance.
They have limited reach and dissemination, only circulating in small
groups and communities, and on one platform (vellow colour).

Positive sentiment reflects thematic narratives that could decrease

stigmatisation, increase uptake of health guidance and healthy behaviour.

It may have variable reach and dissemination (green colour).

Impact on
uptake of
PHSM,
vaccines,
treatments
and
diagnostics

May lead to increased
stigriatisation and silencing of
vilnerable groups, refusal of
recommended treatments and
diagnoatics, reduced healtheare-
weeking , of lower sdharence ta

recommended behaviours

Patential to trigger
stigmatisation, reduced
healthcare-seeking , hesitancy to
pubdic health and social
mecaseres, vaccination, or
pharmaceutical interventions

Concerning, but low risk to
uptake of recommended health
behaviours and health guidance

Could increase uptake of health

puidance, intent, and enactment
of health behaviours.

Reach, dissemination, at-risk population,

High risk

Moderate
ﬂ-sk X

Positives
sentiment

population of focus

Wide reach, Maoderate reach Limited reach,
high and limited
dissernination, dissemination, dissemination
particularly may be skipping

among at-risk commumithes,

and vulnerabla platforms or

populations geographies

[e.g.. BASHA,

WOFTIEn, RS-

binary peopla)

High risk

Positive
sentiment

Positive
sentiment

*Cultural contexts and legal barriers in some countries may contribute to reduced healthcare-seeking behaviour, and even the experience of stigmatisation in health service access and
delivery.




CONTACT

Marble Global

who@marbleglobal.com

wEdE 4 B3R
TN S b A H




From: PEREIRA IBRAHIM, Alhassan

Sent: Mon, 20 Mar 2023 09:10:18 +0000

Ta: infodemicmanagement

Subject; Mpox Infodemic Insights Report (28 February- 13 March 2023)
Attachments: MG_Mpox_Infodemic_Digital_Insights_Report_10_shared. pdf
Dear all,

We're glad to share with you the latest infodemic insights report on mpox, covering the period of 14 - 27
February 2023.

This biweekly reporting was stood up to support the Health Ops pillar of the WHO HO Mpox IMST. This
report is an intermediate analytical product feeding into generation of infodemic recommendations that
will be shared with the OPS pillar separately. The methods used to generate this report, as well as the
follow up risk assessment and infodemic insights recommendations generation are summarized at the
end of this report, including references to the WHO public health social listening taxonomy for mpox
and the risk matrix used to derive recommendations (as detailed in slides 33-37).

Q, KEY FINDINGS FOR THE PAST TWO WEEKS

THE TREATMEMNT — EMERGING RESEARCH AMND INVESTIGATIONS OF TREATMENTS FOR MPOX
SYMPTOMS
Social media users discussed reported new research on treatments for mpox. Media outlets
reported that a hospital in Spain developed a topical treatment for skin lesions and mucous
membrane diserders for people with mild mpox symptoms. In another conversation, a clinical trial
was announced that aims to evaluate the effectiveness of tecovirimat as an antiviral treatment for
human mpox infection. Furthering conversation on tecovirimat, a cohort of users shared a report
that allegedly investigated a death from mpox, with some users attributing the death to resistance
to the antiviral tecovirimat |Narratives observed in Spain, USA, Mexico and Colombia).
ITHE INFORMATION - BMISTRUST OF THE GOVERMMENTS IN MEXICO AND COLOMEIA
A prominent conversation highlighted perceived mistrust of the governments of Mexico and
Colombia due to their responses to mpox, emphasising the high number of cases of mpox in the
countries. Several users criticised politicians, health ministries and the governments of Mexico and
Colombia for neglecting to secure mpox vaccines, In Mexico, some users attributed the lack of
vaccines to homophobia and claimed people in Mexico also do not have access to antiviral mpox
treatments, In Colombia, some users alleged that the government failed to fulfil a promise to
deliver vaccines by February 2023 and employed the failure to secure mpox vaccines as evidence of
proposed health reforms being inadequate in Colombia (Narratives observed in Mexico, Colombia
and Spanish-language).

THE TREATMEMNT — POLARISED DISCUSSIONS OF MPOX WALCINES
Discussion of mpox vaccines was polarised, with some users emphasising the need to get
vaccinated against mpox and others expressing anti-vaccination sentiment. Medical professionals
and public health authorities encouraged people to receive mpox vaccines to enhance protection
and reduce the number of mpox cases. Some users requested information and guidance on
receiving mpox vaccines after recovering from mpox infection. On the other hand, several users
claimed that a global health authority reported that people who received mpox vaccines are part of



a clinical trial, causing users to also claim that both COVID-19 and mpox vaccines were experimental
[Marratives observed in USA, France, Colombia and French-language).
Full report is attached and can be shared with partners. You will find an archive of reports: here

Wishing vou all a great week.

Kind regards,

Alhassan [brahim

Consultant | infodemic Management Team

High bmpact Events Preparedness

Epidemic and Pandemic Preparedness and Preveation [EPP)
Preparadnsss Division, WHO Emergenty Proagramme (WPEWHE)
Warld Health Deganization
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MPOX INFODEMIC INSIGHTS

KEY FINDINGS

This report is an analytical product produced in step 2 out of 3 in production of
WHO recommendations to manage the infodemic related to mpox outbhreak. See
appendix for details.

M.



MPOX INFODEMIC INSIGHTS: Key findings

28 February - 13 March 2023

THE TREATMENT — EMERGING RESEARCH AND INVESTIGATIONS OF TREATMENTS FOR MPOX SYMPTOMS
Social media users discussed reported new research on treatments for mpox. Media outlets reported that a
hospital in Spain developed a topical treatment for skin lesions and mucous membrane disorders for people
with mild mpox symptoms. In another conversation, a clinical trial was announced that aims to evaluate the
effectiveness of tecovirimat as an antiviral treatment for human mpox infection. Furthering conversation on
" tecovirimat, a cohort of users shared a report that allegedly investigated a death from mpox, with some users
attributing the death to resistance to the antiviral tecovirimat (Narratives observed in Spain, USA, Mexico and
Colombia).

THE INFORMATION - MISTRUST OF THE GOVERNMENTS IN MEXICO AND COLOMBIA

A prominent conversation highlighted perceived mistrust of the governments of Mexico and Colombia due to
their responses to mpox, emphasising the high number of cases of mpox in the countries. Several users criticised
politicians, health ministries and the governments of Mexico and Colombia for neglecting to secure mpox
vaccines. In Mexico, some users attributed the lack of vaccines to homophobia and claimed people in Mexico
also do not have access to antiviral mpox treatments. In Colombia, some users alleged that the government
failed to fulfil a promise to deliver vaccines by February 2023 and employed the failure to secure mpox vaccines
as evidence of proposed health reforms being inadequate in Colombia (MNarratives observed in Mexico, Colombia
and Spanish-language).

THE TREATMENT — POLARISED DISCUSSIONS OF MPOX VACCINES

Discussion of mpox vaccines was polarised, with some users emphasising the need to get vaccinated against
mpox and others expressing anti-vaccination sentiment. Medical professionals and public health authorities
encouraged people to receive mpox vaccines to enhance protection and reduce the number of mpox cases.
Some users requested information and puidance on receiving mpox vaccines after recovering from mpox
infection. On the other hand, several users claimed that a global health authority reported that people who
received mpox vaccines are part of a clinical trial, causing users to also claim that both COVID-19 and mpox
vaccines were experimental (Narratives observed in USA, France, Colombia and French-language).

KEY FINDING CLASSIFICATION

key findings are assigned a rating
based on the potential risk to
public health and the likelihood
of impacting beliefs and attitudes
via a reach/dissemination/at-risk
population/population of focus
matrix. Risk levels are depicted by
colour:

# Red - high risk

* Drange - moderate risk

L = low risk

* Green— positive sentiment

Narratives are also classified as:
Emerging: A new narrative not
previously identified, may reguire
further analysis or development
of new information materials.
Persistent: A narrative that
continuously drives online
conversations without any
significant changes in valume or
velocity.

Re-emerging: A previously
identified narrative that
resurfaces after being absent [or
low in volume) for multiple
wieeks,




OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

EMERGING ISSUES

10.

- Be aware of allegations that mpox was a lie spread by the president of the USA,
- Note claims that mpox deaths resulted from “poor HIV suppression”.

- Some users claimed that targeting information about and responses to mpox to the MSM community is a
form of protection rather than discrimination.

- Be aware of some users sharing a new report reportedly indicating there has been a case of mpox
reinfection and claiming there is a lack of guidance on mpox vaccines after infection.

- Note allegations that western media has promoted racism by allegedly primarily employing images of
people from Africa in connection to mpox outbreaks.

- Be aware of a reported new medication discovered at a hospital in Spain to address skin lesions for people
with mild mpox symptoms.

- Note reports of a new clinical trial purportedly to evaluate the effectiveness of tecovirimat as an mpox
treatment for humans.

- Be aware of allegations that a death linked to mpox was the result of “resistance to tecovirimat”.

- Be aware of claims that people who have been infected with mpox and treated with tecovirimat should get
vaccinated after recovery.

- Note allegations of a lack of antivirals in Mexico.

EZ0T Y2iew €1 - Aenugad 87 ‘0TO# Joday



OPPORTUNITIES FOR ACTION: FILLING INFORMATIONVOIDS

PERSISTENT ISSUES

- Note that users continued to question why there is less discussion of mpox.

- Note claims that discussion of mpox decreased because of the perception that it is primarily spread by sex
between MSM.

- Be aware of a cohort of users continuing to question why the government of Mexico has not secured mpox
vaccines and asking where mpox vaccines are in Colombia.

- Note continued frustration expressed towards the governments of Mexico and Colombia for not making
mpox vaccines available.

- Some users continued to claim that the lack of vaccines in Mexico is a result of homophobia.

- Be aware of claims that the government of Colombia failed to fulfil its alleged promise of delivering mpox
vaccines.

EZ0T Y2iew €1 - Aenugad 87 ‘0TO# Joday



OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

RE-EMERGING ISSUES

1.

- Note criticism of the decision by a global public health authority to declare mpox an international health
emergency.

- Be aware of claims that a global public health authority lied about mpox and questioned why people would accept
its guidance,

- Note some users questioned why the virus was renamed mpox.

- Note allegations that the response to mpox in Latin America was delayed because of fear of
stigmatisation.

- Some users asked if it is advisable to receive the mpox vaccine on the same day as receiving a flu shot.

- Note that some users questioned why the government of Colombia would need to provide mpox vaccines
when mpox allegedly has a low mortality rate.

- Note claims that stigma prevents people from seeking treatment for mpox.

- Be aware of claims that a global public health authority indicated that the people who received mpox
vaccines are part of a “clinical trial”.

EZ0T Y2iew €1 - Aenugad 87 ‘0TO# Joday



Top Questions

28 February - 13 March 2023

Volume of questions on mpox
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MPOX LATEST INFORMATION
[A public health authority] has declared a gplobal emergency for mpox. What happened to that? (Twitter, French-language) -

47 engagements

VACCINES

Why has the Mexican povernment not bought vaccines for mpox? (Twitter, Mexico) — 188 engagements

Where are the vaccines in Mexico? (Twitter, Mexico) = 83 engagements

Where are the mpox vaccines in Colombiay (Twitter, Spanish-language) — 33 engagements

Hawve the mpox vaccines arrived to Colombia yet? (Twitter, Colombia) = 5 engagements

Can | take the flu shot on the same day as | take my mpox shot or should | keep a few days gap? (Twitter, English-language) -

3 engagements



MPOX INFODEMIC INSIGHTS

FORTNIGHTLY OVERVIEW

MOST POPULAR TOPICS (BY VOLUME)
#1 VACCINE (GLOBAL, EXCL. UK/USA, ES, FR), SPREAD (COMMUNITY CONTEXTS) (EN)
#2 SPREAD (COMMUNITY CONTEXTS) (GLOBAL, EXCL. UK/USA, ES), VACCINE (EN), STATISTICS & DATA (FR)

RISING TOPICS (BY VELOCITY)
#1 MEANS OF TRANSMISSION (CONTAMINATED MATERIALS (GLOBAL, EXCL. UK/USA), RISK (HEALTH-CARE WORKERS) (EN),
SUPPORTIVE CARE AND HEALTHCARE (ES), RESEARCH & DEVELOPMENT (FR)
#2 RESEARCH & DEVELOPMENT (GLOBAL, EXCL. UK/USA), SYMPTOMS (OTHER) (EN), MEANS OF TRANSMISSION
(CONTAMINATED MATERIALS) (ES), TRUST IN AUTHORITY (FR)

SPOTLIGHT ON:

Both Africa and South America saw prejudicial behaviour towards the LGBTQl+ community regarding mpox, although these
trends took different forms. South American anti-LGBTQl+ prejudice revolved around the lack of vaccine provision, with users
suggesting that this vaccine deficiency was as a result of homophobia. African anti-LGBTQl+ prejudice surrounded narratives
rather than policy, with discussion around mpox narratives being homophobic and perpetuating stigma against the LGETQl+
community.

South American conversations covered concerns over handling mpox outbreaks in Colombia, the prevalence of mpox in Mexico,
the LGBTQI+ community and mpox in Mexico, and HIV & mpox in Mexico. Across these different subjects and countries, a
repeating theme was each country’'s ongoing lack of mpox vaccines.

Countries in Africa are tackling mpox as part of a broader strategy to mitigate or treat outbreaks of multiple preventable
diseases, of which mpox is one, rather than having mpox as a single public health focal point.

EZ0Z YMeW €T - Aenugad 87 ‘0TO# Hoday



MPOX INFODEMIC INSIGHTS

SOCIAL LISTENING DATA



Top topics by

Vaccine

Spread (Community Contaxts)
Stigma

Testing

Statistics & Data

Personal Measures

The source of the virus
Current Treatment

Risk [Health-care workers)
Symptoms [Confirmed)

Research & Development

MPOX INFODEMIC INSIGHTS
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MPOX INFODEMIC INSIGHTS

Top rising topics (velocity)

GLOBAL

Means of Transmission {Contaminated materials)
Research & Development

Vaccine

Supportive Care and Healthcare

Trust in Authority

Risk (Health-care workers)

symptoms (Other)

Spread (Community Contexts)
Current Treatment

Guidance

Other interventions (travel measures)
Personal Measures

Testing

I 57%
e 53%
P 29%
I 25

PN 23%

P 22%

[ 14%

. 9%

. 8%

7%

P 6%

FE%

B Topc increased in more than one data set

EXCL. UK/USA
— 80% Means of Transmission (Contaminated

materials)

Research & Development

Vaccine

Supportive Care and Healthcare

Risk [Health-care workers)

Trust in Authority

Spread (Community Contexts)

Other interventions (travel measures)
Personal Measures

Current Treatment

Quarantine

Testing

— 106%

[ Bat
[ 80%
I 1%
I 27%

P 23%

[ 20%

20%

15%
. 13%
- 13%

F'.-'T-

F Unigque pattern - topic rose in only one data set
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Top rising topics (velocity)
EN ONLY

Risk (Health-care workers)

Symptoms (Other)

Guidance

Misinformation and Disinfor mation

Other interventions travel
mMeasures)

Current Treatment

Testing
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MPOX INFODEMIC INSIGHTS

FR ONLY
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Means of Transmission
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[Risk / severity)

Means of Transmission
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Topéc increased in more than one data set B Unlgue patbern - topic rose in only one data set
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Mpox mentions overtime
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Global data excluding the o P TR T T

UK and the USA

The global dataset excluding the UK and the USA featured 12 rising topics during this reporting period, whereas the global dataset

featured 13, The non-UK/USA dataset featured no unique rising topics over the reporting period.

Personal Measures

The topic of Personal Measures [+19%) ranked ninth in the non-UK/USA dataset, with conversation being primarily driven by users

based in El Salvador (6%]).

A user based in Spain strongly voiced that they would not be following personal measures against COVID-19, flu, or mpox

advocated by their government due to mistrust in the public authority (695 engagements).

* |n a separate conversation, a news organisation based in El Salvador shared that the country’s health ministry has asked people
to wear masks when in close proximity to people who are sick with mpox to prevent contagion (26 engagements).

« Meanwhile, a user geolocated in Costa Rica replied to a post about the country’s alleged first mpox death to argue that people

should take prophylactic measures and "take care” in their sexual relations (16 engagemeants).

Quarantine

The topic of Quarantine |+13%) ranked 11" in the non-UK/USA dataset, with conversation being primarily driven by users based in

El Salvador [20%].

* El Salvador’s health ministry shared a post asking people isolating for mpox to ensure they are in a well ventilated space {163

engagements).
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Global data: E“gliSh and MPOX INFODEMIC INSIGHTS

French conversation

The English-language dataset featured 9 rising topics during this reporting period with one unigue topics: Misinformation and
Disinformation (+16%). The French-language dataset contained 8 rising topics with three unique rising topics during this reporting
pericd: Means of transmission [direct physical contact) (+44%), Comparators to COVID-19 [+44%), Means of transmission [animal-

human contact) (+33%).

Misinformation and Disinformation (English-language)

The topic of Misinformation and Disinformation {+16%) was a unigue topic in the English dataset, ranking fourth with conversation

being primarily driven by users also based in the USA [26%).

« A user based in the USA asked "what happened to mpox?”, labelling it a lie and accusing the president of the USA of being unable
to “keep up with all the crimes and lies anymore”™ (99 engagements). Another post containing homophobic sentiment suggested
that mpox became less of a focal point for the media because it was found to largely be spread by sex between men (14
ENgagements).

« A journalist based in the UK complained about people who had built online followings based on sharing misinformation about

COVID-19 now spreading "nonsense claims”™ about mpox (58 engagements).

Research & Development (French-language)

The topic of Research & Development [+9120%) ranked second in the French dataset, with comversation being primarily driven by
users also based in France (17%).

* Pultiple tweets were posted alleging that a global public health authority has revealed that all recipients of the mpox vaccine

are part of a clinical trial (558 engagements). Many of these implied this may also be the case for COVID-19 vaccines.
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Global data: Spanish

conversation

The Spanish-language data set featured 15 rising topics over the reporting period, of which there were four unigue rising topics,

namely: PPE (+182%), Means of Transmission (Mother-fetus) (40%), Stigma (#33%), and The Source of the Virus (+26%).

Stigma

Stigma (+33%) ranked 13" in the Spanish-language dataset, with content driven primarily from users geolocated in Mexico

(35%), Chile (16%), Argentina (29%) and Spain (4%).

An epidemiologist noted that in Latin America the respoanse to mpox has reportedly been slow and late, partially due to fear of

stigmatisation. The author of the post also stated that carrying out focused actions and information to the M5M community,

who have purportedly been most affected by mpox, s a form of protection, and not discrimination,

Testing

The topic of Testing (+140%) ranked sixth in the Spanish-language dataset, with content mainly driven by users geolocated in
Mexico (18%), Spain (9%) and Colombia (3%).
In light of an increasing evidence of a link between untreated HIV/AIDS and severe mpox symptoms, users amplified a post from

a global public health authority which noted the importance of ensuring testing, prevention, and treatment reaches those who

have HIV/AIDS and mpox (282 engagements).

MPOX INFODEMIC INSIGHTS
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: * MPOX INFODEMIC INSIGHTS

st t . t . & D t F h The topic of Statistics & Data generated 2.25K mentions, with content in the French
atISTICS ALA (FFeNCN=  susse incressing by 159% from the previous fortnight,
I +1 59“/ STATISTICS COMPARING MPOX DEATHS AND STARVATION DEATHS USED TO CRITICISE
d ng Ua ge 0 GLOBAL PUBLIC HEALTH AUTHORITY (SPAIN)
Tﬂ-[.l locations for social media conversation on “Statistics The vast difference between the deaths caused by mpox and those caused by starvation

. % worldwide was highlighted by an individual criticising the decision of a global public
8 Data™: 28 February — 13 March 2023 health authority to declare mpox an international health emergency (1.5K

engagements), The majority of replies derived from users who oppose the international

Me::!i: 115 288 organisation and the sanitary measures. They alleged that the organisation's decisions
Frarln:r;' 108 were an authoritarian attempt to control the population, advertised commercial ploys
Spain a1 to sell vaccines, and had plans to start a new global pandemic.

Argentina 46 CLAIMS THAT 100 PEOPLE HAVE DIED OF MPOX ARDUND THE WORLD SIMCE THE 5TART

Panama 36 OF THE INTERNATIONAL HEALTH EMERGENCY (USA)
mé';mt:jh 27 A journalist compiled data purportedly from a global public health authority to tally up
UEHF::H: #3 in a_chart the number of deaths attributed to mpox by country, totaling 100 mpox
: |:_”r_ 13; deaths and with the USA recording 34 mpox deaths since the start of the health

emergency. Another journalist commented on the figures to highlight that the deaths
were allegedly caused by “poor HIV suppression®,

VACCINATION ENCOURAGED AS MPOX CASES CONTINUE FALLING IN ORDER TO

Top keywords & phrases in social media conversation on
“Statistics & Data": 28 February — 13 March 2023

clinical test 401 PREVENT FUTURE OUTBREAKS [USA)
data 949 « A medical professional in the USA quoted the latest figures published by the national
report &4 public health authorities to show there is currently a single average case of mpox
doses 58 detected per day. The self-titled doctor shared the 7-day daily average of mpox
deaths 57 infections to promote the adoption of vaccination in order to prevent the potential of
new cases of smallpox 51 future outbreaks and clusters,
health problem 47 MEW CASES OF MPOX CASES ANNOUNCED WORLDWIDE (MEXICO, PANAMA, TAIWAN
outbreak 47 [SAR CHINAJ)
second meeting 46 « Several news organisations and journalists around the world shared the latest figures on
TLS 1.3 support 44 mpox, with the 30 cases detected in Mexico over the past two weeks bringing the
*excluding keywords such os “monkevoox”, “mpox virus™ and “mpox” country’s tally to 3,928 confirmed cases. In Taiwan (SAR China), a journalist cited the 2

new cases detected to theories about a potential large-scale outbreak, while the 7 new
cases canfirmed in Panama brought that country’s total to 167 confirmed cases.
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: * MPOX INFODEMIC INSIGHTS

Discussion around Vaccines generated 12.9K mentions during this reporting period,

Va cc i n es + 5 3“/“ increasing by 53% from the previous fortnight,

DISCUSSION OF GOVERNMENT FAILURE TO SECURE MPOX VACCINES IN COLOMBIA (USA,

Top locations for social media conversation on COLOMBIA, SPANISH-LANGUAGE)
“Vaccines”: 28 February — 13 March 2023 * A strong sentiment of anger towards the government (304 engagements) of Colombia was
detected during this reporting period, due to the lack of mpox vaccines in the country
Colombia 2,565 (659 engagements). Several users expressed frustration with the “[government’s]
UsA 1,003 inability to respond to an emergency” and criticised the government’s alleged failure to
Mexico 775 procure vaccines on time (183 engagements). Similarly, another user argued that the
UK 181 government had broken their commitment to deliver mpox vaccines by February 2023
Chile 260

and further criticised government ministers (2.1K engagements). In response, some ysers

France 228 exprassed a lack of faith in the government procuring mpox vaccines, however, some
CHSI'IBI::!E 164 appeared to show anti-vaccine sentiment, with two users labelling vaccines as “poison”.
pain a0
'ﬁ't::ig::::l E; CONVERSATION ON RESEARCH ABOUT THE NEED FOR MPOX VACCINES IN MEXICO

(MEXICO, SPANISH-LANGUAGE)

) . . ) = Conversation on social media was sparked after a medical journal published an article
Top keywords & phrases in social media conversation on concerning the need for mpox vaccines in Mexico. A user, who was purportedly one of

“Vaccines”: 28 February - 13 March 2023 the authors, shared the article on social media (429 engagements) and received much
support in response. Further, another user, who was also suggested to be one of the
authors, shared the article and urged that the country is without vaccines, antivirals and

single vaccine 3,298 options (165 engagements).
shortage of acetaminophen 3,004
middle of pandemic 1,349 ANTI-MPOX VACCINE SENTIMENT (USA, CANADA, ENGLISH-LANGUAGE, SPANISH-

disputed clauses 1,349 LANGUAGE, FRENCH-LANGUAGE)
interest conflict 1,349 * A user expressed anti-vaccine rhetoric (195 engagements) in response to a global public
good management 1,349 health authority promoting users to get vaccinated against mpox, or to get tested if they
bad minister 740 have symptoms of mpox. In the comments, several others also rejected the advice to get

clinical test 402 tested and vaccinated.
vaccinate 2a8 « Moreover, another user warned people who have taken the mpox vaccine and claimed
healthcare system 245

that a global public health authority allegedly admitted that the mpox vaccines were
part of a clinical trial (558 engagements).
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Trust in Authority +25%

Top locations for social media conversation on “Trust in
Authority™: 28 February — 13 March 2023

LISA

Spain
Mexico
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France
India
Costa Rica

a7
25

Top keywords & phrases in social media conversation on
“Trust in Authority”: 28 February — 13 March 2023

corrupt polticians
world

public health
vaccines
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BT EFEen cy
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BXPET NS

drugs

143
40
28
24
24
24

s 21

19
19
19

70

: * MPOX INFODEMIC INSIGHTS

The discussion around Trust in Authority generated 396 mentions, increasing by 25% from
the previous reparting period.

LACK OF MPOX VACCINES IN COLOMBIA HIGHLIGHTED TO UNDERMINE THE CREDIBILITY OF

THE GOVERNMENT'S HEALTH REFORMS [COLOMEIA)
The announcement of new plans to reform the public health service in Colombia drew
criticism by individuals that pointed at the government’s allegedly poor record on procuring
mpox vaccines. A journalist sought to set aside criticism of the health reforms themselves
but guestioned the absence of mpox vaccines and further COVID-19 vaccines as a way to
criticise the initiative, The opposition party took a maore critical position of the health
ministry, guestioning the guality of the potential reforms due to an alleged inability of the
government to secure any mpox vaccines. A user held similar beliefs and cited the absence
of mpox vaccines as a reason to deem the reforms as unacceptable.

HEALTH AUTHORITIES IN MEXICO CRITICISED FOR RECOMMENDING THE USE OF MPOX
VACCINES BUT FAILING TO SECURE THEM (MEXICO)

The health authorities of Mexico found themselves in an allegedly contradictory position, as
one of its high-ranking members was the signatory of an international research paper that
recommended the use of mpox vaccines targeting groups at higher risk of infection,
whilst failing to obtain any mpox vaccines for Mexico. An organisation focused on AIDS in
Central America echoed this criticism and shared a letter from activists about the need to
authaorise the use of mpox vaccines in Mexico to help save lives.

* The director of an organisation that aids HIV positive people highlighted the alleged
institutional harassment suffered by individuals at the hands of government and other
individuals affiliated to it, claiming that politicians should stop undermining their efforts to
help HIV positive people and focus on securing mpox vaccines,

GLOBAL PUBLIC HEALTH AUTHORITY CRITICISED FOR CLASFFIYING MPOX AN
INTERNATIONAL EMERGENCY (ENGLISH-LANGUAGE)

The mechanism to decide whether mpox was declared a virus of international concern
came under criticism as individuals guestioned why the 9-6 vote was allegedly overruled.
The perception that the leaders of the global public health authority allegedly lied was
highlighted by some individuals to undermine trust in their guidance in matters of public
health.
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J5a
Argentina
Mexico
Spain
Migeria
LK

India
Switzerland
Canada
France
Colombia

symptoms
treatment
patients
importance
prevention and treatment services
information

clinical treatment considerations
review

como actuar (how to act)

drug

Current Treatment +9%

Top locations for social media conversation on “Current
Treatment”: 28 February — 13 March 2023

243
107
7
36
34
24
21
11
1l
10
10

Top keywords & phrases in social media conversation on
“Current Treatment”: 28 February = 13 March 2023

-
79
67
63
63
43
39
38
35

28

: * MPOX INFODEMIC INSIGHTS

Dnscussion around Current Treatment generated 1.51K mentions auring this reporting
period, increasing by 9% from the previous fortnight.

CONSIDERATIONS FOR TREATMENT OF SEVERE MPOX INFECTIONS [USA)

* On Facebook, a public health authority posted a link to a report looking at “interim clinical
treatment considerations for severe manifestations of mpox”, The post added that
severe mpox infections “continue to be reported, especially among people with
weakened immune systems”, However, comments on this post did not appear to take
the topic of treatment seriously; users instead guestioned the new name of “mpox” and
expressed homophobic sentiment (369 engagements).

CLAIM THAT A HEALTH SERVICE DOES NOT HAVE ACCESS TO MPOX TREATMENT (MEXICO)
* A tweet claimed that most people affected by mpox "are not going for tests” because a
public health service in Mexico "does not offer treatment” (92 engagements).

NEW RESEARCH AND CLINICAL TRIALS (SPAIN, USA)

« News was posted on Twitter about how specialists from a hospital in Spain discovered an
effective medication against skin lesions in mpox patients with mild symptoms, which
also allows for shortening the isolation of patients (52 engagements). The same news was
tweeted by a health authority, which also included a link to an article about the study. The
article clarified that the treatment studied is “for topical use to treat skin and mucous
membrane disorders caused by mpox infection” (51 engagements).

+ A self-titled medical professional tweeted a link to information about a clinical trial to
evaluate the effectiveness of the antiviral tecovirimat for the treatment of human mpox
infection

CASE REPORT OF AN MPOX DEATH FOLLOWING TECOVIRIMAT TREATMENT (MEXICO,

COLOMBIA)

* A tweet from a user claiming to be a surgeon cited a medical journal, claiming that a 33-
year-old man died from mpox after receiving “2 cycles of #tecovirimat oral”. The tweet
included photographs of an infected hand and oesophagus (61 engagements).

 Angther tweet cited a case report from the same medical journal, but this time stated
that the death was due to “resistance to tecovirimat™. A screenshot of the case report
was also included with the tweet (35 engagements).
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Guidance +8%

Top locations for social media conversation on
“Guidance”: 28 February — 13 March 2023

LiSA
Mexico 10
Guatemala 10

India B

UK B

Morocco
MNepal
Chie
Mali
lapan

Pl e
'..r.ll.lnlm

Top keywords & phrases in social media conversation on
“Guidance”: 28 February — 13 March 2023

health i 176
countries 176
person 171
treatment 170
new HIV infections 169
highest HIV burden 169
life 168
human immunodeficiency virus 168
impact 167
HI'V stat us 166
*excluding kepwords such a5 “monkeypax”, “mpox wrus™ and “mpox”

126

: * MPOX INFODEMIC INSIGHTS

The topic of Guidance generated 432 mentions during this reporting period, increasing by 8%
from the previous fortnight.

GUIDANCE ON HOW TO TREAT MPOX PATIENTS (USA, NIGERIA)

Warious forms of guidance for healthcare workers and clinicians was shared online on how
to treat, care for, and vaccinate mpox patients. & public health authority from Migeria
highlighted the importance of following standard practice precautions as well as isolating
any suspected mpox case so adequate diagnosis and treatment can be provided.

In the USA, the upcoming Pride celebrations prompted the health service of one of the
country’s states to share new guidance for clinicians on mpox vaccines, whilst at the
national level, interim guidance on clinical management of mpox was provided in a public
health update.

RARE CASE OF MPOX REINFECTION PROMPTS THE MEED FOR FURTHER GUIDANCE FOR
VACCINATION POST INFECTION (USA)

A recent study about a case of mpox reinfection prompted an gnline discussion on the
need to have clinical guidelines for vaccination after reinfection with mpox. The study
reportedly detailed a case of a non-immunosuppressed MSM who had completely
recovered from a primary mpox infection 4 months previously and had received a
complete two-dose course of smallpox vaccination between the two presentations

Some individuals interpreted the results as a call to rgggmmgnd a second mMpox
vaccination in order to keep immunity boosted, while others guoted a different study to
suggest that anyone who gets infected with mpox and receives TPOXX as a treatment
should get vaccinated after recovery.

RECOMMENDATIONS ON QUARANTINING AND HOW TO CARE AFTER LESIONS (EL
SALVADOR, MEXICO)

The public health ministry of El Salvador highlighted the importance of washing one's
clothes separately for any patients currently quarantining for mpox in order to avoid new
contagions

Elsewhere, authorities in Mexico focused on the importance of keeping mpox lesions
from becoming infected by stressing the need to keep them clean and dry, preventing
oneself from scratching the lesions and handwashing before and after touching them.
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Spotlight: Conversations
from South America

Volume of social media conversation on mpox in South
America : 13 December 2022 — 13 March 2023
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Top locations for social media conversation on mpox in

South America: 28 February - 13 March 2023

Colombia
Mlexico
Chile
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El Salvador
Costa Rica
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: * MPOX INFODEMIC INSIGHTS

CONCERNS OVER THE HANDLING OF THE MPOX OUTBREAK IN COLOMBIA (COLOMBIA]
* A prominent narrative emerging from users geolocated in Colombia were criticisms over

the government's approach to managing mpox and the lack of an effective vaccine
programme (243 engagements). A top engaged-with post claimed Fhe Minister of Health
in Colombia was ineffective in being able to bring any mpox vaccines to the country (8.9K
engagements),

Similarly, another user claimed the current administration’s lack of progress in providing
mpox vaccines has been “disastrous” (862 engagements). In response, however, some
users were in defence of the government, and guestioned why the government should
offer vaccines for a virus which allegedly has a low mortality rate.

CONVERSATION ON THE PREVALENCE OF MPOX IN MEXICO (MEXICO)

The number of mpox cases and lack of vaccines in Mexico was discussed by social media
users during this reporting period, A user claimed that in the past two weeks, there had
been 51 new cases of mpox in the country, making Mexico the country with the most
new cases globally, given that other countries allegedly experiencing a decline in mpox
cases (198 engagements). Another user expressed frustration with the lack of action
taken to mitigate against the mpox outbreak in Mexico, despite the country supposedly
seeing a second wave of the virus (190 engagements). Similarly, a user noted that Mexico
was reportedly the 6™ country most affected by mpox, and yet the country has neither
vaccines nor antivirals (106 engagements).

THE LGBTQl+ COMMUNITY AND MPOX (MEXICO)

Claims of prejudice towards the LGBETQI+ community within the context of mpox
persisted. A user argued that homophobia is the only explanation for the lack of mpox
vaccines in Mexico (73 engagements), whilst another user perceived that it was rooted in

institutional homgophobia (93 engagements). A user also urged that as part of the M5M
community, one has to fight for their human right to access the mpox vaccine (291
engagements).

HIV AND MPOX (MEXICO)

The link between HIV and mpox reappeared in conversation. One post claimed that states
in Mexico with the most cases of HIV also had the most cases of mpox, suggesting a need
for strengthened healthcare for both diseases in those regions (146 engagements),
Further, another user stated that people in Mexico need access to a vaccine, after it was

reported that the mortality rate for mpox can be up to 15% for those with advanced HIV

(96 engagements),
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Spotlight: Conversations
from Africa

Volume of social media conversation on mpox from
users geolocated in Africa:

13 December 2022 — 13 March 2023
300
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Top locations of social media conversation on mpox in
Africa: 28 February - 13 March 2023

Nigeria 154
Cameroon 69
South Africa (4]
Kenya 34
Tanzania 17
Ghana 14
Zimbabwe 13
Uganda 13
Mali 12

Marocco q

: * MPOX INFODEMIC INSIGHTS

PREVENTION AND MITIGATION STRATEGIES FOR MPOX (DEMOCRATIC REPUBLIC OF
CONGO, NIGERIA)
= A global public health authority posted a tweet stating they are working to mitigate

outbreaks of major preventable diseases, including mpox (86 engagements). In
response, one user supported this, however another urged the organisation to
“stop meddling”.

. Further a health clinic based in ngerla urged users to get tested for mpox, and

X, including fever, chills, headache and

muscle ache

NUMBER OF MPOX CASES ACROSS AFRICA (NIGERIA, CAMEROON)

» A user geolocated in Nigeria petweeted a post which claimed that the country is
experiencing several disease outbreaks, including mpox (49 engagements).
Furthermore, another user geolocated in Nigeria stated "menkeypox is real and
deadly” and urged users to stay safe

* Additionally, a news outlet reported that from 2022, purportedly there have been
106 suspected cases of mpox and three deaths in Cameroon.

STIGMA ASSOCIATED WITH MPOX (UGANDA, SOUTH AFRICA)

* Several users geolocated across the African continent retweeted posts regarding
the stigma associated with the LGBTQl+ community and mpox. One user
retweeted a post from a global public health authority which stated “mpox can
affect anyvone. Stigma and discrimination related to any disease are never
gcceptable”, and shared the hashtag #solidaritynotstigma.

* In a parallel conversation, another user retweeted a post which argued that
narratives about mpox can be homophobic, which can r |_men
who have contracted the virus to go get treatment out of fear of being labelled as
homaosexual,

* Additionally, another user retweeted a post which suggested that Western media
portrays outbreaks of mpox almost exclusively with imagery with people from
Africa, and claimed there is an “endemic nature of systemic racial stereotyping”.

L ] L ] - | ] L] L
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MPOX INFODEMIC INSIGHTS

PROJECT BACKGROUND

Marble Global was commissioned to analyse and quantify the information — right and wrong — in digital media discussing
mpox. The project consists of two workstreams:

These fortnightly summary reports to track and quantify fortnightly conversation trends and emerging citizen questions

Interactive Tableau dashboard to provide regular updates on the analysis models created

To create these reports, Marble has used a wide range of its enterprise social listening, media monitoring, online search, Al
and data enrichment tools & expertise to provide an analysis of digital information discussed and reported on by citizens
referencing the mpox pandemic.

The data collected for this study includes content publicly available on social media platforms (Twitter, Facebook, Instagram,
YouTube, Blogs & forums) as well as online news content (including broadcast) that has resonated in the aforementioned
social media platforms. Question and sentiment language is sourced from the aforementioned social media platforms
(excluding blogs) to ensure consistent proximity between the searched entities and the linguistic cues used to detect
sentiment and question language.

Data analysed will be collected in English-language, French-Language and Spanish-language.
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Identify rising topics

MPOX INFODEMIC INSIGHTS
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Health Passports +33%

Narratives
Engaging content
Networks
Emerging trends
Patterns

Contextualise the rise




Warble MPOX INFODEMIC INSIGHTS

METHODOLOGY

Top questions & platform demographics

Top questions are researched and identified through data feeds based on mpox key words (including
misspellings) and grammatical features and/or markers that are used in English, French, and Spanish to build
questions. Due to the nature of the platforms, data is most likely to originate from Twitter and forums
(especially Reddit® ). Occasionally, Facebook also represents a source of viral questions on mpox.

1 USA Age groups
2 JAPAN 18-24 EEEEE——— 1% 1 USA
e .) 3 INDIA 25-34 e— 7% & S
4 BRAZIL 13-17 = 14% =) .
E TR o PR o 3 CANADA
E Pt 45-54 g0 o 4 AUSTRALIA
- [ [
> | &  55% Male 5564 W 2% 5 GERMANY
‘H‘ w 45% Female =65 1 1%
1 INDIA Age groups
Z UsSA 25-34  —— 3%
E .j 1 INDONESIA 18-24 o 4%
% 4 BRAZIL 3544 mm—17%
E > MEXICO $501 10% *According to the GlobalWebindex, 19.9% aof
. e all internet users thot occess the web to seek
0@ 56% Male 13-17 = 6% for health-related information use Reddit.
w ﬁ 44% Female =65 mm 5%




Note on representativity

The data is based on the publication of posts from populations that are digitally active and that are likely to use social media to discuss or share opinions
about mpox and the mpox pandemic.

Mote that demographics vary significantly from country to country and the availability of public social media data differs from platform to platform.
Additionally, note an overrepresentation of English, French and Spanish speakers from all over the world due to scope limitations.

Twitter data is overrepresented in the data analysed in this report due to differing data sharing policies in place between individual social media platforms
and social media data aggregators. Whilst the data aggregator used for this report offers firehose access to Twitter data, Facebook data is limited to a
posts published by selected public pages and comments posted in these pages. The tracked sample of top global and local Facebook pages was selected
based on recent engagement data retrieved from searches utilising the mpox public health social listening methodology. News pages have been prioritised,
since these are particularly likely to attract public debates in comment threads.

The approach to writing insight and commentary consists of sorting content by engagement., Therefare, content which has been most shared is most likely
to be referenced. Compared with following a methodology of sorting by highest reach, the methodology of sorting by highest engagement gives greater
visibility to content from individual users.

MPOX INFODEMIC INSIGHTS



Appendix on WHO infodemic
recommendations generation:

Pl

Methodology for generation of insights and
recommendation for infodemic management
in three steps

This report is an intermediary analytical product that feeds into WHO’s
biweekly infodemic insights and recommendations generation related to the

mpox outbreak.

The following slides describe the steps taken to arrive to the infodemic
management recommendations, and where in the process this report fits in.




Steps to generate biweekly infodemic
recommendations on mpox

STEP 3: Integrated analysis and
generation of

STEP 2: Weekly
comparison, qualitative

STEP 1: Quantitative
identification of potential

recommendations to manage
the infodemic

analysis and production
of digital infodemic
intelligence

topics of concern,
guestions, and information
voids

Tools fmethods: Tools /methods: * Review of the MG report and
* Implemented and validated WHO « Qualitative analysis by identified themes

mpox social listening taxonomy human analyst of weekly * Triangulation and comparison

(see slide 37-40) comparisons and changes with other data sources freely
* NLP and Al for identification, *  Summary identification of available

aggregation of online content and velocity/virality of narrative * Assessment of themes by risk

categorization into 35 sub-topics themes and summary of to public health based on risk

using the guestions matrix (see slides 35-36)
Roles: MG set up and validates the Roles: MG prepares report; * Roles: WHO infodemic
analytical pipeline and tools as per WHO reviews for public health management team with
WHO-defined process and standards relevance and evidence external reviewers from WHO
Output: Summary dataset with Output: this report, plus a ' global IM community
annotations whatsapp message summarizing * Output: top three themes of

e A b the findings ] highest risk and accompanying
B3 =, = recommendations for action
Process adapted from: Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. '\x _,/I




Applied in step 1: Public health taxonomy for social listening on
mpox conversations (updated on 23 August 2022)

Objective : Objective of the taxonomy is to monitor millions of conversations related to mpox on within thematic categories relevant to public health response. The subtopics are to capture
breadth of conversations and help identify structure and changes in narratives, The taxonomy can be applied to online social media listening, as well as for offline social listening and can
facilitate structured integrated analysis of the data to produce infodemic insights and recommendations.

Background: What is the difference between social listening for marketing efforts ond infodemic menitoring and intelligence gathering? Social listening is often understood as an approach
for monitoring online conversations on specific brands and topics, often wsed by marketing companies. Social listening is a limited label to use in infodemic management, since integrated
analysis is best done with a diverse set of data sources across social, program, behavioral, media, and epidemiological domains. Infodemic monitoring and intelligence gathering consider a5
many relevant data sources as possible, recognizing they all individually have limitations and biases, but when analyzed in an integrated manner, can yield insights that data sources analyzed
in isolation would not provide. Infodemic monitoring and insights generation encompasses systematic analysis of different data sources, generation of intelligence, turning the intelligence
into infodemic insights and applying structured judgment and risk matrix approach to generate recommendations for action.

Note to analyst:
Compare the velume and themes of conversations and dynamics to overall net conversations vs COVID-19 conversations vs mpox-specific
Compare velocity of conversations within mpox conversations over time
Identify mpox specific themes of questions, worries, concerns, information voids, circulating narrative and misinformation, and crossover with COVID-19
Focus not only on the content of conversations but also understanding people's reactions, confusion, questions, and conversations about issued health guidance.

Pay attention to vulnerable populations and stigma, both on MSM, sex workers, inequities, as well as visual analysis of memes and images used associated with mpox in the media and
social media,

Refer to WHO-authored paperst? for how to apply and validate its use.

Purnat TD, Vacca P, Czerniak €, Ball §, Burzo 5, Zecchin T, Wright A, Bezbaruah S, Tanggol F, Dubé E, Labbé F. Infodemic signal detection during the COVID-19
- pa ndemic: development of a methodology for identifying potential information voids in online conversations. IMIR infodemiology. 2021 Jul 28;1(1):e30971.

.
r - ."'l':':|_| i finfodemi I.:|:I. i ._.-:-.'_.3'-__'!_'|.._._:;_'_.|_.':

Purnat TD, Mguyen T, Ishizumi A, Yau 8, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruah 5, Briand 5. 2022, Delivering actionable infodemic insights and
recommendations for the COVID-19 pandemic response. Weekly Epidemiclogical Record. 2022 Jul 8; 97 (27}, 313 - 324.



Applied in step 3: Risk Matrix for infodemic harm in
relation to mpox outbreak- summary

The risk matrix is an important tool that helps infodemic analysts systematically translate infodemic insights into actionable
recommendations.! As shown on the fﬂllﬂwlnﬁslide; the overall structure of the risk matrix used in the mpox infodemic
insights reporting is based on the risk matrix that was applied previously to COVID-19. However, the matrix reflects the
following disease-specific considerations:

1. Stigma - one important feature of mpox is the potential for stigmatizing language and imagery about vulnerable
population groups. Social listening may pick up more conversations about them, rather than by them.

2. Stratifying voices and audiences — what are conversations being had by vulnerable groups? And how might those
conversations be dominated in the analytical datasets by other louder groups?

3.  At-risk population, population of focus — the degree of harm to public health would be guided by the uulnerabiliti{ of
y

the population of focus, even if this population is a small one and therefore the volume of conversation is relative
small to the whole dataset.

4. Context/region — analytical approach and risk of harm of a narrative must take into account context and spread of
narratives across geographies that may socially or legally address and treat LGBTQl+ and MSM populations differently.

5. Ewvolving science — there is evolving science about mpox and how it presents itself in new populations. For example,
vulnerable populations other than MSM, have been identified as being underdiagnosed, which may lead to
disproportioned harm of narratives (e.g. women and non-binary people).

The risk matrix will be updated as the epidemiological and scientific situation around mpox evolves.

1. Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini §, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. Delivering actionable
infodemic insights and recommendations for the COVID-19 pandemic response. Geneva: WHO 2022.




RISK MATRIX TO DERIVE INFODEMIC-RELATED RECOMMENDATIONS

FOR MPOX

Each key finding is classified by level of risk to public health. A risk matrix
assesses potential for impact on seeking and uptake of PHSM, vaccines
treatments and diagnostics, underrepresentation of vulnerable groups in

data, stigmatisation* of, and the experience of stigma in vulnerable
populations, as well as narrative reach and dissemination. The risk level is
indicated by colour.

High risk narrative may lead to increased stigmatisation of vulnerable
groups, reduced preventative behaviors and healthcare-seeking of
recommended treatments and diagnostics. The narrative either has wide
reach and is jumping geographies or platforms, or is pervasive particularly
among at-risk and vulnerable populations (red colour).

Moderate risk narrative may lead to stigmatisation of vulnerable groups,
reduced preventative behaviors and healthcare-seeking of recommended
treatments and diagnostics. It has moderate reach, may be crossing
communities, platforms and formats, and has therefore has moderate
dissemination {(orange colour).

Low risk narrative themes are a concern but pose a low risk to reinforcing
stigmatisation, uptake of recommended health behaviour and guidance.
They have limited reach and dissemination, only circulating in small
groups and communities, and on one platform (vellow colour).

Positive sentiment reflects thematic narratives that could decrease

stigmatisation, increase uptake of health guidance and healthy behaviour.

It may have variable reach and dissemination (green colour).

Impact on
uptake of
PHSM,
vaccines,
treatments
and
diagnostics

May lead to increased
stigriatisation and silencing of
vilnerable groups, refusal of
recommended treatments and
diagnoatics, reduced healtheare-
weeking , of lower sdharence ta

recommended behaviours

Patential to trigger
stigmatisation, reduced
healthcare-seeking , hesitancy to
pubdic health and social
mecaseres, vaccination, or
pharmaceutical interventions

Concerning, but low risk to
uptake of recommended health
behaviours and health guidance

Could increase uptake of health

puidance, intent, and enactment
of health behaviours.

Reach, dissemination, at-risk population,

High risk

Moderate
ﬂ-sk X

Positives
sentiment

population of focus

Wide reach, Maoderate reach Limited reach,
high and limited
dissernination, dissemination, dissemination
particularly may be skipping

among at-risk commumithes,

and vulnerabla platforms or

populations geographies

[e.g.. BASHA,

WOFTIEn, RS-

binary peopla)

High risk

Positive
sentiment

Positive
sentiment
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From: PEREIRA IBRAHIM, Alhassan

Sent: Mon, 20 Feb 2023 0B:51:05 +0000

Ta: infodemicmanagement

Subject; Mpox Infodemic Insights Report (31 January — 13 February 2023)
Attachments: MG_Mpox_Infodemic_Digital_Insights_Report_8&_shared.pdf
Dear all,

We're glad to share with you the latest infodemic insights report on mpox, covering the period of 31
January - 13 February 2023,

This biweekly reporting was stood up to support the Health Ops pillar of the WHO HO Mpox IMST, This
report is an intermediate analytical product feeding into generation of infedemic recommendations that
will be shared with the OPS pillar separately. The methods used to generate this report, as well as the
follow up risk assessment and infodemic insights recommendations generation are summarized at the
end of this report, including references to the WHO public health social listening taxonomy for mpox
and the risk matrix used to derive recommendations (a5 detailed in slides 32-36),

CLKEY FINDINGS FOR THE PAST TWO WEEKS

STHE ILLMNESS — UPDATED MESSAGING SUIRROUNDING ASYMPTOMATIC MPOX TRANSMISSIOMN
PROMPTS CONFUSIOMN

A prominent source of conversation emerged in response to updated messaging from a USA public
health authority suggesting that mpox can be transmitted between one to four days prior to symptom-
onset, This triggered discussion around the potential for asymptomatic mpox transmission, On the one
hand, a cohort of users stated they were unsurprised by the update and cited similar changes to
guidance with regards to 53AR5-CoV-2 transmission during the COVID-19 pandemic. Others interpreted
the updated messaging as an indication that mpox is airborne, resulting in concerns over its increased
transmissibility. In parallel conversations, users implied that changes in messaging by public health
authorities results in waning trust in official guidance. (Narratives observed in US4, Mexico and English-
language]

STHE INTERVENTIOMS = COMCERMNS SURROUMNDING UNEQUAL ACCESS TO MPOX TESTING

A prominent narrative over the reporting period concerned unegqual access to mpox testing both at a
global and national level. Conversation regarding unequal global access was fuelled by findings by a
consortium of health experts that high prices and burdensome intellectual property rules on test
components have significantly inhibited resource constrained countries from accessing mpox tests. In
response to claims that = due to laboratory facilities being concentrated in urban areas = the rollout of
mpox tests would always be more centralised in nature, users expressed concern that testing s ouk of
reach for individuals living in rural areas. [Narratives observed in English-language).

THE INFORMATION = ALLEGATIOMS THAT THE THREAT FROM MPOX HAS BEEN EXAGGERATED AND
REPRESENTS A FORM OF AUTHORITARIAN CONTROL
In & recurring trend, social media users continued to allege that the threat from mpox has been
exaggerated by the media and the authorities, with a number of users branding the virus a “scam”, A



number of conversation drivers fed into this narrative, including that the alleged lower than predicted
fatality rate from mpox is a testament to the virus® lesser severity, as well as allegations that mpox
represents a8 means by authorities to control the masses, (Marratives observed in French-language and
English-language).

Full report is attached and can be shared with partners. You will find an archive of reports: here

Wishing you all a great week.
Kind regards,

Alhaszan Ibrahim

Cansultant | Infodemic Management Team

High bmipact Events Preparedness

Epidemic and Pandemic Preparedness and Prevention [EFP)
Preparedness Division, WHO Emergency Programme [WPEWHE]
‘Warld Mealth Ovganization
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MPOX INFODEMIC INSIGHTS

KEY FINDINGS

This report is an analytical product produced in step 2 out of 3 in production of
WHO recommendations to manage the infodemic related to mpox outbhreak. See
appendix for details.

M.



MPOX INFODEMIC INSIGHTS: Key findings

31 January - 13 February 2023

s THE ILLNESS — UPDATED MESSAGING SURROUNDING ASYMPTOMATIC MPOX TRANSMISSION PROMPTS

CONFUSION
A prominent source of conversation emerged in response to updated messaging from a USA public health

authority suggesting that mpox can be transmitted between one to four days prior to symptom-onset. This
triggered discussion around the potential for asymptomatic mpox transmission. On the one hand, a cohort of

users stated they were unsurprised by the update and cited similar changes to guidance with regards to SARS-
CoV-2 transmission during the COVID-19 pandemic. Others interpreted the updated messaging as an indication
that mpox is airborne, resulting in concerns over its increased transmissibility. In parallel conversations, users

implied that changes in messaging by public health authorities results in waning trust in official guidance.
(Narratives observed in USA, Mexico and English-language)

THE INTERVENTIONS — CONCERNS SURROUNDING UNEQUAL ACCESS TO MPOX TESTING
A prominent narrative over the reporting period concerned unegual access to mpox testing both at a global and
national level. Conversation regarding unequal global access was fuelled by findings by a consortium of health

experts that high prices and burdensome intellectual property rules on test components have significantly

inhibited resource constrained countries from accessing mpox tests. In response to claims that — due to
laboratory facilities being concentrated in urban areas — the rollout of mpox tests would always be more
centralised in nature, users expressed concern that testing is out of reach for individuals living in rural areas.
({Narratives observed in English-language).

THE INFORMATION - ALLEGATIONS THAT THE THREAT FROM MPOX HAS BEEN EXAGGERATED AND
REPRESENTS A FORM OF AUTHORITARIAN CONTROL

In a recurring trend, social media users continued to allege that the threat from mpox has been exaggerated by
the media and the authorities, with a number of users branding the virus a “scam”, A number of conversation
drivers fed into this narrative, including that the alleged lower than predicted fatality rate from mpox is a
testament to the virus' lesser severity, as well as allegations that mpox represents a means by authorities to
control the masses. (Narratives observed in French-language and English-language).

KEY FINDING CLASSIFICATION

key findings are assigned a rating
based on the potential risk to
public health and the likelihood
of impacting beliefs and attitudes
via a reach/dissemination/at-risk
population/population of focus
matrix. Risk levels are depicted by
colour:

# Red - high risk

- maderate risk

L = low risk

* Green— positive sentiment

* Orarres

Narratives are also classified as:
Emerging: A new narrative not
previously identified, may reguire
further analysis or development
of new information materials.
Persistent: A narrative that
continuously drives online
conversations without any
significant changes in valume or
velocity.

Re-emerging: A previously
identified narrative that
resurfaces after being absent [or
low in volume) for multiple
wieeks,




OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

EMERGING ISSUES

- Note allegations by a user in the USA that mpox can be caused by Ivermectin usage.
- Note reporting about an uptick in mpox cases in Nigeria and Ghana.

- Note that a USA health authorities’ suggestion that mpox can be transmitted between one to four days prior to
symptom onset has prompted concern that mpox is transmitted via aerosols.

- Be aware that guidance by a USA health authority that mpox can be transmitted between one to four days prior to
symptom onset has been interpreted by social media users as a change in public messaging, prompting confusion surrounding
mpox transmission.

- Be aware of the promotion of plant based homeopathic remedies as an aid to reduce reliance on antibiotics
for various types of illnesses, including mpox.

- Be aware of warnings from health experts that the hoarding of mpox and COVID-19 tests by resource
abundant nations has amounted to a significant diagnostics inequality.

- Note that high prices and burdensome intellectual property rules on test components were cited by a
group of health experts as a key factor impeding resource constrained nations from accessing mpox and COVID-19 tests.

- Be aware of concerns that mpox testing is purportedly centralised and that subsequently, individuals living
outside of urban centres have limited access.

- Note that the alleged limited impact of mpox in France during the summer of 2022 was cited by social
media users as proof that health authorities and mainstream media exaggerated the threat from the virus.

£207 Menugad €1 - Aenuer T€ ‘8004 Moday



OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

PERSISTENT ISSUES

- Note that social media users continue to question “what happened to mpox?”.
- Note continued expressions of frustration over the perceived lack of mpox vaccine access in Mexico.

- Be aware of allegations that the lack of investment into the mpox vaccine in Mexico is rooted in institutional
homophobia.

- Note continued allegations that the threat from mpox was exaggerated and is evidence of a "media scam.”
- Note that social media users promoted the idea that mpox allegedly does not exist.

- Note continued expressions of mistrust and feelings of neglect as a result of authorities’ management of
the mpox outbreak in Mexico and Colombia.

- Be aware of allegations in Colombia that the authorities are failing to disclose the number of mpox caused
fatalities.

£207 Menugad €1 - Aenuer T€ ‘8004 Moday



OPPORTUNITIES FOR ACTION: FILLING INFORMATION VOIDS

RE-EMERGING ISSUES

- Note claims that heterosexual individuals think they are immune to mpox.

- Note that recent research on the epidemiological characteristics of mpox prompted responses alleging that mpox is
a “skin disease” attributed to COVID-19 vaccination.

- Be aware of stigmatising narratives in the Spanish-language dataset, notably allegations that increased mpox cases
can be attributed to the promiscuity of the LGBTQl+ community.,

- Note that researchers in the medical field are still questioning mpox transmission and prevention.
- Note the presence of questioning regarding whether mpox reinfection is possible.
- Note confusion regarding how mpox can be transmitted and whether it happens via sexual activity only.
- Note the promotion of herbal treatments, including the use of chaparral as a cure for viruses including mpox.

- Note that in the context of preparations for a carnival in Colombia, public health authorities encouraged
members of the public to use condoms if engaging in sexual practices in order to prevent mpox transmission.

£207 Menugad €1 - Aenuer T€ ‘8004 Moday



Top Questions

31 January - 13 February 2023

Volume of questions on mpox CURRENT STATUS OF THE MPOX OUTBREAK
by country

Hey, what happened to the monkeypox 7 It suddenly disappeared. (Twitter, Spain) - 221 engagements

. Wk

What happened to the Monkey Pox-is it in for a name change?- when can we expect it back again? (Twitter, English-

dtenico I <1 I_angu.agpj B9 engagements
Ecuador N 10
Colombia NN & Since [a public health authority] declared a global emergency for monkeypox, we haven't heard from it. What happened to
the ER? (Twitter, France] - 63 Engagements
Canada N 7
Uk 6 PUBLIC FRUSTRATION TOWARDS GOVERNMENTS
Spain H 5 Did | really just read a government ad with influencers saying that the measures against Simica smallpox is to use a face
soivia B 3 mask and clean surfaces In your house 7 15 THIS A JOKE? What a frustration (Twitier, Mexico) - 61 engagements
Veremela B 2 TRANSMISSION OF MPOX
Fistan .18 ¢ Do you know how #mpox , formerly called #5imic Smallpox, is transmitted 7 {Twitter, Mexico) - 34 Engagements
Peru B 2
paraney. | 2 MPOX VACCINES
Framce W 2 How is it that Mexico does not want to buy vaccines for monkeypox 7 [Twitter, Mexico) - 20 Engagements
Chile B 2

In recent months there have been announcements about efforts to bring monkeypox vaccines inta the country, but when will

Dimbabwe § 1 they arrive? Time passes and nothing. (Twitter, Mexico)- 59 Engagements




MPOX INFODEMIC INSIGHTS

FORTNIGHTLY OVERVIEW

MOST POPULAR TOPICS (BY VOLUME)
#1 VACCINE (GLOBAL, EXCL. UK/USA, ES, EN, FR)
#2 SPREAD (COMMUNITY CONTEXTS) (GLOBAL, EXCL. UK/USA, EN)

RISING TOPICS (BY VELOCITY)
#1 MEANS OF TRANSMISSION (MOTHER-FETUS) (GLOBAL, EXCL. UK/USA, EN), COMPARATORS TO COVID-19 (ES),
MISINFORMATION AND DISINFORMATION (FR)
#2 RISK (SEX WORKERS) (GLOBAL, EN) , PPE (Excl UK/USA), SPREAD (TRAVEL) (ES) OTHER INTERVENTIONS (MEASURES IN
PUBLIC SETTINGS) (FR)

SPOTLIGHT ON:

Conversations about the alleged lack of mpox cases, the lack of vaccines, and the management of the outbreak emerged during
the reporting period.

Conversations in Africa were comparatively small and centred on government and medical interventions to combat the
outbreak through various initiatives. For example, conversations from the Democratic Republic of the Congo touched on the
need for a more effective strategic framework to combat the virus. Elsewhere, an alleged increase in mpox cases in Ghana was
reported.

In South America, on the other hand, users focused on a lack of trust in the authorities and perceptions that the authorities
have neglected the management of the mpox outbreak. Users in Mexico also shared concerns about vaccine distribution and
highlighted an urgent need for more vaccines.

- Asenuer T€ ‘g00# Moday
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MPOX INFODEMIC INSIGHTS

SOCIAL LISTENING DATA



Top topics by

Vaccine

Spread (Community Contaxts)
Stigma

Testing

Statistics & Data

The source of the virus

Current Treatment

Personal Measures

symptoms (Confirmed)
Misinformation and Disinformation

Risk (Health-care workers)

MPOX INFODEMIC INSIGHTS
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» French

| Spanish

® No UK/USA
m English

Global m'



MPOX INFODEMIC INSIGHTS

Top rising topics (velocity)

GLOBAL

Means of Transmission (Mother-fetus)

Risk [Sex workers)

PPE

Supportive Care and Healthcare

Research & Development

Treatment myths

Spread (Travel)

Symptoms (Other)

Comparators to COVID-19 [Risk /[ severity)

— 154%

Fn}%

B Topc increased in more than one data set

EXCL. UK/USA

Means of Transmission (Mother-fetus)

PPE

Comparators to COVID-19 (Risk /
severity)

Spread [Travel)

Treatment myths

Supportive Care and Healthcare

Research & Development

B Unigue pattern - topic rose in only one data set

€207 Atenugayg €1 - Alenuer T 'g00# Hoday



Top rising topics (velocity)

EN ONLY

Means of Transmission [Motherfetus)
Risk [Sex workers)

PPE

Quarantine

Research & Development

Supportive Care and Healthcare

Spread (Travel)

Means of Transmission (Direct physical
contact)

Treatment myths

Symptoms (Other)

Personal Measures

_ 220%

[ 100%
[ 89%
R

W 27%

W 26%

o 23%

W 19%
| 11%

6%

B Topc increased in more than one data set

ES ONLY

Comparators to COVID-12 (Risk /...

Spread (Travel)

Asymptomatic Transmission
Supportive Care and Healthcare
Symptoms {Other)

Research & Development

Other interventions (measures in...

Testing

Similarities to other orthopoxviruses
Comparators to COVID-19 (similarities)
PPE

The source of the virus

Stigma

(S 100%

N 67%
M 65%
o 62%
B
i 33%
p27%

| 22%

13%

FR ONLY

Misinformation and
Disinformation

789%

Other interventions

{measures in public

settings)

The source of the virus

Stigma

Persomal Measures

Testing

B Unlgue patbern - topic rose in only one data set

MPOX INFODEMIC INSIGHTS
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Global data excluding the T
UK and the USA

The global dataset excluding the UK and the USA featured seven rising topics, whereas the global dataset featured nine rising topics.

The non-UK/USA dataset featured no unique rising topics over the reporting period.

PPE

The topic of PPE [(+46%) ranked second in the non-UK/UJ5A dataset, with the conversation being primarily driven by users
geolocated in India (9%).
* Posts often focused on the efficacy of specific mask types in the context of mpox transmission. Some users promoted wearing a

KNS5, MN95 OR KF94 mask to protect against airborne diseases such as mpox, Others said they were glad they had decided to

purchase respirators due to mpox, speculating that a pandemic of multiple overlapping illnesses would emerge. Another user
publicising a "Safety Drive” in the USA asked those dropping off supplies to wear masks in order to not spread mpox or COVID-
19 through the donated items.

* On the other hand, a tweet by a health government department in Ecuador argued that the mpox outbreak “has nothing to do”

with masks.

€707 Menigaq €T - Alenuer 1€ ‘800# Hoday

Treatment Myths

The topic of Treatment Myths [+16%) ranked fifth in the non-UK/USA dataset, with conversation being primarily driven by users
based in India (12%)

* Promotion of herbal treatments through posts on Instagram was present within conversations. For example, a user touted the

use of chaparral and claimed it is effective for reversing a range of diseases including mpox (70 engagements). Another post

endorsed plant based homeopathic remedies as an aid to reduce reliance on antibiotics for various types of illnesses including

My



Global data: English and MPOX INFODEMIC INSIGHTS
French conversation

The English-language dataset featured 11 rising topics during this reporting period with two unigue rising topics: Quarantine (+33%)
and Means of Transmission [Direct physical contact) (+21%). The French-language dataset contained six rising topics with one

unigue rising topics during this reporting period: Misinformation & Disinformation (+731%).

Supportive Care and Healthcare (English-language)

* Supportive Care and Healthcare [+26%) ranked sixth in terms of topic velocity in the English-language dataset. Conversation was

driven primarily by users in U5A [60%), Nigeria (10%) and India {4%).

* A user alleged that one state in the USA has declared an end to the mpox outbreak, but reminded readers that the municipal
health system will continue (o provide mpox vaccination, testing and treatment at all 11 hospitals and five health centres that

cater for the health needs of the LGEBTOI+ community.

* |n a separate conversation, a_journal article was shared which outlined practical puidance for managing mpox infections for

hospitals, such as treatment, complications, hospital precautions and differential diagnoses.
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Global data: Spanish

conversation

The Spanish-language data set featured 13 rising topics over the reporting period, of which there were three unigue rising

topics, namely: Asymptomatic Transmission [250%), Similarities to other orthopoxviruses (+57%), and Comparators to COVID-

19 (Similarities) (+33%).

Stigma

The topic of Stigma (#13%) saw an increase in velocity in the Spanish-language dataset relative to the previous fortnight,
with content mainly driven by users geclocated in Peru (17%), Mexico [14%) and Spain (6%).

A top engaged-with post stigmatised the LGBTQl+ community by inferring that the community engages in “promiscuous”

sexual activity which has allegedly led to higher mpox cases (348 engagements). In response, a users suggested that mpox

cases increased when “it became popular to take children to drag queen shows” (1 engagement).

The narrative that mpox is more prevalent among LGBTQI+ & MSM communities was further amplified on social media
following the crculation of leaflat advising members of the M5M community not to engage in sexual actinty in order to
prevent the spread of mpox. A user described the leaflet as discriminatory and questioned whether the same advice would

be given for a disease which primarily affected heterosexual (27 engagements),

MPOX INFODEMIC INSIGHTS
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Research & Development
+29%

Top locations for social media conversation on
“Research & Development”:

31 January — 13 February 2023

) Lisa, 120
Switzerland 11
LIK B

Canada
India
Malaysia
Migeria

BTy

Turkey
Lolombia
Ireland
Metherlands
Spain

Pt ok P WP s i L L Ll e,

Top keywords & phrases in social media conversation on
“Research & Development”:
31 January - 13 February 2023

s5ex with men BB
gkobal outbreak gl
study - 74
Orugs L
authors 70
many countries 70
clalit health services researchers 70
mpxy [mpox virus] infection 70
high-rigk cohort 70
mpox patients = 70
Mpox vaccine 70
electronic health records 70
fat layer -« 70
low vaccine supplies 70

: * MPOX INFODEMIC INSIGHTS

Discussion around Research & Development generated 268 mentions during this reporting
period, increasing by 29% from the previous fortnight.

AMPLIFICATION OF NEW RESEARCH AND JOURMAL ARTICLES ABOUT MPOX (PERU,

SWITZERLAND)

* Users engaged with a tweet from a doctor which featured a link to a study looking at the
epidemiological characteristics and clinical features of patients in a hospital in Peru with
mpox virus infection. The tweet prompted a reply alleging that mpox is a “skin disease”
brought on by the COVID-19 vaccine, which was labelled a “biological weapon”.

There were several instances of tweets from microbiology journals which hyperlinked
research papers looking at mpox. These tweets did not prompt any replies, however, One
such tweet linked to a review article that reviewed the diagnosis, treatments and

prevention of mpox. Another such tweet linked to a review article looking at the
mechanisms of immune evasion of the mpox virus. Moreover, a third such tweet linked

to a review article that provided an overview on the mpox virus, exploring pathogenesis,
transmission, host infection and therapeutics.

DISCUSSION ABOUT MPOX RESEARCH PRIORITIES (SWITZERLAND, USA)

* A paper about at "defining the research agenda” for mpox was posted by several social
media accounts. The link to the paper was tweeted by the open-access medical journal
that published the paper, as well as by an ynverified account claiming to be an education
institution in Switzerland, Moreovar, a social media user who claimed to be one of the
authors of the paper quote-tweeted the aforementioned post by the medical journal and
added that the mpox 2022-23 outbreak is still ongoing and is "generating research
guestions about transmission through sexual contact and prevention and societal
impact.” The user also said that "elimination is the goal” of the research agenda.

ANNOUNCEMENT OF GRANT AWARDED TO SCIENTIST FOR MPOX RESEARCH (MALAYSIA)

= |In Malaysia, an unverified account claiming to be representing a university tweeted a link
to an gnlineg news article reporting that a RM30,000 grant was awarded to a scientist for
mpox research. The tweet prompted only gne reply, which congratulated the scientist.

MPOX RESEARCH ROUNDTABLE (USA)
* A Twitter user claiming to have attended an mpox research roundtable event tweeted
about how “thrilled” they were to hear from the event’s speakers.
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Misinformation & Disinformation

(French-language) +731%

Top locations for social media conversation on
“Misinformation & Disinformation™:
31 January — 13 February 2023

Lisa
France

31

Philippines 28
LK 25

Canada 18
Mexico g
lceland 2
Colambia &
Australia B
Venezusela ]

169

Top keywords* & phrases in social media conversation on
“Misinformation & Disinformation™:
31 January — 13 February 2023

anather media scam
public

extension of covid fights
skeptical portions
influence

lot of nonsense

VACCines

fear

agency

false flag

*excluding kevwords such o5 “monkevaox”,

B
35
31
31
41
31
30
27
26
26

“mpax virds" and “mpox”

: * MPOX INFODEMIC INSIGHTS

Discussion around Misinformation & Disinformation generated 789 mentions, with
content in French increasing by 731% from the previous fortnight.

CLAIMS THAT THE FRENCH MEDIA EXAGGERATED THE THREAT OF MPOX (FRENCH-

Lﬁ-NﬁU-ﬁGE ENGLISH-LANGUAGE)
The alleged limited impact of mpox in France during the summer of 2022 was
interpreted by some individuals as proof that the health authorities and mainstream
media exaggerated the threat of the wirus. A journalist shared an article which
contrasted data about 4,982 mpox cases and 0 deaths being recorded in France with
media headlines from 2022 suggesting mpox is a threat. The journalist alleged that the
messaging around mpox amounted to a “media scam”. Similar posts were made by
other users who shared similar media content and echoed the allegation of a "media

* In response, some wusers gocysed the media of being the main amplifier of
misinformation, while gthers described “health terrorism” as a “means of controlling
the masses”. Some users described mpox as a hoax or a lie. For instance, one claimed
that mpox is "a good example” of a lie being pushed by so-called "globalists” that was
failing to gain traction among citizens. |n addition, a user claimed that mpox does not
exist and created a poll to see if followers agreed or disagreed with this statement.

QUESTIONING OF BIRD FLU DRAWS COMPARISONS TO MPOX (USA)
The spread of the NSH1 bird flu was alleged by some to be another media scare similar
to mpox, A sociologist and journalist appealed to vaccine and pandemic questioning
online users, urging them to not view the bird flu situation as an “extension of COVID
fights" and arguing that unlike mpox, which they alleged generated a lot of
“nonsense” commentary, NSH1 has the potential of becoming a pandemic.

CLAIMS THAT FACIAL SYMPTOMS AND LESIONS ATTRIBUTED TO MPOX WERE CAUSED

BY IVERMECTIN (USA)

An epidemiclogist in the USA who alleged a link between long COVID and heart attacks
was accused of ignoring the alleged dangers of ivermectin. A user accused the
epidemiologist of misdiagnosing the distinct facial lesions of people as mpox, instead
of an alleged dysfunctional immune response induced by ivermectin.
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Personal measures
(French-language) +11%

Top locations for social media conversation on
“Personal Measures”™:
31 January — 13 February 2023

LI5A,

UK

India

Mexico

Canada

El Salvador

Migeria

Hong Kong SAR China
Colombia

Australia

225
&3]
40
32
26
12
11

i

5
>

Top keywords*® & phrases in social media conversation on
“Personal Measures":
31 January — 13 February 2023

masks

minging failure
raging success
flags

face

risk

isalation period
mask

children
infected animals

141
102
102
102
51
37
34
34
29
28

: * MPOX INFODEMIC INSIGHTS

The topic of Personal Measures generated 1.0K mentions, with content published in
the French-language increasing by 11% compared to the previous reporting period.

REGIONAL AND COUNTRY-LEVEL PUBLIC HEALTH AUTHORITIES HIGHUGHT THE
IMPORTANCE OF GOOD SANITATION TO AVOID THE SPREAD OF MPOX [AFRICA)

& video published on the Facebook and Twitter pages of a regional public health
authority highlighted the importance of handwashing to reduce the risk of
spreading diseases such as COVID-19 and mpox. The video was also shared by
country-level offices such as in Zimbabwe, which also stressed that handwashing is a
key way of preventing cholera infections.

RECOMMEMNDATION TO USE CONDOMS IN ORDER TO MINIMISE THE RISK OF MPOX
INFECTION AND TRANSMISSION (GUATEMALA, MEXICO, COLOMBIA)

The use of condoms as a means to prevent infection with mpox was highlighted by
several organisations, including local city halls, health agencies and LGBTOl+
organisations, A public health agency in Colombia shared 3 post about an upcoming
carnival in a city which promoted the use of condoms so people can enjoy the
festivities without worrying about mpox infections. A public health agency in
Mexico also shared an infographic to stress that using condoms decreases the risk
of transmission of mpox. Similarly, an LGBTO+ media outlet echoed this sentiment
and reminded people in the community to use condoms in order to decrease the
risk of being exposed to mpox.

MNATIONAL PUBLIC HEALTH AGENCIES FOCUS ON SELF-QUARANTINING TO LIMIT THE
SPREAD OF MPOX (EL SALVADOR, CANADA)

Mational and local health agencies took to Twitter to provide advice about how to
deal with mpox infection. A public health agency in El Salvador advised people
infected with mpox to stay active and do relaxing activities whilst self-isolating.
Meanwhile, a public agency in Canada published an infographic about the various
symptoms of the disease and the need to self-isolate if displaying symptoms. This
post from Canada also advised people to call a health care provider and quarantine.

Fexcluding keywords such as “monkeypox”, “mpox wirus” and “mpox”
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Testing (Spanish-
language) +62%

Top locations for social media conversation on
“Testing™:
31 January = 13 February 2023

Lsa 719
LIE 168
India G4
Migeria 46
Canada 35
Romania 29
Mialaysia 26
Mexico 13

Australia 13
South Africa 7

Top keywords® & phrases in social media conversation on

“Testing”™:
31 January = 13 February 2023
outbreak 171
EMEergency 159
sex with men 110
tests 104
kits 35
info 85
IS5 LIES B
vaccine g4
condoms g2
public health emergency g1

: * MPOX INFODEMIC INSIGHTS

The conversation on Testing generated 2.2K mentions, with mentions in the Spanish-
language dataset increasing by 62% relative to the previous fortnight,

RESOURCE ABUNDANT COUNTRIES ACCUSED OF HOARDING TESTS FOR COVID-19 AND
MPOX (ENGLISH LANGUAGE)

Users engaged with warnings, provided by health experts representing a coalition of
organisations, that uneven global distribution of mpox and COVID-19 tests has
created a significant diagnostics inequality. In response, a user echoed this view and
argued that resource abundant nations have “stacks™ of tests.

The coalition that produced the report shared a thread with the key findings of the
document, including that high prices and burdensome intellectual property rules on
test components were among the issues impeding resource constrained countries
from accessing COVID-19 and mpox tests.

PCR TESTS TO DIAGNOSE MPOX INFECTION RECEIVE APPROVAL BY PUBLIC HEALTH
AUTHORITIES (USA, PERU)

The governments of several countries rubber stamped their approval to use PCR tests

in arder to test patients for mpox infections. In the USA, a public health agency

authorised Cepheid’'s Xpert mpox test for emergency use in order to detect the virus
in lesion swab specimens from individuals suspected of being infected. Similarly, a
public health agency in Peru approved the use of PCR tests in order to diagnose the
presence of mpox in infected individuals, with the tests allegedly achieving 100%
agreament.

CLAIMS THAT MPOX TESTS ARE CENTRALISED AND REMAIN OUT OF REACH FOR MANY
CITIES AND REGIONS [ENGLISH-LANGUAGE)

A post highlighted that experts from a health research and policy group claimed that
the availability of mpox tests is centralised in nature due to laboratory facilities being
located in the biggest cities of the most resource abundant in the world, They further
suggested this impedes easy access to tests for people living in cities far removed
from the places where the tests are produced, and even more so for peaple who live
in remote areas away from urban centres,

*excluding keywords such as<“monkeypox”, “mpox virus® and “mpox”

€707 Menigad €T - Adenuer 1§ ‘S004 Hoday



Spotlight focus on
Transmission

Top locations for social media conversation on
“Transmission”: 31 January - 13 February 2023

Lsa
Mexico

LIk

India
France
Panama
apain
Switzerland
Argentina
Migeria

20

16
14
11
11

10
9

342
90
48

Top keywords & phrases® in social media conversation
on “Transmission™: 31 January - 13 February 2023

sex with men
infection

disease

vaccine

syYmptoms

risk

health care provider
outhreak

Eay men

202
165
161

148

147

146

145
134
133

*excluding kevwords sich o5 “monkeypox”, "mpox virus" and “mpox”

: * MPOX INFODEMIC INSIGHTS -

Discussion around updated guidance provided by a USA health authority with regards
to mpox transmission featured prominently in the Asymptomatic Transmission and
Means of Transmission (Direct physical contact) taxonomy sub-topics. Given its
salience in social media discussion, this strand of conversation will be explored in more
detail below.

DISCUSSION ABOUT ASYMPTOMATIC TRANSMISSION FOLLOWING UPDATED PUBLIC
MESSAGING [USA, MEXICO)

Social media users reacted to updated findings shared in guidance by a USA public
health authority stating that there is “growing scientific evidence that show(s] some
people can spread mpox virus to others from one to four days before symptoms of
mpox_appear [...] there is currently no evidence showing that people who never
develop symptoms have spread mpox virus to someone elsa”,

While some shared the findings in a factual manner, others questioned the research,
For instance, a post appeared to suggest that the new information about mpox
reminded them of public health messaging around COVID-19.

Other users said they thought that asymptomatic transmission would mean that
mpoxX is most likely spread in the air. For example, it was argued that asymptomatic
transmission is associated with “aerosol spread”.

Furthermore, a user claimed that previous public health messaging conveyed that
mpox does not spread asymptomatically, In light of the perceived change in
messaging. the user also questioned whether mpox is airborne, and whether
reinfections are possible.

TRANSMISSION THROUGH CONTACT (USA)
* Users engaged with a post from a USA public body outlining how individuals could

get mpox through “hugging, kissing, massage, sex or other intimate contact” with
people who are mpox positive. Other accounts sought to highlight that sexual
contact is not the anly type of physical contact that can result in mpox transmission
between infected individuals, noting that skin-to-skin contact in closed spaces,

including bars and clubs, can also lead to transmission.
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MPOX INFODEMIC INSIGHTS
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3 - MPOX INFODEMIC INSIGHTS
S pot' i g ht: c onversa t i ons IE;EHQ ;I; T:]ITH IN MANAGEMENT OF MPOX BY THE AUTHORITIES (MEXICO,

* A prominent theme that emerged in social media conversation in South America

(]
fr'D m South Ame rl ca concerned expressions of mistrust and a lack of faith in the authorities’ ability to

effectively manage the mpox outbreak. In particular, the handling of mpox in Mex

Volume of social media conversation on mpox in South came under scrutiny on social media (101 engagements). One post argued that
America : 17 November 2022 — 13 February 2023 Mexico should be a “case study on bad practices” (74 engagements). Another user
5 000 expressed copcern that “the authorities do not want to listen” and “things are worse

than we thought” (628 engagements), feeding into perceptions that Mexico's

4,000 management of the outbreak has been a disaster (120 engagements). Such sentiment
was amplified by other ysers.

3,000 * A video depicting a politician from Colombia allegedly criticising medical professionals
for fiscal strains affecting the healthcare system prompted further expressions of

2,000 mistryst and peglect in the context of the management of the mpox outbreak (163
engagements). Meanwhile another user claimed that a public health agency has

1,000 stopped responding when asked about deaths from mpox (140 engagements)

1]
11/17/2022 12/16/2022 1/14/2023 2/12/2023 CONCERN SURRDUNDING THE LACK OF VACCINES (MEXICO)

* Significant conversation centred around the vaccine rollout across South America and
perceptions that vaccine distribution has not been effective. A user posted a tweset

Top locations for social media conversation on mpox in which linked to an article from a prominent medical journal discussing the alleged

South America: 31 January - 13 February 2023 “neglect” of the mpox outbreak in South America (92 engagements). The user

Mexico 1,400 claimed that vaccines are slowly arriving in the region, but also highlighted that
Colombia v 1,319 vaccinations and treatment for mpox in Mexico are in short supply.

Peru BAE * Furthermore, a self-proclaimed medical official from Mexico highlighted the

Venezuela 439 purported lack of efficient vaccine programmes in the region (342 engagements) and

Argentina ' 333 implied that greater international cooperation is required to boost vaccine access.

El Salvador 181 » Other ysers expressed the view that the spread of mpox cannot be prevented through
Ecuador 133 individual protective measures (184 engagements) and stressed the need for vaccines
Pag:z: ; glglﬁ to arrive in South America (204 engagements). One user responded by guestioning

Chile =T whether the vaccine is necessary,

* Another user suggested that the alleged lack of investment into mpox vaccines in

Mexico is rgoted in institutional homophobia (58 engagements).
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Spotlight: Conversations
from Africa

Volume of social media conversation on mpox from
users geolocated in Africa:

17 November 2022 — 13 February 2023
700

600
200
400
300
200
100
0
11/17/2022 12/16/2022 1/14/2023 2122023

Top locations of social media conversation on mpox in
Africa: 31 January - 13 February 2023

Nigeria 223
South Africa 120
Cameroon RS
Ghana 44
Tanzania 31
Kenya 26
Mali 15
Burkina Faso 11
DRC 10
Henin q

: * MPOX INFODEMIC INSIGHTS

INTERVENTIONS TO TACKLE THE MPOX OUTBREAK (CAMEROON, DEMOCRATIC
REPUBLIC OF THE CONGO)

Interventions by nan-government agencies to tackle mpox transmission in Africa
drove social media conversation over the reporting period.

In this vein, an organisation in Cameroon which focuses on zoonotic disease control
and prevention posted about a meeting where participants advocated for the
mobilisation of resources to tackle mpox (20 engagements). During the meeting, a
finalised document was signed to create a strategic framework to better respond to
the disease.

Furthermore, a public health authority in the Democratic Republic of the Congo
[DRLC) posted a tweet noting the emergency committee meeting to consider
whether the mpox outbreak should be constituted a public health emergency of
International concern.

Additionally, with financial aid from the USA, a group of non-governmental
organisations operating in the DRC promoted their new programme to train
laboratory and weterinary technicians to help control mpox. The training
purportedly included the use of serclogical tests and molecular biclogy techniques
to help diagnose mpox.

CONVERSATION ON RISING MPOX CASES (GHANA, NIGERIA)

Two news outlets in Migeria reported that 763 mpox cases have been recorded in
the country in lanuary. Similarly, a radio chanmel in Ghana reported that 116 cases
and 4 recorded deaths were recorded in Ghana.
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MPOX INFODEMIC INSIGHTS

PROJECT BACKGROUND

Marble Global was commissioned to analyse and quantify the information — right and wrong — in digital media discussing
mpox. The project consists of two workstreams:

These fortnightly summary reports to track and quantify fortnightly conversation trends and emerging citizen questions

Interactive Tableau dashboard to provide regular updates on the analysis models created

To create these reports, Marble has used a wide range of its enterprise social listening, media monitoring, online search, Al
and data enrichment tools & expertise to provide an analysis of digital information discussed and reported on by citizens
referencing the mpox pandemic.

The data collected for this study includes content publicly available on social media platforms (Twitter, Facebook, Instagram,
YouTube, Blogs & forums) as well as online news content (including broadcast) that has resonated in the aforementioned
social media platforms. Question and sentiment language is sourced from the aforementioned social media platforms
(excluding blogs) to ensure consistent proximity between the searched entities and the linguistic cues used to detect
sentiment and question language.

Data analysed will be collected in English-language, French-Language and Spanish-language.



MPOX'INFODEMIC INSIGHTS -

METHODOLOGY
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Identify rising topics
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STV 1590 IMFODHE M. INRIGHT
Health Passports +33%

Narratives
Engaging content
Networks
Emerging trends
Patterns

Contextualise the rise




Warble MPOX INFODEMIC INSIGHTS

METHODOLOGY

Top questions & platform demographics

Top questions are researched and identified through data feeds based on mpox key words (including
misspellings) and grammatical features and/or markers that are used in English, French, and Spanish to build
questions. Due to the nature of the platforms, data is most likely to originate from Twitter and forums
(especially Reddit® ). Occasionally, Facebook also represents a source of viral questions on mpox.

1 USA Age groups
2 JAPAN 18-24 EEEEE——— 1% 1 USA
e .) 3 INDIA 25-34 oe——— )% & S
4 BRAZIL 13-17 = 14% =) .
E 35-44 o 11% E 3 CANADA
E o 45-54 g0 o 4 AUSTRALIA
- - 5
> | &  55% Male 5564 W 2% 5 GERMANY
‘H‘ w 45% Female =65 1 1%
1 INDIA Age groups
2 USA 25-34  ——
E .j 1 INDONESIA 18-24 o 4%
E d BRAZIL 35-44 o ] 7%
[T : 10
E > MEXICO $501 10% *According to the GlobalWebindex, 19.9% aof
= e e M all internet users thot occess the web to seek
0@ 56% Male 13-17 = 6% for health-related information use Reddit.
w ﬁ 44% Female =65 mm 5%




Note on representativity

The data is based on the publication of posts from populations that are digitally active and that are likely to use social media to discuss or share opinions
about mpox and the mpox pandemic.

Mote that demographics vary significantly from country to country and the availability of public social media data differs from platform to platform.
Additionally, note an overrepresentation of English, French and Spanish speakers from all over the world due to scope limitations.

Twitter data is overrepresented in the data analysed in this report due to differing data sharing policies in place between individual social media platforms
and social media data aggregators. Whilst the data aggregator used for this report offers firehose access to Twitter data, Facebook data is limited to a
posts published by selected public pages and comments posted in these pages. The tracked sample of top global and local Facebook pages was selected
based on recent engagement data retrieved from searches utilising the mpox public health social listening methodology. News pages have been prioritised,
since these are particularly likely to attract public debates in comment threads.

The approach to writing insight and commentary consists of sorting content by engagement., Therefare, content which has been most shared is most likely
to be referenced. Compared with following a methodology of sorting by highest reach, the methodology of sorting by highest engagement gives greater
visibility to content from individual users.

MPOX INFODEMIC INSIGHTS



Appendix on WHO infodemic
recommendations generation:

Pl

Methodology for generation of insights and
recommendation for infodemic management
in three steps

This report is an intermediary analytical product that feeds into WHO’s
biweekly infodemic insights and recommendations generation related to the

mpox outbreak.

The following slides describe the steps taken to arrive to the infodemic
management recommendations, and where in the process this report fits in.




Steps to generate biweekly infodemic
recommendations on mpox

STEP 3: Integrated analysis and
generation of

STEP 2: Weekly
comparison, qualitative

STEP 1: Quantitative
identification of potential

recommendations to manage
the infodemic

analysis and production
of digital infodemic
intelligence

topics of concern,
guestions, and information
voids

Tools fmethods: Tools /methods: * Review of the MG report and
* Implemented and validated WHO « Qualitative analysis by identified themes

mpox social listening taxonomy human analyst of weekly * Triangulation and comparison

(see slide 37-40) comparisons and changes with other data sources freely
* NLP and Al for identification, *  Summary identification of available

aggregation of online content and velocity/virality of narrative * Assessment of themes by risk

categorization into 35 sub-topics themes and summary of to public health based on risk

using the guestions matrix (see slides 35-36)
Roles: MG set up and validates the Roles: MG prepares report; * Roles: WHO infodemic
analytical pipeline and tools as per WHO reviews for public health management team with
WHO-defined process and standards relevance and evidence external reviewers from WHO
Output: Summary dataset with Output: this report, plus a ' global IM community
annotations whatsapp message summarizing * Output: top three themes of

e A b the findings ] highest risk and accompanying
B3 =, = recommendations for action
Process adapted from: Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. '\x _,/I




Applied in step 1: Public health taxonomy for social listening on
mpox conversations (updated on 23 August 2022)

Objective : Objective of the Laxonomy is to monitor millions of conversations related to mpox on within thematic categories relevant to public health response, The subtopics are to capture
breadth of conversations and help identify structure and changes in narratives. The taxonomy can be applied to online social media listening, as well as for offline social listening and can
facilitate structured integrated analysis of the data to produce infodemic insights and recommendations.

Background: What is the difference between social listening for marketing efforts and infodemic monitoring and intelligence gathering? Social listening is often understood as an approach
for monitoring online conversations on specific brands and topics, often used by marketing companies. Secial listening is a limited label to use in infodemic management, since integrated
analysis is best done with a diverse set of data sources across social, program, behavioral, media, and epidemiological domains. Infodemic monitoring and intelligence gathering consider as
many relevant data sources as possible, recognizing they all individually have limitations and biases, but when analyzed in an integrated manner, can yield insights that data sources analyzed
in isolation would not provide. Infodemic monitoring and insights generation encompasses systematic analysis of different data sources, generation of intelligence, turning the intelligence
inta infodemic insights and applying structured judgment and risk matrix approach to generate recommendations for action,

Note to analyst:
Compare the volume and themes of conversations and dynamics to overall net conversations vs COVID-19 conversations vi mpox-specific
Compare velocity of conversations within mpox conversations over time
Identify mpox specific themes of questions, worries, concerns, information voids, circulating narrative and misinformation, and cressover with COVID-19
Focus not only on the content of conversations but also understanding people’s reactions, confusion, guestions, and conversations about issued health guidance.

Pay attention to vulnerable populations and stigma, both on M3M, sex workers, ineguities, as well as visual analysis of memes and images vsed associated with mpox in the media and
social media.

Refer to WHO-authored papers® for how to apply and validate its use,

Purnat TD, Vacca P, Czerniak €, Ball §, Burzo 5, Zecchin T, Wright A, Bezbaruah S, Tanggol F, Dubé E, Labbé F. Infodemic signal detection during the COVID-19
- pa ndemic: development of a methodology for identifying potential information voids in online conversations. IMIR infodemiology. 2021 Jul 28;1(1):e30971.

.
r - ."'l':':|_| i finfodemi I.:|:I. i ._.-:-.'_.3'-__'!_'|.._._:;_'_.|_.':

Purnat TD, Mguyen T, Ishizumi A, Yau 8, White B, Cecchini 5, Samuel R, Hess 5, Bezbaruah 5, Briand 5. 2022, Delivering actionable infodemic insights and
recommendations for the COVID-19 pandemic response. Weekly Epidemiclogical Record. 2022 Jul 8; 97 (27}, 313 - 324.



Applied in step 3: Risk Matrix for infodemic harm in
relation to mpox outbreak- summary

The risk matrix is an important tool that helps infodemic analysts systematically translate infodemic insights into actionable
recommendations.! As shown on the fﬂllﬂwlnﬁslide; the overall structure of the risk matrix used in the mpox infodemic
insights reporting is based on the risk matrix that was applied previously to COVID-19. However, the matrix reflects the
following disease-specific considerations:

1. Stigma - one important feature of mpox is the potential for stigmatizing language and imagery about vulnerable
population groups. Social listening may pick up more conversations about them, rather than by them.

2. Stratifying voices and audiences — what are conversations being had by vulnerable groups? And how might those
conversations be dominated in the analytical datasets by other louder groups?

3.  At-risk population, population of focus — the degree of harm to public health would be guided by the uulnerabiliti{ of
y

the population of focus, even if this population is a small one and therefore the volume of conversation is relative
small to the whole dataset.

4. Context/region — analytical approach and risk of harm of a narrative must take into account context and spread of
narratives across geographies that may socially or legally address and treat LGBTQl+ and MSM populations differently.

5. Ewvolving science — there is evolving science about mpox and how it presents itself in new populations. For example,
vulnerable populations other than MSM, have been identified as being underdiagnosed, which may lead to
disproportioned harm of narratives (e.g. women and non-binary people).

The risk matrix will be updated as the epidemiological and scientific situation around mpox evolves.

1. Purnat TD, Nguyen T, Ishizumi A, Yau B, White B, Cecchini §, Samuel R, Hess 5, Bezbaruaha 5, Briand 5. Delivering actionable
infodemic insights and recommendations for the COVID-19 pandemic response. Geneva: WHO 2022.




RISK MATRIX TO DERIVE INFODEMIC-RELATED RECOMMENDATIONS

FOR MPOX

Each key finding is classified by level of risk to public health. A risk matrix
assesses potential for impact on seeking and uptake of PHSM, vaccines
treatments and diagnostics, underrepresentation of vulnerable groups in

data, stigmatisation* of, and the experience of stigma in vulnerable
populations, as well as narrative reach and dissemination. The risk level is
indicated by colour.

High risk narrative may lead to increased stigmatisation of vulnerable
groups, reduced preventative behaviors and healthcare-seeking of
recommended treatments and diagnostics. The narrative either has wide
reach and is jumping geographies or platforms, or is pervasive particularly
among at-risk and vulnerable populations (red colour).

Moderate risk narrative may lead to stigmatisation of vulnerable groups,
reduced preventative behaviors and healthcare-seeking of recommended
treatments and diagnostics. It has moderate reach, may be crossing
communities, platforms and formats, and has therefore has moderate
dissemination {(orange colour).

Low risk narrative themes are a concern but pose a low risk to reinforcing
stigmatisation, uptake of recommended health behaviour and guidance.
They have limited reach and dissemination, only circulating in small
groups and communities, and on one platform (vellow colour).

Positive sentiment reflects thematic narratives that could decrease

stigmatisation, increase uptake of health guidance and healthy behaviour.

It may have variable reach and dissemination (green colour).

Impact on
uptake of
PHSM,
vaccines,
treatments
and
diagnostics

May lead to increased
stigriatisation and silencing of
vilnerable groups, refusal of
recommended treatments and
diagnoatics, reduced healtheare-
weeking , of lower sdharence ta

recommended behaviours

Patential to trigger
stigmatisation, reduced
healthcare-seeking , hesitancy to
pubdic health and social
mecaseres, vaccination, or
pharmaceutical interventions

Concerning, but low risk to
uptake of recommended health
behaviours and health guidance

Could increase uptake of health

puidance, intent, and enactment
of health behaviours.

Reach, dissemination, at-risk population,

High risk

Moderate
ﬂ-sk X

Positives
sentiment

population of focus

Wide reach, Maoderate reach Limited reach,
high and limited
dissernination, dissemination, dissemination
particularly may be skipping

among at-risk commumithes,

and vulnerabla platforms or

populations geographies

[e.g.. BASHA,

WOFTIEn, RS-

binary peopla)

High risk

Positive
sentiment

Positive
sentiment

*Cultural contexts and legal barriers in some countries may contribute to reduced healthcare-seeking behaviour, and even the experience of stigmatisation in health service access and
delivery.
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From: PURNAT, Tima

Sent: Fri, 14 Jul 2023 04:53:58 +0000

To: Voegeli, Chris (CDC/OD/OADC); Mitchell, Betsy (CDC/OD/OADC)

Ce: MACHIRI, 5andra; REIS, Andreas Alois

Subject: need your contribution to WHO guidance on ethics of social listening and
infodemic management

Attachments: IM ethical principles case examples introduction. docx

Dear Chris and Betsy,
| hope your summer is going welll

| am writing to seek your help in adding a highlight of U5 CDC's work in the upcoming WHO ethics
guidance on social listening, infodemic insights and infodemic management,

Woe are thankful that Betsy sits on the panel, and to you Chris for contributions to our recently published
Infodemic insights manual and other technical documents.,

We are looking for contributions of short case examples of how social listening and infodemic insights
have been used with online or offline data sources, for a particular health programme, emergency
response, or focusing on a particular vulnerable or marginalized group.

We would like to invite you to showcase Vaccine Confidence reports and the work of the insights unit.
Sowe are reaching out to you with an ask for a short write-up, which we would like to use as highlight
boxes in the guidance to illustrate common ethics principles that will be identified in the guidance.

Nothing would be published without yvour final ok,

There's more information in the attached information note, about what we are doing, why, and what
types of questions we would want answered in the information you provide.

We would need the case contributions by end of July, for the first resiew by the guidance writing team.
Would you please let 5andra, Andreas and | know should you be able to contribute.
Best regards,

Tina

Tina O Purnat (she/her)

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparednass Division, WHO Health Emergencies Programme (WPEAWHE)



World Health Organization, Geneva, Switzeriand

purnatt@who.int | WhatsApo/sigral: [ G
Follow me on Linkedin | Google Scholar profile | @tdpurnat |

Sign up for the WHO infodemic management News Flash: https://bit ly/flashsubscribe



Ethical congiderations on socal listening in inlodemic managemseni
[shical principles implementation — Case examplie

& guidance docusment on ethical considerations for sockal Bstening in infodemic management is curmently
Bring dewelaped by the World Heasth Organization [WHO) with o panel of experts. This detusmant will
prafde the importance of e thicsl gaidelines for conducting sods listening and infodemic nsights
generation to inform infodemic management during bealth emergencies. There are a bat of ethical
iszues that should b considered in social listening, infodemdic ingsghits and nfodemic management
wikiich include privacy, confidentiality, consent, truth-Selling., fairness, autonomy, and respact for human
rights. The dacumment will exkabit genaral ethical valued and prindipléd 10 pursug, duch S Mainess,
effectivenesy, astonomy, accountabdity, and equéty.

The guidance document will provide practical tools based on the ethicad framesark for health
auhipsitied to adopt and apply this guidance 1o promote etkecal practsges wihilst analysing s atth-related
questions, concerms, information voids and circulating nasratives, mis- snd dainformation and informing
infedemic management intersentions,

Thip Winrkd Health Organizaticn seeks your interest amd suppart in putting [o@eiher some case studies
that pravide examples af social Hstening, infodemic insights peneration and related infodemic infoderic
management actions.

& Codd endenplit will prosen the feslwoild situations that will 36 in the SEtoussien of the
extensive and mulli-dimendionsd considersticns and gueitions when implementing the ethical
principles i practice.

e The gosl of these case examgles is te showease successiul sspects of hew specilic progects o
sdtivities alipn or further the sthical principles in practice.

e Selected case mamples will be analyred 1o ilustrate echical principles and values of the WHO
Ethics corsiderations on social listening in infodemic mansgement guidince framewark,

& The cate sxamples will b presested as kighlight bemes i the guidance decument to Hlustrate
practical halenges sod Eyerdty of implemsentations in the socisl listeming and mlademic
management practsce in pubsic health.

What is ashied of you?
The reasan why this ethics panel was 561 up by WHO is because thene is ne standard ethics guldarge for
o istening and infodemic management in pablic health, Therne has been o explosson of infodemas
management activities fostered by the COVID-19 pandemsc. Many countries and institutions have had to
Euild thase sysiems ad-hac There i no expectation that your case exampde is going to be able to
iBusirate and document a robust ethical approach o a pulilic health practicos that is enly naw
emenging. Initead, we hope to capture a diversity of e exampdes that may kghlight one or several
key principles from the ethics framework under developmaent.
= We are asking you o answer the following questions 1o the best of vour sbilitg. We are loking
for & lovw sentences per question and we encoursge you 1o provide links or other resounces
about the project that you'd like to share.
w  If yomi don't hawve an soswer be 3 guestion, that's ok and you can skip it
& Feel free 1o discuss with Tina or Sandra i you have ideas an relevant indcemation that ikhe
quaEstignd might ol capture,




e Specifically, we are loaking for cade exsmples of projects of activities tha implemented social
listening, imtegrated anabysis for infodemic insights, or other use of data and evidence ta inform
infodemic managemsent interventions by a heatth authority o an implemanting partner
suppontieg publs heatth,

Questions 1o guide description of your case exymple:

1. Canyou briefly describe the soclal Bstening or infodemic menitoring function in your

Organizathan or project

Hiww is it rganited? What knd of cagamieations of teamd are ifvolved?

Wt is the public bealth objective of the project/ sttty ?

Is there a pubdic facing web page, publication, conference abstract about this project or team?

What commaniy oF population are your social Bstening or infodemic management effors

fafused an?

B, Wha is the intended user of the socisl Etening ard infodemss indighls snalyiis that you
produce?

. What are some privacy, human rights, ethics and governance considerations that you take into
Afcount asress data collection, analysh, repariing and use of the socal lissening and infademic
insighta® How da these consideraticns apply 1o peaple wosking with you through ditfensnt
cantracting or stalfing mechanisms [staff, consultant, institutional cantacior, service pravider,
ebc)?

&  Are there overarching or institutional governance or ethics framesssarks that guide your work?

0, What fypes of frainang o capacay bailding have wosi provided o stafl invabeed in social listening
and inlodemic management sceivitied 1hat sddress ethicsy, povernsnce nd privcy 1opica?

10 Are there any types of support that you provide to $1aff to help them cope with the information
overioad, exposure to misindormation and cognitive effects of working on this professional area®

11, Are there any best practices of lessons learned that you hawe derived fram your project o
BERIIGRES 0 relation 10 socisl Blening and infodemic manbgement and athici?

1. Looking ahead, are there new potential challenges or opportunities that you are considering
related to ethics, human rights, privacy and gosernance in contest of social Estening for
infodemic managemsent?

13, What suggestions of recommendations would you have for other health authorities are in early
stapes of seiting wp sacial listening dnd infedemic indights functions & it relates 16 ethic,
human rights, privacy and governance considerations®

14, Iy there armything else you would like 1o shane with fhe WHO expert groug on social listening and
infademic insights for infedemic managemant?

e

H wou do not hanee the time 10 write things down far these guestions, please bet Tina {purpast Ewhioint]
ared Sandra {machbos B, in1) onow ard we will set up an interview via room to collect this
irformation from you,

‘What will take place after case example s subenitted to WHO?
®  WHO beam will review the cases and select those that best illustrate the practice and principles
of the gthical framework that is under development.
»  Andwers 10 the above quéttiond will be paraphrased dod summarioed. IF the cide ecimpes i
sefected for inclusion info the guidance document, the contributing organizationfindsidual will
sign off am the final wersian of the text for inclusion in the guidance,



e Selected case examples will be analyzed and referenced in the text ol the guidande in relstion to
ethical values, prirciphes and framework that the guidanoe wall describe.

Suppested topics/case examples:
| Topic | Contact Why i it ingeresting?
Social listening in humandtarian #lefandro Posadafinternows.
erises and fragile contests
Termi

[hana anabyss 10 Suppart LK Chetstym

immainitation?

Apphang matkaticnal David Scalas

imlenaiEwing 1o anlire

engapementor field work in

other coundries

WS CDC vaccine confidence Chris Vosepeli/ Betsy bstchell
insights

MAFINDO, Ingdonasia, Hanry SufehmifSant indra
_community level kstening | Astuti

WHICEF sxample of socal Surangani

lisgering and anfodemic AbeyesekeraUNICEF

management in & country

Social listening and infodemic | UNICEF Indonesia Rirky
intights in SBC during COVID-19 | Syakritri)
ard cther health topics

WHD EMRD

Migeria COC infodemic insights | Dr Disu Yahya Head of Risk
Commurscation a1 the Migeria

Cemter for Disease Control and

Privintion,

ooy Joseph Njodo
Alrica infodemes respanse ARAEledie He
alliange infodemas indghts
reporting
Ghana digital social listening and | Ans Lesna LahinkaUNICEF
SEL
Infademic irkights anayss Infademiclogy aboratony,

| University of Belgrade, Serbia

Genman social Esbening Zonia Boender, RE|
framaswark
Subnational - Mew York Health Equity unst NyLHD
department misinformation
ranagemert wnit
PARD antiinfodemic center PAHD Marcelo Dagosting lan

Briwlks UIC)




EenyaWyciffe matini

Ehena Petedos

Damitra lingri

Phillipirses.

Higer

Fimland

Camerocn
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From: infodemicmanagement

Sent: Tue, 29 Oct 2024 10:05:09 +0000
To: infodemicmanagement
Subject: Online global CoP infodemic manager meet-up

_EAI.I'I'HJH: This email originated from oufside of the organization. Do not click links or open
MRS A YL CROOIITS ST SAOCIRC A o i Snient I s

Dear past participants of the Global WHO infodemic manager training,
We are writing to let yvou know of an online infodemic manager meet-up being organised by
members of the community of practice for next Wednesday, 6th November, 12pm CET, 11am

GMT.

The details of the event are below:

Misinformation management project at Nigeria Health Watch

Join Abara Erim from Migeria Health Watch as he outlines his work leading the misinformation
management project. In it's 4th year of implementation, the project works with partners to
conduct research, train health educators, conduct social listening and manage the new health
misinformation management fellowship programme.

We look forward to having you attend the event!

Date: Movember Gth, 2024
Time: 12pm CET, 11am GMT

Please register with this link
https://events.teams.microsoft. com/event/89d1c388-68ff-4a09d-8516-

701b4d4bfd1b@5a740cd?-5768-4d09-ae13-f706b09fa2 2¢

Please contact the organisers with any questions.
Kind regards,

Infodemic Management — RCCE-IM
Community Readiness and Resilience Unit
Country Readiness Strengthening Department
WHO Emergency Programme {\WHE)



World Health Organization, Geneva, Switzerland



From: Wardle, Claire

Sent: Tue, 22 Aug 2023 10:34:19 -0700
To: Voegeli, Chris (CDC/10D/OC)
Subject: Out of Office until August 25 Re: FW: Protecting the Public Health Workforce:

Discussing Occupational Intimidation and Harassment during COVID-19 and Beyond

I am in Europe taking a little holiday!

If you arc writing to me about the Information Futures Lab, please contact Samantha Stanley at
samantha_stanley@brown.edu.

If you need me urgently, please contact me at [N (1cxt. Signal or WhatsApp)

Best wishes

Claire

Claire Wardle, PhD

Professor of the Practice E _

Co-Direcior, Information Futures Lab o clare wardie@brown.edy
Department of Health Services, Policy and Practice | Brown University gm Main St, Providence,
School of Public Heaith

o



From: Veegeli, Chris (CDC/10D/OC)

Sent: Wed, 16 Aug 2023 15:14:25 +0000
To: Stefanie Friedhoff

Subject: Panclon 8/28 @ 2pm?

Morning Stefanie!

On August 28th, we are hosting an online panel about the harassment of public health
employees during COVID, We have been working with a doctoral student that did interviews of
public health workers to get their experiences and suggestions for how victims and public
health institutions could mitigate future harassment. The student is Liz Chesney from George
Washington and another speaker on the panel is Rebekah Tromble who is a professor at GW
and focuses on this topic.

The reason | am bugging you is that you were an phenomenal moderator at NCHCMM and we
were hoping to have 3 10 minute presentations followed by a 15 minute moderated discussion
then closing it out with 10-15 minutes of Q&A. Would you be interested in moderating it? Its

Monday August 28™ from 2-3. Kind of late notice, and | know you're busy so absolutely no
pressure if it would be a bother. | just thought of you and figured | would ask.

We are also looking for one more panelist. Kyla recommended Claire, which | think would be
great, but we were hoping to find someone from ASTHO or NACCHO to give that more
local/state perspective. Would you happen to know anyone from those orgs or someone to give
that perspective?

Chris

Christopher Voegeli, Ph.D., MPH

Behavioral Scientist | Acting Inaccurate Health Information Mitigation Team Lead

Email: CQO2@cdc.gov
Work Phone: (404) 498-0176

cel hone. [N

Division for Communication Sclence and Services
Office of Communications, COC



From: PURNAT, Tima

Sent: Wed, 13 Apr 2027 19:11:56 +D000
To: infodemicmanagement
Subject: please circulate in your networks: call for applications for promotion of vaccine

demand to maintain and restore routine immunization and promote COVID-19 vaccination

Dear Colleagues in Immunization, Behavioral Science, Infodemic Management, Digital Health,
Emergency Preparedness, Health Systems Strengthening, Health information Systems, Field
Epidemiclogy, and Public Health,

Phease forward this opportunity to all yvour networks.

Applying learning design experiences from WHO infodemic manager trainings and combining it with
expertise from immunization programmes and partners, this global training is going to be innovative,
challenging and rewarding and your partners will not want to miss it—it will be offered in English and
French!

Call for applicants for comprehensive training for promotion of
vaccine demand to maintain and restore routine immunization and
promote COVID-19 vaccination by leveraging social data, behavioral
insights, infodemic management, service experience and digital
strategies

Online training over 4 weeks during 11 June-07 July 2022
Co-hosted by WHO, UNICEF, US CDC and GAVI
Deadline for application: 8 May 2022 ot 18:00 Geneva Switzeriand time

This training, for the first time, ties together the interrelated threads of infodemic
management, behavioral insights and social data and intervention design into a training and
rostering strategy that addresses country needs now. Trainees will be equipped with the latest
tools, resources and expertise to comprehensively promote vaccine demand, supported by
expertise from WHO, UNICEF, US CDC, GAVI and partners from the Vaccination Demand Hub.
The training will bridge science with extremely practical applications and best practices across
the following:

» Social data and science of vaccine demand

= |mmunization program, preparedness & service strengthening
= Behawviorally-informed public health intervention design

= Digital interventions and infodemic management

* Community engagement



» Science, risk and health communication
= Service experience and delivery improvement

WHO webpage for call for applicants with application instructions: https //www who.int/news-
room/articles-detall/call-for-applicants-for-comprehensive-training-for-promotion-of-vaccine-demand-
to-maintain-and-restore-routine-immunization-and-promote-COVID- 19-vaccination

Social media-friendly versions in English and French:

dy[] 0 Gain skills in applying social data, behavioral insights, digital & infodemic management, and
impraving health service experience

...and help immunize the world! @

w4 Call for applications for

COMPREHENSIVE TRAIMNING

for promotion of vaccine demand to maintain and restore routine immunization and promote COVID-19
vaccination by leveraging social data, behavioral insights, infodemic management, service experience
and digital strategies

& 0L Online training
OF 11 June-07 July 2022

@ Application deadline
X 8 May 2022 at 18:00 Geneva Switzerland time

H Co-sponsored by GAVI, WHO, UNICEF, LS CDC
FREE to selected candidates
€6 Apply now here; hitps,/fTorms gle/ckydAmx¥nBGGITgS

[you will also need this CV template:
https:/f idrv.mswlslALPoc3 Y QwiufgdtNgo9ehwisbmBTiwPe=7PLUICE )

€0 Who Is invited?

W@ Staff currently working at international, national and subnational health system levels, as well as
consultants and academics are invited to apply.

@ People previously trained by WHO, UNICEF, US CDC, GAVI or other immunization program partners
on abovie toplcs are encouraged to apply, as advanced topics and new tools will be covered in this
training.

For any questions, email infodemicmanagement@who.int




&1} Acquérir des compétences dans I'application des données sociales, des informations
comportementaux, la gestion numérique et infodémigue, et 'expérience des services de santé

..et aidez & immuniser le monde | @

Appel & candidatures

POUR UNE FORMATION COMPLETE

pour la promotion de la demande de vaccins afin de maintenir et de rétablir la vaccination systématique
et de promouvair la vaccination COVID-19 en tirant parti des données sociales, des connaissances
comportementales, la gestion infodémiques, 'expérience de service et les stratégies numériques

& 02 Formation en ligne
00 11 juin-07 juillet 2022

@' Date limite de candidature
& 8 mai 2022 & 18h00 heure de Genéve [Suisse)

B Co-organisé par GAVI, I'OMS, 'UNICEF, et le CDC américain
GRATUIT pour les candidats sélectionnés
6 Appliquer maintenant: https:/forms.gle/(i2btiDBSEABCZKDE

(CV au format ci-joint (a télécharger ici
https:/f1drv.ms w5 At Poc3 YOwlulgdwlJERwxtwEDZsc 7 A te=AEvdPT )

.0 Candidatures

@ Les personnes travaillant actuellement au sein des systémes de santé aux niveaux international,
national et infranational, ainsi que les consultants et les universitaires sont invités a postuler.

@ Les personnes précédemment formées par I'OMS, 'UNICEF, le CDC américain, GAVI ou d'autres
partenaires du programme de vaccination sur les sujets ci-dessus sont encouragées d postuler puisgue
des sujets avancés et de nouveaux outils seront couverts dans cette formation.

Pour toute question, envoyez un e-mail & infodemicmanagement @ who.int

Best regards,

Tina



Tina D Purnat

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Emergency Programme (WPE/WHE)

World Health Organization, Geneva, Switzerland

purnatt@who.int | WhatsApo/Signal: [ | v inkedin. com/in/tinadpurnat | @tdpurnat |

Sign up for the WHO infodemic management News Flash: https.//bis ly/flashsubscribe



From: O'NEILL, Rhys John

Sent: Wed, 20 Jul 2022 14:22:23 +0000

Ce: CECCHINI, Sergio

Subject; Public Health Infodemic Trends in ESAR - June 2022
Attachments: Joint Monthly Trends Report_June 2022 docx. pdf

Good morning’ aftermoon evening,
Attached is the Monthly Infodemic Trands in Africa report from June.
Key trends last month were as follows:
Monkeypox
1. Concems over origing, symptoms, remedies, and preventative measures
Routine Vaccinations

2. General concerns regarding HPV, measles, and BCG vaccinations and their side effects
COVID-19

3. Concerns regarding vaccine side effects, child vaccinations, and vaccine “shedding”

Please do not hesitate to sand any questions or feedback that | can assist with, and points of
contact for each contribufing organization can be found on the final page of the report.
Warm regards,

Rhys and the AIRA team



@ somm, @M L CIFRC  unicef@® Colsgiusacmmemem e

e e AP

Public Health Infodemic Trends in ESAR - June 2022

Scope

This report presents operational recommendations based on online and offline community feedbock
trends analysis around COVID-19 ond other key public haalth issues in the East ond Southern African
Region (ESAR) for the month of June 2022, It alms to enable evidence-bosed declsion-making ot
regional and national levels

A key theme reloted 1o Monkeypox remained in social listening and community feedback:
s Concerns over origins, symptoms, remedies, and preventative measures

A key theme reioted to routine vaccinations gained traction In social listening and community feedback:
o General concerns regording HPY, measles, and BCG vaccinations and their side effects

Key themes related to COVID-19 remained in social listening and community feedback:
= Concerns regarding vaccine side effects, child vaccinotions, and vaccine "shedding”™

Key Themes = g o
=9 ity
Monkeypox: crigins, symptoms, remedies, and preventative measures ﬂr_|r e i L
R #¥Te®
Kenya, Mozambigue, South Africa, Tonzania, Uganda, Zimbabwe fé‘]i' 5_5' |
» Some online users in the ESAR region pushed the claim that Monkeypox is not A o
spreading across the globe Some users have stated that there are no cases in r— v

Africa ond the alleged monkeypox outbreak is serving as o new way to discriminate and | g
stigmatize African countries. :

& However, interest in the monkeypox virus rose in the region following the detection of coses in South
Africa. A large part of the content tracked focused on remedies, diagnosis, and spread in the region.

o There was also significant traction for conspiracy claims that the monkeypox outbreak stems from
a laboratory leok from a facility in Migeria that receives USA funding. These claims included
photographs of the “secret loboratories” that have already been reviewed and established as
normal operating facilities with no level of secrecy assigned to their practices.

e Others hove compaored the outbreak to the COVID-19 pandemic and are encouraging Africans not
to buy into the claims of a new disease outbreak. There were also claims that monkeypox was o
side effect of the COVID-19 vaccines,

Recommendations
o Conslstently promote accurate information regarding monkeypox sumptoms, transmission, and
mitigation methods as online communities have expressed confusion about the disease. (Viral Focts
content on monkeypox symptoms and transmission hare and WHO's Q&A sheet hare),
o Historical evidence of monkeypox outbreaks in Africa and globally combined with response efforts
that have mitigoted and eliminated outbreaks in the past should serve as evidence thot this is a real
disease.




Routine Vaccinations: General concerns regarding HPV. measles, and BCG voccinations and their
side effects

Botswana, Kenya, Malawi, Somalia, South Africa
o Online search interest regarding HPY, measles ond BCG vaccines rose through
the month of June, and conversations regording side effects of routine vaccines o
also gained traction,
» Conspirocy claims regording the impact of routine vaccines on children and women's _l .
health were visible in the region; o newly released video from a US anti-vaccine group e J .'{’
brought back old claims that o tetanus vaccine campaign in Kenya was aimed at B~y v
sterilizing young women.
Recommendations
o Encourage caregivers to keep their children up to date with routine vaccination, underlining the
sofety profile of childhood veccines, emphasizing their efficacy, ond oddrassing the dangers of
missing scheduled vaccinations.
o Collect and analyze qualitative dota to inform whether COVID-19 vaccines should be administered
alongside other antigens, at which points of service and for which specific population groups.
o Flag conspiracy claims to social media platforms ond response partners to ensure de amplification
and development of messoges to debunk harmful content.

COVID-19: vaccine side effects, child voccinations, and vaccine “shedding”

Botswana, Kenya, South Africa, Uganda

= Misinformation targeting the COVID-19 voccine brand, Pfizer, was prevalent
through the month of June, as comparisons were made between countries with high
wvaccine rates and high monkeypox coses in Europe and North America. This served
as validation for some online users to continue to reject COVID-12 vaccination. .

» Concerns regarding COVID-19 vaccination for children remain persistent, particularly ey
in relation to rollout in schools and parental consent. People also remain skeptical about how
necessary it is to voccinate children or whether it's o way for phormaceutical companies to moke
money. Other conversations regarding voccine safety for children and young people were fueled in
part by conspiracy claims that the job couses infertility ond cardiovascular issues.

# ‘Vaccine “shedding™ misinformation shifted in June to conversations regarding the ability for
COVID-19 to be sexvally transmitted to unvoccinated individuals that have come into contact with
individuals that were vaccinated within a three week period,

Recommendations
o Share the message that serious health events following vaccination are rarely caoused by the
vaccine, and that reports of side effects ore taoken seriously ond thoroughly investigoted.
o Build literacy on how pediatric vaccines are tested to reassure parents that approved vaccines

are sofe for children, (Viral Facts link here)(wWHO's Sclence in 5 video on COVID-19 vaccines and
chibdren’



o Disseminate locolized evidence showing that severe side effects following vaccination are rare
and that vaccines are safe. (Viral Facts link here)

Methodology

The report is bosed on online social listening feedback from UNICEF ESARD and AIRA, online and offline
community feedbock provided by a partner network thot contributes to the ESAR RCCE Community
Feedbock Sub-Working Group, and rodio listening feedbock from UN Global Pulse. Monitored online
channels include Facebook, Twitter, Instagram, digital news, and WhatsApp messages forwarded to the
researchers. Online and offiine information is olso obtoined through the feedback form thot RCCE
partners fill out on o monthly basis and can be collected from portner feedback mechanisms including
hotlines, community meetings, community feedbaock via volunteers, and partner staff. Currently, rodio
oudio data is collected from five radio stations in South Africa by UN Global Pulse. For eoch trend, the
report specifies the countries in which relevant content was tracked. This information moy nonetheless
be circuloting in other Africon countries not mentioned in this report.

Repart Focal Points

Afrfca infodemic Allflance (ANRA) « UIN Global Pulse « African Field Epidemiology Network (AFENET) +
BCCE ESAR Community Feedboack Group « RCCE Collective Service ESAR « DINICEF ESAR




From: PURNAT, Tima

Sent: Fri, 18 Nov 2022 14:31:04 +0000

To: Voegeli, Chris (CDC/DDID/NCIRD/1SD)

Subject; Question about ethics in social listening and infodemic management
Attachments: Draft concept note ethics and infodemic management_3March2022 docx
Dear Chris,

We are about to convene an ethics panel to produce the first WHO guidance on social listening
and infodemic management.

We will have equal representation of ethicists who work with WHO, and also people who can
speak to IM practice and public health. | attach draft concept note for this.

We would like to know whether your line manager would be interested in taking part? |
remember you said he is chief scientist for your division and we think he could bring good
points to discussion, especially when practical considerations are being drafted.

The time commitment would be about 10 2-hour zoom meetings over the next 6 months. First
meeting would be on 12 Dec, so, very soon.

Sorry for short notice - we've been waiting in stalemate on this for most of the year, and now
it's moving quickly overnight.

Please let me know if we should send an invite for your boss to consider, or whether we should
take a, pass. BTW, | would need the name and email, if yes :}

Invitations are going out on Tuesday, 50 we can receive responses one way or another before
the meeting.

Thanks for considering this.

Kindest regards,

Tina

Sent from my maobile. Sorry for brevity and typos.



WHO Panel of Experts on Ethical considerations in Infodemic Management and Social Listening

What is the problem?

Any successful response to an infodemic requires robust social listening, which is a method for
identifying people’s questions, narratives of concern, confusion, information woids and circulating health
misinformation where there is a lack of reliable health information. These insights are then used to
inform actions for addressing the infodemic. In the context of infodemic management [IM), social
listening includes both online and offline data collection, including but not limited to data from social
media. Data gleaned from social media platforms are being used in a number ways to identify and
understand outbreaks, geographic and demographic trends, networks, sentiment and behavioural
responses o public health emergencies. Offline data collection may include rapid surveys, townhalls, or
interviews with people in vulnerable groups, communities of focus and specific populations.

These activities present unresolved ethical challenges related to purpose, legitimacy, user privacy and
consent, as well as those related to the way in which such data may be processed and used, for example
to profile groups or to feed automated predictive algorithms. Currently there is no international
consensus on minimum ethical requirements for IM activities including social listening and wide
variation in practice. WHO is in a pood position to develop a framework and guideline that may gain
widespread acceptance. This proposed convening targets ethical considerations associated with social
listening in all WHO regions.

Background

The consequences of pandemics and other public health emergencies call for the effective use of data-
driven response. Experience of using novel forms of data derived from people's interactions with online
resources is growing and people’s behaviour on social media platforms is increasingly being used by
public health programmes. In the context of disease surveillance, this form of data mining may look for
key words related to symptoms, treatments, geographic clusters or sentiment, to examine trends
indicative of disease incidence and spread. It may also be used to investigate social and behavioural
influences, such as in determining the sources and spread of misinformation, or evaluating its effects on
behaviours such as vaccine uptake. Sophisticated multi-source platforms, mainly used by the marketing
industry, also allow for more ambitious data analytics, providing early-warning systems or indications of
social contagion, While much social listening still takes place with conventional quantitative/descriptive
methods [supplemented by qualitative/interpretive methods), advances in Al/machine learning offer
patential to make earlier and more precise predictions, and to inform response based on signals mot
normally obvious to human beings or statisticians,

There are also other types of non-social media data sources increasingly being used to inform 1M
activities, including novel forms of offline data {e.g., mobility data) or health system data sources (e.g.,
hatline call logs). Furthermore, offline data collection methods that have traditionally been used in other
related fields, such as surveys or participatory methods developed in social sciences, are being applied
to assess and manage the impact of infodemics,



While these types of social listening activities offer advantages in terms of forming real-world insights
about disease trends, societal responses, and influences, and while much of the data is already in the
public domain, the data may be 'dirty” and unreliable as it may deal with sensitive information normally
protected under law. The increasing dependency of social listening on proprietary data mining platforms
designed for the advertising and marketing industry is also raising ethical challenges, related to
uncertainty over data control, commercialisation, transparency, accountability and the ‘common good’.
Moreover, users may feel differently to researchers or governments about the legitimacy of the data
mining or its use for informing policy or seeding behavioral interventions, Likewise, there can be a fine
line between academic research and public health practice, each of which are expected to work within
different ethical guidelines and parameters, Beyond the use of online data, it also remains unclear how
rigorously ethical guidelines are being followed for offline data collection used in IM. These questions
present unresolved challenges for the field.

Purpose of the expert panel

WHO will convene a group of experts who will deliberate on ethical considerations of 1M, with a
particular focus on social listening. The objective of the panel will be to reach a consensus about ethical
principles or requirements for social listening and other related IM activities and deliver a set of
evidence-informed recommendations for governments and researchers so that they can undertake such
activities in ways that meet ethical standards.,

Potential questions to be discussed by the panel

= What minimum ethical requirements or principles should be recommended moving forward for
social listening in IM, including considerations for;
o Data collection (e.g., user privacy, consent, data control, dependence on commercial
marketing tools)
o Application of social listening insights to develop behavioral interventions or inform
public health and social measures (PHSM)
# What should be the roles of a health authority in ethically conducting social lstening for IM,
within the context of whole of government emergency response?
# |nwhat ways should ethical principles of IM in public health practice be different from that of
research?

Special considerations for vulnerable and at-risk populations (secandary questions ta be answered]

= What are the ethical considerations for conducting social listening inffor vulnerable and at-risk
populations, especially in fragile contexts e.g., humanitarian emergencies?

= What are the ethical considerations for making recommendations for action based on scarce
data due to language barriers or limitations [e.g., social media data skewed towards widely
spoken languages)?



*  What are the existing and emerging ethical issues in social listening?
# What are the existing and emerging ethical issues in IM intervention design and implementation
informed by sccial listening?
= 'What is currently being done to address these issues? What ethical guidelines or standard
practices currently exist, if any?
& ‘What aspects of ethical standards developed in other related fields are applicable to social
listening in IM7?

Expected deliverables

#  Primary deliverable of the panel
o A written report that details how the panel was formed, what questions were discussed

in each meeting, and the outcomes of discussions

# Secondary deliverables (to be produced by IM team)

An ethical framewark, principles, or guidelines written for infodemic managers and

O

2

Profiles of experts to be invited [tentative list from infodemic management perspectives, to be

researchers
A policy brief

An Open Access slide deck or animated video that may be used in the WHO Infodemic
Managers training course and more broadly
An academic paper

complemented by suggestions of the Ethics Unit)

Expertise or | Name | Institution Title Email
field of focus
Data, digital | Claudia University of Senior lecturer in claudia.paghan@ed.ac.uk
or Al ethics Pagliari Edinburgh primary care and
informatics

Eleonore UM University senicr researcher i m

Fournier- Institute in Matau

Tomb

Commen The Gearge senior research fellow n rgeimsti in

John Institute for Global

Health, India

Disease Dimitri Us ChC Deputy Director for hjtl@cde, gov
surveillance | Prybylski Science and Program,
and Global Immunization
epidemiology Division




' 1sabella Brazilian Vice-president
Ballalai Immunization
Society
Health and Agnes University of Vice Chancellor
gender Binagwaho Global Health
equity Equity, Rwanda
Ana Lorena Center of Studies | Research and learning = Ana.Lorena.Ruano@uib.no
Ruano for Governance coordinator
and Equity in
Health Systems,
Guatemala
Qualitative Terri Senft Macquarie Senior lecturer Terr senft@mg.edu.ay
and University,
quantitative Australia
methodsin | Timothy K University of Associate Adjunct tmackey@ucsd.edu
social media | Mackey California, San Professor
research Diego
David Scales Weill Cornell Assistant Professor of david.scales@aya.yale.cdu
Medicine Medicine
Civil society | Santi Indra Mafindo (fact- Head of Researchand [ @2mail.com
and Astuti checking Development
community- organization based | Committee
based in Indonesia)
organizations | Lee Mwiti Africa Check (fact- | Chief Editor in South info@africacheck.org
checking Africa
organization *was unable to find persanal

working across
Africa)

email address

Key references

1. WHO public health research agenda for managing infodemics:
https://www.who.int/publications/i/item/9789240019508

2. Association of Internet Reearchers: Ethics guides, https://aoir.org/ethics/

3. Ferretti A, lenca M, Sheehan M, Blasimme A, Dove ES, Farsides B, Friesen P, Kahn J, Karlen W,
Kleist P, Liao SM. Ethics review of big data research: What should stay and what should be
relormed? BMC medtcal ethscs 2021 Dec 2241) 1-3.




From: ISHIZUMI, Atsuyoshi

Sent: Wed, 5 Apr 2022 11:17:10 +0000

To: Hanh Vu Hong; Gabrielle Schittecatte; John Kinsman
(john.kinsman@ecdc.europa.eu)

Cc: PURNAT, Tina; Wilhelm, Elisabeth (CDC/DDPHSIS/CGH/GID); Voegeli,

Christopher [COC/DDID/NCIRDSOD); Quartarone, Richard (COC/DDID/NCIRDSIZD); Yee, Daiva
(CDC/DDPHSIS/CGH/GID)

Subject: RCA and rapid generation of infedemic insights

Attachments; 2_Day3_Al_IM workshop_RCA_final.pptx

Hi John, Gabrielle, and Hanh,
As discussed, | am sharing with you an introductory PPT deck describing RCASrapid generation of

infodemic insights. And here’s the link to the RCA package on US CDC's website, including data collection
tools, There are also guides for conducting RCA with special populations, which may be of interest,

I am also copying US COC colleagues who are experts in this area, who can perhaps provide additional
resources. Daiva is a member of the Demand for Immunization Team and is currently working with
refugees in Thailand. Richard leads state and jurisdictional support for the domestic immunization
program, Chris has been the lead of the insights unit that produces state of vaccine confidence insights
reports. And | think you already know Lis.

@U5 CDC colleagues

For your context, Tina and | had a meeting this moming with colleagues from ECDC and they expressed
interest in learning about RCA as they are currently working with Ukrainian refugees in Poland. Given
vour expertise and experience with RCA, we thought it would be good to connect you guys.

Thank you!

Kind regards,
Atsu

Atsuyoshi [Atsu) Ishizurmi

Technical Officer | Infodemic Management Team

High impact Events Preparedness Unit, Department of Epidemic and Pandemic Preparedness and Preventhon
Division of Emergency Preparedness, World Health Organization, Geneva HOL Switberland



How to generate rapid insights to inform
infodemic management interventions

Atsuyoshi IshizumiTechnical Officer, Infodemic Management TeamUnit for High Impact Events

Preparedness, Department of Epidemic and Pandemic Preparedness and Prevention, WHO 7-10 March
2022

(@)oo EPLWIN  infodemic



In infodemic management, we need an approach for rapidly
developing interventions that are also evidence-based

Core principles:Define and better understand your target population by challenging the
assumptions you may have about themConduct integrated infodemic insights analysis by
identifying epidemiological, information ecosystem, and social and behavioral data beyond social
media analytics (most available behavioral data are too old and not segmented enough to inform
interventions in a particular population of focus)Quickly design data-driven interventions and
adapt to changing needs and situations in communities of focus during a health emergency

Ensure interventions are informed with current data, even if imperfect: To address public health challenges such as demand for vaccines or adherence to masking,
we must understand what the population’s behaviors, attitudes and infodemic influences are now, to develop interventions that address these now.

e
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5 Steps to Rapid Community Assessment to inform
infodemic management interventions

1. Identify objectives, at-risk populations or communities of focusPlan
for the assessmentCollect and analyze data, review existing
evidenceReport findings and identify solutionsEvaluate efforts



Step 1

|dentify
objectives and
populations of
focus

Formulate objective(s) as a
ﬂuesﬂon

ow are misinformation, information overload, or
information voids influencing alternative treatment
perceptions among the elderly in Town A/in home-based
care?What are the social and behavioral determinants of
PHSM adherence among vulnerable populations or
communities of focus in Town B/attending announced mass
gathering event and how does the infodemic contribute to
them?How can communications, infodemic management
and behavioral strategies for increasing vaccine uptake
among the youth in Town C/in specific online community be
tailored based on their needs?



Step 2

Plan for the
assessment

Secure key stakeholder

support
Consider asking these 3 key questionsWho is requesting or

commissioning this assessment? (Often the Ministry of
Health.)Who are you collecting data from? (not merely the
community of focus, but also from other available data sources
in and outside health system)Who can act on insights and
recommendations from your assessment? (effective
interventions will address multiple pain points and will take the
form of communication, health programme and other
interventions).Stakeholders can include but are not limited
to:Members of community of focusMinistry of Health, Institute of
Public HealthProvince or local health departmentsinternational
organizations and partners (e.g., WHO, UNICEF)Leaders of
local health systems, hospitals, and clinicsTrusted messengers
where people work, live, play, pray, learn and gather, such as
faith-based organizations or religious leaders, and other relevant



Step 2

Plan for the
assessment

Form an interdisciplinary

insights team
Experts with varied skills can facilitate data collection

and strengthen integrated analysis — for example, the
skills needed in the team can include:Infodemic
manager with experience in social listening, both online
and offlineSocial or behavioral scientist with fieldwork
experienceHealth communication specialist who has
worked with vulnerable or at-risk populationsHealth
education specialist who has worked in health
promotion with segmented populationsEpidemiologist
who understands disease situation (e.g., distribution,
determinants) in target populationMember of
community-based organization who speaks the local
language and understands cultural nuances in the
community of focus

The insights team must include experts that speak the local languages.



Step 2

Plan for the
assessment

Choose assessment methods

based on time and resources

Consider these factors when choosing
methodsAvailable budgetAvailable timeAvailable
staffExpected or desired timelineWhat data sources
are already available and up-to-dateExisting
partnerships or links to communitiesForm a plan based
on above prior to data collection to avoid duplicating
data that already exist



Step 3

Collect and
analyze data,
review existing
evidence

Perform integrated analysis

continually and iteratively

Remember the principles of integrated
analysisTriangulate data sources as much as
possibleBring multiple perspectives by allowing
assessment team members to discuss and interpret
data in a group settingAs you collect data, continue to
analyze and interpret data on a daily basislterative
analysis can help you guide or improve your data
collection as it happens, and expedite the entire
assessment process

For example: in a 5-day participatory data collection, perform
iterative integrated insights analysis every evening.



Step 4

Report findings
and identify
solutions

Suggest action-oriented

solutions in your report

A report should include at minimum the
followingAssessment objectivesTarget
populationMethods or data sources usedKey
findingsProposed solutionsProposed solutions and
interventions must recommend actionable and
accountable follow-up:What should be done and
howWho is best suited to follow up on and/or
implement suggested actions points



How to identify actionable solutions: tips
and example

ldentify solutions by answering strategic questionsWhat are the
main barriers affecting your target population’s willingness or ability
to adopt a health behavior?What, if anything, is already being done
to address these barriers? How effective are they and where the
room to improve”?Which issues can be more easily and quickly
addressed than others?Example: misinformation about vaccine
safety among mothersFinding: Key informant interviews with HCW
and listening sessions with young mothers suggested that there are
vaccine safety concerns around infertility, which have been
amplified by misinformationSolution: Work with OB-GYN and other
HCW who serve young women to improve their interpersonal
communication skills when talking to mothers who have been
exposed to misinformation; seek partnership with OB-GYN
professional associations to support in this effort




Step 5

Ground your insights and

recommendations in data and
‘rapid” assessment, your efforts should be
informed with relevant and current data as in anything
else we do in infodemic management.Consider
Eval Uateeﬁorts answering these questions, if necessary, by checking

back in with your target population:Have you achieved
your primary objective(s)?Are there new challenges to
understand among your target population?Are additional
assessments be needed either with the same population
or different populations?



References

WHO infodemic manager training: Infodemic manager's intervention
toolboxWHO infodemic manager's training: Key takeaways for
iInfodemic managers and managers of infodemic managersUS CDC:
How to Conduct a Rapid Community Assessment (Principles adapted

to infodemic management from tool to develop evidence-based
interventions to remove barriers to enacting health behaviors for
iImmunization: Rapid Community Assessment, US CDC, which was
adapted from behaviorally-informed WHO Europe TIP tool.)




Thank you!Stay tuned for a tool-kit that WHO
will be releasing soon for infodemic
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From: PURNAT, Tina
Sent: Thu, 25 May 2023 13:46:02 +0000
To: Voegeli, Chris (CDC/DDID/NCIRD/ISD)

Subject: Reference check for [ IEEN

Dear Chris,

I am writing to you to request a letter of reference for || o is being considered
for a P3 position of an infodemic manager in my team, The pesition she is being considered for will focus
on implementation of the WHO research agenda for managing infodemics and responding to health
misinformation, and development of practical tools and training materials for people fulfilling the
functions of infodemic management in the field. This position will alsc support coordination and
development of working relationships with partners and WHO regional and country offices.

I would appreciate your feedback on her suitability for the role, and also any other comments in relation
to her work in a multicultural, multidisciplinary setting that requires tact and stakeholder management.

Thank you so much for returning your comments to me as soon as possible, at latest by 2 June EOB or
earlier if possible.

Best regards,

Tina

Tina D Purnat (she/her)

Team Lead for Infodemic Management

High Impact Events Preparedness Unit

Department for Epidemic and Pandemic Preparedness and Prevention (EPP)
Preparedness Division, WHO Health Emergencies Programme (WPE/WHE)
World Health Organization, Geneva, Switzerland

purnatt@who int | WhatsApp/Signal:
Unkedin profile | Google Scholar profie | @tdpumat |

Sign up for the WHO infodemic management News Flash: https-//bit ly/flashsubscribe




From: Wilhelm, Elisabeth

Sent: Tue, 6 Jun 2023 11:42:18 +0200

To: Elisabeth Wilhelm

Subject: Reminder about teday's (optional) information sessions on infodemic stories
project + consent forms

Attachments: Infodemic story evaluation project consent form.pdf

Dear Colleagues,

Thanks for your interest in the infodemic stories project! | am so grateful that you will be
able to contribute your expertise and experience o this unique participatory evaluation
project. This is a reminder that today we have two thirty-minute optional information
sessions about the project, with links to join on Zoom below:

» Session A: Tuesday, June 6 at 7-7:30 AM EST (for Asia/ME/Europe/Africa)
[click here to add to calendar and join]

e Session B: Tuesday, June 6 at 12:30-1 PM EST (for Americas/Europe/Africa) [click
here to add to calendar and join]

If you can't make it, don't worry, it will be recorded and we will share the link fo
the recorded video with you, as well as key messages and next steps after both

sessions today.

Additionally, if you have not yet returned your consent form (thank you for those who
have), it is due today at 11:598 PM EST today, so please review, sign and email me back
to be invited to the focus group discussions. | have reattached it here for quick
reference.

| am also easily contactable on WhatsApp at [l s p'ease send me a
message if you have any last minute questions or experience technical difficulties.

Please don't hesitate to email me back if you have any further questions.

Warm regards,
Elisabeth Wilhelm

Visiting Fellow, Information Futures Lab
School of Public Health, Brown University
htips://sites.brown.edu/informationfutures/fellows-program-2022-23/




BROWN UNIVERSITY
COMNSENT FOR RESEARCH PARTICIPATION

Community evaluation of stories of change by people working on the frontlines of the COVID-19
infodemic
May 25, 2023

HKEY INFORMATION:

You are invited to join a focus group discussion, organized by the Brown University Information Futures
Lab (IFL), School of Public Health, in partmership with the Infodemic Management Team in the WHO
Health Emergencies section at the World Health Organization (WHO), on stories shared by people
working in health misinformation or infodemic management during the COVID-19 pandemic, Youwr

participation is voluntary.

PURPOSE: The purpose is for focus group participants to read, analyze and discuss the stories and choose
the stories that best represent the experiences of people working in infodemic management. The
information learned in this focus group will inform a report on themes of the analyzed stories and
include recommendations to help health authorities better prepare for the next emergency and the
accompanying infodemic, and better support the people doing infodemic management work,

PROCEDURES:

As part of this project, you will be invited into a focus group discussion lasting up to 2 hours with 6-8
other people virtually on an online video conferencing platform. Before you join, you will receive some
reading materials to review that will be discussed in the focus group, which has an estimated time
commitment of 2 hours to complete, The discussion will be held in English and moderated by a skilled
facilitator and assisted by notetakers. An interactive digital whiteboard will be used to help participants
organize their thoughts and help them reach consensus, The discussion will also be audio recorded for
reference.

TIME INVOLVED: The study will take an estimated 4 hours of your time.
COMPENSATION: You will receive $100 for your time.
RISKS: No risks are anticipated for participants beyond what you may experience from a typical

conversation.

BEMEFITS: By participating, you may benefit from sharing your own experiences of the COVID-19
infodemic and learn about how to conduct a group analysis of stories as a participatory methed that can
be used for other infodernic projects in the future,



ALTERMATIVES TO PARTICIPATION: Outcamies of the discussions and project will be shared in (2 of 2023
with the public in an online webinar, which you are welcome to join.

1. Researcher;
Elisabeth Wilhelm [elisabeth_wilhelm@brown. edu)

What is this study about?

The purpose of the study is to conduct a participatory evaluation of 68 global stories about health
misinformation that were submitted as part of a World Health Organization (WHO) storytelling waorkshop
im 2022 and use learnings 1o inform a lessons learned document for WHO and for health authorities
wishing to strengthen infodemic management preparedness. The rationale for conducting this
participatory evaluation is to understand the experiences of people who have been addressing health
misinformation and infodemic-related issues in the time of COVID-19 globally, with a focus on those
warking in emergency response structures, health systems, front lines of health service delivery and
health-focused civil society organizations. This analysis would help us identify common experiences,
challenges, gaps and opportunities of infodemic managers globally —and how health systems have
changed and adapted through a concurrent infodemic and pandemic.

You are being asked to be in this study because you are an adult over the age of 18 and have been
imvolved in the WHO infodemic management community and have availability an adeguate internet
access to participate in the focus group discussion.

What will | be asked to do?

You will be asked to join a focus group to discuss the stories that yvou had previously received about how
the COVID-19 infodemic has impacted people working as infodemic managers persanally and
professionally. You will then discuss the stories that other participants have read and help thematically
analyze and sort the stories and choose a small number of stories that best present the challenges and
experiences of the community described in the stories, You may choose to withdraw from the focus

graup at any time.
Your participation in this study may last up to 4 hours.

r Will | be paid?

¥ou will be compensated 5100 USD in form of a gift card for your time and effort in this focus group
discussion.



What are the risks?
Mo risks are anticipated for participants beyond what you may experience from a typical conversation,
What are the benefits?

By participating, you may benefit from sharing your own experiences of the COVID-19 infodemic and
learn about how to conduct a group analysis of stories as a participatory method that can be used for
other infodemic projects in the future,

3. How will my information be protected?

All focus group participants will be given access to the virtual web conferencing link which is
password-protected.

During the focus group discussion, all responses will be kept confidential and notetakers will record the
flow of discussion and what topics are discussed, but will not attribute specific quotes to specific people.
The overall summary of discussions will be included in the final report that would be published after the
discussions have concluded. An audio recording of the focus group discussion will be made to aid note
takers in checking their notes, but it will be deleted after the conclusion of this project.

We ask that all people who choose to participate, including you, to respect the privacy of other focus
Eroup participants and not disclose any of the content discussed during the focus group. Researchers
from Brown University will analyze the data from the discussions, but as mentioned above, responses
will not be attributable to individuals and only broad themes emanating from the discussion will be
included in the final repaort,

With your permission, you will be acknowledged in the final report as a contributor in the focus group,
OF You can choose Lo remain anonymous,

All data assoclated with this activity will be stored on secure, password-protected servers administered
by Brawn University.

4. Arethere any alternatives to this study?

Qutcomes of the discussions and project will be shared in 02 of 2023 with the public in an online
wehinar, which you are welcome bto join.

What if | want to stop?



You do not have to be in this study if you do not want to be, Even if you decide to be in this study, you
can change your mind and stop at any time.

If you refuse to participate in or leave the study, your current or future relationship with Brown
University will not be affected,

5. Whao can | talk to if | have questions about this study?
If you have any guestions about your participation in this study, you can call Elisabath Wilhelm at (+1
470.316.4912) or email Elisabeth_wilhelm@brown.edu

B. Who can | talk to if | have questions a
If you have questions about your rights as a research participant, you can contact Brown University's
Human Research Protection Program at +1 401-863-3050 or email them at IRE@Brown.edu,

7. Conzent to Participate
Your signature below shows that you have read and understood the information in this document, and
that you agree to volunteer as a research participant for this study.

You will be offered a copy of this form.

Participant's Signature and Date ! PRINTED NAME




From: NIKISINS, Sergejs

Sent: Wed, 21 Aug 2024 06:56:32 +0000

To: David Scales; Thomas Abraham; Christine Cool; TULLOCH, Olivia; iballalai;
thomas; Keenan Duggal; Romer, Dan; David Scales; James (Jim) Duggan; jim.duggan@nuigalway.ie;
Duggan, James; MACHINGAIDZE, Chiedza; External Partner - alawaidy, salah; MORAN, Thomas; VON
HARBOU, Kal; HERAUD, Jean-michel; TAM, John SL [ABCT]; Voegell, Chris (CDC/10D/OC); Constanze
Rossmann

Subject: Reminder: Stream 5B - TC-8 (21 August)

Attachments: Stream5B_Minutes_Meeting7 _August15th_SNK.docx

CAUTION: This email originated from outside of the organization. Do not click links or open
attachments uniless you recognize the sender and know the content is safe.

Dear Colleagues,

This is a quick reminder to connect TODAY to the Stream #6 (Ex-58) TC-8. Join the meetinghere

Slides of today’'s meeting are available here: @2024@-21 SSB-TC8 Prioritization.pptx

Minutes of the previous TC are attached and are available via the link@3
StreamSB Minutes Meeting7 August1Sth SNK.docx

If you haven't done so, please register for the Zoom connection to the Geneva Stream Leads
meeting next week (in a listen-in mode only)

https://who.zoom.us/meeting/register/ticodeisrTAuHtS2Y-Jge6vrvQ93RMYS55qgb
Kind regards,

Sergejs

Microsoft Teams
Join the meeting now

veeting 10 [

Passcode:

Dear Colleagues, Stream-5B members,

We are pleased to invite you to attend TC of the Expert group on influenza research agenda
review - Stream 5: Promoting the development and application of modern public health tools
(Sub-stream 5B: Social Media Tools and Risk Communication)

The meeting time is 3 pm CET (Geneva, Switzerland).

If your Outlook doesn't support the time function, please double-check your calendars



Please assess all relevant documents on WHO Teams Channel WHO PUBLIC HEALTH
RESEARCH AGENDA FOR INFLUENZA - 2024 UPDATE | Stream 5B Channel | Microsoft
Teams

Let us know if you have any access issucs.

Kind regards,

John, Jean-Michel, Sergejs

Microsoft Teams ncec rei?

Join the meeting now

Meetno 10 (NG
Passwcu-

Join on a video conferencing device

et cc
video 10 N

More info

For organizers: Meeting options




WHO PUBLIC HEALTH RESEARCH AGENDA FOR INFLUENZA - 2024 UPDATE

STREAM 6: Risk communication, community engagement & infodemic management

WHO MS Teams Channel WHO PUBLIC HEALTH RESEARCH AGENDA FOR
INFLUENZA - 2024 UUPDATE | Stream 5B Channel | Microsoft Teams

T*TC ! 15 August 2024

Attended: Thomas Abraham, Keenan Duggal, Daniel Romer, lohn Tam, Sergejs Nikisins,
Isabella Ballalai, Jean-Michel Heraud, Chrs Voegel

Chair: Thomas Abraham
Rapporteur: Keenan Duggal

The meeting recording is available vio the Link,
Agenda

= Work through the Google document to familiarize the group with what we have so far and
continue the process of revising/adding/removing research recommendations,

Mlinutes

Big picture discussion points:
- Discussion to shift group structure from Sub-stream 3B to an entirely new Stream 6
o The consensus appears to be that we should make this shifi
Considerations for when we present to the larger task force:
o We will need to explain the rationale and intended focus for cach new
recommendation and for departures from the 2017 recommendations,
o Specifically, we ought to emphasize LLMICs as settings requiring further
research
- On the matter of how specific vs. generalizable, our recommendations should be:
o We should look at principles that apply across the board and then look if there
are potential variations in LLMICs or for influenza that require specification
= Mot just LLMIC context-specific but also community-specific (micro-
level analyscs).
o Consensus: recommendations should be generalizable with disclaimers of the
need 1o analyvze what 15 unigue about different contexis.

Line-by-line discussion of research recommendations:

- $i3
o How broad should we be?
=  Answer: we can be broad for some (e.g., for 1.1). and specific for others
{e.g., vaccination uptake)

- L&



o Longiudinal studies are needed, not just one baseline study
= Explicitly add phrasing “longitudinal.”

o Stratify by high income and LLMICs

- New recommendation:
o Analyrze how different community engagement frameworks facilitated risk
communication during the COVID-19 pandemic?
=  We could potentially combine this with 1.67
*  There are currently no questions in our document about the types of
community engagement that effectively inform nsk communication.

o Lots of people don’t like vaccines in general — this isn't necessarily influenza-
vaccine specific?
o Expand to include misinformation pertaining to prevention and treatment
o This recommendation is likely highly context-specific:
= High trust in vaccines in Brazil
* The population of Brazil largely wanted to be vaccinated during
Covid-19
=  Korea: vaccination rate is close to 90% for all vaccines
s Level of trust
s  Communication targeted towards trust in medical professionals
= Costis important in decision-making

- A&
o We should explicitly label the focus here on the Covid-19 pandemic
- 24

o The focus of this recommendation does not just have 1o be on social media
=  Misinformation is also picked up by other platforms (e.g., podeasts,
newsleners, mass media)

Action Poinfs

- The group to continue to providing feedback on rescarch recommendations before the next
meeting (ideally within the next two days).
Keenan and Thomas to provide a more formalized drafi for review at the next meeting.

End of Minutes



From: MACHIRI, Sandra

Sent: Wed, 27 Nov 2024 22:05:10 +0000

To: Voegeli, Chris (CDC/OD/OC)

Subject: Request for Review of Your Case Study in Ethics Guidance Document
Attachments: Ethics of SLIM_WHO Guidance final_MASTER - edited with queries clean.docx,

Case example - COC.docx

CAUTION: This email originated from outside of the organization. Do not click links or open
attachments unless you recognize the sender and know the content is safe.

Dear Chris,
I hope this email finds vou well.

I am reaching out to request your review of the case study you authored late last year, which is
included on page 40 of the edited Ethics Guidance document (attached). It has been a long
process to reach this stage, resulting in some delays, but we are now steadily approaching the
publication phase.

As part of the editing process, we have shortened the text, and we Kindly request your support in
reviewing this summarized version, Your perspective as the original author is essential to ensure
that the content remains accurate and reflects your insights and intentions. Also attached is the
original text that you shared with us for your reference. We need to add your name to the
acknowledgements scction, kindly share the correct affiliation as it should reflect.

Please let us know if there are any updates, revisions, or additional points you would like us to
incorporate by the 2™ of December. Your feedback will be invaluable in helping us finalize this
section.

Thank you for your time and expertise. We greatly value your contributions and look forward to
your input.

Happy Thanksgiving.
Best regards,

Sandra Varaidzo Machiri

Technical Officer for Infodemic Management
Community Readiness and Resilience Unit,
Country Readiness Strengthening Department,
WHO Health Emergency Program

World Health Organization, Geneva, Switzerland

machiis@wha.int | WhatsApe/sicno' IS | AN

Sign up for the WHO infodemic management News Flash: https://bit.ly/flashsubscribe



Ethical considerations for social listening in
infodemic management for public health
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WHO guidance
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Executive summary

»  This document provides etiical guidance for governments, ministries, departments, agencies,
ceganititices and Indedduzal ergaging in social iitering for infodemi mansgement practices in
preparation for, and duning and altoer, ulé health seents of pulbks hoalth emargendies,

e [elodemic managemenl iy addnessing the spread of overahilming heslth infarmation during
acute health everis of public heaith eenerponcies. it focses on reducing misinonmation and
bruilding trast in beatth authorities, and ensuring consistent public health messaging to prevent
confusion and harmiul bebawiowrs,

s  Spoiad listening refers to the regular and systematic aggregation, filkening and monitarning of
conyersationd and public discourse from a combination of sowrces, indluding traditional media,
digital madia and olker alfline and online wources of infarmation representing dilferent
populations and peographies. Social listening peowides irdights that can inloem evidence-based
interventions for cusent, or potential, public health emergencies.

s Socia listening has a onucial role in identifying commanity values and the beleds, guestions and
concenns present in communities. Data gatheved from social listening provide additional evidence
1o allow infonmad decisicrs and refommendations b B made te addeess heahh misinformation,
disanloarnation, infarmation volds and ather critecal sues that ane related to recoemmended public
heeadth information for action.

= Although they are useful acthithes, soclal Rszening and infedemic managemrent comae with risks,
Including: human rights wiolations, potential harm to populations in vulnerable situations, evosion of
Erust in health institulsans, peivacy bresches snd misuse of dats. Ta belp sddredss these challenges,
this dapument wﬂ!ﬂﬂmﬂﬂmiﬂﬁﬂ'rﬂiﬂﬂiﬂm rEspnngilbie and ethical wocial
listening and infodemic managemant practices.

&  The documant covers Technical definitions of terms, ethical challenges in infodemic management
and social listening, alignmant with human rightt, substantive and procedural ethical principles and
practical gusdsnce for trarslsting these principled into real-woeld practice.

& This dooumaent is intended for 2 broad audience, which includes regulators, governments,
minisbries af health, public health officials, heshh care providers, national and international
COEANEERIGAS, professionsd sofieties, tech comganies, (emmunity hader, resesrchers, M-
checking organizations, imfluencers and all stakeholders performing infodemic management, social
listening practices and generating infodemic insights.

Aims and scope of the document

This guidance documaent has been developed by ibe World Health Organization (WHOY to guide
govermments, crganizations and individuals seeling advice on how to ethically engage in soclal Bstening as
pant of infadermic sssesimaent and miligation strateging, in concardance with the pralection of gnd reipect
$or human AL, in preparatin Torn, during and afer poblc hialth emssgencies, In the cantes of public
healih, social listening is the process of istening 1o and analysing conversations and namatives. It entails
the capture and analysis of data from diverse sources to vnderstand the conversations, feelings, attitudes,
krcrwledpe, beliefs and ntentions of populations and commurities with respect to health risks [e.g. disesdie
autbrpaks) and mitigating factars, a8 well ag the scatic evidance and governmant poligios sumsunding
them. These data have a range of sources, including health systems, spidemiological data, socobehavioural
or sconomic studies, traditional medsa and data generated by users of digital and social media platforma.
The mast common spplication of socisl listening as part of infodemic management is to penarate nfodemic
ErEights Thal Semmadite 8 COmMMUnRyY's QuEslions, Conoirs ani IHHHU“W’IHHW#TH"H“ wiith can
heip to inform appropriste, sersitive, proportonate and efiective interventions {Fig. 1),
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Sotial Bstendng. infodemic imsights generation and infodemic management practices present several
mparant ethical chilenges highlighted in this guidance document. The gusdence datument ullines the
importance of respecting ethical standards for conducting social lstening and infodemic insights generation
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This guidance document presents an ethical framesork B0 guide wocial lntening practices io penérate
rsights on infodemics Althouwgh 1k i egpedially relevant in (he corlest of beaith gmergenties, this
gusdance also applies to ather, related, contewrts, such a5 preparedmess Tor beaith emengencies, presaention,
capacity-building and recovery. This guidanoe document prosides practical recommendations to nefevand ) ) -
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Target audlence :
Tha primary target sudignon of this guidance decument on ethical considerations Tor social Bstening amd Commanied t"'-“* £ B ie midmind o
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agercies, national and international organizations, medka and journalists, professionsd societies, | Commnted LAK37): Adteon oK} _J

regiatchery and acade mics, and clbser relivant stakebaldors invohvid in managing infodemics, producing ar
utilizing infodemic indaghts or uting other social listening techniues locally o globally,

This puidance documant is alio addressed o privale Businedses, such as technology companies ard tocal
media platforms, and alga 1o companies who act as public service prosiders thal condwct sacial lisbening
aned gatheer insights about infodemics. These companies are thereby acting on the beha of the state or
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onganization and/or a3 emanations thereof [UNESOD and WHE 200 1b; HEPR and WHO 2023a; 20230] (1,

2] Thewe entities are urged to consider the recemmsendations outhned in this document s colsborate

with public health organizations fo beiter ensune the ethical implorssntation of soclal Bstering. infodemic
insights peneration 2nd the recommendations for infodermic management.

Firsally, 1his :lmﬂ'l:l' documanit b5 atie relevant for stakeholders Fepd@EntEng Commumithes, such as
commanity keaders and chvil soclety crganizations, including, for example, patient or consumer
organirations, grass roots fact-checking organizations, influercers and digital pariness.

The identities of the key stakehodders in infodemic management, that is, the target audience of this
gusdance document, can viry significanthy in different circamatances and context. In recognition of the
diveriity af iakehciders and their varying iecedts, this guidince dotusment emphasines the meed Tor
rstituticns, and individuals engaged im social listening, to recogrine wia the ey stakeholders are in their
awn specific context. This level of specficity ensures that the strategies presented here ane sensitve to
corlexl-ipeti e fontirns and dynamics,

By understanding and implementing the ethical guidance presented bere, all stakeholders will be able to
ensure that 8 sosial Bitenmg and infademss insights practioed ane conducted in sccordande with elhical
stardards and buman rights requingenents. This 15 onacial to maintan public trust, safeguard indsvidual’s
rights and privacy, and adhere to kegal requirements, while providing efective infodemic managemsent. By
sdopting this puidance, stekebaldery can enhance the effectiveness of soctil listening and the generation of
wledpmic Aeights &5 aart of their wledemic Managermeal Sctvitees, which will comribite to the sverall
wll-baing and safoby of the commmunite they sene,

1, intraduction

Qur seiety is characterined by an unprecedented el of globakiaion, mbeconnetedniss and
rfoemation flow, amplifying both the magnitsde and compleaity of managing health emergencies. Such
emergencies call for swift and ethically guided responses 1o protect individual rights, socetal welfare and
shared global health security [1, §, 4], These emerpencies Smultaniously genenate gverwhelming volumes
ol dverse information, Boih stourste and not, a pheramenon recagnited as an “inlodemic™, Infademics,
characierized by the rapid spread of minformation, disindormation and the elevation of fear and
uncerfainky, can impede, slow dossn or hinder effective pultlic health response efforts [5). The
cordequences of infodemics have been illustrated by recent health emergencies, swch ad the COVID-19
pandermis and the Ebola virus duese and mpox outbreaks, undelining the wgency of msnigng
nlodemics effecthely (5]

A3 @ respanse, WO has developed thi guidancs documment offering an sthicad framework los social
Esfening ard pencrating Inssghts into infodemics, o part of infodemic management acthities, to be used
M‘WHWMMMMMMMW To ensure policy
coberence with establivhed inernational tandard, this frameswcrk draws upan by intecnational
reguiations, including the Intemational Health Regulations [3005) (7], the Siracusa Principles (8), the Sendal
Framework for Diaster Risk Beduction {9) and the WO guidefines on ethicod (ssees in public heaith
surverifance (WHO J01THI0L

Social Bsterdng is a practioe which involves observing and aradning public sentiments, opinsons and belefs
5). Social Bsterang b= important for generating msights into infodemics that can be whed Tor evidence-
wilermied infodernic management. ILiFvaless collecting and arabying data Treen diverse sowoes, incheding
traditional meedia, offling sowrces and digical and social media, o kentify and elucidate the beleds,
questiors and narratives droulating within and between different commusnities. This document adwocates
for the practice of social Bstening 1o b conducied while sdbering (o relevant regulatices snd wilkin (ke
baundaries of human fights and ethicyl gusdance, thereby safepuanding individual and comemumly benedly
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ardl also promoting broader wocietal well-being, preserving public trust and supporting effective infodemic
mandgemsent ralegie,

This guidance dooument sdhvocabes for ethics 1o be centrally infegrabed wathin social listening snd
leslpmic managomsent activities, Etfics shaubd nal Be viewed as a hindrarste But rather &4 3 fundemental
tesnl, it pronviches guidance 10 ensure effective and fair practices rather than beseg seen a5 an obstrnactian to
them. although certain public health mexsures can be enforced, fostering understanding and buiiding trust
canral Trustworthiness and oredibility, which are vital for successful infoderic management, can be
promaied by adhering vo eibical guidance (1), Upkalding ethizal guidance bullds trustworthiness amd can
extablich trust, which i a prerequisits for successful social listening and infodemic management. There s a
strong need for an ethical frameswori bo ensure proper managemaent of infodemics to mitigate health
emerpenciess snd enhence global health security, This guidance dodment encepiulates such an ethical
Iramewedk and provides practical recommendations b empower stakeholders to make informsd eikacal

decisions on infodemic management, enabling the safeguarding of the public interest. Comamented [AKA5E]] Poaie Chath that | hirves rebaned
Wil AR

2, Theory
2.1, Definitions
This sectices gived the definitions of the impanant terms wied in this decument.

1.1 Ethics

Ethics, derved [rom 1Pe Gréak eibod, o “bebanviour™, il concermsd with quiitoni aboul Fghl werius
wrnng conduct and what constitetes a good or bad Bfe, 25 well as the jotiicatony bash for such
nuestion, the situations in which values ooefict (e.g. ethical ddemmanl and the myystematic analysis

and revolytion of these conflict [1X], Comempnted [AKLE] Thi win & deecl quile & ve

in this gukdance document, ethics refers to the principles and frameworks that guide moral decision- e
making, which are radionslly fecused on principles spetifying the desired cutomes of values sdvanced

by decisioes, In this conbest, ethics includes both the Toundationad principles and the procedural principles

that are intended to guice the procesces by wiikch decisions ane made, trarslating valies into practical,

actionable sieps. This dual approach ensures that ethical considerations ane nat anly thearetical but are

i operationaliped, addressing the dynamic snd evohding challenges posed by infodemics. Im this way,

eibics seaks o balance moral guidance with eflective, roal-worid applcataon (11},

2.1.2 dgure public health event

Ar acute public health event s defined as any corwerence that poses an immedate threat o Fuman headth,
and which necessitates prompt action in the form of conbrol ardfor miigation measures to safeguard
public well-being. This definitian indodes events of both known and unknown ongin. This term
ENEOMPASEs EvEnts That have net yirt resulted in disease of injury in humans, but possess 1he potential 1o
dor s theouph exposuse to infected or contaminated sources, such as food, water, animaks, manufaciured
products and environments, of as a consequence of natural events, conflicts or disnuagthons to critical
nfrastructise, either directly or indirectly f1.3-14).

ficute public health events can escalate inbo impending pablic health emergencies, necessitating more:
wrgisnt §red cosrdinatied reponses. As thede events evahep, The immediste implemenration of afactive
comlred and milggation mpasures Becomes critical 1o provent widekpread harm. Public haith amergencisg
demard robust response sirategies, including the mobslization of resounces, deployment of heatth care
personnel, and engagement with international health agencies. The potential for these atute events to turn
S Ererencied anderidoned the importance of early delectian, figid responie bnd contineaus
moAforing. Eflicent managemant of such situations can significandy reduce the sk of large-scale health
crises and protect the heatth ard wel:being of communities.

10] 70



2.1.3 Heafth edmeErgency

A health emenpency is & staation with the petestial 1o overahelm the capscity of 1he existing
infraskructues and systems, S0md emoergencs, such a5 diseasy outbreaks, floods, storms, landsldes and
earthquakes, are trigpered by naturally occurring hazards; others, such as transport crashes, termorist
attacks and condlicts, are hurman-induced hazards. Srall-scale emevgendies are aften of shart duration and
e sl limating: cller emenpences may Bawe o modh loaper-tenm, mane protracied profile and go on to
have far-reaching and deep implications for health care delivery and healih sysiems and for the broader
sochoeronama-pol itcal systems,

There ane a range of harards with the potential o pose threats 1o public kealth, including infectiows
diseases, chemical ard radio nuclear incidents, food confaminatisn and threats associated with dimate
charge, wwch a3 extieme wagber evemty, ndilides, drouphts snd sudden deforedtation: Btk Eectors for
health emergencies merease people’s exposure and wilnerabiling to these hazards, malking individuals and
commenites more susceptible to adverse health owtcomes, and these risk factons include poverty, gender,
age, migration, health and nutritional status, displacement and urplanned wrbanization (15).

27014 Pigbhe imteradt

In the contest af infodemic managemant, public interest reters bo the colectnme well-beng ard banefit of
1k entire comemundy i nelition 1o public FBeaith communitatian: that is, The diieminilion and receplicn
of headth-related infoemation [16), Pubi; mbenest smnphasioes the imponance of ensuring that informaticon
& acowrate and diear and b disserminated in @ manner that upholds the principles of justoe, equity and
respect for Buman nghts. Here, jutice refers to the Tair treatmsent aof individuals ard commenitses, and
equity emphadines the provision of resouwoes and cpporturaties in a manner Tha accouwsts for differences
W circumsEancas, Ensuing that svengons has the opportunity £ ackesws cptimal hoalth outcomas. In
recognition of the potential for powser imbalances 1o distort the definition of publc Evberest, twould be
weal for socisd listening practices bo be prounded in robust governance, traniparency, irclusion,
panicipation and socoustabiiny mechanisr, This would erdure that the sisence ol pablic inberest B
preserved, centring the well-being of the affected communties and indiduals over any indvidual’s or
group’s vested interests, and wpholding the duty of care that public kealth systems owe to their
populaticrs,

2.1.5 information ecosystem

An infeematicn ecodyitem comprises the acion, sinactures and relationships that impact the transmisdion,
production and condumgtion of information i a given environment [17], A person's information ecodysiem
& the comiplex, dyramic infrastructure, sowrces and refationships through which information fows before it
reaches an indrridaal in 1he context of health, the infaormation ecosystem includes digital and phrysical
EfrviEahmeid, IS inflienced by ilerdctabng with (hi health Syitem and 15 related 1o ool dynamiss,
haaltth Behaviours and information -seeking behadours {5),

2.6 Misinformation and disinlormation

svnformation refers to umententionally misleading or inaccurate information that is shared without The
mtent to decebve. It may arise from mésunderstandings or ermors but 5t has the potential to confuse or
mislead. Cisindormation relers to intentianally false o panially false information that & deliberately
criated pnd spread with the aim of decesing o mikeadang others (18],

2.1.7 infodemilc

An irdpdemic is an ceerabundance of infcemation, accurate of rot, in the digital and physical space,
accomparying an acute health event, such as an outbreak or epidemic (5. Bt caoses confusion and
fluences attiedes and behaviours that can harm hesith, It o contributes to mistrust in haalth
sihorithes g unclermines the public kealth resganse. An infodemic can Blensily or lengthen cutbiresks
whbn peoph are wnsure about what they need to dio 1o protect Thesr health and the Bheadth of peaple
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around them. With growing digitization — an expansion of sodal media and Intemet use — information can
wpredd mane ragidly [ 19

2.1.8 infodemdnlogy

irigating pubilic health paabloms reduling fram an infodemic Brings togethed muldy ddisntilic ditciphnes 1o
ddress the compiexity of infodamies management (20, 21). Infodemiclogy was arigimally defined as the
study af the determinants and distribution of health information and misf/disinfarmation. Since the I3t
WHD Indfodemiclogy Conlerence held anline in fane=-duly 302, the working definition of infodemology bas
Been expanded 10 ga birpand sudying the we of dea produced and consumed on the web and 12 intlude
an integrated understanding of the anling—offine information cxchange and interactions, and how these.
lead to behavours that impact health putcomes {22, 23). iInfodemiology incudes elements of data soence,
infermation scence, spidemiology, anthrepology. computer science, behidoural sciences, tocialogy.
peyvchalogy. philosophy, political stience, user sxperiencd and design, and Communication (5

2,15 infodemic management

infodemes management reders 0o the systematic use of risk and evidence-based analysis and approaches to
manage the infodemic and redace iis Impact cn health behaviours durning health emergencees (5.
Inlademie mandgement ook a1 Alrfakives, quedtiond snd conoere o the purpade of underitanding and
selicipating the meeds of commanities nd infarming respanse Sralegses.

Infodemsc management intenentions ane sirategies, pofices or health programmes designed to identify,
addross o miligate TR Purms of & inlodems:. These interventions include listening to community
CONCRMS, communicating risk and translating sclence, promoting resilence bo mésinformation and
disinformation, designing and talonimg Fealith commurication and promotion camgpagrs, enhancing
conlen] moderation spprasche, Libelling daa auccited with miv/ditinformation. and engaging and

e poreeding comemunitieg, while protecting freedom of expressaon and scoess to infprmation (5] (Fg. 2).

S Fllemenh of mizde e mosogrTeAT prorar:

PREPARE R MOMITOR DETECT & INTERVEME STRENGTHEN

Dngphing monitodng, real-time inslghts and strategy refinemant

Sewrce: Adapted from WHO (24).

2.1 10 Solkad Bsraring

The corwventional definition of sodal Bxtering comes from the butiress conbext, in which it has bessn used
13 Track gnline convirsationd among consumars about Brands of products to inform marnoeting. Social
Estening in infodemic management i morm expanshve 36d can be defired a5 any form of data collection
and analysis acthity conducted across sodal media and traditional media. When integrated with other data
souroes, such as user search trends, epidemiological data, health system and socicbehavioural dats, it
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wields infodemic insights to identify, cabegorice and understand the concesrs and narratives expressed.
Social Btering ard infodems insights use an integrated mathod Tor public health analysis and insaghl
genration 1o inform evidence-driven infodemic interaentions (5] Social Bxiereng irvobes monitoring
narrathses at an aggregated commusnity leved rather than focusing on individual opsnions. This approach
differs from surveillance becsuse it does not Ranget or monitor individual befusioar, but, irstesd, gathen
sl analyies dats 10 understand the brasder tréngds and ssnliments within sifected communities, The goal
i 1o gain insights inte collectivie divtutsions amd opinéans without inlringing on ndivadual rghits, pae iculaty
freedom of expression and prvacy, by following a human rights-based approsch. This distinction is onacial
1o maintain ethical standards in dafa collection dnd endure that social Istening remaing a tool for public
B Father 1hah &6 ifvided practics,

2111 Infademic insighs

infadema insights are learnings about circulating narratives that sre generated through an integrated
snpbpiii of diverse data sourdes, infodemic analysed are aften presenbed in infodemic insights rneposts and
pubdlishied reseanch stadies that describe narrathoes, outbnn the risks thay might pose and identify
accomparying recomenended 2tions to address the keamings Trom the infodemic insights so that public
health can be protected (25)

2112 Dwta

Dsta used for infodemic insights, social Bstening and infademic maragement can onginate from both
anling and alfiise sources, Thede taurced Can provide valuable ingights inbo public sentimenl, pwarensds
bewnls and the spread of misinformation. Social listening leverages the oollection of guantitative, qualitathee
or mixed-methods data to provide a deeper understanding of community perceptions, concerns and
mfermation needs, Online data inchude information gathered rom socisl media platiorms, andine forems,
s aniches, blogs, messaging applications ard ather dignal seunces (267 OIfne doa comprey
iradicional maedia SOUPTES, Such &% nowspaprs, tdlevision, radio ard pubdc hiaalih reports, Commaunity data
nclude data from sunveys, interviews and focus growps [25) [Tabde 1),

Fadsle 1. Tt o 00wl i pinis! Wislemesy

Artheity Data sources: category and examples

bbanitoring of racking peaple’s Emergency reipande |ad hoc get-up Tor & speciic emergency)
quistionds, fenternd, indormplicn Situational reports

wicls, narrtives and circulating Reguests Tar technics] aisistance
FREnOMREtoN Td theniomaln Detection of narratives and mis/dizinfarmatian
Field reports

Emergency hatlines

&d hoc networks of responders

Outbreak investigaticn-related datasets
Feedback froem formal mechansms (e.g.
actauntiabiFty 1o Mffected populations in a
humanitarian emengency]

Health wystem commumications

Hatline call lag

Emailfchat querics

Press angulrnes

Patient feedbatk surveys

{rher formal feedback mechandsms
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Digital enviromment and user behasdour

Wabsite analytics

Sparch trends

Social media monitaring

Digital infodemic insights anadysis (external reports)
Disgussion forums

Custarmer feedback review Sifes

Oaher digital data sources

gty and community

Meddia monitaring
Fesdback from communily events

= {ypinicn polls
Tracking kealth behaviours and Health wy3temn data
downstream besfth wyitem effiects = Use of medicines and dlagnostics

refaked to the bopdc af ingerest

Service usage

Polson controd hatline and surveillance systems on
the use of medicines and medical devices

System Tor adwerse events reporting (if relevant)
Cluster wurnsys, seroprevalence suraekys and other
epidemiologicsl datasets

Health campaign data {e.g. independent monitaring
reports)

Health data collected by apps for cutbreak
investigation or management

Regulatory data on medicines and medical devices

Adwerss avent maonitoring (if relovant)
Data supporting marketing autharization applications

Sockobehaviowral shedies

Ethnagraghic studies
Community assessments

Knpwiedge, attitude, practice and bellef studies
Bharvioural risk factor survesllanoe datasets
Mobdity and focation data

Population-based surveys, such as multiple indicator
cluster surveys, demographic healih surveys, health
interview surveys, et

Psir-reviwed nesearch

Grey literature

Sorce:

4.2, Architecture of this docurment

Social Bstendng requines a clear ethical strecture to guide intersentions and policies. This guidarnoe
dooument alfiers 1his stnatture thiough fve cone elements (Fig- 3). The decument highlights the challenges
imherent in social listening and infedemic managemsnt, olters &n aBgnement with the Buman fghas

|70
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frameworks, cutlines the substantive and procedural ethical principles o consider when performing socal
Eitering and infodema management practices, arsd defirses an implementgtion framewark (o puids
wiaknhalders in using these ethicad principles in socal Extening and infodemic management,

Fig I Loyeen of Mo are o i

Actionadde IBEETE wiTh 1engrbie, practcal
impls Tk

Fanacimag of “hasy-bo’ direcineey., Bnsuting & c o s
ol s i ao0eTa s 10 mfngde e MasnapETam

Sowrce:

2.2.1 Challenges

Tha challanges slement of this guidance docenment describes the sthical complesities and is5ees Thal make
managing an infodemic difficult, such as the risk of harm to people in vulnerable situations, or the erowion
af trusk. These challenges highlight the intrinsic difficuities faced by organizations and individuali when
navigating Lirge volumses of information, or when dedgning elfective health communiCilion sirpegieg,
especially during health emergencies. Challenges ane divcussed in detail in section 8 of this document.

2.2.2 Alignment with human righits

The advice ghven Im this guidance doceement |s rooted in human rights requerements; in particdar, in the
Unheersal Declaration of Human Rights (27 the Principles and Guidelines on Human Rights and Pablic
Heath Emengencied (PGHEPHE), developed by the Global Health Law Conmsartium ared 1he Intennatianal
Commission of Jurists (28 and e digtal human rights (23], In formulating recommendations to imglemgn
eikical socal listening in infodemic management practices, thes pudance calls for approaches designed and
implemented in a manner that is consistent with human rights requsements. This alignment ensures that
Sl interventiang and meaiured advesated in the guidance address the challenpes of indodamics elfesthely
anl in @ maneser that respects and upholds the rights, freedoms and valuss that ane eniheirssd in 1
principles of ureversal human rights. The alignment with the human rights frameworks b disoussed in detail
in zection 3 of this decument, i the subsection “Alignment with human rights and haman rights-based
spproachis”.

2.2.3 Subsrantiee principhos

Substantive principles speily the desired cutcomes of vidoes advanced by decisions, Thiy CoRsDTEe che
fumdamanital theoretical conoepts that form the ethical foundation of the framework. Principhes represent
fowndational valoes, providing a consisbent ethical base for ewery decsion and action in sodial lisbening for

15|70
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rfodemic management. Substanthoe principles are discussed in detall in secticn 2 of this dotusment, in the
subiection entithed “Substantive princgpbes”.

2. 2.4 Procedural prindioles

Although substamtive principles provide an ethical foundation, procedural principles are intended to guide
the protesses by which detiilors &e mede, and constitube attionable targets, tranifationally derived from
subdtantive principhes. Thiry hie tangible, practical implcatsans for tocial listening in infademic
managemsent practices, hedping stakeholders to apply the fowndational princaples in nealaworid conbests
{30). Procedural principles are designed to solve potential tensions between ethical concepts by giving a
mare hardi-on apprasch to the abitrect concepls highlghted by subitantive pringipled. Procedursl
pringiphes are discussed in detad in section § of this document, im the subsection entithed *Precedunl
principles”,

2.2.5 implementation

The implementation section of this docsment provides practical steps and highlights strategies aimed at
fulfiling the established objectives of the process (e section 3). It provides & roadmap of actiorakile
dirsctivied groundied in etkacal prnciphes and objectives, which ane adsgrabile 10 varyeg contexiusl
circumstances. This approach ensures a coharent and elficiens strategy Tor conducting secial listening and
managing infoderrics.

2.3, Mathodology and approach

2.3.1 Development of ethical framewark and guidance

The WHOD eupert group on ethecal corsiderations of sockal listening in infodemic management was
estabihed to provide advice to W0 on defining an ethical framework for social listening. and prodiscing
gt ance ared related implemsentation teals [31), The chjpscties of the WHO expet group were 1

= advise WHO on developing pasdance on sthics matters for social listening in infiodiems:
managemerd, in the context of programming, emergency preparedness activities and erergency
rEpane;

®  advise WHO on developing practical tools to apply the paidance for social listening in infodemic
msnapemant for infodems managers snd implermenttion reieirchers whe conduct 4o8inl Hilerarg
o manitor the infodeme; and guide indodemic managemend INferventions;

& dECuss and advise WHO on the ethical consideratans in sotial Bieneng in infedemic managemsnl
that need further expdoration, entifying emerging tsues and the application of the guidance in
the fiedd;

s  perepare this guidange dotument, comprising definitions, gereral principles, practical ethical
guidante and implementation 1ools, aimed at providing effective support for infodemic
mnagiment Aclichy in the dorlest of preventing hedith amefenced cr dunng public Fesitk
B,

The plenary meetings of the sxpert group took place 21 least once per month from March 2003 to March
H0id, The experts wene expected to sitend thewe meetings regulardy, contribute 1o the discussions within
ke eapedt group o any assigned subgrosps, and Lo review and Commenl on dralt materisls,

.32 Spstomatic scoping novioe

Thi devebopment al This SscuEmaent Wt supparted By & SyTemalss seoping Meratura riview which had the
objective of mapping the curnent state of ethical fssues in sodal lstening and infodemic management (1),
The outcomes of this reveew directly informed and walidated the discussions and edforis of the expert
Eroaup, contriuting 1o the content of this guidance dotumenl. The sesrch sirstegy wis developed

Berathoaly by expanding the origingd query with Mag-mined kaysaands, which ware then expacsded Puribir
and validated by the expert groap. The foous of the search strategy was pournal antiches that explicithy or
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implicithy mention infodemics, infodemic management or sodial listening in the conteat of a public health
emergency, and the sthical supects of infodemic management snd sodial Blening. The quéries were mun on
theee major databases: PubMad, Web of Scence and Scopus. The resulting entries wire complmented
with addftional material identified by the expert group [in partioular WHO and United Nations policy
dotuments]. The review praceds, induding the full methadology, indution criteria, exchusion criteria,
assesimient eriteria and ather relevant detaily, is documented snd available far public scoews on an Dpen
Science Framewedl repositody [32), The rele of the systematic scoping rivieyw In supperting and indormsng
thee ok of the expert group fo produce thas pesdance dooument ks semmarized in Fig. 4.

Fp & Al af e b lemiela Sdpeng cPeerer 4 SbpSTisg o sl |he waed df P craer? g

' Foous: SoCks Exiemeng ard '
miiodemst maragemert g
‘dafingd 0 paarch Eiralegies

Cnarrigs s of Etrecal gsas

IMWH

St akiinon of dndetin ﬂ Direditng Guadminsls

Final outpest
Guidietod So0uitan SOrSney) Dl Judeinidl « 10880 by Bilvily
mg Segelm sociar Exbsning |

Erpert grouh rmeelFin

SO Ahors,

The rewiaw revealsd impoetant insights concerming ethical standards in social istoning and infodemic
managemeent and identified core principles, such as community engagement, educatsaon, Inchusiveness and
Tairness, which are witsl in improving 1Be fmpact and efficiency of communication arsd soci listening
wimiations, Thess principles coninbute 10 Bullding Drastaonfaness, o orucisl smenging, and prosng, 3spect
i e BiEeratune on ethics of social Bstening and infodemic management. The review highlighted the
mpostance of maintaning transparency, safeguarding privacy and ensuring cybersecurity in da handing
whien performing sodial atening and infodemic management prctices. I emphasined that ethical practices.
e pasential to augment the elfectivaness of social listening and infpdemic manapemant duning, and in
preparation for, health emengencies. Adbering to ethical morms s koy 1o establishing tnst and achieving
sucoest when designing infodemic management and wocial Batening strategies. The findings stress the
netEwily of an approach 19 ledemics snd public healeh that i Both ethically and empiically grounded,
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2.3.3 Qutreach ard engagement with the academic commanity

A puert of ke eflart be develog & comgnihinddne ethical Framework ard guidance for soinl Blering in
infodpmic managomsent, extensive outreach and engagemant activitees with the academic comem unity were
undertaken. These activities gathered diverse perspectives, fostened collaborative disosssions and ensured
that the guidance was nformed by the latest research and practical insights. Eey cutreach activities are
Fured Bilaw,

& A speciafred workshop focused on the governance of social listening in response to seriow health
threats was onganiced. Thiz event, held in Auguet 2033, was hosted by the Centre for Medical Ethic
and Law #1 the Undversity of Hong Kong. The event brought together enperts and practitanses bo
U etiviral considaratiang, practical challenges and gosernande frambworks for infodema;
management (33,

®  The separl proup’s woek was prasented ak the 16Eh Eurngean Public Heasih Conference 2073, held
I Dl Ireland, in Nowemiber 2023 (34) and November 3024,

& The eapert proup actively pasticipated in online forums (o dsseminate fndings and engage with a
broader audience, incheding a contribution made to the Petrie-Flom Center’s blog at Manvard Law
Schood, emphaiinng the importance of o nghts-based spproach 19 mledemic management during
public health emerngencies (35

o Wby gt of the athichl Prdmawork ward prétented ot the 17" Wisthd Congress of Bicetkacs
meeting bild in Doha, CQatar, in fune 2024, wiich alse invelved engaging with Biethics schotars
and practitioners from around the world. This platform provided an opportunity to receke valuable
feedback and foster international collaboration on the ethical governance of social Estening
practices,

These cutreach acthities wene essential 1o ensure that the ethical framework and guidance developed by
the WHO expert growp ane robust, well-informed and practically applicable across different contests and
regicms. The colaborative efforts and insights gained from the scsdemic community have grestly
goriributed 10 the comprehandienes and relevance of This decurrsent,

2.4, The risks af unethical praciioes for saoial listening in infodemic management: challenges

£.4.1 Harm Lo psopiia an valnerabss sifuaticns

Addressing the harm fsced By peaple in valnerable situstians, o far specific papulation grougd, i 5 erudial
challenge. Heightened vulmerabiltios amglify the risks assocdated with infodemics, and the potential for
negative effects resulting from unethical practices in social lstening and infodemic management. Facbors
mfluencing peaple’s vulnerability include (but are nol imited 10] socioeconomic status, education level,
age, pender, heahh siatus, dignal Beracy and gecgraphacal kacation (1) These characteristics often
irersect, intensifying vulnerabilites and creating intricate challenges for infodemic management (361
WSvinformation and ditinformation pote severe threats, potentially leading to misguided health decisiors,
propagation of disease and & profound mEtruet in kesith care syitems [22), The challenpe his two
components: hirly, ensuring that lirsely and Jccwraie infarmation reachis Communities 1o SUpHOrt
infcemed decision-making about health; ard secondly, navigating the distorted information landsape
wrought by infodemics.

infodeme: management strives to address thit disparity but involves ethical complesities. The gathenng and
anabyuis of information, and ke deployment of usable evidence-based infberventions, are paramount 1o
preventong further harm bo these at-risk populsticns: there is b substantial mik of smplitying
misfdasanfoamation, infrieging wpon privacy and friedom of expression and urderminieg rust (1),

Addressing harm experiendid by pecdle i wlnerable tlusicns nedkssityed & protound camgiehengion af
theeir chstinctive niedls and contests (370 This ivokees acinowledging the varied ways information is
accessed and processed by these individuals, including oultburall nuances, language differences and ihe
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waryng kevels of digital or infarmation literacy. Thus, social Bstening practices must be flexible, calturally
senditive, ard inchunne, erduring equitalde inberserlions (56, 287

Building trust with people invulnerable situations is particularly mportant, espetially phven 1he systemic
magualities 1hey may experiencs, snd their undesreperetentation i haalth sorategies and nasratived,
infodeme: maragement practicss should demonstrate transparency, accountability and cultural
competency to foster and sustaim trust [(39-42),

1t |5 crucial to highlght that unethical infodemic management practices themaehves pose a sipnificant
threat. Manipatation of data, biased inferpretation and the dasemination of infarmation without proper
corlext can exacerbate sulnersbilitios and coriribute to the negative effects of infodemics, rathar than
helping matigae thede Biues. Enduring elhical comduct in all stages of infodemic manapemaent i a matter of
probecting peogle i velnerable siiuations, while ensuring the integrity of public Feaith responses (43-450

2.4. 7 Erceign ol brist

Trust represents the confidence indedduals hawe in the integrity, reliabilty and competence of an actor or
stiution f46). Trust & fowndational to effective commuanication, adberence o public health messures and
the ot all Succnsd ol hegith interventiang (471 I unethics practices infigrate infodemic managamssnt,
trust in institutions, health responders, the heatth care system, phasmaceutical inferventions and
socialfbehavioural guidelines an be compromised (487, Sockad listening involves tracking nasratives at an
agpregated bevel rather than focusing on individual opinions. The emphasiis is on the corversatiors af
communities as 3 whobs, Although s airs may be ethigal [that b, beneficence ($0)), s progesses snd
effects may not be (o.g. stigmatization] (50-57), This is why such measures should idealy onky be taken
ooflaboration with and for the affected groups, ¥ trust is o be preserved. The challenge revolves around
maintaining pulbic trust while trying to mesure and curb infodemacs, alongiide dealing with the ethical
complexties of dats managemesnt, Trust i fragile, and ence enceed, it is dilficult 10 rebuild [53).

Uinéehical infademic minkpement practioes foukd polentially maniles In vaidus farms, Including bias in
dana interpratatann, maripulation of wicrmation, Lack af transparency and inadeguate data protection (40,
@8] Such practices harm the inbegrity of infodemic management efforts, and fuel soepticism ard distrust
@mong the public {11). This ercsion of tnest haempers effective communication, neduces compliance with
heahh guidelines and wndermanes the health system's capacity to respond dwifthy and effectively 10 public
hoatih challgnges.

Infedeme: managers and pracitioners noed (o recagnite the profaurd impact thal trust ks on public
heahh outcomis and b vigilant i their effons to ughold ethics standardy. This involves constant
monitcring and evaluation of practices, as well as openness to fecdback and willingress to make necessary
adjustments 10 ensure ethical conduct 54, 51

Finally, there i3 & neesd Tor chear and consistent commuenication to convey the importance of brust in public
healk lerventions snd the steps berg taken bo protect individual privacy snd uphold ethicsl standasds,

2.4.3 Ineltective hpadth systems response

ineflective health syslem respanses ermenge a3 a significant challenge in sogial Butesing and infadem
management (56, When these practices are misaligned wich ethical standards, theee is a risk of gengrating
a disrord between health guidance and the actual behaviours of the population, resulting in suboptimal
public heallh outéemes. Vamous companents of health systems can exhibit inelficiences thad hinder
elfective management of infadamics (571, Health infarmation systerms may Lick intercparability, resulting
frapmaented data collection and anabysis, impeding the timely identification of emenging health threats.
Inadeguate heaith comenurscation may fail bo reach diverse populations with accurate and accessible
rformation, exacerbating the spread of misfdunformation and hindering public understanding of health
fiiks. Weakngtseg in haalth polcy yptamd can lead to dfays in gnacting evidende-bated infervinlng o
policies, reducing the system’s agility in responding to evolving imfodemic challonges (58], Addnicnaly,
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health care delivery systems may Esce capacity constraints or resouce shortages, limiting their ability to
provide timely Care ar préwenlive mesduned, hamhes exsierbating pulic health crises, Thede challenges are
eersified during health emergencies wah cross-horder impacts, such as infectiows dispase outbesaks or
pandemics. Although gowernments are typecally expected to lead the response, no single govermment can
elffectively sddress such crises alone.

The main challenge Bes in the potential misinterpretation of data gatheered through soclal Bstendng tools,
The information collected is crucial to understanding public sentiment, identifying the guestions and
concms peaple have and the infademic trends, and guiding hoealth ntervemices, However, i the dats ane
mishardied, the insights derived tan be shiwed, falling to acourately represent the needs, concerns and
behaviours of the commanity (5% Further, the fallure to oonsider the outharad, social and economic
cordeats i which heslth-relsled behaviaurs sotur cin resull B misguided health sbrategies [&0). Socal
Esrenig might sucCesifully densct prsvalent narraisnes ansd recds, bl without a nuared understanding of
thae underlying factors influencing these patterns, the resulting health guidance cowld be out of 1ouch with a
commaunity's reality (51 This mbsaligrnment cn create s gap between what health systems advocate for and
wiiad comemurified are willing o able to implement, rendering Inférventions ineffective of lesd elféctme.

This challenge is compourded when bealth systerms sne tow (o adapt, of fall to recognize the shoroomings
af their infodema management strategies, This further exaoeated (he e related 10 1he ineffective
health syseens responses mentioned above. Approaches considared in the liberature to svaluate the
effectiveness of infodemic management interventions include *process indicators, such as how well the
Imtervention i reaching its target asdience®, “effects on health culcomes® and “cost—effecthveness® f51
This Mo i considerad 4 ane of 1he Modl predding Houes in the Reld al infodemiolegy 10 be evalused arsd
solved in preparation for future infodemics (51, In a rapidly evoling Information landscaps, the abiicy 1o
wavifthy Identify and rectify missteps in data interpretation and inkervention design is orudlal. &n ineffective
health system response nof ondy fails to matigate the b of mfodemics, but can alao comlribate 80 a
protonged state of pullic confusian and mista,

.44 Data mizuse, dusl use or nintended negative conseguences of data collection

Thi patential Tor data misuge, dual use ol data o unintended negative condeguences of data collection
represents a significant and complex challenge (61). The very natune of social stening in infodemic
management, which involves gatherng and analysng large volumes of data, leads to nemerows potential
averoed for misude (10, 26

A paramount conosin Thad miy arise rom thete practioes B the decriminatcry or stigmaticing trestment of
mdividuals o groupd. The dats collected, although smaleable for mansging infodemicd and puiding pulilic
heahh respondes, could alo be expleited to target specific demographics, paleniially ading 10 biaded or
unfasr treatment [82). This risk s esacerbated when data is handled without proper ethacal oversight or
whien the safeguands in place are inadfickent (o prevent mitbuse or dual use,

The susceptibility of mfedemic management data to exploltation & a grave concern. Thene sulsts a real
danger 1kt this information could be frepurpeded lor mass surveillence on topics and for purposes otber
Thaa public health, kich a5 discrimanalony practioss or political manipulaticn, resulting s mlringerments on
privacy and a significant damage to indeviduals ard sodketies (Hendl, Chung and 'Wild 2020, Puligrano 2021;
WHO 2017 (14, £3, g4 it is Important to exercise caation regarding the emergence of suneiilance states,
whiene the constam monitoring and metculous tracking of diticens” Behindaurs could lesd 1o undesirable
SuliOfidg

Furhesmarn, thee infarmation callected throuwgh socal livbening tools cauld be leversped Tor otber

PUrpeEes, such as targeted advertsing or manigulative marketing practioes (10, 557 These gractices
compromise individual autonomy and contribute ta & broader culture of explaitation in which data ane

treated as a commsodity to be traded and used for profit
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use of data and the dual use of information collected for infodemic management pose significant
therety ko the integrity of thede prsceices and ke frudd that the public plces in them, with Far-resthing
ienplications, undesmining the vy goals that infodemic management sesks 1o achine

2.4.5 Managing power imbalance, pramoting goad goevernance and sstablshing governance policy
in the conbext of indodemics, power smbalances may aride dup bo the uneswen Setribution of autharing,
resources and influence among indiiduals, orgarerations and institutions. These imbalances oneate ethical
challenges for warious ressons (45, 66, 67).

in the digial realm, power imbalantes may result in certain voices and narratives being daproportionately
senplified, drawning oul valid mlcemation and pefspectives (G5, This urdermirses the e ol 5 diverse and
inclusive dialogue. Powerful aciors may exploit the infarmatian ecosysiem o masipulate public apinies,
sow discond or advance their own agendas. Such mantpulation undermines the pubdic’s tnest in information
sources and can have far-reaching wocial and political conseguences [59],

Addressing power imbalances, and promaoting good governance in infodemic management, & exsential for
several ethical reasors, For democratic societies, 3 comerstone of democracy 15 the Fair representation amd
panticipation af ail individuals in public discowrie. By addreising pows imbalnie, indlMutionds s
mdndduals engaged in social listening and invfodemic management can ensang that masginalized vodoes and
commaanities are included, therelry fostering a more inchusive and democratic seciety (701 In non-
demacratic pofitical systems, these challenges can be more pronounced, making them miore suinerable to
msueg sach s the meiuse of dusl wee of social Isening data (71). in these comerts, it is oritical to axplors
wtrategies that mitigate these ks, One appraach is for the pubsic hoalth tector bo strive for as much
independence as possibile, advocating for this autonomy where feasible. fuddithonally, the indlusion of chvil
sochety onganizatians and mongovernmental organications [RG04] with a minimien threshold of legitmacy
can help pronade checks and Balances, enduing that power imBadandes da Aot undermine public health
efforts, These approaches kelp upholding information as a public good, as per the Windhoek=310
Declaration, whose principles were unanimously endorsed by the UNESOD General Conference 4158 session
{7zl

Infodemacs can also have severe consequences, induding public health risks, sodal unrest and erosion of
Irusl in indtitutions (6, 73, ). By managing power imbalanied, it i poddible 1o mitigate these risks and
pratect th welane of indiduzl and communities, Managing power imbalances and erduring good
gowerrance (including data governance| reguine a robaust gosernance policy, particulary in terms of data
sccessibility far infodemic management, social ltening and public health surveillinge [75). One established
WAy b minimice poverd imBalisied pnd gusrantee posd povernsnce enlails Fastaring sirategic partnarshgps
birtwsn govemmanis and privale enterprises, including tech companies and sodal media platborms (76,
These actors can colfaboratively cultvabe a more inchusive and ethical information eoosystem. This
collaborative agproach, however, necessitates the esfablishement of clear and trarcparent expectalions
regarding the respansibilicies of private entenprises invohsd in infodensic managerment, It alsd undericores
the pararnownt impoetancs of pholdng kuman rights principles in alignmant with the United Nations®
Guiding principles for business and human rights £77), and UNESCD's Gusdebnes for the governance of
digital platforms [41).

iCompanies engaging in partnerships with governments or organizations should remain cognicant of their
shared responsibilities snd obigations. They should adbene 1o the ttandends that ane set out in section 2.5,
Narmative slemanti. Techrokagy comaanies, stial media platlesms and any of ganizabions coniractod by
gy stakceholders to conduct social listening and gather insights about infodemics effectively act &
extensicns of the wate or relevant crganizations. These entities are also strongly encowraged to embrace
thee recommendations outlined in this docament and actively collabarate with public heahh angasicsticns
1o grsure the othical implementation and efficacy of social lntening, infodemdc insights generation and
nfodemic managemsent strategies. in the procuremsent of technology services, it s incumbens upon
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govermments and ongasications to ensane that contracted compardes, social media platforma, or other
relevant providers, wnderstand and fulfil their shared responsibalities, inchoding sdherence to established
standards and collaboration with public healilh arganizations for ethecal implementation and eflicacy.

bt pursi of paod povernance, Tef governments of Srganizations delegating socisl listening praciions o
Thérd partios, it & necessany b maintain viglant ovarsight af conraciors amd paneser angarirations, This
owersight erdures that the principles of transparency, accountabilty and ethical conduct are upheld
throughout the entire spectrum of infodems: management sctivities (41, 777

2.4.6 Restrictions 1o freedom of eapression

This ehallengs is rooted in the tendon between bwd chacial phniples, Bath ol which held signilican weight
i ociey (8], O ane hand, thare i$ the negessity 1o curl the spread ﬂ”ﬂ!-m'!i.i.whluﬁlﬂr
of care of pubilic health institutions. On the ather, safeguarding Indidduals’ rights to express their opinicons.
aned share information is paramount (78], Freedom of speedh is recognized & 2 human right in the
presmble of the Universal Declarstion af Human Bights, underpmning the exchange of idess, the
furctioning of societias and the protection of individual liberties (27, Feawdom ol speech plays a crucial
rods i fostering diversity of thought. The challenge, therelore, is to balance the goal to curb the spread of
harmful mis/disinformatian without infringing vpon the right 1o free ssprestion. This belance must be
“hruck thoughtfully and ethicaly, recapniting thal the supprediion of infoemation carries itd own set af
#hical wnplications (41),

infademe: maragement showld nor becomse a (ool for identilying, racking ard silencirg desonting vwaides o
unpapular opindans, Instead, it should encourage the inchasion of diverse viowpcints im the discourse,
Tostering open dialogue and a more comprehenshee understanding of complex health issues. Lawfidl
redtrictions o freedam of expredsion should B viewed as 8 sl redar measure [79), Their implementation
can be challenging. &5 18 may nol abeays be within the authority of the infodemic mansger 1o regulane or
remove content and this dectsion may rest with the platform hosting the content. Furthermaose, certain
sources of mis/disnformation, such as chatbols and hacker groups operating outside legal pansdictions,
iy B impoaiible to restict, Thenelcne, lawll redtrictions 1o freadam of &apredisan shauld oaly be
cordidened aMor oxhausting o8 price maasures, including active social listening, ompowormes] throuagh
education fostering media and information literacy, prebunking and effectre communication,

Apcountability 5 another cevtral tengt in managing the chalenge posed by restrictions 1o freedoen of
expression. Those responsible for evaluating and remowing misinformation and deinformation could be
held acoourdable for their actions: sccouwntabiity mechanisms help endure 1hat content moderatian
degisiany are made with integhity, withoul condlicts of mlededt, and i slignment wath ethicsl pringipled (7).

&4, Navigating uncertainty (epistemic underpetermination, truth, revisabdity, Fﬂlill'-n"-'l'r. certiucie)
infedemics prosent Formidable epistemic challenges related 1o incwisdpe acquitition and nvadaation for
theose tasked with managing them (20-53). Decishon-makers in such simuaticns often find themsehaes
warking in conditions of uncertainty, Inwhich a complete, definitive picture is elusive and the avalable
dits continually evabeid. The contept of eplitemic undendetérmination relers to the phiosophical notion
that rultiphe theariel of Ipothesss can explain the same svidence (83), In infodemic management, this
corcept means that dectilon-makers may grapple with coaflicting information and imerpretations, or the
lack of svidence necessary bo provide guidance.

This uncertalngy creates ethical challerges for several reasons. Firstly, it ralses profound guiestions about
truth and revisability. Working with incomplete dafa leads to concerrs regarding the reliability and
securacy of the infarmation at hand. Decisicn-makers must grappbe with the understinding that thesr
compreharsion of the siuation ks provisional and sabject to reviskan as fresh evidence emenges, Ethecal
responaibility les, therefore, in the ongoing process of updating and revising decissons to harmanize
psdance with evolving evidence (25, 82). Secondly, in conditions of uncerta@nty, decision-makers may feed
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pressure Bo provide definitive answers even when Uhey lack confidence in the available Efoernation.
Balancing the necedsity lor 9wift action with the necessity 1o avoid everconfident sdsertiond is pivotsl in
mitigating the petential risks ard unintended conseguences of misguided imerventions, in this coniest,
transparency and honesty are important. Declsion:maters bear an ethical chligation to openly
scknowledge the inhevent limitatians and uncertainties within the nformation they postaess. This
Eknowledgement of the uwnkeown unkrdwng, snd the communicatan of 1R proviional nature alf
mlesmatian, play phootal roles in buailding 1res with the public,

Prudemt decision-making 1§ another relivast aipect o navigating uncenainty. This requires & canebul | Commmnted [AKT4]: Addeon o8}

wighing of the available avidence, expent advice and potential harm, Ethical deckian-making mandates a
meticulous consideration of the risks and consequences 1o ensure that the most respaonsible course of
actian iy ursdertakien

2.4 B:ﬂen':-f-.-ing BRERICImare »Lars

Identifying actors who are leghtimized to perform social Btening in infodemic managemsent is & challenge,
but i 2 PeCessany action (o enfuring posithe outcomaes for public hoalth (34), This invahss determining
wiio holds the authority, experties and credebility o collect and amalyse data of relevance for infodemic
managemsent activities, and to deplay intervention straotegees. The kegitimacy of actors is based on the twa
main Factors autlined Baiaw,

s  Expertise and gualifications: legtimate actors possess expartise and gualifications selevant o the
field of infodemiology, public health, epidemniology or refated disciplines, ideally based on the
Eraining résturces pravided By WHID, Thiy have i désp underilanding of scientilic prandipled,
ressarch methodelogies and data analysis. Their expertiae enables them o ontically evaluate and
Inferpret comples information, and fo dstingusth refabie wources from mis/dsniommation, based
on the avwailable scentific evidence.

= Tramsparemcy and accountability: legitimate actors demonatrate transparency and are held
accountable for their sctions [54, 80, They are open aboat their sources of information,
methodalagies and potential canfict of inserest, They sdhare to ethical guidalines, ersuring their
actloss ane drivan by tha best interests of public health rathar than peezonal o commearcial gain.
Transparency requires that scientific evadence is analysed, inferpreted and sorutinized by legitimate
actord withosit Bises dus to commercial or other pericas interests, o due 1o power dynamics or
ek irvbalances that distort and menipulate 1k,

Trust plays a pivotal robe in shaping how actors in infedemic managemant are percehved in terms of
legitimacy and credibility. Legatimacy serses as the foundational element upon which trust is constructed.
Legitimate actars tend 1o instil graater 1rust bedauss they podsess the nedisdary qualifcainens, expedise
andl autheeity, irkpiring confidencs in thilr abilty 1o provide scourate information and make infarmed
decisions.

Howewer, the concept of perosived Ingitimacy holds even more significance than legitimacy itsell [85),
Percetved legiimacy reders to how indeviduads within afected communities view an actor or nstiution s
being kegfimate. |§ B nlheenced by varkbus Fectors, inchoding repultation, pérceived trandparency and
alignmint with societal values, When indrdduat trust legitimate sciors, thiy are mang Bkely 10 be expased
to accwrate information, to adkere to recomenended guidelings and to make well-informed decisions.

Tha task of establishing percehned Iegitimacy for legitimage acters is particularly challenging dise to the
itricate nature of informatson landscapes and ike presence of infodemics. The challenge for kegitimato
actors is 1o adopt transparency by cpenly sharing detads about their expertise, methodologies and
potential condlicts of mberedt, thun providing clear snd easily sciediible mformatson sbout thair infarmation
SouroEs, dats aralysis protesies and decikion-making mathods, and Bostecing Drust wisle enhancing
perceived legittmacy,
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2.4, Ensunng infodemic management effecteness and adhsering 1o ethical standards

Infodemass demand eMective mardgemint siralegios to matigsle their harmdul imgeces, with
“wffectiveness” defined here as the ability te produce realward benefits (B6) Howear, ensuring the
effectiveness of infodemic management introduces cthical challenges, particulardy when it comes to
balancing effectiveness, individual sutancemy and fairness.

infodemic management strategies mast sirive Tor effectiveness. Timely and effident interventions are
eruciyl during public hesth cises, Mowever, (ke pursuit of effectimernes and of duty of care aften intersects
wigh individual rights and fresdoms, Far eeample, the use of data for secial [istening can ralse concenns
about privacy and perscnal rights; the ethical challenge Bet in ensuring that these tools serve their purpose
effectively while saleguarding indridual freedoms.

Social Bstendng in infodemic management processes should prooeed only when the benefits demonstrably
outweigh the risks, and when less intrusive aRernatives are considered less effective. Any proess must

protect individual rghts, requiring rigorous evelastions and risk-mitigating designs (87)

Alehouph effectheeness is crutial, # should rot compromise the sthical walues that sre relevant for public
health, For éxampbe, présening aulonony invelves respecing indiidualy’ ight te sccess infarmation,
maks their coam choaces and pasticipate in dectsion-making processes (that is, wderstanding, infentionality
arvd non-control) (49, Fairness, inspired by Rawls' Liberty Principde, invodves balancing the autonomy of
different individuals in society, ensuring that every indridisal has 3 conaistent seq of bask rights and
Ireedems that do net infringe upen the similar rights of athers (28], Respecting indeidual autonormy eniails
allowwing indisddisak 10 access information freely, promating critical thinking and suppanting their capacity
o make informed cholces, Measures that owerhy restrict astonormy ina way that i not justifiable based on
pubdic imteredt, such a8 ceniorifip or turveilante, raive human rights and ethical conterns, indudng
privacy and Ireadom of enpeesiaon,

Satinl Bitenang should condider Talrness By enduring 1he! there 5 ne deagropanicnie Burden o dpecli
Eroups of indriduals, Faimess requines equitable A0ess 0o aLourate inlormation, ncluiie decision-making
processes and measures that consider the diverse needs and circomstanoes of different populations. Owerly
aggressive or draconian measures, incheding censorship or restrictions on personal freedom, may have
wnintended conieguencss, such & reinforcing polarication or eroding trust, Ethical socisd listening demands
& caredul pvaluation of potential uerms and Eenalics, SIrivieg [0 mEnimize PegaThe CoPEEqUenoes.

Balancing the effectivensdd af infodemic menagement while presenving ethical valses 0 5 sgrdficant
challenge [vee section 5.2} Achisving this balance requines trarsparent communication, eddence-based
agproaches and inclusive dedsion-making processes. By addressing these tensions, infodemic managers
can develop strategies that effectively combat infedemics while upholding individual autanamy, promsaling
Tairmess and minimiing unintended conseqguences. Eihaal mledemic managemssnt priontines Both shon-
term and long-teem effecthveness, ensuring ithe preservation of fundamantal rights, fostering a hoalikeer
rformatian ecosystem and building resilent sodeties.

2.6 10 Chatlenges af artifioad mielligence

firtificial intelligence (4] has rapidly emerged as a dowble-edped swaord in the realm of snfodemic
managemsent 3nd secisd istening, presenting Both unprecedentsd capabilitied and dgnificans ethical
congarns. Although Al offers the promise of efficiently processing and analysing vast amsounts of
informatian, it smultaneously harbours the pofential to become a poserful tool for the oreation and
amplificaticn of narratives.

The use of A1 im social lstening can introduce add@ionad ethical concerns related to bias, explainabiity and
transparency. &l can play & rode in wodial Bstening by collecting and analyiing extensive data from onling
Fourced, It ean be wied Tor clidsification tasks, bo maanibor pubss tentimand, (o idenlily emangng trends,
and to recograne patiernd in onling conversaticns (29). Al-driven sentiment analysis enables the
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underitanding of public opinions about specific topics or events, and wwer profiling can be used to develop
targebed strplegios. When dats aoe ayvailable in medl time, &l Can also be used to schised negr real-tims
classification and analysis, thus prosiding rapsd ard cosvtinuous insights into svalving convarsations and
trends, enabling organizations to stay proactive in responding to pubSic concerns. However, Al systems are
not immune o biases, ard they may inadvertently perpetuate or even amplify exiating iodiety] Bles when
wisid iny dosgial Eening (90, Ensuring that A plgerithmd g braanied on diverse and réprésentative datasets
and impdemensing rabast measures for bias detoction and mitigation i vary impanant, Howsver, the Lack
af explainability and transparency in Al dedsion-making processes can pose significant challenges in
understanding and addressing stues of bias and Fasreess.

fddressing these challenges requires a multifaceted approach, swch as those detailed in the Eunopean
Unicn"s Al Act and in INESCO'S Becommendation cn 1he elbics of sificisl intellipence (90 97). itis
adtvisable 1o Bueness the potential of Al Tor good, while sctively comBating its misuse (ke creation and
dissermination of infodemics. This inwolves the use of technological solutions and also regulatory
framessoris and public awareness campaigna. Such measures are essertial to safeguard the integrity of
formation eccdystemd and probect sockely from the harmiul elffects of A-driven eantent. Achinang this
balanoe is vital oo harnessing the Benefs of A1 for social istening in infodemic management whike
minimiring s ethicad risks.

4.5, Normative elerments

2.5.1 Advancing human nghits

infodems: management should be designed and imgbemented in a manner that is consatent with, and gives
apression be, husman rights requirements (28, 93) and the adoption of 3 human rights-based approach,
nchuding dig®al human rghts (29). Infodems management snd social istening measures should uphold
anll athvance Puman nights standaeds, and algm with international and dameslic laws. This erdures thal
measures 1o combat infodemics are conducted within a kegal framework that protects kuman righis and
furdamental freedomes. The significance of human rights i infodemic management B evident from the
rEgsang et oo bealcray,

=  Preserving individual autonoeny: human rights inchede essential principles, such as lreedom of
exNpression, access to informatkon and privacy. Protecting and respecting these rights acknowledges
the autonomy of individuals to make informed chodces, participate in public discourse and
safeguand their personal information

= Mltigating poténtial sbases: infodemic managemant measires that ditregsnd humbn rghls miy
inadwertently lead 1o abuses, such as surveillanoe o dadriminagion. By adopting a hurman righs-
based approach, the risk of limiting chl liberties and exacerbating social inegualities can be
reduced

Rigpcting hurmsn rghts in infodemic management demeeritrates ethics responsibaliny and losten
accountability. The following Tactars highlight the significance af thew principles.

s Ethical declsion-making: a human rights-based approach requires ethical decision-making that
Hl'!ﬂh!- the patential impsct of infodemic management meaiures on indiddual rights. Tha includes
congicdering the recesalty, propormicnabty and efectivensis of Interventions while safeguarding
fundamental beries.

s  Public trast and legitimacy: by respecting human rights, infodemic managemant initiatives gain
public trust and legiimacy. This trust & essentlal for fostering cooperation, ensusring comgalance:
with inbersenticns and chesting an environment condwdhve 16 effective information dasemination.

Protecting and respbiting human rights and adopling a human rights-based approach i a normathe
corneriicns of infodemic managemant. This alignment i lortified, specified and contoxtsalined by the
Prnciples and Guidefines an Human Rights and Public Health Emergencies [PGHARSE | developed by the
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elutidate the principles and chlgations integral 19 human nghti, particalicly in (he challenging landscape of
public heahth emergences, By anchoring this gusdance within the foundatioeal tenets of the PGHRPHE, the
alem i 1o ensure a harmanized approach that upholds buman rights and addresses the ethics of social
litening and infademic management.

Human fights are a8 spplicabss in Sital spaced a4 they are aMline, Dignal heman rights mehar 10 e rghls
that indviduals possess in the digital neadm, These rights inchude thi ight to privacy anline, the right to
freedom of expression and access to information on digital platforms, the right 1o data protectson and
comrol ower perional nfosmatian, the rght to be Free from discrimanation snd harassment in anline
Lpaces, and this fght to pecess and pamicaste In the dgies] wadd withou! Badriees o restrtian 1/
esence, digital husnan rights seek 10 ensure that indhdduals can fully exercise thair rights and frecdoms in
thee digifal age, whele also adidressing the unigue challenges and raks posed by digital technobogees (2% |Fig-
5k

g 5
Privgipies nd pbiigations imegralbs Ruman righis in ihe landwaps
af bl Beaith Sraegena-#L
T wretnre e rt Beud e A Sdreatualn s send =
e plegf il rea ke

SOUCE:

2.5.1 Substanthve principles

Frevgam of exprensian

Freedom of expression is based on a morad right bo commeanicate with others, and it i recognized a2 a
hurren right. It emghasizes the importence of upholding indehduals” rights to express their thoughts,
apinicas and ideas, and 1o engage in public digcourse s hallmark of a thriving seciety (277, Ethically,
reapacting this freedom adinowledges the intrinsic worth of individual sutoncmy, encourages inclushity
anl open dialogue, and recognizes that knowledge is not solely the domain of saperts. but is enriched by
s contributions of & wide range of indhiduals,

flthouph freedom of expretiion s 2 heman right, thene is 3 degree of corsensias [based on the Sirscuss
Principhes arsd on the Intermatianal Conenint an Chvil ard Political Rights) than restinliing the sxircise of this
right may be justified if the resbriction supports a legitimate aim and is: provaded by lw; strictly necessany;
propostionadte; of limited duration; the heast infrusive approach; and subject to revies against abushe
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applications (8, 53 The following points darify the meaning of “necesalty”, “utility” and “proportionality”,
framirg their rale in this sggregated princple,

Provided by Lo

s Skrictly necessary: Mecessity requires decason-makers to provide a clear and compelling
justiFication For arry infersentions they plan to ursdertaie, This ecdures that the restriction is
midied o reduce oF el harm, avoiding urheessany Infrangements of individual rights and
freedoms.

# Proportionality demands that any restricticns imposed should be directly pregortional to the
sewerity of the threat. Decision-makers should carefully bafance the potential impact on individual
fights and Fréedors agairdt the need to achieve the desiced public health oatcomed. This endungs
Ehat meadsngy g rapd| s @xoetiied mdr inadequate in addnelsing 1R challenge ot hand,

»  Least intrudkve spproaches priamtize volunliry measaies 1hid empower individuals to maks
infperesd Chaiges, in line with the robe and significance given o individual Butonamy in thi
framowork. Deciston-makers should sirive 1o minimése undoe nfluence or cosrcion, In arder 10
foster trust arsd cooperation between authorities and the commursties aflected;

= ©falmited duration and subject to review against abusive applications.

Restricting 1he freadam of expression should generally be considered only a3 a matber of last résart.
Condinective meksures thal sdvance the Tresdam ol mpression and other human rights should first be
corsidered when deseloping andfor implementing amn infodemic managemsent strategy. For instance,
promating media and information literacy and oritcal thinking skills eguip an individual to discemn betwsesn
cradible and pnrelishle souwrces of information, End empawers them 16 make informed deciiions pnd
narvigate the inlormation landscape efoctively, This spproach helps lowering the risk of an infodemic
spreading within a community, while abo enhancing the freedom of expression,

EQUITY an Vil OeNti Ty

Equity Is a core principle that emphasizes the importance of ensuring that a8 individuals and communities
have Fair and egqual acoess to information, rescurces and nterventions, regardiess of their socioeconomic,
cultural or demsagraghic background (23, 47 Equity in infodemic manapement axtinds 1o bddoesiing
disparitees in The impact of infodemics on populations in vulmerabile sisations. This principle undercors
thee imiportance of recognizing and addressing the unkgue needs and challenges faced by indsiduals and
commanities who ane partioulaby susceptible to the harmful effects of misinformation and disinformation.
Vidrser ity can resuld Trom various Tactars, incheding age, heaith iatus, iociseconomic condiicns and
cultural backgroursds, that can influence an indiidual’s ability 1o stoess atcurate iInformation and make
wifoemed decisions.

The following points elaborate on the significance of promoting cquity within the context of sociad listening
and infodemic management.

= Recapnine populitions in vulnerable situations: Eguity acknowledies 1het seeme individueals and
communities may be more vulnerable to the adverse eitects of mlodemics dus to varsous fagtors, such
a3 limited accesa to information, inguage bamers. or low health literacy. identifying these
vulnerabdities iy the first sbep in sddresaing disparities.

s Tallored intenventions: Equity in infodemic managemaent involves desigring interventions thak are
tailored bo the specific reedd and challengies Fsced by populations in situations ol vulnerability, This
ireChudis tranalaging infarmatian inko rulipke languades, using cullurally sensitive messaging and
employing channels that reach underserved commeanities.

=  Inchasive decision-making: Social listening in infodemic management eiforts should inclode the voiges
and perspectives of populations invulnerable situations and individuals in the decidon-making
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procesy. This enseres 1had interventons are not ondy well-informed, but also are genuinely responsine
e Ehe neesds of thsose mast pMhected.

+  Data and evidence: Equity is dlesely tied to data collection snd evidence-baded dedsiton-making.
Deecision-makers need 1o collect dats 1hat dSiaggregates inlormatian by demagraghic Lctors to
idgeritily disparities im the impact of nfodemics, These data should then guids the decign of
imterventions that promote equity.

& SEructural inedguities: Eguity also calls for an examinateon of and action against structural inequities
that perpefuate dispasities in acoess bta information and heatth care. This invahees advocating for
policies and practices that sddriess wnderhing sociosdonomic and systemic imegqualites,

¢ Education and empowerment: Betogritting walnerablty aluo requires efloets to educate and empower
imdriduat 1o avigate the Blormation lndicape salely, This includes emhancing diginal Berscy,
cratical thinking skil amd providing tooks to halp indiiduaks weriby information and discem credible
LOUTCES.

s Trassparency and accountability: Decision-maders should B transparent about their comamitment (o
eguity and be held accouniable for the impact of their berventions on populations in vulnerabie
wnpationn, Cortinuoud evaluation and sdjustment of strategiod to addneds disparitied e eddentisl

Pramating squity and saleguarding vulneralility in infodemic managemant is a maral and Araregc
necessity. Fadure to address disparities can result in a disproportionate bieden on popufations in
wilnerable siuations, exacerbating existing health and social imsqualities. To ensene that infodemic
management elfans are lae and indlusive, it iS5 eteniisl 1o phcditite eqully id & guidng prangiphe. By daing
&0, decisign-makers Can confribule 0o buldeeg a mong just and resilient S0ceeTy That is Beter equipped to
address the chalienpes posed by infodemics.

Episte i pustor

Eplstemic justice i & relevant ethical goal fo be achleved when drafting and perfarming infodemic
management dtrategiet for public bealth (94d). Epstemic justics i important 10 sddress the chalenges of
rrwled g inequalities and injustion in seciely, and plays 8 crucial robe in efsuring lair and eguitabie
Scoess 1o inorwiedpe and infarmation.

Epistemic juviics emghasizes the imporiance of inchading, in addition to evidence-baced scientific
processes, diverse parspsctives and oppressed or maeginalized vobces in the production of bnowledge. It
recognizes that knowledge can be shaped by power dynamics and systemic blases (85), By promoting
mtluiivity, epatlemic juitice teeks 10 sddriss thede bades snd produce knowdedge that i mone
comprohevies and representatioe of the Bed experionces of individuals, and local and ghobal
cormmauanites. Eplstemic justioe aims to empower marginalized communities by providing them with
apportunities o particpste in knewledge production and decision-making processes. Epistemnic justioe calls
fae B e Pridnosd understinding of kndedsdpe Jnd orcourapis iIndndduals 1o Belnsedy feek gl dvarse
perspecivis, engage in rspectiid dialogus ard collaborate acreds different nowiedgn systems.

T Todlowirg paints highlight the impestance ol epestemic justios within the cantex? of social listening and
lcdemic managemsent.

s Addressing knowledpe inequalities: Epatemic justice & indisperasble in the quest to rectify
kncededpe imequalitied, Ineguitable soesd te information ard knowledge perpetuates dipanties in
meath outcomes. Infpdemic managemas thal uphaolds cpistemic justice aims 1o provide fair and eguad
access o informadion for all, erespective of socioeconomic status, education or culbural background.

= Courniening systemic biases: Syrvemic Bases and power dynamics can distort the production and
dissemination of knowledge. Ephltemic juatice seeks 10 counter these blases by promating diversity
ared mchesvity. B aimd 3o damantle bardens that masginalize cestain peripaectives and to make
kncradedge more rellective of the sapeviences of individuals and communities.
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= Empowering marginalized communities: Epitemic justion empdeens marginaliced communities by
enisuring they hase a seat at the table in knowledge production and dedsson-making processes. It
ackrowledges that thesr voices are essential in shaping information and interventions that address
thisir unigue needs snd chalienges, This sttempts to empawer mangnslibed communities lor achievding
aguitable public health cuttomes.

& Fosbering inchusivity: The principhe al epstemic justice tosrers inclusivity by encourageng apan dealogue
ard codlaboration across different knowledge systems. It recognizes that diverse porspectives ervich
cur understanding of complex issues. By actively seeking ouf these perspectives, infodemic
managemsenl Beiomis ndne comprehensive and retporrineg 1o thi needs of sodiety,

= Balancing perspectives with sciemtific evidence: Although eplstemic justice emphasizes the
impertance of diverse valies, itmust recognibe the foundsicnsl role of scientilic evidence in
understanding ard addressing public health challenges, Sclentific methedalogles and empirical
eyidere provide a rigonous and reliable foundation for decision:making.

& Emhancing trust and credibility: Infodeme. maragement rooted in epistemic justicos builds trust and
credibility with the public. When diverse peripectives are conahdened, and decisions are informed by
riobudt evidence, confidence in the decrson-making procets is built, This tmest ensures that public
Fepaith recomemanaaticns and infereentiang are wel-recgived and follpwed

e Promoting sccountability: Fpistems: justice demands accountability fram decision-makery, it
PeELERANALEE Tramkparancy In ackrowiledging biates and addressing thism thecugh rabut
methodalogies and evidence-based approaches. Accountability is essential for maintaining the
imtegrity of infodemic management eforts.

A peopir corsideration of epistemic jusiice s an ethical goaal for infademic management requires balanging
ther recagnition of the importance of diverse perspectives and manginalized voices with the importance of
scientific evidence. Sclence provides a rigorows and evidence-bazed frameswork for understanding the
worlkd. It offers valuable indghts info comples phencmena and kelps establish relisble knowledge.
Epiitimic jintacs midl racagnite and uphabd 1R impoetance af scientific pvidence as a foundation for
addressing societal challenges, especially when it comes to matters of public health. As egistemic justios
acknowledges that power dynamics and bsases can influence knowledpe production and dissemination,
aften marginaliting cerain peripectives, it 5 crucial bo criticslly exsming these b thrgugh the valdiny
of, and without undermining, sciemtific methodologies and empirical evidence,

Guoranfedmg infeanty of ortors ond oo

Guaranbesing the wbegrity ol secial listening and nfodemic managemsent actars and acticrs i a
foundational clement of the framework proposed in this document: infodemic managers — whether puibc
health officials, data iciendistd or digital platforms — should operate from a positicn of trustworthinesa.
Thiit otvalions should be trassparent and roobed in 1he collective wellane, A single lapse in imegrity can
COMpromisn the Sntine indiatiag, as trust, once eraded, i haed 1o rebulld (45 54, 811 For instance, @ &
health organization disseminates information peroeked a3 blased or misleading. it risks not only i
reputaticn but alvo the broader adherence to well-intended pablic health directives.

Simifarly, the actions wndertaken in sodal listening should be held to the rigorows ethical stardards detailed
thraughcat this guidinte dotument. The processes by which concheidons are drawn and decisions are made
shicald be clear 1o 30 sakeholdery, This irandpanency ansunes that acticns ane not anly ellective But ane
o perceived to be effective, fostenng public trust and cooperation (96 97).

The stakes in infodemic management are high: misfdisinformation can hinder public heanh eifans,
exacerbate societal divisions and cost bves (22, 5] Hence, the principle of integrity as outbred above is
not just an ethical guldeline — it £ 3 practics neecessity. When integrity is upheld, the public is more fikely to
truat nd fodlcw aidhvice, Pacilitating mode elfective haalth interventiond and & mare hafmaniou docstal
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responde. Corversely, the abierce of imbegrity can lead 1o scepticesm, resistance and chaos withen 1he
lormation egddyitem,

Infadems: maragers bear an ethical respanaibility to act with integrity, eniuring that their actions align
wilth the Badt infereits of 1hae public. Bnpepnity. in thal contest, ingludes variou sipects, each tailored 1o the
spacidic domain of operation

= Scientific integrity: Within the realm of scientific reseasch and communication [about infodemic
msnapement ard beyond)], inbegrity entais adhering 1o dgoroas methodclogical standards, being
EFAnSRaEnT ABSUL SERRATCH PECCEiiaE 300 BLOUTTERY MEDPREERTING ri'l'ﬂ"'lﬂi- 18 require avesiding
condlicts of imtenest, disclosing any rebevant fnancial or personal imberests, and committing 1o tbe
pursuit of truth and knowdedpe.

#  Political integrity: In the arena of politics and policy-maldng. integrity involees acting in a manner
condstent with ethical governance. Decisior-makers ihould prigeitize the public pood abowe personal
of paeisan inferesty, This inclides iranipinendy in deciian-making procsises, relraining Mam
mitsinformation for political gain and fostering a cimate of trast and accounia bélity.

# Prolessional intagrity: professional integrity emphasites moral wirtuss, swch as onesty, fairness and
responability. Infodomic managers should exhibit these virtues by provideng accurate infarmatian,
treating all stakeholders fairly and taking responsibdity for the conseguences of their actions.

Trohahrency

Trarsparency, which invabes clear sharing of informasion, the processes of decisicn-making and the

reasans behind these decisions, has practical imgplications for managing the information landscape (84, 97

Trardparency is a badic ethicsl pringiple and fundamental aspect ol infodemic management. The falliwing
paints highlight tha bnpanamnde of IrARpEey,

& Building trust: & transparent approach helps in establishing trust among 2 involved parties,
including the public.

s Supporting collaboration: Being open about information ard insights can lead to collaboration
between various stakeholders involved in infodemic management. Sharing data and insights with
legitimnate stakahalders can fodall in more elfective ard wel-rounded infodemic Management
SAratEgiEs,

= Alding understanding: Dpen comeunication helps the publis and stakeholders 10 better
understand and evaluate decisions and recommandations. Frowiding diear and accessible
information allows indrriduals to make more infarmed and better decisions.

Erspring transpargncy in infodemic managemaen] actioe bidlds credibility and trustworthiness smong the
public ard stakgholdars. When deciion-makers ane transparent about tha rvolapd stakeholders, petential
conflicts of inberest, data sources, methodalogies and the limitations of evidence used, they demanstrate a
commitmeent o evidence-based decision-making and inatil confidence in the process (37). Transparency
&l inlarmation shasing engender il collaboration and elfetthad decision-making, Brduring & more
resdient risponse o the challenges posed by misfdasnlormation (28],

Frwr the carmsman He b

Sotial Bueneng in infodemic management thould advande the coemman good, particularky whan they ane
justified as a requirement for the good of all, or when the beredits that they provide may be shaned and
cannat be wubdivided imo individual private benefits, This ethical framework recognizes that officals,
public healh agencies oF organijations that conduct social listening or engape i nlcdemic managemrsnt
may become stewands of ane or mone commianities and of the public. As stowards, they have a duty to
safeguard and enhance the health, overall well-being and epistemic integrity of communities. in the face of
wlermblion kallergss and erised.
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The commean good principle requires sodal listening and infodemic management to be deployed if there i
@ reascnsble prodpect of Bene Lo communities of ﬁtﬂﬂﬁilmmmmmﬂm

«  Public haalth impact: Tha primary missicon of soclal listening and infodemic management i 1o protect
public kealth and well-being by preventing or reducing barm resulting from infodemics, By doing 30,
these sctions empower individuals and commusnities 1o make informed choices about Thel bealth, &
commitment te truth and evidence-Bised practices yields tngible Benelics Tor Bath individuals and
socioties.

*  Emgapamant: The vahess and concerr of indhidusds and communities should be taken @i scoount in
planning, impiementing and wing data from social Estering, and, more broadly, for the purposes of
infodemic management. Engagement ks especially impoartant when infodemics disproparticnatedy
Burden o speilic populaticn. such i thaough stigmaticaiian, Alhaugh there are dilferent ways of
engaging meaninghully with affected individuals and communities, engagement should ba aimed a1
promoting Inclusivity, participation and trustworthiness,

= Empowermant and resilience: Comman good in this context underscares the impartane of
empowering bath individuals and communities to navigate the information landscape effectivety. This
empowermient mudt be undersiood a1 &n ongoang commitment, rather than a3 & dona-time endeayoui.
Iedlhviduials i caimeniunies. ikould b dguippd with etaeniil tkills, such a8 eritical 1hanking. s
P access to accurate and relable information, Empowering communities and bullding resilience 1o
infodemics give expression to stewardship duties of protecting and promaoting publc health.

By athering ba ik prnciple of common good, officials, public health apencies and similar anganieatians.
harv @ duly B0 @ nsune That communities ane sgquipped with acowate information and empowsred 1o make
nformed cholces about their health and well-being. Although disaggregating the benefit of socal listening
n Infedemic managemsent for individuals of comemurdtied may ot always be useful or practicable, the
comman gocd prirtiple provided the ethicsl foundatsan lar pramiting bath wmdvadual snd caliectine well-
bing {13).

2.5.3 Procedural principles

Privacy_ = L

Although privacy is gensrally mrecognided a4 & substantive ethical principle and as a haman right, we
consider it here, in the context of infodemic management, at a procedural principle. This emphasizes that
privacy considerations muat be Indegrated into the broader lramewsark of ethicall and responaible data e,
i the pivmary focas 1S on bulding and maintaining trusl, minsmiting haim [See séction 8] and
detvarsing husman rights (see section 0.0),

Inlodeme: mandggement should prioritize privacy proleciion and nduns raleil Gate securily meadungs,
Prvacy is a Tundamstal Buman right that @hould be respectod. Ivlodemic managemsent JChians st
adhere to data protection principles, collecting and using data ondy for legitimate purpases and, whenewer
posisbile, with informed corsent [10). Further, sdherence 1o dasta protection regulations is erscial to
sxlaguard e indesmation from unauthariped sioess, msuse or breaches, Infpdemic manapemant efforts
should comply with relevant laws and regulations, ensuring that data s hamdled securely and resporcibly.

Wharsswer applicable, data sobjects should be made awane of the processing of data related to tham;

Depending on applicable regulations and specific applications and comiexsts, exceptions are in place,
epacally when data collecticen puarantess snonymity of data subjects (100 The processing of data should

e carried ou ondy if recessary snd proportionate ta the explics, specified and legitimode porpose puriued.
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anonymacation process, implementing and detailing the strafegies used 10 assess and mitigate the sk of
date re-sdentification, such 83 abfuscation, rambling or i of symihelic dite

Incases in wiich exceptions sre being apolied, these messures shauld be taken solely an a provisional basin
il onby Tar & pedicd eplicitly Bmited 1o the ilate of amergency. | is ale onatinl Thet specilic ialeguards
are pt in place and that reassurances are ghven that full protection & atferded to data ance the state of
emergency |5 lifted This showld mclude concrete measures and procedures for the retum to “normal” data
processing regimes. Dats protection authanties should b invited ta carefully assess the measanes taken by
slate authedities agasast e conditians.

To ensure ethical snd redporsible use of dats in indodemic managemsnl, £ 15 cruciad that sny daladield vied
a0 aggregated and anorymibed, This appraach ernphadipes The mpomanse of focusing on population-loel
trends rather than indhidual-level data. Data peints befonging 1o infoedemic managemsent datazets should
be structured ina way that prevents the identification or re-identification of specific indeviduals. The means
1k the dats shoald not be arFibaitille 16 indhiduial periond e sheaild ot be wied Tar deploying
meassnes at an inderidual level, This way, indsviduals and organizations invohed in infodamic management
arvd sociad listening can retpect privacy concerns and sthical standards, while still gaining valuable insights
into public health trends snd sertiments. This ancrymization and aggregation is essential for maintaining
public trust and erdiuring that the dpta are used waliely for 1he purpase of enderstandivg ard managing the
wlodemic 31 a broader sociobal level.

Rt o aled \arpe- 00k Al irnafed Sald SrocFiiiag

infadems: maragement, parteularky in the contest of extensive data collacticn and dataset generation
through social istening, could wse data processing approaches, technbgues and technologies, such as Big
Data and Al This proscediaral principle underscores the efhical sgrdficance of processing such data by
emphadiring the smherent respect for husman dignity and data protection. It scknoadadges that, in the
pursit of effectiwely combating infodemics, the respansible hardling of data is paramount.

The Cowncil of Burope™s Committes ol Camvention 108 (99, and the General Data Protection Regulation
{10a), have artioglated gusdance, specfically in the context of Big Data and Al, which can sernee as valuabdes
tools for both developers and gowernments. These gaidelines offer a framework for shaping data
proceising procedures that unleck the benelits of pdvinced technofapied pnd guard agsinst s potental
pitfali, such a5 voluntary masuse and unintended nogative conseguences, inchading the unjusi
discrimranation of indduals or groups (99-187)

Ta operationalize this principhe effecthvely, several key considerations are lebed bilow,

*  Tramsparemcy and explainabiity: infodemic management processes should be transparent, and the
anbbyticd of Al dohatiord employed dhould be expliinable. This eniuied 1hit deciilon-making proceised
afe camprdhansible and Irustwerthy, festerag public confidence, This requirament showld ko apply
o oeganizations that use third-party providers 1o process their data,

*  Precautionary approach: A precautionary agproach shoald be adegied 1o entify and maigate
peobentiad risks associated with data processing, indluding the risk of data repurposing and re-
|dentdication in the cate of anonymized data.

= Risk management strategy: Developing a compreheradee risk management strategy is important,
conaidering not anly technical risks but also ethical and societal riska. This moltifsceted approach
#ekures 5 well-rounded asstimanl and mitigation of palestsal e,

= Focud an dats guality snd minimitation: Deta guslty bhd miremitaton shauld Be at 1he Terefrong of
daa precessing activities. This imaahwes collecting omdy the data necessary for the mtendad purpose,
ared enswring the accuracy and reliability of the data collected.

* Role of homan oversightz Human cearsight plays a oritical robe in the process, ensuring that
automated systems are in line with ethical and legad standards. The foous of automated data
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processng syitemns, inchuding Al, thowld be to direct human attertion tosaeds 1he design of data
collection and 1he evaliation of cutput ds. Heman cwersight inclades the ability to intersens when
reecessany and make judpement calls that automated systems may nod be aquipped to kandla,

Responsible large-scale data processing in infodemic management emphasices the dual objecthe of
acknowledging the nead o hurress the podential of cutling-edge tecknologies while maintaining viplance
Maingt whinbended condequendes and the infringement of individual rights, and vpholding the ethica
principhes of data protection,

Apyrang fr, epuiloble and inclesint firacesiss of decision -malking

Infodems: management requires decision-making processes that prioritize inclusivity, equity and fasrmess.
Inclussidty i3 exsentisl in wocial Bstening for infodemic manapement as it acknowledges the diverse neads,
perspectives and contexts of different publics and stakehalders. Inclusive deciion-making ersures that the
woices of populaicns in vainorable situmians are heard, and thair specilic challenges and needs are
corsidered. This promotes eguity and fairness in infodemic management efforts, preventing the
exacerbation of existing disparities and enswring that interventions bersfit all segments of sodety.

infodemsc management strategies should be culburaly senaitive, necognining the dierse cutturad, lingustic
and socioeconomic backgrounds of individuals and thedr commurities. inclusive decaion-making processes.
help identily and addness specific cultural nuances and sersitivities 1o 1ailor interventions accordingly,
enhancing their pffectiansss and acceptance. Inclutkg decision:making in infodemic manageman
acknowledges the inkerent diversity in the needs, perspecthves and contests of variows publics and
stakehaldirs, By actively angaging these diverse groupd, commusitied ir vulnerable dfieations e

e petraerind 10 Pured their vaiced Beard, 3ad this enspne 181 thede commmunities” whique challenpes and
meguiremenis ane ghan due consideration. This practice 15 a comerstone for promoting eguity and falmess
within infodemic management efforts, thereby preventing the exacerbation of existing disparities and
ensiring that mlernentiond e Beneficis o pll Segmers of soiety.

Key facets of this principde include the following.

= Déverie stakeholder engagement: The principle encourages the active irvclmmaent of & witde range of
stakehodders in thi decison-making process, making certasn that the insights and experiances of
comemunities in vulnerable stuations are integrated into the dedsion-making framework.

s  Cuitural sessitheity: This recogreses and respects the rich tapestry of culural, linguistic and
socipeconomic backgrounds wilhin and atross communities. By being culturally sensiteee, infodemic
management cin identify and addnéis specilic cultural Auanoes and seriilivilees, tailoring
imarventions for enhanced effectimness and acoeptance,

= Equity-centred spproach: Tha spproach necediilates that equity askeiiments be carried oul to
ientity disparities and vulnerabiliies within the community. These assessments Felp guide resouson
allocation and interventson plannéng fo address specific challenges.

* Tramsparency and accountability: Making the criteria and rationale for intersentions pubiic through
transparendy fosters frusd, and mechanisma for accountabdity ensure that wterventions are
administered Faifly bnd equtably.

s Qustomization and targeting- One-size-fits-all approaches are nod sutable for infodemic management.
Customiring inlerventioen 1o sddress the ipetilic needs of different communities i essemlial b
achins equitshle outoomes.

In essence, the principle of faér and incusive decsson-making for eguitable infodemic management
highlights 1he ethical sigrificance of addressing the diverse and unique nesds of all publics, It enseres That
Ererventlons ane culturaly sendiive, equitable and inclusive, and prevents the perpetuation of dispanities.
Thils principle denaes as a guidapost for social Estenang that berefics al shgenents of sockety, creating a more
equitable and far information ecowyitem
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Trusd

Tt rabs of Brusd o8 an oversrching procedural ethicyl pringiple & crucisd for sddressing the challenges
posad by the rapid spread of mis disinformation during times of crisis or widespread hoalth-related events.
Trust plays a fundamental rode in infodemic management for severa reasons, which are catfined below,

Credibility and reliability: During &n infodemic, peogle are Bosded with conflcting ard ofter
misleading infanmation. Establishing trust helps indhviduals disoern refiable ountes from woneliable
cnes, enablirg them ta make infoemed decisions about their health and well-being.

Risk mitigation: Trust ks & critical tactor in mitigating tha risks asseciaied with infademics By
trusting credible sources of information, indhviduals are more likely bo follow accwate guidelines,
preventive measures and treatment options, reducirg the potential harm caused by false or
milesding inlarmatian.

Public health measwenes: Trust & mportant for a0 elfective implementation of public health
medsures, During an infodemic, authanties and healk cang PI'WI-MII“ Cammunicate
accurat information about disease trarsmission, prevention strategies and vaccination effons
Building trust ensures that the public adheres to these measures, inoreasing thesr effectivieness and
fedating the avirall impact of the inledemic.

Scientific integrity: Trust is closely bnkesd 1o scientific imtegrity. In infodemic management, & is
ciudial 1o fedy on wcientific retebnch and avidende-based information. Toast ensbles individuals ta
e confidence in the scientific community’s Bndings and recommendations, facilating informed
diecishon: malking and preventing the profiferation of preudostience and wrwerified claims.

Social cohesion: Trust fasters social cohesion and coopsration among individusals and commasnities.
Duaringg an infodesmic, sodal divistons and condlicts can arise due 1o the spread of mis/deainformation
and cormpiracy thearies. Trust-bullding efforts promote unity and collabarstion, besding 10 the
ardrall fedpacde 10 e sl balng strengthensd,

To ensure and maintain tust in infodemic management processes and putoomies, it 15 recessany to
promate transparency, accountability ard open communication. This involves engaging with the public,
scknowledging uncertanties and providing regulsr updates based on the lstedt scientific evidends,
Collaberationd Between authorities, healih care professionals, researchiers and the media ane cracial Tor
disseminatirg accuwate information and countering miks/disinformation effectively.

Feaatack MIegranon

Regular evalwation and the inclusion of so-called sureet clauses are vial components of fair and ethical
decison-making in infodemic management. Begular evaluations allew for the adsessment ol the
elfectiveness pnd neteity of inlodemic manapemen measures, Thit ensures that inbenantigns rémain
aligned with thieir intended goals ard that they are not perpetuated beyond what is warranted by the
siuation. Sunset dauses help prevent measures from becoming permanent restrictions on righds and
freedoms, proiding 4 wafeguand againat oeerreach,

Regular evalization hold: decision-makers accousntable for the impact of their actions. 1t enabdes the
entification of sharicomings s the adjutment of drategies 19 Eidreds emengingg challenges, By udang &
krarnirg approach and baing open 10 forrecticns, infodemic maragement alforts can cantinueally inprowe
and remain responsive to evoling citumstandes.

In addition, infodemic Mmanapement siralégies must consider the broader conteed in which they ane
implemented, Past egperiences with managing infodemics can provide valuable insights and lessons. By
coraidering historical precedents and understanding the successes and fallures of previcus intersentions,
decision-maken can buld upon good practices snd rvaid repeating past mistakes, Furtkesmors, the
effectiveness of infodemic managemaent strategies can b influsnced By varkous contestual slements,
ncluding socal, political and technological factors. Decision-makers should consider these factors to ensure

|70

| Comanented (M595]; |
Cormemgnted [CHIDORTED]; | sgree with Sardrs, Moy
s Pl R, B ol R T Wi e el | an
BC1 T pereberd Thee DourHis Srubvas plme B oo Dot Staselpeies]
o Lt RFLALSY, 1 6 nof risk il aten, bt fik sdepton.

f L T T i m——p———
el




that strategies are tadored 10 the specfic context in which they are being implemented. This helps to
mitigate potlential abstacles gnd chalenget 1Th maght wadermine the effectiveness of mlodemes
managamsnt ¢ffarts,

Camrnumiy PROGE Ty

Commusity engagement plays a cnuacial robe in infodemic management, a3 it neduces episteméc njustice and
promotes a collaborative and inclusive approach o tackling imfodemics, Valuweg community engagement
enswes that the voltes and perspectives of different communitses snd indbvidual members of those
communities are considensd i inlodemic management decision-malking processes, thus further fostering
equity, Bairness and inclusivity, as discussed @ previous sections,

Thi pulbsic possetses tiverse khowledge, experiences and perspeitivis. By wakdng them in decision.
making, sockal listening in infodemic maragement can tap into this cobective wisdom and gain a better
understanding of the specific challenges faced by different commursties. Engaging the public ko alows for
co-treation of selutions, When indniduil hinse & itake in dedsian-making, Thisy miy Be likely bo suppont
and activedy participate in the implamentation of ivtenantions, reultng in more eHsctive and iatairable
oultomes.

Valulng comenunsty engagemant in infodemic managemant as an expression of transparency and inclushity
s also essential for buiding trust and credibility. im fact, engaging the public promotes transparency and
apenness in commurication, By imaling the public in the decision-making process and sharnng
wilermataan, infedemes mansgement ellorts becams mord siooumable, credible snd trusbwory, Pullic
engapeman alse promotes collaboratens betwoon decision:maiers, experts and th pubbic. This enhanoes
trust, emcowrages knowledpe sharing and ensures that interventsons are weS-informed, comprehenshoe and
tailered to Ehi nessds of the commuity,

Valuing community engagement can also kead to more effective infodemic maragement intermentions.
Each public, with s owm charscterisbics, potsisas fink-hand knowledge of s lecal context, mcluding
cultural, Enguistis and sadial faciens. Thus, engaging with members of thde communities can aliow the
developmeent of conkewtually relevant infodemic management strategies that ane responsive bo the specific
needs and challenges of the community. Engaging pablics also allows for betler communication strategies,
tailored messaging and behaviour change initiatives. By invobying the public, decision-makers can
understand iformatoon needs, addross moconceptions and dewlop targeted interventions that resonate
with the intended audience.

Valulng community engapement is therefone @ orudial prookdural principle for sociad listening in infodemic
management. bivoldng the commurity through community leaders, while ensuring they express a
representative voice of memberi of their communities, in decisicn-making proteises promaobes inclushity,
entourapes collaboration ard harnesses (he collective wiidom ol demerse peripectives,

Pursiing understandoiily af communiatian

Pursuing waderstandabdiny of comenunicaticn, besh in the cangext of priventsan for prolonged public
health chalienges or inthe context of a crisis (risk and crisis comemurscation) ks a oritical procedural principle
thad aims to present ivfoemation and commundcation in a clear, concise and accessdble manner.

Pursuing understandabdity of communication stemming from infodemic rsights ensures effective
communication in infodemic management, directed a1 different pablics andlor stabebalders invoheed in
nfedemic managermsent. The Tellowing Esctocs highlight the significince of this notion

»  Clear and congise messaging: infodemic managemsent refies on delharing koy messages that ane
easily undersiood. By using ssmple and concise language, decsdon-makers can convey crucal
Infermation without confusicn or mbiguity, making ke informaticn mone likely to be absorbed
ared acted upsn by 1he dadience,
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=  ODwvercoming Infeamation everload: During an infodems:, individualy aro Tlecded with @ vast
amaunt of information from varnous sources. Understandabdity belps cut through the noise by
presenting enfcemation in & way that is dgestible, reducing the risk of overwhelming the audience
it Taciliming comprehindhan,

»  Accedsibllity of larmation: Endurmg the accedabity af iInformation = wery impedtant, This
Insodves making information avalakde 1o irdhidual with darse nesds and Backgrounds, indluding
thiose with deabiities or language barmiers. By providing information in multiple formats and
languaages and implementing inclusiee design principles, infodemic management effons become
more equtable and effectnng, reaching broader and moce diverse sudiences, thud contributing 19
Ener pukdss hoalth outcames.

Pursuing isnderstandabdity ensures that information and comemunication are accessible to diverse publics.
bn fact, infodemic management requires recognition and redgpect for inguistic and cultural diversity. By
wsing inchative language and cordidering cultural nuarces, decisign-makars can bridpe communication gapi
and reach a mim"ﬂ.lﬁilﬂ"ﬂ.mtmﬂﬂﬁ“mlﬂﬂMT@WW‘HWMﬂ
differences. Furthermore, infodemic management efforts should employ communication farmats and
charnels that are suitable for the tarpet awdience. This may include uiing vieual alds, plain or emoticna®y
mesonating linguage. oF mcorparating mulimadsa elements 1o eahance undersarading snd engage mant
across differant age groups, dducaticnal backgrounds and digital lieracy levats.

Finally, pursung understandahiay Taclicates micemed decision-making in the pubd, When inledmatian it
presented in an wunderstandable manner, indhiduals are better equipped to make informed chodoes.
Understandasble commanication emposers indbddusls o assess risks, evaluate options and take
Fopropiate SEand 1o pratect temashes and thalr cammminities, Clear ahd caniie mediaging alie kel
combat the sproad of misfdainlemmation by [Hiing snlarmatian paps of debunking already ciculating
mis/denformation, By presenting aocurate and easily digestible information, decision-makers can
counteract false narratives, enabling indhidush to make decisions based on reliable sources and evidence.

3, Implementation

The successful management of enfodemécs, partsoularty in the context of social listening. demands a chear
and structured approach. To bridge the gap between ethical principles and practical appication, this part of
e document ollen & comprehendve st of mecommended actions, Thise sctiond e detigned to simpldy
ihep translation of procedural princigles invo effecthee practices to address ke multifaceted challanges
posed by infodemics during public health emergencies.

Thi: recommanded actions have beon developed by crossing procedural prnciples with elements of
nfodemic management. A3 detalled in section 2.5.3, Procedural principles, the principles guiding these
actions are: privacy; responsible lage-scale automated datas processing: spplying falr decsson-malkng:
irust; feedback imegration; comeunily engagement; and pursuing understandabilty of comenusication,
Thi etemants of infodemic management addeassed ane: monitanng ard detection of narratis, guistions,
comcerns and misinformation im the information ecoaysiem; soence and hesfth communication; education
2o traiving 1o build retilence to minlcrmation; Efrﬂ.[!nﬂ'l'll;:-ll'rd pOvErnance syitems, e, regulations
vl athics (51

The propased actice gre angaraned inta specilic categarne, sich comesponding 1o & kiy element of
iiledumic rmanagemsent and listieg the kiny stakehalders typacally invelved. By offering a o of progosed
actians for exch of these maln aspects and categories, this part of the document equips decision:makers,
suthorites, health care professionals, resegechers, community legders and other stabeholders with
pracical guidance 16 naviga te the complesities of infodems: management ethically and effectively. This
mtegrated approach endures that the acticons ane siakehalder-specific, practical, and aligned with
procedural principles, providing an nitial roadmap for “ethics-by-design® infodemic management [Fig. 61
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31 |"."|I:I|'II|'.I."-"I|'IE and detection of namatves, QueEstinns, concarms and mitsinfiormation im the
information ecosystem

BAanitoring ahd defecticn of radratives, quedtions, conterns and mid/disnfarmation in the infarmation
efodyitem nodees the dystematic tracking, anahysis snd idestificatEon of mlcmataan trends, public
enqusries and the spread of both acourate and inaccurate information within the information Bndscape, as
weil as monitoring the feelings and sentimends relabed to these narratives. This process alms to discem
palterns, emerging narratives and mity/disinformation 1o inform effective responses and inberventions,
3.1.1 Eay stakehndders

Gavernmenl amd pubhc haalk julboribed see redpaniibls Par disteminalang soierite inkarmation,
coaniering misfdisinlormation and responding Lo concerrs during puliic health emedgenios,

= Miedia and jourmadism assoclathons play a significant role in reporting on and disseminating Commented [AX1143 v tned By werion b dencrite
information, 2 well as Tact-checking and countering mis)'disinformation rredia ad ppumalamurradio threughoot DK |

= Techmology companies manage digial platfeerns and sagial medsa where information iz shared and
play a rale i combating 1he spread of mis/dainleomatiaon.

»  Commisnity Besders and advocabtes repredent tha inkerests of warlow comminities and help endure
thaeir woiged arg hearil

= Eessarchers, academics and instiuiianal review Baands (IRB) conduct studied and pravide dats-
diriven insights to inform strategses for addressing misSdisinformatson,

& Thi peneral public act as BOth corsumens and disseminators of svlormatson, and phay a nobe in
recognizing and reporting mitsdisinformation.

s WG0s engage in awareness campaigns, Tact-checking ard educational initiathes to combat
mits disindormation.

*  Imternational organizations provide guidance, suppoet and coordination in global infodemic
management efloais

= Health care professionals offer espert guidance and ersure that accurate health-related
inforreation B availsble 19 (ke public.
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Fact-chicking erganications specialize im veritfying infarmation and deburking falsehoeds in the
public domain.

3.1.2 Privacy

a

Prioritice ancnyméty and informed consent: Whenewer possible, operate on anonymived data o
ot possible. abten eplicn and mformed consent fnam indsidusls belore callecting and uwing ther
data for indodemic monitoding and detsciion, Ensung that they understamd the purpase and
poberbial vebes of thedr daka.

Adhire to data pratection repulations; Comply with relevant data protection regulations and laws
to safeguard user information: Ersure that all data handling processes adhere to kegal
reguirements, sach a3 the Gerseral Dats Protection Regulaticn,

Privacy by design: incorporate privacy consicerations from the outset of socal Estening in
infademic management procedde, Eniure that privacy safeguands are integral to the design and
|Wmﬂ1ﬂmﬁﬂfﬂli collgcthasn and analygis methads Lo guarsnbes That da1a posls in the
dadasets are not atiributable (o Indhiduals.

Propantkonate data protessing: Only collect and process data that is reoessany and peaportionabe
for the specdied infodemic management purposes. Conduct impact assessments to justify the need
for such dats processing.

Temnporary restrictions: If exceptions 1o privacy principles are deemed necessary, eraure that they
are xphicithy limited to the state of emergendy snd that They are legally justified, necesiary and
proportionate, Implemant saleguands to profect indiddual” data and plas for a return 10 normeesl
data processing after the state of ermergency i Bfted,

3 Aesponsible large-scale automated data processing

Tramsparest data handling: Ensure transparency in ad data processing activities related to
Indpdemic manapement. Maintain cear decumentation of dsta processing Weps snd
methodalagies uied, promaling public confdence n 1he proceds,

Explainable anabics and Al When wting sabltics and A salutiond, erdune explainsbiBy &nd
whderstandability, This empowens alected communities bo understand how decisions are made,
erhancing trus? and accountabilty.

Precautionary measures: Adopt a precautionary appreach when dealing with data, especially in
cates invohang arsanymized data. mplement safeguards 1o identify and mitipate potential risks,
including re-dentification risks.

Comprehensive risk assessrent: Develop a robust risk management strategy that congiders
techinical, athical and socetal fiks. Regulbily asiesy snd sddress these fiaks o endure the
rasgansibie handling of data.

Data quality snd minimization: Prionitipe dao guasity §ad mirimitslson in data proceising. Collect
by the data necessary for the intended purpede but maintain the accuracy and relishilny of the
data colected.

3.1.4 Appheng fair, eguitable and inclisive processes of deckion-making

Engage diverse stakehalders: Artively invelve a diverse range of stalefiolders, including
marginafied ar vulnerable communitied, n the dedision-making process tor infodemic
managemant. Ersurn thiir voices ane heard, and their perspectives. arne comsidered.

Cultural seesitivity. Becognice snd respect the diverie culturad, linguistic srd soedigecanomic
backgrounds of comenunaies affecied by the infodemic. Tallor commaunication and interantion
strategies 1o be culturally sensitvve and relevant.

Collect and analyse disaggregated data: Gather and analyse data that is disaggregated by factors,
such as gender, age, race, soticecomnomic statua or other factors that may play a role in ensuring
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the farness of processes and inferventions. This enables a better understanding of how ddferent
grougs are Miected and kelpd in dedigning targeted imerventions. Ensure that B is not possible to
re-adentify data subjects Based on such faciors

Eguity ddsedament: [omdud] eguily iiedimants 16 idenlity dupaities and wulnersbilties within
the comenunaty, This information can guide the prioritesticn and allacation of resources and
inferventions to address specific challenges.

Trarsparency and accountability: Maintain transparency in decision:making processes and make
thie criteria and raticnale for interventions public. Establish mechanisma for acoountabslity o
ergure thal imterventions are faic and equitaiile,

3.1.5 Trust

L]

Tramsparerdy and apem communication. Promone ranipanendy by openly commaunicating with the
public about social listening in infodemic management. Provide dear and accurate informatson,
ackrowied ging uncertainties when mecessany and offering reguiar updates besed on the latest
scientific eviderse.

ictountability: Hofd indhviduals, organizations and suthorities sccountable Tor the information
they colact arvd disseminate, Ensiang that (hose respaniible far managing the infademic adhere to
ethical standards and corect mis/diinformation accuratedy,

Credible sources: Rty o credible sources for sfoarnatean and recammendations., Ensung chat a0
information shared with the public comees from reputable sowrces and is grownded in scientific
research and evidence-based indings.

Emgage with the public Acthvely engage with the public, listening and addressing their questicns
and corsternd. Endourage o tad-way dislague that allews individaal to expross their worries snd
higriainees, but alo prowides acfufate and empathelic nesponieg.

Collaborwtive efforts: Foster collaborstion babwesn mithorites, hoalth care profeisionss,
resgarchers and thi media, By working togather, these stakeholders can oftectively suppon
infodemic management efforts

3.1.6 Feedback integration

Eegular evaluation: Regularty conduct evaluations of infodemic maragement measures to ssess
their eMictivenid srd necetiity over Ume, Enjune that intersentians remain aligned with the
sacial ening goaks and adapt them as nesded.

Sumnet cppses: Whenever gpplicalle indodemic managemen proiedies phd activitied dhould
include sunset clauses to prevent consequences of these practices from becoming permanent
restrictions on rights and freedoms.

Accountability; Apply atcountabdlity measures by actively seeking and acknowiedging feedback on
the impact of infodemic management interventions. Use feedback, incheding evidence from
rsiegrch, 1@ entify shomoomingt and make necessary Adpasbments 16 imprave the Srategio,
Learning approach: Mainkain & kesiindcg spproach in infedemic management. being open o
eorraEtions Biked on leedback, evolving scienidlic evidence and emenging challenpes, Cantsnual
improvement is escential for remaining responsive 10 evobving ciroumatances.

Contaxtual consddarations: Consider the broades contex in which inladems managament
strabeghes are implemented, Taie info accownt hisboncal precedents, lessons from past
Inferventians and wariows contexstual elements (e.g. sodal, poltical, technological] 1o tailor
sralingnes elfes sy,
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3.1.7 Comminity engagement

Activedy invohee diverse comemuntties. in all decision-making processes related to infodemic
management, Martng with the desizsion bo track and provide tadored infarmation and imerventions
in i specific community and details of the nature of those actions. Ersure that a wide range of
voices and peripectiees ane considened.

Co-craation of salutions: Encourage the co-oreation of selutions by engagang the public. '"When
Inadbsidiuals hawe 2 stake in declsion-makirg, they are more likely to support and actively participate
i Ehe imglementation of interventions.

Transparemcy and open communication: Promote transparency and open commaunication by
inwalving the pullc @ decidicn-making, Shace informaticn ardd engape in dislague 1o build trust,
eredibilivty and acgcuntabily,

Collaboraian between itakehalden: Foier collphoration between decision-rmakery, expertd Snd
the public. Collaborative efots enhance trust, bnowledge sharing and wellinfoemed, holistic
inferventions tallored to community reeds.

Contewtually relevant strategles: Recogrioe the walue of commainity engagemient in developing
confexiually relevant infodemic manapement strategies. Community members possess first-hand
kneradedige of locs context, including cultursd, inguistic and socisl Fscton.

3.1.B Pursuing understandabdity of cammunication

L

Chear and concise mmmrlﬂwﬂiﬁhﬁhﬂHHtiumm language, Ensung
that infarmation is easily understood winhout ambiguity or confusaon.

Orvercome information evertoad: Present informatson in a digestitle maneer to badp individuals
process ard understand it amidst the information overload experienced during an infodemsc.

e inclusive language that respects bnguiste and cultural deversity. Becogniee the importance of
cultural ruances snd endure that no ane is extluded due o language barrien ar cultural
il ferarng.

Acceidible communication fonmats: Uie commaunication formats and chanmel suitsble for the
Lanpel avdsence. This fnay irwobal uieng viseal aids, plain language of mullimedia elemants 1o
enhanoe undersianding across dverse demographics.

Emporwer informed decision-making: Aim to empower individuals to make informed choioes by
presenting information in an understandable manner. Clarity in communication helps people assess
Fisksd, evaduate oabsand and take sppropiiate sckions.

Pow 7 Do iy Uissted Toales Cendens for Dispoier ool ong! Prewertos

Thae Unitedd States Centers for Diseass Coebrod and Prevention [CDC) Irsights Unit mosifoned
different data sources induding social media, news media, external polls and suraeys, internal COC
suaniys, COC wabite motrcs, qusttions received by COC's national call condre [CDC-INFDY, peer
reviasd Berature and reposts from the CDC's partners. National reports were publishied regulary,
“Special” reports, which focused on a specific topic, demagraphic growp, peographical locaticn or a
soame combinaticn of these theee, were puhliched more often.

Qwiginally, the sogial Eelening carried oull by The Insights Linig fasused on naerathees surmounding 1he
COVID- 19 vaccinirs, and was then expanded 1o intlude namatives surrownding all vacgines and ather
prioaity Bl 1o@ecs, with TR aam of identatying the public’s questiont, conderns and frustratians
Akl Tha-be e, arsd TR vlormatson waids and any inaccurate hoalih = lermatian that was
circulating. Onee the informaticn had been gathered, the Linil™s data analysts, wisers, RO,
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sisbject matter experts and graphic designers worked with staff from the CDC's other divisions and
programmae to identify wanys 1o address the themses present in the reported narmathes

The ebjective af theis eflafts was 1o provide repofts en current thrests snd opportunities in the
infarmation efirenmen te COC laH, and sl werking in pariner anganitations and agencies. The
Livi alse powided solutions 1o address or leverage these oppediusities, and resources ta neduce the
Barriers 19 B0, with 1Re goal of increadeng Beanby BeRasiours in 1he public, To achiewe this, the
Uit worked with paniris 1o disseminate the rapant and offer training sissions, consaRations and
technical assistance,

For the main part, the socis listening work was fooused to a national saudience, bed, at the requess of
leaderikig, the Unit would alio look intg specific demagraghic populations or geographical regions
o both {e. g cis-gender, hetercieal black women lhirg in Atlserts, Geangia).

Ethical conaideration

Flhll:'r.'l'-apf\nl:ad the wh‘rfnflnﬂdﬂuﬂ.hlmumtdﬂ nof brack or “folow” individual
pediple or atcounts, But mondtored the responaes 1o CDC social media posts. Mo soclal listening was
carried out in private groups on sockal media, websibes or forems, and no attempts wene made to:
mwmﬂtmﬂﬂhlﬂtmmhﬂnmmmh&iﬂﬁhnﬂt
. The Unit increased the threat leved of a narrative i it is spresd was significantly among a group
that would sutfer 3 disproportionately negative impact from the existence of the narrative, which
was considered 1o be an equity-based approach. The Unit did not adwocate for any comtent published
on soceal mesdia to be removed.

Mental heaith: To protect the mental heatth of staff working on the Insights Unit, all staff involved
recedved clear training on the ethical considerations of the work and the rationale for these
considerations, and ethical dilermenas and consderations wene dicumsed in weekly team msetings at
they arose. The O0C provided all empioyess aoors 1o the Employes Assistance and Refenral
Frogram, which ghves employees access 1o confidential and professional courselling and also to
referral services to help them manage life events (e g- legal makters, finarces, education, family
miatters, ebe. ). Weekly check-in meetings were carried ouft ta discuss the conbent that staff were
seeing. and these meetings allowed the team a safe wpace bo express their feefings about the contert
and how | was impacting 1hem emsotianally.

Wien analyits were collecting data, or writing up the findings of namratives that wero cspecially
troubdirgg, they were alicwed additsanal time for their work. &l team members knew, and
reemphasized o each other, the importance of expressing situation-gpecific ethical conceree. Team
membsers ware aware that their wark could impact their mental health, and the management wers
chear that staff should $top working if they started 1o notice that thedr work was having a negathe
impact on their wel-being.

Recommaendation:

= It iz important 1o recognize that the resporse to mfcdemics must be rooted in human rights and
shaaild not infrirge on individuals” reedoms, &5 establisvhed in the Internationd Covenant af
Civill anad Politacal Rights that stabes “everpone shall haye the right to freedom ol expression; this
right i include freedom 1o deek, receied and impart infosmation and ideas of all kinds,
regaccleds af Frantiers, either arsBy, in witing o in pring, in the Tarm of 8, or through any
ather medis of his choice”™ [(93),

o A recent Secretany General’s report nofed that “Approaches that seek simphe solutions ko this
complex protdem are likely b censor legitimatbe speech that is protected under infernational
human rights law . [and] are likely to exacerbate societal ills and increase public distrust and
discannectians, rather than contribaute 1o the resalutian of underhying problems.”

+ Toeams that provide insights into infodemics should havve the automnomy to put foreard the Escis
ey they have elicited, and health asthonties have a resporsibility to everyone that they serve,
and nat just those members of the public that express positive feefings towards health
authoritees,
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Bou J Grwr cfudy: How Gbono mosoged e COID- 1T infodymmer ond soccise mnisformodion

This case study Mustrates the approech that Ghana has taken to manage the infademic related to
COED-1% and waccing mianformation through pastnerships between the Ghama Health Sorvice,
URBCEF and pthar stabeholders. Wiah the recent imcrease: in Infernet and mobile phone usage in
Ghara, social listening on digital platforms became crucial to eMectively track and addness
mitsinformation. Socal listening was carried out by a multisectoral National Misinformation Task
Force, using the Tallowalker platform, among others. This Task Force worked as part of the Infodemic
Management System that had four main steps: identifying misinfoemation, assessing risk, wendying
information and responding appropriately. The infodemic Management System process involved
analysing online maeratives, assessing the potential impact and risk associated with misindormation,
and propoding responses based on a risk assessment matrix. & collabarative process involving
experts from varicus Nields was utssd 10 regch decitions on the &ppropriate responses. Y arous
nuﬂndmwﬂmmmumm“mrmm
erlane 1oals, such a8 Tallkbwalker, Brand 24 and Google Alerts, and more traditional methods, such ay
mmmﬂmﬂ“ﬂhm inbiprated apprabsih endured that the
respanied were culbarally pprogeiate and were practical to use within the Ghanaian contex]

Ethical conaideratior

Privacy: in this case study, privaty wid maintained by uiing ananymizition ard sggregatian
rechnigques That focuded on population-tevel dita snalysis, via oo duth as Talkwadicer, Individiasd
Eracking wiis mot carmied out. The apprasch wed security medsunes 1o protect dath sod adhered to
locsl data preqection regulatioes, whith wai imoortant & public svailable dals wene being
anahysed. The Infedemic Manapement System Enited data collection and processing to only what
wilh necessary 1o identify ased sddress COVID-19 misinformation

Respansible larpe-scale data processing [big data and A1) The princinle of respansibie larpe-scale
data processing is implcitly aligred. The process underscanes rarsparency and explainability, a3
data anakytics pre shaned within § multcdcciplinary 1aik forge, promoting understinding and Erust,
The Indedemic Maragement Systam vabeed precauticrasy stralegies to matigate risks, inchuding
data repurposing snd re-identification. The syitemats: snd tingeted approach 1o dia colection and
lMMhMMMMHIWHMM.MWH_m
and redponde itrateghs, meardng that human eversight wad integral to the process. This appeoach
represents 3 balanged cameitenent to liveraging advanced technalogies, with ssleguards buil in
againgt th potential ethacal and techaical pitfails, and aligns with global fandands for responsibbe
data usd in infpdemic Mmanagemaent.
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3.7 Scence and haafth cammunication

Science ard health communication invelves the efective dissemination of accurate, evidence-Bued
schendific and health infarmation to the public, with a foous on swift and precise content development to
address information wolds. This process inclodes the creation of high-quality bealth information materials
anvdl resowrciy, a5 well ga the translation and tranifer ol scientific knowdedpe (o the public. 1t aha inchades

actiities related o debunking and correcting misfdisinformation. Science and hialth communkation aims

to bridge the gap between scientific inowiedge and the public’s understanding of health science,
promating informied decklon-making and countering the harmful effects of misSdisinformation in the

domains of heshh ard science,

3.4, 1 By stakenosdens

s Government and pubdic healith authosities are responsible for crafting and deaseminating accurate

scientific and health information to the publc during health crises and infedemics,
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Health care predessionals offer expen guidande and cantribute to creating acourate health-related
miaterials fior the public.

Scapntific and medical research institutions, including IRBs, conduct studies, research and chnical
triaks, providing the foundation for evidence-based health communication

Academics ard educators develop educational materiads ard curricula that promote sclence and
kseaith liberacy, enhancing public understanding of these topics.

Medla and journadicm associations are responsible for reporting on and daseminating soentdic
and heahberelated infarmation, and for fact-checking and countering mis/disinformation in thewe
Areas,

Commuanity besders ansd advocates represent vanous communities and play an imgortant rode in
eruring that science and health infarmarion it cuRurally sensitive amd scossible 1o all

NGO engage in awareneds campaigns, Tact-checking and aduckasnal infliatiees related to science
ard hiaalth 1opics, combatiag misdizinlormation @ These anead.

Fucn-thebiking cfgandeation dpecialing in verilying sciemtifs and Besinh infarmation and debunkang

faterhoods in the public domain, contributing 1o the accuracy of infarmation avadable to the public,

Ieternational organizations provide guldance and suppar, and cocrdinate ghobad eflons related 1o
schence and health commanication, paniculary dusing health emengencios.

Techrology companies and digital platforms manage digital platforms and soclal madia, whens
science ard health information are shared, and are responsible for combating the spread of
mitsfdisindormaticn in these domains.

Pathent sdvocacy groups represent the interests and concems of patients, providing waluabde input
g the commumication of health infarmation and ensuring it meets the needs ol thode | serees,

§.2.2 Privacy

Ergure robuit dala wecurity masdures: bmplamant sErong seourifly pretecdls 1o shleguand sery
scientific and health information that may be collected and disssminated (such as public teedback
on the effectiveness of & commusnication campaign).

Camply with data protection regulatbans: Adhere to relevant data protection laws and regulations
to ensure that all commanication activites are conducted in compliance with legal requérements,
thun safeguarding wser infermation from undutharined acoeis or metuse,

Anonymize datac ¥hen wing personal data for communication purposes [eg. when gring
edamphed or dubtantisting claims) ensure thay b dnonymined,

Public education: Clearly communicate to the public sbowt privacy rights and the mpafance of
privacy Considerationg in social Intening and infodemic maragemant, empowering indindduals 1o
advocate for their privacy and hold stakeholdess actountabie.

3.L.3 Responsible large-scale sulomaned data progessng

Tramsparemt data handling: Be transparent about data collection and use in health eduwcation
initiatives to basld trust with stakebolders, inchuding the publc, Demanstrate your commitment to
ethicsl data practiced by clestly explaining how demographic dis are snorymilbed and aggregsed
b tallor health mossaging to specific communitias, &rauring that irdhidualy understand snd trust
the procoss.

Precautionary measures in heaith messaging: fdopt precautionany messures in data processing
far health education campaigns to identify and mitigabe risks associated with misfdissnformation or

wninbended corsequences. Implement rabudt Fact-checking mechaniams before disseminating
repadnh information 1o prevent che spread of fadue or misleading content,

Huirmas oversight In health communigation; Ensude Fuman gveright in health comenunaiation,
especially when automated systera are used for large-scale data processing. Allcsw health cane
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professianals and subject matter experts to intervene a3 necessary o align sociad listening and
hesith messaging with evidence, ethical and legal stendards. This overtight addresies neinies and
complexities that asiomated sysiems may miss, improndeg the accuracy and effectiverssss of health
education initlatves.

Callabaratson for eMective kealth messaging: Foster callaboration among stakeholders, such as
government apencies, healh cane providers, educatons and community leaders, to enhance heahb
education effons. Leverage diverse expeite and peripectives to dévelop comprehersive and
culturally serdatnee health mastging siratepses. This collaborative approach laclgates the sharing
of best practioes and rescurces, optimizing the mpact of health education initiatives.

Evaluation and impravement; Prigritice the evaluation and nprovemsent of data processing
practices in health education. Regularly assess the effectiveness of kealth messaging campalgns
and solicit feedback from statebolders to iderdify areas Tor improvement ard refine approsches
ot i, This iterplie process endunes That Feaith eSucation eflans romas relpendthng by
ewodving pubdic heatth needs and adhere to responsible data processing principhs.

3.2 4 Apphying fair, equitable and inclusive progesses of decision-making

MHverse representation in content development: Ersure a diverse representation among capers
irabyed in deweloping health communication materialy, Include voices and community leadiers
frorm manginaliped commanitses 16 addres their spedclic kealth condgins and erdure The relevnde
of information to all segments of society.

Cultiiral sarsithaty In massaging: Talor Bealth commisnicatsan mersages ta be culurally sensitive
and accessible to diverse popolations, Collaborate with community leaders, crganizations and
grouns to identify, test and use language and imagery that resonate with diferent cultura
Backiroundd 16 enhance undenilanding aad engagement with health infarmation.

Equity-centred aparoach to distribution: Prioritize equitslile distributian of health communication
matgsials o reach wnderserved communities, Congider the urique challenges Taced by mangnalined
growsps in accessing information and implement strategies to bridge gaps in acoess.

Inchuthen feedback mechanisms: Extablish mechanisms for gathering feedback from diverse
stakeholders on health communication materials. Solich input from community members, patiend
advocady proups ardd other stakebalders bo endune 1R infarmation addressas thair senifietiog,
concenng and preferenoes,

Continuous evaluation and adaptation: Regularly evaluabe 1he effectireniss of heall
comemurcation strategies throwgh an equity lers, Monitor reach, comprehansion and irgact
amang diverse populations and adapt messaging and distribution strategies accordingly o ensure
equitabile Gubddemi.

Trust

Priaritite traniparency: Make all At and dourced ol wckentilic and heallh Bl laon open Bl
accassibbe fo the public. This includes the methodalogios bebind studies, the data supporting healih
recommendations, the prindples that guide decision:making [e.g- minimizng morbidity and
martaity, maimizing ecanomic berefit, etc.) and arvy wncertainties or kmitations in the currens
wnderstandirgg. Transpansncy promotes thust by showing the pubic that there i§ notkeng 1o kede,
and That information is shaned opandy,

Erviure accuracy and rellabiling: Rigorously fact-chack all science and health commaunications
belore dissemination. This irvoboes collaboration with expens, such as kealth care professionals,
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scienkific researchers and fact-checking crganirations, 1o werify the accuracy of information,
Maintaining a high stendard of stoursty helps b baild aosd sustain poblic trust,

Inpage in scthve social Bstening and integrate Teedback mechankema: implement mechanisma fiar
public feedback and engagement, allowing 1he community o sxpress cancedns, sk quesiions and
e pompt and accurate MELpoREes. ACtive [stening demonstratos respect Tor the public's
peripective and conbributes to building relationshéps based on tnest.

Create collaborative networks: Encourage collaboration between all staietolders involved in
science ard health commwunication, intluding government bodies, health care professionaés, media
arsd technology comganies, A unifed sgpreach ensenis condishency in mesiagnng ard bmphifies e
reach ol acgurate infarmation,

Highlight sclestiflc consonsus: When communicatieg scientilic findings or kaaith guidelines, dearly
Indicate when there is a consensus among experts. Public undevstanding of sclentific consensus
adids weight Lo the communicated infoemation and reinforces it credibibty.

3.2.6 Feedbacdk integration

Use masltiple channeh Tor feadback collectian: Leverage & wariety of platlesms = including social
media, communicy forumd and seurces of offling data = 1o gather feedback from the public on their
wnderstanding and concerns. and the misfdisinformatson trends related to health and soence
COmemurCatan.

Maonitor and evaluate communication impact: Regularly avsess the impact of sclence and health
commuratalaon stralegies Ehrough feadbsck machanismi, Use this data ta refine meetsapid, addreds
Py idandified gapd af Miscancepliong, and Fnpiowe the oversll sllective st of communigatian
aifoans

Inplement svidence-baned content develogmaent: Ensure that 3l health and scienoe
comsmurication materials are based on the latest scientific evidence, and establish a process Tor
regular updates o these materals a3 new information betemes avadable or a3 feedback indicates
misunderitindings, of gaps in pablic Enowledgs,

Promate interactive and engaging communication: Design scienee and hieahh commusnication
PAFILEEe 1RaY Are ETErac g, allowing Tod Peo-vway Communication with the puablie, This cam
Inwobye question and antwer sesskons, webinars and pubdic forwms, held online or in-person, wheere
individiualy can ask questions, express concems and recelve direct Teedback Trom experis.

Enhance mesdia liberacy and critical thinking: Work with educators and community leaders bo
develop pragrammes thil ident#ly and target media literscy and eritical thinking skills gaps amang
thae pablic, This ingludies educating thir pullic on bow 10 critically evauate heglth information ard
recognize credible sources, which is essentlal for nanvigating mis/disinformation.

3,17 Community engagement

Co-create profects and comtent with commundties: involve commaunity membsers and leaders in the
crestion al infodemic programmaes ard haallh commanication materiali. This collsboratiee
appraach efsures the cantent i outurally sensiteoe, linguistically appropsiate and tadoned 1
addrgss the specific concerns and values of different commaunities.

Usa diverss commanicathon chanmels: Distrbute science and keaith information teough a warigty
of platforms and media to reach a broad avdience. This includes traditional media, social media,
commurdty meetings and digital platforms. Adapt the messaging to Bt the feemat ard sudience of
#ach channel,
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=  Provide training for comenunity sdvocates: Equip comenuraty leaders and advocates with the
recessary knowledge and resources o accurately convey stience and health information within
their communities. This emipowers locs voices and ensures that accurate information is
detiermingted theauph thailed fommmnily retwceks,

= Faciltate cpen dislogued snd gueition snd aniwer sedslond: Host regular forums, workshegs snd
aahling quadtion and answer sesdEans al wiich community members cam sl Queitans, express
conoemns and receive accurate information directly from esperts. This promotes transparency and
allowrs far direct sngapement with 1he public.

3,28 Pursuing understandabefity of communication

= Simplity and adapt communication lanpuage: Comen comphés scrntific berms and Jirgos inla
umple, understandabde language withoul sacrificing acourady, This involves using plain language 19
explain comples contepts, ensuring that the informaticn & accessible to non-mperts. Use language
that ks specdically designed for the inbended farpet audienoe.

&  Use visual alds: Incorporate visual elemnents, ssch as infographics, charts and videos, 1o
complement tect-based information, Visud sids can halp simplify coamplex nfarmatian, making it
easier lar the audience 1o underitand and retain scientific and health-relabed facts,

*  Reritive feadback and testing: Before disseminatang indormation widely, test i with a small,
devnrse groug from the target asdiencs 10 ersure it s whderstandable. Use their feedback 1o refine
messages, ensuring clarity and effectiveness.

&  Lewerage storytelling: Use relatable stories and anecdotes to convey scientific and health
messages. Storytelling can make abstract or comples concepts more tangible and memorakle,
pramoting & deepss conssection with the sudience,

= Provide context and relevande: Explain sy the information i mpostant snd how it applies to the
audience s daily lnvis, Prondding context halps the audsinde urdersiand che relevance of scigmlific
and heahh mlcemation, making it more lioely they will pay attention and act upom &,

Aae 3 Cmir iy Piae Edifiees Dediterrameam Argringd O e

The secial latening furction in the WHO Lastern Sediterranesn Begional 0#ice comes under the
remit of the Risk Communication and Community Engagement (RCCE) beam, wha are part aof the
Country Preparedness and Internatianal Health Regulations Unit in the Health Emergency
department. During COVID-10, socis! listening used various sources of dats, including the EARS
platfarm, Talkwalker, the mm,;umﬁum Faceboak Duta for Good, CrowdTanghe ind
Godghe Trends. Thede platformd were wed 10 Capture public conversilions snd medis atickes, and
also iderilified misimlermation and disinlormation 1Ml were tirculsting acress the various socil
i @lEtGems B R WHD Eastern Mediterranean Rigion, This infarmatian wis used 16 indoem
pisbilic health respanse activities, including ridk commanication missaging, The ROCE team worked
chriity with thi infarmation managEment teams wsing T Epidermic Intollgence fram Dpen Sources
Inicistive to build @ compeehensive picture of the comersations about COVID-19 and data,

Social listening, and its wider application in infodemic management, started dusing COVID-T19 with
the UMSCEF Mickile East and North Africa’s (ata Portal sharing thes sotial Benng reports within the
InterapEncy working groeip selhvities. The Regional Office wubisquently hived & dedicited cansullan
o develep sofial lnvening reports for COVID-19 and other disease cutbrests of Besth emenpencies,
st 85 mipox, chabers, the Tirke-Syria esthquake and the cenllic] in Sudan. The corkultant
reanitors pubilbc conversaticns during specific healih emergencies 1o gather dats to sccurstely and

imighnfprmation,
mmwﬂ%ﬂMMMMhﬂhﬂm
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The consultant passes on this information o the responss teams, Including the RCCE team, 1o allow
them to dewelop appropriate messages to counter any dainformation and to provide any other

information meeded Other actiities carried out inclede training sewsions for community wolanbeers Comempnbed [AK158] Flese chek that | bave retsred

and health workers, and other Incident Maragement Support Team memibers, incuding the Fin EATIRE

Infection Frewention and Control and Surveillance teams, and also the iInteragency working group

and ministries of heatih, Comerented [AK15T]: | foard thas seroence dfios oo |
; i inpeOh. Phidche vl S asvend sooandinghy |

Data were collected from public poetals that are avalabie for everyone. However, data that incuded mﬁﬂﬂ; Phewrse ok that | ave reisined |

sersitive infarmation, or that might hawe caused harm in specific contests, were cnly thared among win FRbating |

WHO staff to inform the response. ard incleded a disclaimier o prewent furthier cinculatione AL the |
regional leved, sodial listening and infodemic management activities were carried oul for specific
health risks and disease outhreaks. Capacity-building ks dore for RECE focal pomis af country offices Comemmented [AX159]: Do vou mean fhas mare RICE i
to strengthen the capacities of courtry office. sl STV W SR 63 doas Ty oY I

Ini gher initial hours of the respense 1o the Tarkye=5yia sarthquake, the main focus wak enswing
that critical ife-saving infarmation was shared with affected comenunsties, For example, what 1o da
during aftershocs, and how to avoid fusther risk and injury, along with operational nformation, for
guample, which health services were still cperative and where to seek care. In the immediate
aftermath of the carthquake, social listening was conducted daily by scouring digital platforms to
ursderstand pressing community lssues and needs, and this informatkon was fied into the overall
health sector response. The coflection and vse of socdal and behaviowral data captured wia daily
digital listening, and the establahment of community feediback medhanismes, helped detect emerging
|ssey and allowed rapid dissemination of information and resources 10 ensure harmanized
community outreach

Ascommaendations

‘When developing management functicns for infodemicy within heafth ministries, & is important to
adopt @ wystemadic approach thad strengthens infodemic management mechanisma and incorporates.
ethical considerationa. This can be achieved by aBocating resources, such as funds and personnel, 1o
traim viadf on how to conduct sacial listening snd effectively use the dats generated data for the
berelit of the public. Bullding trust is crucial becsuse if the public loses $aith in 1he povermement, it

e hive negitive effects on the accuracy of the dats collected and, ultirnately, Impsct the responses
b Pl health erige, Conmemanted [AKTE3): Floss ctech thes section quite
caretaly, | Bope that § have rrfaned your mrasiog ]

3.3 Education and trasning 10 build resikence 1o msinlormation

Education sl tigining pragramime simed ot Building resibence 1o mn/disinlormaticn B68 mportent
compoeents of infodemic managemsnt, Thise initiatives (ocus on enhancing individuals” abilities to
dentify, crivically assews and effectively address health-refated mis/disinformation. Thoy alwo emphasize the
mportance of prebunking, which irvokies pre-emptvely debenking pobentis! miy disindormation before 8
spreads. Thiss programmes seak 10 mnprove self-eMicacy, ensbiling peophe 1o sdbene 16 recommended
health behaviours, and atuo 2 to enhance pecple’s abilities to develop more accurate risk perception, Comesenied [AKTEN] Feae thock that | bave petsiesd |
while judging ke benefits of recommended heatth behaviours. wEut maating

3.3.1 Koy siakaloiders
»  Educational institutions: schools, colleges and wniversities play an impomant role in providing
formal education and training programenes bo budld resiience to mis/dsinformaton amaong
tisdenty, beachers and 1he broader community 4L

= Health care professionads and onganizations offer specialioed training to their staff and patients o
ervbure thiy cin discenn stourste kealh informaticn from mis/dnlormatian,
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Government and public health suthodities are respansibie for developing and implomenang
educational campaigns and irdtiatiees fo promote health liberacy and mis/disinformation resilience
at & population fevel.

Community-baced crgantzations work drectly with commusnities to provide tallored education and
Eraining programmes hat Sddress leesl peeds ind condenns reliled 1o haallh misflanldmalaam,

Infarmaticn literscy organitations foous on improving critical thisking ikills snd information
liveracy 1@ Felp individuals idemify and evaluace mis/disinformation and enhance 1helr redilience 1a
fatee hieahh claims.

RGOS sngage in awaneneis campaigng, dducational indiaties and Training programmas cesigned
to combat heaith mbsfdisinformation and improve comemurity resilence.

Online platforms and soclal media companies can contribute by offering resources and training
mrodiules hiat help users ientify and report mis/disinformation on their platforma,

Besearchers, academics and |BBs conduct sfudies and research on effective educational
irferventions ard provide evidence-baded guidance an helding redlience to health
mib/disindosmaicn,

Public Wbraries offer resounies, workihaps and irgining programmies to enhande infarmation
literacy and critical thinking skills amang the public.

Patient advocacy grougs play a role in educating their memibers abowt health mis/disinformation
and advocate for accurate information dissemination in their respective health areas.

Professional assoclations are orgasisationy reprosenting vanous prodessions (.8, peychologists,
medical doctors) and may offer training and resouroes o their members 1o build resilience to

s (disindos maticen,

International and global health crganizations provide guidance and rescurces for countries snd
ragions 1o develap and imglemant eflective education and ErEining sifategios bo cambag health
misdisindormation on a global scale.

3.3.2 Privacy

Respect participant privacy: Ergure that if ary personal data are collected during education and
training programmes [eg. evaluatson datal, these data are handled with the utmost respect far the

ptwacy of the subjects’ data, adbedng to relevant dats pratection principles and regulatians.

Gibtain informed consent: Prioe to callecting sy personal data for, or during. education and
Ermining purpaies, obiain intormeed consend freem data tubjects, dlaarly canfinehg Bow 1Bl da1a will
b wsed and protected.

Limit data eollection: Collect anly bk Apcpptany data lor gducation and Training punpnses, gasuring
that it is relevant and proportionate to thie objectives of the programme, and minimicng privacy
risks.

Trarsparemcy: Be transparent with participants about Fow theer data will be used for education
ard Iraining parposed, proveding clear lofmalian on privety protections i dats hiandling
PEACTORE.
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Regular review and update: Periadically review and wpdate privacy policies and practces related 1o
edutation and training programmes to ensure ongoing compliance with privacy regulations and
bt practoes.

1.3.3 Aesponuble lrge-scale avtomated data processing

Empower participants with data, media and information literacy shills: Include dats Rterscy skilli
training &k part o sducatsonal programmes to EMpiwer particpants 1o undertand 16 mechanics
of lerge-scake data processing. to be able to critically aasess infarmation sources and to evaluate
data credibifity.

Facilitate active learning and engapement: Use data-drven inwghts to personalize educatsonal
experiences and Facilnate sitive Earning and engapement. Anahse participant Bbiractians wilk
educational material 1o identily areas lor Improvemant and tailpr combent delivery accardingly,

Tramsparert data uis bnd gonsent: Cliardy communicale Lo partigipants o (havr dath will be
used in educational programmes and obitain explic? consent for data protessing acthnties.

Taikar duta colection i educational mesds: Erdune that data collected Mo Sducationsl purposes 4
relevant 1o bullding resilience to mis/disinformation. Collect information on individuals' curnent
knoradedge levels, mévconceptions and information-seeking behaviours to inform the design of
effective IFERnE DIOErammes,

Evalizate impact and iterabe: Continuoustly evaluate 1he effectiveness of educkionsl programmes
in bilding resibence to madisinformation using relevant metrics and data anabysis technigues,
Use imsights gaired from data analysis to iteratively refing tralning approaches and optimiee
carboomies.

3.3 .4 Apphyng fair, eguitable and inclusive prooesses of decision-making

Diverie representation In curricukim development: Dniure that educationa curriculd and tralning
mistefialy are developed with input from dverse stakeholders, ngluding reprseniatives fnam
marginalized commanites, Inconparate diverse perspectives and sxperiences o address the
wpecific needt and concerna of all keamers,

Cultural sensithity in traindng delivery: Deliver education and training programemes in a oufturally

sensitive manner, considering the diverse cultural backgrounds and learning styles of particpants.

U largguage ard examples that resonate with didfesent cultursl growps to enhange understanding
A ERp s gEmE.

Eguitable actess to traiming respurces: Provide equitable acorss to training resources and
opporturities for all individusals, regardiess of their sockoeconomic status or geograghical location.
Implement strategies to remoxve barriers to participation, such as offering online modules and
peereidirgg Lchalarihips of subsidies lar disadvaniiged bearrsirs,

Dvaleation of impact on equity: Regulery evaluate the impect of education and training
prOgFammes on SquEty outcomaes, such as access, panicpation and knowledge aogquisition, Collect
data on demographic characteristics and assess whether the programmaes are effectively reaching
and benefiting diverse populations.

Improwemient through feedback: Sodich feedback from participants and stakebolders to identify
areas for mprosemsent and ansane that education and rening programmies remdin resgoniive ta
the eyglving needs of differeng communities,
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3.3.5 Trust

Integrate evidence-based content: Ensure that all educational materiaks and traimeng programmee
are grounded in the latest scientilic evidence and research. This indlades vaing case studies,
expmpies and data from reputsble souwces. By aligning comeni with furer scientific
wnderstandirg, sducalons and trainers can promole trust-based relationskugs with participants,

Lenseraph credibile sxparts: Incive health care prodessionats, stientists and ether eredible eperts
ini thi development and delwery of education and training sessions. The tnatworthiness of the
content is enhanced when participants see that information is being conmveyed by individuals with
exgpirtise and suthority in 1heir Gelds,

Promsabe transperency and openness: Encourage Bn envirgnment wiene questions and sceplicism
are weliome, and pronite Clear, honed angweri. Ackreradpdging uncenainties and explaining hon
scientific knowledge evolves cver time can bedp buld trust and understanding amaong leamers.

Foster crithcal thinkig amd Information literacy: Equip learners with the siills to critically evaluate
information sources, distinguish between evidence-based information and mis/disinformation, and
wnderstand the methaninms Behind the spresd of mis/didinformstion. Criticsl thinking and
information Weracy ane lowndational Tor Bulding 19l in acdwrate infarmatian while fasiesing
scepticism lowards unreliable scurces.

Highlight the rale of ethics in information sharing: Incorporate discussions on the ethical
implications of spreadieg misfdisindormaticn and the responsibliity of individuals to wernify
inforrtion befone tharng &, Emphailing ethics B commuahication can help cultivate & tense of
Faspbndibdity afd traDadrbatiss pmang partipants,

3.3.b Feedback wnEegralion

Dwvidop interactive leaming modules: Create educational programmes that include interactive
elements, such as quizees or scenanos, for which leamers can provide immediate feedback on their
understandirg. This spproach aflows educators fo assess and adapt the conbent to better st
learniers” rabeds in rosl fimse,

Incerporate real-world examples: Use cwrend, real-wadd examples of misfdisindormation 1o
dcuss in iraining sessions, Encourage participants to pronide eedback on these sxamplos,
including their thoughis and feelings, to foster a desper understanding of the impact of
mils/disindormation.

Eegularly update traéning content: Based on feedback collected from participants and the evohsing
nadure of mis/divinfarmation, regularky update educalicnsl materials o endure they rémiin
rehivint and efective, This atsd invehess sdapting training metkhed (o incorparale new indights and
lzarning techminues.

lenphemari follow-ap sesslons: Afcer the initial Draining, conduct folloe-up SEESIEE OF SUNEYE 10
gather feedback on the long-term effectiveness of the training, challenges encountered in applying
the learned skills, and areas where addifionral suppost s needed. This orgoeng engagement can belp
Fiefne hfshe rpining eforts gnd provide continpous sugport 1o participants,

3 3.7 Community sngagement

Leverage iocal leadars and commaunity influsncars: Engage comenunay Maders, inlluencens and
trusted fgunes in the education process. Their imvolvement can lend credibdity fo the: information,
encourage wider participation and facilitate the acceptance of critical thinking and information
livergcy cordepts within the commaunity

50|70



= levolve and engage with the tanget audients at diffenent bevels: Invober 1he Targeted audiance in
both designing the educational strategy and prosiding feedback on s funcionaliny, This inclusive
approach ersuras a collabarative efort in shaping the educational prooess and refining s
eHEctseneis

= Collabarate winh educationsl and health institutions: Partner walh schooh, coleges, healh cane
facilities ard public hoalth agencies to integrate mis'disinformation reslence traireng inlo existing
educational and health promoticn programmies. This collaboration can extend the reach and
Impact of thete nitiathes,

3.3 B Puriuing underitandabdity of communication
s Detipn inclusive and soceisible training materiaki: Ensure that educiticns] content |5 sidessible to
Inadividhaals with varging abilites, leasmeng siyles and language proficienios. Use clear, smple
language and include visual aids, such as indographics and videos, to explain complex concepts.

& Foster critical thinking amd Informaton ieracy: Include cxeroaes that enhance critical thinking,
such as evaluating sources, identifying blases and distinguishing between opinkon ard fact.
Irdeematicn Beracy skibs gre onatial Tor understanding and saseising the credibilty of Indormastion,

= Prgvide toch and resousces for comtinued learning: Offer participants retources, such as checkhists
ared guides, and Lol 00 reptable mloemalicn ot lor engoing relerenda, Encouraging
continuaus learning helps reindorcs the tiills needed to combat misdisinfarmation.

Baw d Cxae iudy. Firkasd Comamenied [AKTEZT Wikl it be wiehal Tos readers f |

‘tha il ol ol e biaees piren @ e e Pl rati abaol |
Thee Finnish Instibute for Health and Weltare (THL] mplemented twa projects that were Fvolved in he prepou of B case oS decrbed ! ]
commuricating the risks associsted with OOVID-19 [w [AK1E3}: ou) |

Project 1: A practical monitoring system to analyse the pablic’s perceptions of COVID- 19-related
rishs.

The edijective of Ehe progect was 1o imgnave 1Re commanication of sk inforrmation Trom THL 1o the
penaral pulls, The propect 1eam condabed of experts in behdvicwral insights, public health and risk
comamunication, The tesm used a varety of data sources, ingluding social media posts and emails
firzem, chis pablic 1o THL, peaple who comenumicated with the public and THL stalf wha made
communicalicn plans and contan for the public during the pandemic (eaders, commeanication
puparts and public haalth sxpents). A8 data were anonymired, inchuding the names of individuals ard Comemented [AKTES] Feae e this bl of data
their location, gender and workplace. A1 anonymized data could be anly acoessed by project stafl | it find et progict |
and were stored in a secured server in THL THL added a disclaimer onbo tho website saying that
discusshons could be used Tor research purposes, at the request of the ethics commitiee., The project
helped publc health esperis to addness lsues that wene being disoussed by the public.
Recommaendations were provided on what bopics to address and how to frame messages using
betiariceural insights frameworks and best practices for risk communication.

Prajiect 2: A capadity-bullding prophct traising ritk communication sxparts working in cities and
miuricipalities on how to use wocial moedia data 1o develop targeted risk communicathan for peapls
fram different sthaic backgrounds.

Thae team condsted of experts in behavioural insights, public health, eultural diversity and risk
cammunscation rem different mianicipalitees. The project wodked with peogle nding in Finlind with

viirious ethnic gnd lenguage backgrourds, The risk communicatons wers ribed 1o communicate with Commented [AK1E5]): Mewme stock that | bave netsined
peaple from difenent ethnic Backirounds 3od whade primary language was a nguape olher thas VT mEsTing

Finnish, Swadih or Sami, The organizatsons Chat toak pan in the pregecl weng respangibie for )
conducting thi social listening, and thay folieresed their ieButiees’ giflikal guidance. The data | Commmented [AX1863: Which crgariaations are these?
collected for anabysis were anceymized, including the names of ndividuals and their location, gensder | Comemented [AX1ET) k7 |

and wiorkplace. All ancerymized data could be coly acciised by project stall and wens stoned in a
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sacured server in THL. The project helped risk communicators to addness rebevant fssees in a
cutturaily approgriate way by budiding thesr capacity to use the available socal media data for that

purpose. This praject required dlose collaboration between experts in ethics and data secarity, ‘ Comemenbed [AXTER] Fleae theli 1hat | bans et
i FRratifg

3.4 Engagerman

Engagement acthvities are a critical component of social Bstensng in infodemic managemaent and invobes
fostering connectsans and interactions a1 varsous levels o combat infodemics and pramote accurate hoalth
mlormataan, These activitss indlude individual sod community-level eagagement, piychalogical Suppedt 19
mdhviduals and communities, engagemsent with heaith workers, digital engagemsent with social media users,
and the design of user experiences within the information emdrcnment.

Engagemont activitios involvn a wide array of stakeholders wiorking cofabaratively 1o proside suppar and
promobe accisrate health information at the Fdividual, commanity and societal levels. These activifies are
crucasll in bulding trust, courering mes/disinformation ard mitigating the impact of infodemics.

34,1 Epy stakphoidens
*  Gowernments and public bealth authonities are responsible for organizing and promating
engagement campaigns and initiatives at the national and local levels o ensure communities are
infarired Bl Supported

= Health care professionads snd onpanications play 3 key role in engaging with patients snd
comemunRies, prowiding accurate infarmation and offering prychedogical support during hialth
g2

#  Community-based crganizations work drectly with communities (o Build trust, proviade
prychological support and facilitale engagement activities tallored to kocal needs.

= Mental health professionals provide peychological support and courselling 1o indriduals and
comemurdties experiencang stress, andely or trauma related to health oises and

»  Social media platforma collaborste with public heahh aathorities o implement srabeges 1

combat eisfdisinformation, promobe acourate health information and engage uwsars through thai
platforms.

= Commusnity beaders and advocates reprosent the interests of wariows comminities and facilitate
engagement efforts, including promoting acowrate information and providing support.

= MG0s engage in awareness campaigns, mental health support and commaunity-leved iriiaties (o
combat misfdisinformation and promaote engagement

= Educational institutions prowide resources, training and support far commenity engagement and
mrentsl Beahk pwaraneds,

s Retgarch institutiond, BMEs snd researcherns conduct Susdies snd research an eMective engagemeant
ilralaghis and provide evidence-based refommshdations

*  Techmology develapers creste degital took snd application that Escilitate engagemsent, mintal
haalsh suppon and access T acturate health infarmatian,

= International and glekal health coganitations olfor guidance and coardination far engagemam
eficets on a global scale, partioulary during international health orises.

]



3.4 Privacy

Privacy-aware engagement strategies: Develop engagement strabegies that prioritioe privacy
pratlection, endureng that intersctions and connections respect indridust” privacy rights.

Data minimization: Minimize the collection of personal data during engagement activities, only
gatharing infarmatian that & necestlny Tor the inendad purpose, thereby reducing privacy risks,

Secure communication chamnels: Use secure communication chanreid and platforms fod
afgagement Sthaties 19 faleguind againd urdanhorized acdeds of Breaches of pericaal daa.

Regular privacy duadits: Canduct regulis privacy sudits of sngapement activities 1o aises
comgliance with privacy regulations ard identify aneas for imprevement in data handling and
protection.

Privacy traiming for stakeholders: Frovide peivacy training for statehelders involeed In engagement
activithes to ensure they understand thesir responsibalities in protecting indsdduals” privacy rights
and handling persanal dats appropristely,

3.4 3 Responuble lange-scale sulomated dala processing

Ethical data use in engagement activities: Ensure tha data collected in, and for, engagemen
activitees are ued ethically and in accordance with relevant privacy regulations. Respect
inaddisidiaah” privacy rights and work on anooymized data for preference; when this is not possible,
elilsn condent Tor dath processing Behvtios.

Tramsparent communication about data handling: Communicate trandpanenthy with participants
abut hiow their data will be used in engagement initiatives, Provide chear esglenations of dats
collection methods, purposes and safeguards to busid trust and confidonce among particpants.

Emperwsermant Through information literacy: Empower panticipants with infesmaticn Beracy skills
to understand and critically evaluate the information they encounter during engagement acthvitios.
Provvide redources dnd training to help imdividuals assess the oredibility and relighility of health
infprmation, includeng gusdance on entifying misfdisinfarmation.

Personadication and thiloring of engagement drategies Uie dats indights 10 personaline
emgagemant strategies and tailor beranticns to (ke unique needs and prelerences of

participamis. Analyse engagement metrs and feedback 1o optimize the design ard deliverny of
ergagement scthities for maximum impact.

Collabaration ard knowledge sharing: Foster collaboration and kroededpe sharing among
stakeholders rvolved in engagement activities bo promaote responsible daka proceiding praciices.

Share best pracuces, tsoem keaarasd and resSurced b papper] calsdciie afeets in camBating
mitsdisinfprmation and prosmoting meansegiul engagemsent with communities.

1.4.4 apphang fair, equitable and nclusive processes of decision-making

Diverse representation and culturad sensitivity in engagement planning: Ersure that planning for
empagement sctivities inchades inpat from diverse stokeholders, ncluding manginaioed
commuendies and mdividuali wath lived expersenos nilevant 19 1Be #ngapement goals. Incorporate
diverse perspecthes 1o ensure that engagement stralegies are relrvant and incusive. Use
language, imagery and communication styles that resonate with different cultural backgrourds to
erhance engigement and Erust,

Equitable access to engagement opportunites: Provide eguitable aocess Bo ergagement
epporturiios for 8l individiaals arsd Communilies, regacdieds af soticeconamic ¥latus, gecgraphical
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|escathan or other factors. Implement mestures o remove barriers 1o participatson and ersure that
Enpagerent S bitied e pccedsible 19 evenyons,

Tramsparast communication in engapement efforts: Maintain Irarspanency in communicalion
about engagement activities, including the goals, maibods and outcames ol the initiathees, Provide
chead and accessible infarmation to stakeholders to foster trust and accountability in engagemsnt
efforts

Evaluwation of equity outcomes n engagement: Regularly svalmate the equety outcomes of
empagement sitiitied, inchuding participation rabes, represeniation of diverse groups and impact
oh marginalived communities, Uie daa 1o idemtify dispanties and adprst engipement siralegies to
acdress ingguaitis.

Learning ard improvement throuph Tesdback: Salicit feachack from participants and sfakeholders
to assess the effectiveness and inclusivity of engagement activities. Use feedback to Merathely
irprove engagement sirabeges, address gaps in reprodertation and enhance the relevance of
aclivities 10 Shairie communiies.

34,5 Trumi

Prigritize transpanent communszation: Ensure that 3 engagemsent RCOrAthes ang Charastorized by
cpenness and transparency. This means being clear about the spurces of information, the evidence
base for hiealth recommendations and any uncemainties or evohing aspects of the nfoermation.
Trardpaency helps Build snd madrtain trust, especially during Beshth crises when information can
change ragidhy.

lervalvi comeunity headers Bnd Sdvocled: Leveraps 15e 1rusl thal seeady axils within
comenunities by involving local leaders and advocates i planning and implementing engagement
activities: These individuals can serve as trusted messengers who amplify aocurate health
informstion and support &lfars 15 combat misf@aanTemalion,

Foster bwo-way dialague: Engagement vhowld not be a one-wiry Bow of information hstesd,
creple platfanms and opponunities for bao-vway dighogues in which individuals snd communities
can atk guestions, eapiest concerns and recelve personalized responses. This approach vakies th
woloes of the commurety and badds trust through respect and acknowledgement of the
comemuny’s canterT,

ee social media wisely: Engage with audiences on social media platfiorms respaonsibly by
pramoting acturale infcdmatian, promptly correcting misydisinfarmation and wsing socisd media
aralytics to understand public sentiment and congerms. Collaberating with social media platfarms
to flag or remowe false information can alsa help maintain the integrity of health messages.

Measure and share sucoesses and lessons kearned: Regularly evaluate the iImpact of engagement
activities and share successes and challenges with the public and other stakehalders.
Dermaralrating & commitment ie learning and improvemast can build trust over tire,

3.4 B Feedbad ntegration

Extablish two-way cemmunitation channely: Develop platdermd oF use exnling saial mada
chanmes 10 facilitate tao-way Communication betvween stakeholders and the public. This approach
encourages feedback from community members about thedr conoerns, questhons. and the types of
indprmaticn they Fnd mast useful or frustvwerthy,

intenporate feedback loops Inte health campaigns: Design public health campaigns with bullt-in
feedback mechantsma, allowing Por ibe collecticn and inbegration of audence feedback in real
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time. Affer implemanting engagement activities, carry out post-engagement evaluations bo assess
their impact, gather feedback fram participarts and stakebalders and ident#y lessons learned using

ot qualitative and guanifathse approackes, This adaptive approach can make caempalgns mare
responsive and effective over time,

Inplemant regular commanity suiveyss Conduct regular Turasys in comamurities to gather
feedback on the effectiveness of engagement strabegies, the clarity of commurnicated health
infarmation and the piychological support provided. This feedback can help tailor futwe
Eragemient ElRarts 10 DEller mit comemuny needs,

Qirganige Focus growp discussions: Host Togus group discussions with representalives from tange
comsmurainos, including vulnerable papulations, 1o gather in.depth feedback on engagement
activities, These discussions can provide valuable insights info how engagement stralegies are
perceived and the sress where they can be impraved.

e mnalytics and metrics for digital engagement: For digitsl engagement sctwities, bewerage
aralytics tooli to track user engagement, content reach and inberactian patberns, Anahying thee
mitrics can offier feedback on what types of content ase most effective and how uter Fxperionces
can be optimized.

1.4, 7 Community engagement

Prioritice inclusive engagement strategles: Co-design engagement activitess that are inclusive and
accessibile to all segments af the community, mcluding vulrerabile and marginalited greups, This

BEEUrES That sy Fad 1R oppaiisnity To partisi pate, TeCiivie SURSDIT 3 BL08E BLOuTate
information.

Leverage Community netveorics and stroctures: Use edsting community nebsoris, arganizations
and structures to disseminate information and faciitate engagement. This approach leverages
trust, enkancing the eMacthveneds of engagemsent effarts,

Provide piychalogical suppart and resources: Recognize the peychofogical mpact of infodemics,
inclyding masdisinformaticn. OMer redaurces Snd support Tor mental B ahl aod wel-being as part
of engagement activithes, partmering with mental kealth professionats and coeganizations to address
these needs comprehenssely.

3.4 B Pursuing understandabdty of communication

Personalite engagement efforts: Lise data and anahetics to underitand the demographics, interaits
and behavigur of 1R publics. Persoraline mesiages and EnpEgement serategies bo msich the

publics” preferences, increasing the likelihood that the infarmation will be undestood and
retained.

Use peer educators and infleencers: Engage community leaders, influencers and pesr eduLators
wha are trusted by the target publcs. They can relay information in a manner that is both relatable.
degedtible and underitandable 1o 1he inlended tanget public.

Simplity acceds 1o expert informatian: Arrknpe o direct inferailicen with recagniced dxperts &n an
pecnsiibde mannes, och o Ask Me Arygthing settions on social mepdia OF communily welkinan.
Ensure these seasons are structured o break down comgphe information into understandadile
pheces of information, with a focus on addnessing common misconceptions and guestions.

rl'nﬁ'mm | - |
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This case study lofuses on social Rstening and infodemic management b Kenya, The ARA couniny
infodemic management conssftant for Eenya worlied as the country support for the English-speaking
coundries in Africa for social listening and infodemic management. In Kenya, socal listening was
conducted through the infodemic Management Wiorking Growp, shich was hosted by the Minatny of
Health. The Working Growp was chaired by leaders from the Ministry of Health and co-chaired by
WHO and UNSCEF representatives. Bepresentatives from CIHER, the Red Cross, AMRBEF, the United
States Agency for Inbernational Development (USAI0] were active members of the Wiorking Growp.
Thae primary objective of the Working Group was to monitor and respond o misinfarmatian,
diurdormation araing during the COAMD-19 pandemic and arry information gaps n the public’s
ursderstanding. The population of intenest was Kenysns who were stoessing and using social medis
and ather digital pubScations, and the Warking Group members were the primarcy uiers of 1he
fiepoits generated. The BOCE Beam in the WHD Country Oifice in Kenya and AIRA uied 1he issights
gnined by Sudpert pulble health preparedeei and the respanied for COVID-10, maas snd Ebald vaias
Hiiaia,

Ethical conaideratioen

&n pxpenple of the soplication of ethics and privacy in infodemic menapement ccounied during The
Firtt DraftsW#Hb+5tanhand $845 Courie that Ranpebed Eenyans through thes mobile phanes and
socinl media, By enduring privacy commitments were signed, the projest ensured 1hat infarmation
Fedganiad, and fubdequent EEERINE, weie rol releddsd 16 the public &F uted far Sey bl pinpodes,

Thie social stening conducted by AIRA bo identify milsinformation, disirformation and information
gaps, prowided an honest representation of facts, opinions, beleds and research from online social
listening. This was necessary for users of the social listening reports.

AlRA produced short videos using Viral Facts bo debwnk, prebunk or promots lioeracy. Video comsgnt
played a large rofe in shaping how pecple viswed the world and thesr respanses to public health
miesenformation and denformation. The content producers shouldered 2 lot of respoeibility, as
errors could potentially affect the efforts fo save lves. AIRA ernured that the privacy, dignity, nespect
and accountabliity of the subjects and subject experts were obsenved duning the intendews and
videos

P s Cone Fosly Mthaticna! ntrmsraing

This case study used indedemiclogists, wha ane peer Pealth commurstaiion speclakyts, wha were
silected from the onling comenunities in which they operate. The irlodemichagials to manitored,
evaluated and responded 1o cladms and ravatves that wene considered patential harmdul to the
heaith of individuals in the community, The infodemiclapits received training to maonitor their
oriline Comimanites and asses the clasms and naratkes 1had were being droulated. The training also
taught variows communication techinigues, based on the principies of motkational interdewing. to
allow the infodemiclogists to respond effectively. This approach is known as commmunity-orented
matkational inberviewing [S80

Tha infpakemiolegists gathened infodamic insights fram their cosnmanities and shared this
infgrmation with pulilic health professionats a3 ang part ol a suite of social listening approaches.
Thery ailso shamed insights with cther infodemiologisns to capbure all the relevant information and
rumours with haalth implicaticns, This allowed thom o be betier prepared 1o address CONCETS oF
rumours, gven bedore they stared circulating i the community,

mmmmmmﬁmum“ listening &nd the insights into the infademic
that were gleaned by the infodemiologists. The public health comenunity, and other cammunities
with participating mfcdemiclogists, also BenefMed trom the ingights that were shared aoross the
infodermic network.

Ethical comiderationn
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Ther comemurity, in partnership with subject matter experts, had to set the threshobds at which
circulating irdormaticn was deemed risiy enowugh 1o requine imtensention. Feedback Troen the
COMEmUMEY was intorporated inta the risk anakysis on the information circulatng im the commisnity,

As the workload @rew, gpowernance struttures were established that camprised af two distine
committees the first of which wias an expert committes 1hst waighed in on the nfarmation and
rumours that wene ciraudating, noting the health riak of careain behasiouns ard practices and
considesing the strength of 1he evidence behind tham, This infamation was passed along 103
committes of community stakohodders, who worked with the infodemiclogists to idantify risk
threshalds. This process was iterative a the scientific undersianding of the risk of theas behaviours
and the consensus gedelines evohaid ower tims.

Dhring data collection and publication, individusd™ nemes were not recorded to endane that peaple
could not Be retroactively identdfied throwgh teanch engine text queniss, 1he narathvees wene
paraphrided, and enly interventians in public sccial media seftings wene monitoned, Bveryane with
pecess bo the data wad counselled on dms and privacy prolection poliches.

Capcity-truibding

Dharing the traising, 1he infodemiclogians were teught about the importarse of respecting ind@viduals”
privady, The infedemialogists’ bnowladge of 1k values of their comimanitigd, 1heir oo identiies as
sty of thie comemuraliog with shared values, wit aho emghasited a4 impodtant, Mativationl
inferviEaing was originally Seveloged Tar ane-an-ane coundeling wetsiond, in whch an indaviduad kas
congeeted 10 (e coursilling proces, A this worl invghsed sdapting malivational nbendewing
technigues 1o onling community semings, averyane involved was sware of the e1hical Bsues involved
with using mativational interdewing tchaiques at th b of thi commaunity,

A stabeholders in their own communities, the infodemiologists were well positioned to carry out
socinl Btening activities snd understand what isformation or rumssurs would undermine health
recagnizing falssbaods, but identilfying the narrstives that sppeared to be urdermining commurity
viluies that were supperting pulihie haalth, In the traireng wessions, i was emghasized that it is ethical
for infodemiclagin 1o inMervene in these Cypes of siluations preciaely Because they ane members of
thi lmm-mﬁfﬂlmﬂimlm L Oaifaghind 1o inveole thair shared commury valuss
whaen doing ihis, However, it would not be ethical for arone outside of the community [o leverage
COMmUnRy walus in These sbenmntions. The traindng included discussiors af whaen B s othical to
engage in sociad listening, risk analyis and response (Le. Infodemic management ac vities),
acknorwdedgang that this is contest dependent. In some communities, it may be possible 1o adopt an
idertity amd commeunity values, ghen that sven new membsers have the legitimacy to intendemes in
szch a mamner and speali about the inferrelationship between community health and values. In
other communities, identity i determined by birthright or other inherent characteristics and cannot
be obtained simply by sharing language, race, ethnicity or valees. This is why i# s impaortant that
infodemiologists maust be from the communitees in which they are intervening. as they sre best able
to speak to and navigate these contextual Bsues with these communities.

Ingraingd im this woek i a process that has been designed 10 suppart the challenging waork of the
infodemiologists and to promote the ideals of deliberate praction to maintain an improvwemend
mindset [Ericesom 2008}, This process was achiewed by asking the infodemiologists to seif-reflect in
writing after each intervention. Feedback is provided on the infodeminlogicis’ interventions and
these activithes were supplemented with weelidy meetings in which the challenges and opportunities
presented by the process were collecthvely reflected on Flease see Scabes ¢t al, (58] for mone details.
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15 Governance systems, laws, regulations and ethics

This secticn conserns the deselopmaent, implementation and enlancerment of ethical and legal Tramewsorks
dirsignod e coming indodemics, safeguard digitad platfarms and profecs the publics right [o acgurate health
informatian, It includes oybersecurity laws or cyber-resiliency strateghes, publc advisory guidelines with
legal mandates, legalative measures 1o address mis/disinfarmation spresd, regulations for indormation
plattormd, Coalent mpderation palsies ARl confuimer praleclion lies,

The implementation of governance dyitema, lws, I'Etlﬂﬂﬁﬁrr!- and guidelines. based on a solid and
corkiflent ehacsl lramewedk i &n essential companens of ledemic management. Collaboration amang
these staferolders s key to effectively developing, implementing and endorcing these measunes, ensuring a
responaible, human rights-based and ethical information erirorment that pratects the pulblic's right to
scogptate haalth inkarmation

3.5.1 Epy stakehodders
s Gowernment authorities are resporsible for crafting, implementing and enforcing laws and
regulations related ta cybersecurity, misfdisinformation and digital platiarms. They alio overiee
the implementation of theds policies,

»  Lepsl experts snd institutions provide legs! expertise gnd guidanss in drafting, imglementing and
enilorcing kgislation, erduring that laws align with ethical peinciples and pratect ik public interest.

¢  Publiz haalth agenscies callaborate with government ssihorities 1o divelop and implement public
advisony guidelines and support legislatiee measures almed at combating miks'disindormation during
heeadth crises.

s Techmology companies and digital platformes impéement content moderation policies and adhere
to international husman rights L and ethacal stardands bo card 1he wpread of misfdamTaimation
o Thiir plagborms, ersuring ethical condustt,

»  Chvill pociety crganications schvacate Tor consiamer protection, dighal rights and ethical standards in
information dissermination, ofen influercing legislation and regulaiony decisions, Thiy activly
owersee Ehe implementation of ethical framewarks.

& Mesdla and pourmadicm assoclations play a significant role in ersuring professionsd and ethezal
reporting, adibering o ethical journalism standards and supporting the implementation of ethical
informstion practice.

»  Academic and research nstitutions, including 1R8BS, conduct studies and provide insights inta the

irmpact of Raws and regulationd and digital echics ang ﬂwﬂﬁ}ﬁWEbﬂ, cantributing 1o elfective
Implemaeritation.

o Laegal and sthical commitbees oversen compliancs with laws and sthical standads, prsuting the
responsible implementation of the ethical framework in information management.

&  Internationasl bodies and organizations provide guldance and promote iIntarmational coopsration in
addressing digital ethics and mis/disinfarmation, facilitating the implementation of ethical
framiwarks, particularly duting glohsl heshh crides.

= [thics and complianie professionals develop and smplement ethical guidelines and compliance
prararmimed o erdure the ethical implemeniation of mlodemic managemnl practices.

»  Cybersecurity experts pliy o crucial role in developing, implementing and endosting cybersecuriy
lawes and strabogaes 1o protect snfermation systems fram cyber tharats.
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1.5.4 Privacy

Privacy by design: incorporate privacy considerations from the present guidanoe document into
the design snd development of Liws and reguiations refated o social stening in infodemic
mEnpgemend.

Data probection beghilation: Fract rabust data protection kegistation that saleguards mdividuals’
priagy Tighits, ircluding proviskans about informed consen, data minimization and sscure data
handling practices.

Trarsparemcy and accountability: Promote transparendy and accountabslity in the implementation
and enforcement of laws, regulations and ethical frameworks, prosdding cdear information on how
privacy t4 protected and holding stakeholden scoountable for complisnce,

Begular review and updating: Peripdica®y revievs and update Lyves, regufations and ethical
fraeneworks 1o kiep paoe with techeaalogical bdvancements and evolving privacy risks, enduring
that they remain effective in protecting individuals’ privacy rights.

31.5.3 Aesponsthle lavge-scale automated data processang

Alignment with eihical primciples: Ensure that lews, regulations and codes of corduct governing
data processing alipn with the foundational ethical principles detailed in this docoment. Embed
thede prndiphes indo legal Tramewarks (o guide feiponsitbe dma procesiing practioes,

Comprehensive dats protection measures: Enforoe relbust datas protection measures within legsl
Prasmanworks, specilically covering large-scale dala processing processes, 10 mtlﬂfﬁ indSvidualy”
privacy. Imgplement regulations that require organizations to adkere to data profection standards,
such as encryption, ancrymization and secure storage, to mitigate risks associsted with lange-scale
EB1h procesding.

Crwersight and compliance mechanisms: Eitablish oweruight mechansms and complisnie
frasnaworks Do menilor adhe rence 1o laws, regulatsons and ethical vardands governing dats
processng. Empower regulabory agencies and cversight bodies 1o enforce complianoe through
audits ard imeestigations.

Stakeholder collaboration and engagement: Promote coflaborations and engagemsent among
stakeholders, ngluding govermment authorities, legs experts, technology companles, ol society
crganirations and academia, 1o develop and implemsnt alfectios laws, repulations and ethical
framawenris. Salicit imput froem diverss pearspectims B0 ansune Lomprahdnsive covnrage and
eguitable mplemesntation,

Continuous evaluation and adaptation: Continuoushy evaluate the effectiveness of laws,
regulabions and ethical frameworks in addressing chailenges related bo data processing. Regudarty
review ard upsate legal gnd ethical standards 1o refect svaling technological advancementy,
watiatal norms and ethical considerations.

3.5:4 Apphang fair, eguitable and inclisive processes of decsion-making

Déwerse stabeholder comsultation: Engage a diverse range of stakehalders, including
representatives and legal experts from marginalized communities and civill society anganizations, in
the development of L, regulationd and athical Irameaarks related to digitel ethicy s
mi/disindoemation. Ensuee chat 3l voices ane heasd arad considered in decision-making processe

Cultural semsithvity in policy divelopmaent: Take into accoun! cultursl ruances snd diverse
perspeitives when drafting laws and regulations related to digital ethics and misfdisinformation.
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Encgure that policies are culturally sensithve and relevant 1o 2l communities, avoiding biases and
pranoting inclushvity,

Equitable sccess 1o legel protections: Ersure equitable scoeis to legsl pratections and resources
Por 3 indiedduats and communities, egandies of sociotconomic slalus, geograghical location or
ok factors. Implemeent measures Bo addnes disparities in aLoets 1o justice and ensure that kegal
frameworks profect the rights of marginalined groups.

Evaluwation and adaptation of begal frameworks: Regulary mvaluate the impact of laws and
regulations on inlademics through an equity lens. Callect data on enforoement outoomses shd
agdEss whether policess soe pchigving their intended gopt while promoting R and inglugivily,
Usa findbmgs 10 inform adjustmssnts and improvemonts 1o the legal iramowoerk over timss

Education and asartness campaigns on legal rights: Conduct aducation and awanenpss campaigns
to inform indiwiduals and communities abowt their legal rights and protections related to

mie fdisindormstion and infoderics. Ensare that information is socessible and oultisally relevant,
ermpowering all members of wociety 1o advacate for their rights and hald akehofdens socountable,

5.5 Trusl

Dwwebap chear and fair gislation: Legislaticon showld be fair and balanced, protectieg public healzh
and safety without infringing on indkiduad rights and freedams.

Ensure transparency in legal processes: Maintain transpasendy in thi dovelopmant,
implementation and enforcement of laws and regulations. This includes open consultation
prodeddes wilh stakeholders, public dcceds 1o legislative debited and tlear explinations of 1he
Fatinale Babend lvad. Trardpatindy i Cheis pRoiedies can enhance public Brust in the legsl
framowork.

Promats ethical standards: Embsed sthical considerations info laws, regulatians and palicles rrlated
to soecial Bstening and infodemac management. This imvohees ensusning that measunes ane in plaoe 1o
protect privacy, prevent disormination and wuphodd the highest standards of inbegrity in information
drsemingion.

imphement acceuntability mechanisms: Evtablish accountability mechanizms for Bresches of laws
ard stkacal sandards, sspecially for dighal platfeems and media outlets that dsceminate
mibsfdisindprmation.

Emgage im multistakeholder colfaboration: Promate collaborations among gosernment agencies,
legal experts, public health authosities, technology compandes, chdl society and other stakeholders
in the development and enlamcemsent of lows #od regulatsans. Multistskeholder colaboration
errkures that diveris perspeclives ang (ondiderad, enhancing the trustworthiness amd elfeciiveness
of the legal framework.

1.5k Fordback miegration

intonporate adaptive sunset clauses: include snset clauses in legislation and policies related to
satial ltening dnd nfodemis mardgement, endonng thal thiy afe time-bownd and jubject be
FEaseksmen amd reniwal The Jpproach engures (hat meeadunes ane anly s plese 'ﬂ-’-ﬂﬂh
miLessany and can be adapted or discontinued based on feedback and svolving Cirpumstances.

Faciltate multisiakehalder feedback loops: Establish formal channels for ongoing feedback from
all loey stakeholders, including government authorites, public health agencies, technology
companies, ovil sockety organizations and the public. Ths feedbasck should inferm the continuows
irpravement of lagal and ethazal Tramesneii.
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Implamaent iransparent evaluation metrics: Develop and pubish clear matnics for svaluaging the
imipact of laws and regufations on combating infodemics. Transparency in evaluation processes
encourages accountability snd public brust,

Promaote public consultation and participation: Emgage the public and affected communities in the
formulpticn and review of Liws and policies. Public condulation protesies should be dedigred 1o
gather diverse perspectves and fpacBack, eniufing that legishathee measires are socially inchuthae
and equitable.

Embed comtinuous leaming and education: Encowrage continuous leaming and sducation for all
stakeholders irvolved in the development, implemsentation and enforcement of legal and ethical
Frammievearks, This includes ceganiting workshaps, seminars gnd Erasning programmes Tosused on
the latest develaprents i inloders: managament st related legal nsees, Ensuring that
stakeholders are well-informeed and up 1o date erhances the capacity for responsive and informeed
decision-making.

3.5 7 Commumity engagement

Desvelap participatory palicy-making proceites: Encourage the invobsemant of commmunity
repradentalives in the development, rividw and revision of lews, regulstions and ethical guidelines
related to secial listening and infodemic management. This ensuees that the kegal frameworks
refiect the diverse reeds, values and perspectives of the communities they alm to serve.

Facilitate public education amd awarensss campaigns: Lise commundy engagement to cducate the
public about 1he legistation on topics, such 34 cybersetuity, dats protectian, infademics and
min/disindermaticn, Tadod thide campasgnd 1o dilfenenl communily needh Snd lieracy levels 1o
Pl understanding and impact.

Emfure transparency in legal and regulatony processes: Make th processes of developing,
Implemaenting and enforcing laws and regulations transparent to the commanity. This includes
cpenhy sharing the rationale behind specific legal measures, how they are enforced and the
cnitéamis of 1hsd Btiond

Implement continucus evaluation and adaptation: Reguiarly sizess the elfectivensss of lows,
rgulatians and ethical guidalings in manageng infodemicsy, and incanporatn community feedback
Indix this evaluatéon. Be prepared to adapt polickes in responss 1o e challenges, techinological
advanoements and evoling community necds.

3.5 B Pursuing understandaba ity of communication

Dewelap chear communication guidelines for legal deafting: Create a et of guidelines with a
haiman rights-based approach for legnlaons and begal drafters, Focased on Clarty and simplicity
wihen writing baws and regulations related to social Estening and infodemic maragement.

Wsar-ceniric lagal design: Apply principles of user-centn design to the production of legal and
ethical documents, ensuring that they are not only ailable but most imporiantly understandable
for different pubfics. This might invodve the development af lay surmemaries written in plain
language or Ehe ude ol vikual g, such as chasty of infagraphicy, 1o Break doeen snd iusErste the
iy points of laws and reguolation,

Eghics and Liw sapilainer videas: Produce inhort, informative videes that explain pew regudations
and ethical corsiderations in simple terms. These videos can help smplify comples legad concepts
ard provide practical advice on compliance in a format that is easy to comnsume and understand.
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&  Public consultation fanums with legal exparts: Ovganize public farumd, both ealine and in-person,
where community members tan engage directly with legal experts, sk guestions and gain a diearer
understanding of lrevs and regulations related to sodal listening and infodemic management. These
Fafuim ganm alie dere Bl Teedback medhancmi bof wnpiowing the clarity and ellectiveess of kegal
COMPETLIPAC ITadns.

Hin | L Moy bt

Rooted in Trust was & global pandemic information response programme that responded to the
urprecedented ipeead of rumours and misinformation about COVID-19, vaccines ared other
emerging kesth itues. Rooted in Trust worked sfongside more 1han 81 locyl meedia, health,
humanitarisn snd community serdos onganicaticns to identify harmful missnformatoon and ssppoet
thess crganizlioes’ ool g prasted information providers in thair communities in Afghanistan,
Beasil, Calombbia, Hatl, Ireg, Lebanon, Madagasces, Mall, South Sudan, 1he Centrad Alvican Repablic,
the Demacratic Republic of Cango, the Philippénes, Sudan, Yemen and Zirbabwe, Roabed in Trust B &
Indernews Melwork project, whath is funded by the USAID Buredu of Humanitanan Assstance, Singe
2000, Rooted im Trust b tracked more than 36 000 rumeuns about the vwna causieg OOVID-19 in
mearn than 30 lenguages, and reached over 100 million people with stourate and rgligvant
Informagion. B responcss 10 TR uniguss nuemouns sourced Troem aach couminy comteat, the project
produced a tetal of cver 130 rumour amalysis bulleting, 300 radio broadcasts and 430 other mpdia
stofies L0 Connect communities dasctiy with timely, accurate and conteualized hiatih-related
information

The praject wis designed with a bottom-up Boritontal structure, with lacal partners taking ehe lead
in locplireng ard implemanting Infernews’ hiamanibarigs misinformation managemssl

et Fedrholagies, |Loca] pa sl weare chosen Based on 1Rer onneCtEng 1o Ch Langes community,
chair ahily 19 sdentily l“f!iﬁﬂdlﬂ"‘ﬂfﬂlﬂlﬂﬂﬁﬁiﬂimrﬂwtlﬂ maneser asd 1hoge who
vl Bisting trusted inbarmation proniders. A variety of local parirdns contributed 10 this praject,
including small commuraty madha cuthets, Rumandtarian community engagement organizations,
haralgh service providers and anganitatons repraseniing the reeds of specific grougs, such o
inghgurous comemurities of LGBTOH migranis. These local parnes eecehand supgort from the
Roated in Trust tesem, Bath a8 the country lovel and by connsclivg tham 1o technical gusdancs
provided by a global technical team, Regicnal managers wene responsible for coordinating acthvities
ACFOLE COUNErEEs, promaoting cross-country kearning and owerseeing the work of the national teams.
Tha ohjecthve of the progect was fo strengthen information scovystems Tor communities by ensuring
these commurities had acoess to accarake, timely and actionables healih informaticn delivered n
their preferred anguages ard Tormats using bavo-wary communication channels that acknowledged
people’s concesms and encowraged collaboration to avold i8-timed comsmundcation and ko fosber frust
in the affecied population.

Ethical conideratioes

Setting g & Sociad Listening Team
& 0w ensired that sockal lstening efforts were led by indinddualy who belonged to and snderstood
ihe comemaniites or populations that were lstered io.
»  Cosrrunitie wirs invelnd in slaiibing socisl IDening syatems 1o mitkgale éxtemal bises
s The selection of soclal Estening teams prioriticed sesaitvity and understanding of the particular
coriestsoomemnity, rather Than feowing solely on fechnical aspecis.
Daaa codbecthzs
= Sacial Bstening eMoits sncompaised a combination of practices, indludng manual coletlion o dodis
imedia duta (for BEceit b community spaces), in-parsan rumons coliection throogh gl kstening
igrougs, wed complemaentany wia of iocial Intesing softwis 1o croas-relerence findings and drends.
This Feelped 1o sddres yome ethical conceri nelated B enclusive onlice of soltware-haded data

caliection, ech bk misepresentation of minarity lengusges, digitally Ssconnected indnideah and
wulnerabie groups. There ace soma contexis i which i wei only panible to coliect socisl media data
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for a rumber of logistic reasons, and in these conbiesds § became parsssount (o be exirg Irsmaparent
about the povsible blzaes and Bmiations in the data,
= Transparency and reipect Tor privacy: Engaging in socisl tening witkeut dear Saclosune of uiing
decipieg practacss 10 gather indorsmation can efods trest and sthecal standaeds. When analyiing das
frewm privane of Closed online 1930 es, chiaining mlormed conses fnom participaass was elasntial,
srviuring 1hat Barticipanti undetsiocd hiva Thes Sats would be wied. Mosibaring public dhomsiong
iy Rl r L nEhy CARIur perion sl oF et inforsuation and Balincing e nesd Tor inghts with
TeRprcting idSvidusls’ privady i crugisl 1o avsld spritepping boundafei.
® Al vocial Eskewming daka sd stored In 2 secure, emongpted and privaie ohoesd accesdble onby throwgh
lmatRutional acooenks. These data were never shared or bramferred o sy thied parties. Pubfic-facing
dashboards prewented irends in a carefully anonypmeaed manner, B shoukd Be chear who oans the daia
oBecbed and hov i will b used. LHers may R0t e s are That Thiir Conwersation ane being
morinored, FEsing guEstions about conbml cver thew own data.
= Trampurenty snd sccountability, Bing irasipanent abset the purpais of wesal litening, e
methody used and the potentis! impact of the reangech i imgartant for maintaming lrust s
acdsambalsilsy,
& The community deove the agenda for which concerns or data were oollected, and the colection beam
adapied accordnghs.
Dias analysis
= Rppporaibility 190 sct: Teamn were braned in s detaled ascslation method for Banding inslances of
ifobection toncerm; Tor Eximpla, bigh-risk Brests Erwards commnity o hemanilaniss or ey
acton identded throegh the socisl Eitening methodoiogy.
*  Dats snalytis was carvied out in collaboration with the community. Misnterpretng or
IminPEEe e nDng onling Comverations may ead 10 Raccurate conclusions. Conbe i ey, and effors
wine made to avedd draeing concheions withoo 3 thorough ursdersianding of thee brosder Dol
®  Underitand what the reuslts of necis] Babening reveal: Instesd of solely focusing on identifying
lraccuracies of The exact orgis of cofected remours, social Rstening tew=s were trasned in resesrch
{echnigees 10 undieriiard what these rumowrs o Irend. reveal shout commemity concerns, rinks and
meeds. Facichecking analysiy centred oo responding So those nessiy, conoems and risks with an
approach that priorigired localued, confextualized and actonable resporaes ces traciitional fact-
wheciing methods.
Diana reprming i use
= Toamm wene endsuiaged 1o saplicnly scknowledgn th Emitations of their metsodology [ach o the
Lick of repeiagnia el of soclsl Bitening dats] and to communicat s unteiinty, AN soial Bileniag
Tepating i delgned 1 faslcite dulogue and creste ipsoe lof we-wy esmmunicalion
= Rk asseyyments wene carmed ool before naming weecilic ey or growups during reporting. s most
icasaey m ndvaduals (unbess the individual was & public fipere| or non-putfic socil medla grouis were
wxpord o highbghied.
= Social Eening reporis and products BREoMBaGE vislous recomendMices e actionible
ettt ion for e 2o within the infermation ecavyilem,
Capscity-tulding
& Speciic training on data profection and secunty, and ethical goversance and privesy Lo were
o porated ED the varss Iraining sessiong that the teams received.
#  ieemiews Al recshnid ree wedk-relited counselling and lechnical sugpon,

4, Conclusion

This guidance document document delineates an ethical framework for wocial Bstersng in managing
infodemics. It siresses thie imperatiee of embedding ethicsl conssderations within socal listening and
ifedemic managemssnt processes 19 saleguand burran rghts, ensure societal wellare and uphold global
health seourity amid the complexites caused by infodemics. The main points from this guidance doosment
underscore the significance of respecting human rights and the necestity for an ethical framework when
engaging in 1ol Intening actisities for prasctive engigement Trom b divecse array of stakeholders. Thin
Iramawnedl, groumsded in internatianal rigulaticns and established othical principles, seeks 1o harmonite
effective wocial lstening in infodemic management with ethics, highlighting bow using ethical approaches
to social lisbening showkd not be considened & an obsfacke Eo the effective management of infodemics, but
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rather as an cpportunity to build trust among all involved stakehalders, thus increasing the effectiveness of
social lntening in infodemi mansgement practiced,

The domain of infodemioclcgy and B impicaticns for public Bealth conatitutes a relidhvely new area of
regppich, Congeguently, ethical gusdenos and legislation are sEl in thair aarky stages of devedapmsnt, This
document ek (o establish an initial foundation for ethically steering seial Btering ard infodeme:
management practices. it acknowledges the existence of several uncerainties, emphasizing the need for
angoing investigslion and developmens,

There i 3 moted abserce of framewoeks establishing accountsbilty and professional Babdity for infodemic
managers, inchuding the larmulation of & code ol canduct 10 nivigate their practaces with elbacal and
respondiile gversight. Thenelong, this guidarce detument calls Tor the establishimant of rabust evaluatsan
processes to sonatingre the effectiversess and ethical complance of social listening in infodemic
managemeent practices, ersuring they fulfil their objectives withowt transgressing ethical boundaries.

This guidance documant also acknowledges that the imteraction between ethics and B in infodemic
management & comples. Althowgh this guidance defines ethical practces in social istening and inlodemic
managemsent, i recagniced the exilerse of considerable legs challenpes and gaps. The necesity b tadlor
global ethical paidance to local laws and regdations highlights the challenges of sbemational applicability
and enforcement, which are idemified s critical areas necessitating future foous.

in comlusaon, this document unges organieatons to adogt ard mplement 1he presented recomenendations
o promaote ethical practioes that safeguard the interests of all stabeholders, including those n vulnersble
positiona. This guidance aims to boliter the effectiveneds of pulblc health respooses in the Face of
irfedemics, by promsoting am ervircnmant of trast beteesn 8 smakeholdeds and in the processes of social
Estendng for infodemic maragement, It i essentlal for future research and palicy develapment 1o tackle the
uncerfainties, and to be vigilant for emerging challenges. These efforts will ersure that sodal listening and
mledemic managemsent can be conducted with ethical inbegrity aad eNecthveness on & glohasl wcale,
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US COC case example

1. Can you briefly describe the social listening or infodemic monitoring function in your organization
or project.
The US COC Insights Unit monitors ~24 different data sources that can be divided into social media,
news media, external polls, and surveys, internal CDC surveys, COC website metrics, guestions to CDC's
national call center ([CDC-INFO), peer-reviewed literature, and third-party/partner reparts. Initially, we
published reports bi-weekly and have since gone to quarterly national-level reports with more frequent
“special” reports that focus on a specific topic, demographic group, geocgraphic location, or some
combination of the three. Social listening originally focused on COVID-19 vaccine narratives and then
expanded to all vaccines. We now focus on all priority health topics. The unit works to identify the
public’s guestions, concerns, frustrations, information voids, and circulating inaccurate health
information,

2. How is it organized? What kind of organizations or teams are involved?

Since its inception, the Insights Unit has comprised of 3-10 people, with the majority being data analysts
but has also included writers, editors, subject matter experts, and graphic designers, We regularly wark
with centers, divisions, and program staff to identify ways to address the themes in our reports. We also
wark with partners to disseminate the report and offer trainings, consultations, and technical assistance
to address the narratives in the reports.

3. What is the public health objective of the project/activity?

The chjective of these efforts is to provide internal CDC and external partners with reparts on current
threats and opportunities in the information environment, solutions to address or leverage these
opportunities, and resources to reduce barriers to action with the goal of increasing healthy behaviors,

4, s there a public-facing web page, publication, or conference abstract about this project or team?

5. What community or population are your social listening or infodemic management effarts focused
on?

The Insights Units social listening efforts usually focus on a national audience, but at the request of

leadership, we have looked into specific demographic populations or geographic regions while a few

times we have looked at both (e.g., €15 heterosexual black women living in Atlanta, Georgla, LU5SA),

&. Whao is the intended user of the social listening and infodemic insights analysis that you produce?
a. Internal COC leadership, communicators, and program staff
b, External partners, including community-based organizations, advocacy groups, professional
associations, international non-governmental organizations, and other governments.

7. What are some privacy, human rights, ethics and governance considerations that you take into
account across data collection, analysis, reporting and use of the social listening and infodemic
insights? How do these considerations apply to people working with you through different
contracting or staffing mechanisms (staff, consultant, institutional contactor, service provider,
etc)?

The Insights Unit does not track or "follow” individual people or accounts. However, we do monitor

responses to posts on US COC social media posts. We do not join private groups, websites, or forums.,

We do not attempt to access any content that would reguire us to present ourselves as anything other



than the US CDC, We take an equity-based approach and increase the threat level of a narrative if it is
spreading significantly in a group that would suffer a disproportionately negative impact from the
existence of the narrative, The Insights Unit does not advocate for the removal of content published on
social media,

B. Arethere overarching or institutional governance or ethics frameworks that guide your work?

a. All USG participation in infodemic surveillance is governed by US Constitution’s First Amendment
protections around the freedom of expression, As practiced, this means that USG does not
suppress or restrict mis- and dis-information, nor can it coerce social media companies remowve
posts or set content-moderation policies. Actions undertaken by USG that affect speech is further
subject to strict scrutiny by US courts.

b. The US CDOC Insights Unit identifies current trends in the information environment to empower its
partners to participate in the "marketplace of ideas” to counter mis- and dis-information by
promating trusted sources of information, amplifying public health messages, and building trust.

. Amended Executive Order 12731 5 CF R 2635,101(b)

d. Shortly after the Insights Unit was formed, we presented our process and activities at the CDC
Monthly Ethics Committee Meeting to get feedback on our approach and gather additional
suggestions of ethical considerations.

9, What types of training or capacity building have you provided to staff invelved in social listening
and infodemic management activities that address ethics, governance, and privacy topics?
a. When staff are onboarded to the Insights Unit, the ethical considerations noted in Question ¥ are
clearly explained, including the rationale. Additionally, during weekly team meetings, we
sometimes discuss new ethical dilemmas and considerations as they arise.

10. Are there any types of support that you provide to staff to help them cope with the information
overload, exposure to misinformation, and cognitive effects of working in this professional area?

a. CDC provides all employees access to the Employvee Assistance and Referral Programs, which gives
employees access to confidential, professional counseling and referral services to help them
manage life events (e.g., legal matters, finances, education, family matters, etc.}. Additionally, the
unit's weekly check-in meetings have always been a time to discuss what they are seeing and
allows the team a safe space to express their feelings about what they are seeing and how it is
impacting them emotionally. Additionally, the items in this question impacted me personally so
much when | joined the team that every time a new emplovee expressed interest In joining the
team, these cognitive effects were discussed.

11. Are there any best practices or lessons learned that you have derived from your project or
activities in relation to secial listening and infodemic management and ethics?

a. Best Practice: When the anahysts are collecting data or writing up the findings of narratives that are
especially troubling, give additional time for writing and aditing as editorializing increases
dramatically.

b. Lesson Learned: Ensure the team knows that there is an impact on one’s mental health, and
advocate that they stop working when they are noticing a negative impact. It is also important for
the leadership of the team to model this behavior,

c.  Best Practice: Ensure team members know and reemphasize the importance of them expressing
their ethical concerns. Additionally, be clear with them that ethics are situation-specific, and they
are not a list of do's and don'ts but rather discussions about perceptions of right and wrong that we
need o come (O 3 ConSensus on.



12, Looking ahead, are there new potential challenges or opportunities that you are considering
related to ethics, human rights, privacy, and governance in context of social listening for
infodemic management?

a. Aswe look to include more AIFML tools, we must be extra vigilant to recognize and mitigate human
and data biases that are inadvertently incorporated into AL/ML models.

b. Infodemic managers must continue to be stalwart advocates of continued advancement and
incorporation of ethical principles. We must continue to recognize and build our capacity to
accurately relay the public's perception to leadership regardless of how those perceptions reflect
reality or how critical they are of our work.

13, What suggestions or recommendations would you have for other health authorities that are in the
early stages of setting up social listening and infodemic insights functions as it relates to ethics,
human rights, privacy, and governance considerations?

a. Itis important to recognize that infodemic response must be roated in human rights and should
not infringe on the individuals” freedoms as established in the International Covenant of Civil and
Political Rights that states "everyone shall have the right to freedom of expression; this right shall
include freedom to seek, receive and impart information and ideas of all kinds, regardless of
frontiers, either orally, in writing or in print, in the form of art, or through any other media of his
chaoice”

b, We echo the sentiments as expressed in a recent Secretary General's report — "Approaches that
seek simple solutions to this complex problem are likely to censor legitimate speech that is
protected under international human rights law, Such overbroad restrictions are likely to
exaterbate societal ills and increase public distrust and disconnections, rather than contribute to
the resolution of underlying problems.”

¢ Pwould recommend that they ensure the infedemic insights functions have the autonomy to put
forward the facts and that health authaorities have a responsibility to everyone they serve rather
than just those members of the public that express positive feelings toward them.





