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R, R | Lansiquot, Boniface (NIH/NEN) [E] {78877 Ngo, Nam (NIH/NCATS)
(€] BE 7 Smith, Marcia (NIHSFIC) [E] [sm i:hm{______ﬁg T i Barreros, Tamara (NIH/OD/ORS) [E]
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MIH Privacy Coardinator Group (PCG) Meeting
Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment
Microsoft Teams Meeting

3/24/2021 1:30:00 PM
3/25/2021 3:00:00 PM
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Monthly
the fourth Wednesday of every 1 month(s) from 3:30 AM to 11500 AM
Close, Dustin (MIH/OD) [E]; BIH IC Privacy Coordinators

HNair, Prerna (NIHACSR) [E]: Cantllena, Barbara (NIH/MIBIE) [E]; Cosrme, Lilllan [NIHMIAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]; Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSKEI) [E]; Folkers,
Jonathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (MIH/OD] [E]; Brining, Shery (MIH DD [E]: Cook, Karen
{HIH/ODSORS) [E]; Millard, Suzanne [KIH/MNCI) [E]: Lopez-Ramirer, Rosayma (NIH/OD) [E]; Leahy, Timathy [NIH/OD)
[E]; Stabile, Reging (NIH/RIEHS) [E]; Martin, Susas (NIHACC/DCRI [C]; Cheung, Paul (KIHSHGRI) [E]; Manhelm,
Marianne (MIH/MHLEI) [E]: Woodson, Hedly [MIH/ODSORS) [E]: Chen, Eva (MIH/NIDDE]) [E]: Le, Vivian (MIH/MLM)] [E]
French, Daniel {MIHOD) [E]; Vorck, Fred (NIH/CCDORI) [E]; Tucker, Susan (NIH/OD} [C]; Dickens, Jasse [NIH/NIMH]
[E]; LaBella, Shirley (MIHAOD) [E]; Amarante, Rusingl (MIH/MNIGRMS) [E]; Yager, Kelly (MIHSNIDOE) [E]; Squiers, Chis
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{NIH/NIDA] [E]; heziora, Maddie (NIH/NIASERP) [E]; Lansiguot, Boniface (NIH/NEN) [E]; Ngo, Nam [NIHfNCATS]) [EL
Srith, Marcia (MIH/FIC) [E]; Barreros, Tamara (NIHODSORS) [E]: Schaaf, Mark (NIH/NIBCR] [E]; Yang, Amy
{HIH/MIDCD [E]; Frimpong, Eno (NIH/OD) [E]; Ratliff, Shaun (MIH/OD) [E]; Moore, Marg (HIH/WIAID) [E]; Callwood,
Aubrey (NIH/MNICHD] [E]; Reber, Roy (NIH/MIEHS) [E]; Gheen, Valery [NIH/NHLBI) [E]; Twilley, Ross [MIHfOD) [E];
Bartok, Lauren (MIH/NIAID) [E]: Kennedy, Josephine (NIH/MCATS) [E]; Woo, Theodore (MIH/MNCCIH] [E]: Albert,
Roberta (KIH/MNIBIB) [E]; Clary, David [NIH/MIAMS] [E]; Berry, Thomas (NIH/NIDCD) [E]; Albertini, Brian (NIH/MNINR]
[E]; Johmson, Shevon [NIHRIEHS) [EL: Green, Yolanda [NIH/NIBAH) [E]; Cheema, Uzma [MIHSNIBIE) [E]; Amar, Anna
{NIH D) [E]

The MIH Privacy Coordinator Group [PLG) Meeting is held the fourth Wednesday of every other month, 3:30am -
11:00am. The agenda and supporting materials will be attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)
e m———— T T LT T

Phone Conference ID|_____ b6 |
Find a local number | Beset PIN

Learn Mare | Meeting options
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To:

CC:

HNIH IC Privacy Coordinators [MIHICPrivacyConrdinators@mail. nih.gov]; Close, Dustin (NIHSOD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
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Celeste [NIH/OD) [E] [ 1Brining, Sheryl (NIH/OD) [E] B Cook
Karen [NIH/OD/ORS) [E] [~ . | Milliard, Suzanne (NIH/NC [E) T - P } Cheung,

e e e

Piut [MII-!.."HHEFI.II [E) 7w llopez-Ramirez, Humrm {NIH/OD) [E] [rosayma bopez-
| PR -, TS .l.eah'r, Timothy (NIHAODY [E) o8 '5I:al:|lle Hei:lru [NIH/NIEHS)] [E]

P - a i Mar‘tln, Susan [NIHSCC/DCRI) [E] J' """"" 'ﬁ-'l' "1 Manhaim, Marianne [MIH,/®MHLEI)
T —— i ~ Woodson, l'lull'rINIHi'ﬂl}.FCHE][ﬂ S T g
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e Woo, Theodore (NIM/MNCCIH [E) T8 1 Kennedy, losephine (NIH/NCATS] [E]
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TR T Smith, Mama[uwrmr[ﬂ[srm:hm{_*_;'_':" I Ngo, Nam [NIH/NCATS) [E]
:_'i:::: """ unsum-u: Bonilace [NIH/WEN [E] [ ________Ia_u[,___'_'_ _]Ittﬂ:rr-l:! Maddie (NIH/MNIAERP]
B i Squiers, Chris (NIH/NIDA) (E] £ 68| Yager, Kelly (NIH/NIDDK) (E]
[ e Amarante, Rusingl (RIH/MIGMS) €1 o6t Mair, Prema [NIH/CSR] [E]

[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/tn=e 248fc 542660499497 74880211 25c-nairpg]; Cantilena, Barbara
{MIH/MIBIB] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=9502efaa 74cd459dbE00 2513 2edad Tebcantileb]; Cosme, Lillian (NIH/NLARS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/en=Recipients/cn=7d6a3bab5b T edebb 590 TA4690 913 1ib-cosmed]; Alves, Steve (NIH/OD) [E]
[fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT ) en=Recipients/cn=BI5672 532512402 dbcbed0c 213 Te b5 -alvess]; Butler, Gloria [NIH/NHGRI) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT)/cn=Recipients/tn=11fcIbeb224c4ad 182dd7598ba7 301 -gloriab); Putney, Dvonte {NIH/MNINDS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=06d b6 1 {8bbadb0fa0979 16b 7 cdcfd 18-putneydm]; Peterson, Trevos
{MIH/MEI} [E] [fo=Exchangelabs/ou=Exchange Adminstrative Group

(FYMBOHF 235POLT) en=Recipients/cn=442 290b4949b4d d68 1 T429 1 ceaTdE 365 -petersot |; Folkers, lonathan

{MIH AL [E] [fo=Exchangelabsfou=Exchonge Adrminkstrative Group

[FYDIBOHF 235PDLT)/en=Recipients/cn=Tcebedd 1 TealdZalEf129a6e10608bdG6-jlolkers]; Dade-Vinson, Celeste
{MIH/OD) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
[FYDIBOHF235POLT)fen=Recipients/cn=5d 2e8e Tleb T4 Telad33a 789 7cd 1 Sb-dadecele]; Brining, Sheryl (NIH/OD)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHMBOHF 235POLT) cn=Recipients/cn=81463af5fe924e 1a9c50da8 Tob2d3e8-brinings); Cook, Karen (NIH ODYORS]
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235PDOLT) en=Recipients/cn=0c4f7 702 dfb0ab2 dab5192 2cd2 1cdde T -cookk]; Milllard, Suzanne (MIH/NCI) [E]
[fo=Exchangelabs/cu=Exchange Admindstrathve Group

(FYMBOHF 235POLT) en=Recipients/cn=da8 74516 3902 %beec TeBEME 202 5ed -milliars]; Cheung, Paul [NIH/MHGRI)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235PDOLT) en=Recipients/fen=155d366d 494444 2 2 3babB2 15635935a7 cheungp); Lopez-Raminer, Rosayma
{HIH/OD) [E] [fesExchangelabs/ou=Exchange Administrative Group

(FHBOHF2ISPDLT) cn=Recipients/cn=Talbced b968 1 4aefi3ad2bcdSec 3559 c-lopezramire]; Leahy, Timothy
{HIHOD) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
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{FYMBOHF235POLT) cn=Recipients/cnelddededc 30054 TaBaff 240ebE55a9ace-leahyt]; Stabile, Regina [NIH/NIEHS)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=111ed33544604 foala? 9509503 197 10-stabiberj]: Martin, Susan
{MIHCCADOR [C] [fo=Exchangelabsfou=Exchange Adrministrative Group

(FYTHBOHF2ISPOLT) cn=Recipients/cn=510d74895c63408ch6c 3031 Tod2 54 7d3-smartinl]; Manheim, Marianne
{MIH/MHLEI} [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYMBOHF235POLT)/ cn=Recipients/cn=daBb 306719544 197450536788 39cH5-manheimmj]; Woodson, Holly
{HIHODSORS) [E] [fo=Exchangelabs/ous=Exchange Administrative Group

{FYDBOHF2I5POLT) cn=Recipients/ cn=0a0e3 1 bac 3142 40bE50e88 1 26034b36-wondsonhj]; Chen, Eva [NIH/NIDDK]
[E€] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF235POLT)/ cn=Recipients/cn=626c5e a4 3ffbd0fdbfaa3a5T5ebb50al-chene]; Le, Wivian (MIHFNLRA [E]
|fo=Exchangelabs/cusExchange Admindstrative Group

{FYMBOHF2I5POLT)/ cneRecipients/cneebea3cf 105734 9a6al3 2 cd 96595571 76-levl]; French, Daniel (WIH/OD) [E]
|fosExchangelabs/cusExchange Admindstrative Group

{FYDMBOHF2I5POLT) cneRecipients/cna351cc1 5eb55f4 0ee ad 711 Tech 5715904 - frenchda); Vorck, Fred [MIHSCC/DCRE)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYDMBOHF235PDLT) cneRecipients/cnadaBifebe55 1 b446505 57594 2abe52 1 cod-vorckfd]; Tucker, Susan [MIHAOD) [C]
[fosExchangelabs/cusExchange Administrative Group

(FYHMBOHF2ISPDLT) cn=Recipients/cnsba6a33 2071 2447 B8efaf2Bodc 1049 a3-so0re); Dickens, lasse (MIHMIMH] [E]
[fo=Exchangelabs/ousExchange Admindstrative Group

{FYDIBOHF235PDLT)/ cn=Recipients/cn=c5deelfd792243819b3c24888c 1d813a-User_82141b]; LaBelia, Shirley
{NIH/OD) [E] [fosExchangelabsfou=Exchange Administrative Group

(FYHBOHF2ISPDLT) cn=Recipients/cn=52e5a384 1128242 0200430001 1abe 3933 lakellas]; Amarante, Rusinel
{NIH/MNIGMS) [E] [fosExchangelabs/ousExchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=d1 7fa7?f3ed bfd 5 T0bd5 1 fodced85596-amaranter]; Yager, Kally (NIH/NIDDK]
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/tn=c 2953301 1d6415fa30a 1 3cbaba TS IZc-yagerkl]; Squiers, Chris (NIH/NIDA] [E]
[fo=Exchangelabsfou=Exchange Administrative Group

{FYDBOHF235PDLT)/ cn=Recipients/cn=0aelel THd074439ab038642a2 063044 -squiersc]; Jezioro, Maddie
{MIH/MIASERP] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/cn=3c06d 2b80dad 4 LeOacealdd LafSaf 1Ed-jesioromr]; Lansiquot, Boniface
{MIH/MNEI} [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT) cn=Recipients/tn=8b13162a4d9d435589ecE2c JaaeT 7 abe-Bansiquot]; Nge, Mam (NIH/NCATS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT) en=Recipients/cn=bc 32 e 0bEbaddadbs 2 75 50eda3bb59-ngonh]; Smith, Marcia [MIH/FIC) [E]
[fo=Exchangelabsfou=Exchange Administrative Group
(FYDIBOHF23SPOLT)fen=Recipients/cn=d 14ef52 797434 36626650 LITI85eeeed-smitmarc]; Barreros, Tamara
{MIH/OD/ORS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT)/en=Recipients/cn=cd24e4af2 10f4 Lc6BIITE 16eddacBaTT -barrerostz]; Cheemna, Uzma
{MIH/MIBIB) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=ect01bd 354 1443a1 32 8556c4d3b Le 1 24-cheermau); Sharlip, David (NIHMLM)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF 235PDLT) en=Reciplents/cn=d6 1853704 12 743449 7103 15bIBE2a Lo -sharlipd]; Schaaf, Mark (NIH/NIDCR)
[E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

(FYMBOHF235POLT) en=Recipientsfcn=434 Th 94 pba lad 195add0aabedeac1 9 1-schaalm]; Yang Ay (RIHMIDCD] [E]
[fo=Exchangelabs/cu=Exchange Administrative Group

[FYDIBOHF235POLT ) fen=Recipients/en=71835lal 31 2c4 Tc59Bb04 2 721 23 1bebE -vangamy]; Frimpong, Eno (NIH/OD]
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF 235POLT) cn=Recipients/cn=6d4315016aBLdd 3bba3 182 5dfab 1 1084 -frimpongek]: Moore, Marg
{HIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=6e52eleb2bd 1a0eeB 292560 Lc 2B 1 Taa-mamoore]; Callwood, Aubrey
(HIH/MICHD) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=2e9Bb54a5bafdfe1a TSR0 14403 a8 2ac -callwooa]; Gheen, Valery [NIH/NHLEI)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235POLT)/en=Reciplents/cn=d9f36ih2bacdf0a93] bs  bh3has-gheenv]; Twilley, Ross (NIH/0OD) [E]
[fo=Exchangelabs/ocu=Exchange Admindstrative Group

(FYDIBOHF235PDLT) cn=Recipients/cn=194 2253551404 cBaBB4 T2 262 188bb 182 - twilleyrh|; Dasti, Mannan
{HIH/MEMH] [E] [fo=Exchangelabsfou=Exchange Administrative Group
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{FYDMBOHF2I5POLT) cn=Recipients/cnac38b0085ec05461a93b0660ac00e5a T 1-dastiml; Bartok, Lauren (NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDBOHF2ISPOLT) cn=Recipients/cn=ddd665ec TaT645deb5c Ib0dafecbbd 14-bartokle]; KEennedy, losaphine
{MIH/MCATS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=e85ecib 1335500555051 28658304 d6d-kennedyjc]; Woo, Theadore
{MIH/MCCIH] [E] [fo=Eachangelabsfou=Exchange Administrative Group

(FYMBOHF235POLT) cn=Recipients/cn=T86 7eTb1df3045ca991a52 3.2ad 20894 20-wootp]: Ratliff, Shaun (MIHCD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDBOHF2I5POLT ) cn=Recipients/cn=c29etal 2d5a1 4051 B48e73 164001 Tcbd ratliffsd]; Reter, Roy (MIH/NIEHS) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=fM20d915e91c4c 90593 3co5ebdoc 3a%ce-reter]; Amar, Anna [MIHAOD) [E]
|fo=Exchangelabs/cusExchange Administrative Group

{FYMBOHF2I5POLT)/ cn=Recipients/cne1c37 293d 24 364202 305cc4800eaed 312 -aamar_f4atd)

Attachments: NIH POG Meeting Agenda_3-25- 202 Ldocx; MC1745-1 - Export. pdf

Start: 32472021 1:30:00 P
Emd: 324 3021 3:00:00 PR
Show Time As: Free

Recurrence:  (none)
Required NIH IC Privacy Coordinators

Cpticnal Mair, Prerma [NIH/CSR) [EL; Cantilena, Barbara (NIH/MIBIB) [E]; Cosrme, Lillian [NIH/MIAMS) [E]; Alves, Steve (KIH/OD)

Attendees: [E]; Butler, Gloria (NIH/NHGRI} [E]; Putney, Dvonte (NIH/NINDS] [E]; Peterson, Trevar [NIHSNEI) [E]; Folkers,
Jomathan (NIH/NIAAA) [E]; Dade-Vinson, Celeste (NIH/OD) [E]; Brining, Sheryl (NIH/OD] [E]; Cook, Kanen
{NIH/CD/ORS) [E]; Milliard, Suzanne (NIH/MNCI) [E]; Cheung, Paul INIH/NHGRI] [E]; Lopez-Ramirer, Rosayma [NIHSOD)
[E]; Leaty, Timothy (NIH/OD] [E]; Stabibe, Regina (NIH/NIEHS) [E]; Martin, Susan (NIH/CC/DCRI) [E]; Manheim,
Marianne (NIH/NHLEI) [E]; Woodson, Holly (RIH/ODS0RS) [E]; Chen, Eva (NIH/NIDDK) [E]; Le, Vivian [NIH/NLM) [E];
French, Craniel (MIH/0D) [E]; Vorck, Fred (NIH/CC/DCRI) [E]; Tucker, Sausan (NIH/CD) [C]; Dickens, Jasse [NIH/NIMH)
[E]; LaBella, Shirley (NIH/OD) [E]; Amarante, Rusinel (NIH/NIGMS) [E]; Yager, Kelly (NIH/NIDDE) [EL Squiers, Chris
(NIH/MIDA) [E]; lezioro, Maddie (NIH/NIASERP) [E]; Lansiquot, Boniface (NIH/NEI) [E]; Ngo, Nam (MIH/NCATS) [E];
Smith, Marcia [NIH/FIC) [E]; Barreros, Tamara [NIHfODSORS) [E]; Cheerma, Uzrma (NIH/MIBIB) [E]; Sharlip, David
{NIH/MNLM) [E]; Schaaf, Mark (NIH/NIDCR) [E]; Yang, Ay [NIH/NIDCD] [E]; Frimpong, Eno (NIH/OD) [E]; Moore, Marg
(NIH/NIAID) [E]; Callwood, Aubrey (KIH/NICHD] [E]; Gheen, Valery (NIH/NHLBI} [E]; Twilley, Ross (NIH/OD) [E]; Dasti,
hannan [NIH/NINH) [E]; Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephing (NIH/NCATS) [E]; Woo, Theadore
(NIH/MNCCIH] [E]; Ratkitf, Shaun (NIH/OD) [E]; Reter, Roy (NIH/NIEHS] [E]; Amar, Anna (NIH/0D] [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The meeting agenda and supporting materials are attached,

Thanks!
Crustin

Microsoft Teams meeting

Join on your computer or mobile app
Click here to jain the meeting

Or call in !:_Iﬂqh only}

{ b6 | United States, Bethesda
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MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Coardinator Group (PCG) Meeling Agenda

DATE March 25, 2021 LOCATION Microzofi Teams
TIME 9:30am — 1 1:00am FACILITATOR  Dustin Close, NIH Privacy
Program Lead
. PG Teams Site Demo, Q&A, and Open Discussion Dot Clacs
1% i Privacy Act Applicability Memos and PIA Requirements P Prasadh
Third Party Websites and Applications Process
#  OMB M-10-23, Guidance for Agency Use of Third-
Party Websites and Apphcations = Open Government
} mi #  Processes and Procedures (MC 1745-1) — Who are the Fhistin Clase
stakeholders?
=  How are 1005 handling these requesis?
It EE 5["" Up‘l:lﬂ"t Coelesie fade- VT nsen
|5 PCG Open Forum Feurtecipnts
R te Participati
Join on vour computer or mohile app
Click here to join the meeting
Or call in (audio only)
+1{ - - S i United States, Bethesda
Phone Conference ID} b6 |
f National Institutes of Health Page 1.0f 2
= Office of Managamarnd
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NIH Policy Manual

1745-1 - NIH Privacy Impact Assessments

Issuing OMTice: ODAOM/OMA, ODVOCTO Phone: (301} 4962833
Release Duate: 27032021 7
Transmittal Notice

|. Explanation of Material Transmitted: This manual chapter outlines responsibilities
for complying with the National Institutes of Health (N1H) policy on conducting
privacy impact assessments (P1A) on all Information Technology (IT) Systems and
Third-Party Websites and Applications (TPW As) owned, operated, or controlled by
MIH, in addition to those set forth by the Department of Health and Human Services
{HHS), Titles 11 and 111 of the E-Government Act of 2002, and Office of Management
and Budget (OMB) guidance. This policy also applies to NIH IT Systems and uses of
TPW As that are developed, operated and/or maintained on behalf of NIH by contract
personnel. This revision updates terms, organizations, and hyperlinks.

2. Filing Instructions:

o Remowve: NIH Manual 1745-1, dated 060132014,
o Insert: NIH Manuwal 1745-1, daved 020032021,

3. PLEASE NOTE:

o For information on the Privacy Act of 1974 a5 amended, OMB and HHS
guidance related to privacy, and the privacy mandates contained in the E-
Government Act of 2002 and Federal Information Security Modemization Act of
2014 (FISMA), contact the NIH Senior Official for Privacy (SOP), Division of
Compliance Management (DCM), Office of Management Assessment {OMA),
Office of Management (OM), Office of the Director (OD) at (301) 496- 4606 or
via email ai: povacvi@maillnih.gov.

o For information on the content of this chapter and additional privacy resources,
visil the Website of the NIH Office of the Senior Official for Privacy (OSOP) at:_
https:foma.od.nib.gov/DMS Pages Privacy- Program.aspx .

o For information on the NIH Policy Manual, contact the Division of Compliance
Management (DCM), OMA at (301) 496-4606 or enter the URL;
hrtps:foma.od nih gov/DMS Pages/Manual- Chaplers aspx,
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A, Purpose

This manual chapter establishes policies and procedures based upon requirements and
guidance set forth by the Federal Government, OMB, and HHS to conduct privacy impaci
assessments { PIAs) for all IT Svstems, and uses of Third-Party Websites and Applications

{ TPW As) owned or operated by the MIH Institutes, Centers, and Offices (1C0), or contractors
working on behalf of the agency.

B. Scope

Privacy impact assessments (PLAs) provide a documented process to identify and protect
personally identifiable information (P11} throughout the information lifecycle belonging to
MIH stafY, patients, public citizens, business parners and associates, vendors and contractors.
They ensure that the govemment has considered necessary safeguards for P11 that is passed
through, collected, mamtained, or disseminated i its 1T Systems and uses of TPWAs.

C. Policy

1. A PIA or, at 2 minimum, a Privacy Threshold Analysis (PTA) is required to be
conducted on all IT Systems, and each use of a TPWA, whether in exisience, under
development, or undergoing modificanon, as defined by the E-Government Act of
2002, OMB guidance, HHS policy and supporting guidance. The results of the PTA
may require that a full PIA be conducted,

. NIH 1C0s must update P1As for IT Systems and uses of TPW As that undergo a major
change, as defined in OMB Memorandum M-03-22, (MB Guidance for Implementing
the Frivacy Provisions of the E-Crovernment Act of 2002,

3. A PIA is a living document that must be updated in conjunction with a Security
Assessment and Authonization (SAS&A) package. All IT System PIAs must also be
updated when a major change occurs within the 1T System (see list of “Major
Changes™ under section F. Definitions).

4. Reviews of IT System and TPWA PIAs must be completed when changes create new
privacy risks, when new elements of PII are added to the system or the TPWA, and/or
every three (3) years absent a major change.

5. All Pll collected on an individual must be the minimum amount necessary and must be
kept up to date. A privacy policy and notice regarding the usage of PI1 must be clearly
displayed on the 1T System and TPWA Websites or provided in writing prior o the
collection of P11,

6. Individuals whose P1 is maintaimed within the 1T System or TPWA must receive
notification when a major change occurs to the IT Syvstem or to the use of a TPWA that
may potentially affect their PIl and how it is used.

7. All personnel using/'operating 1T Svstems and TPWAs must be trained, educated, and
made aware of their responsibilities for protecting any Pl stored. All NIH staff
{employees and contractors) must complete mandatory, annual training on MIH

I
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Information Security and Information Management Training found ar:

B All portions of the PIA must be completed on the appropriate PLA form and submitted
via the current PIA reporting tool for internal review and approval by the NIH Senior
Official for Privacy (SOP),

9. AlLIT System and TPWA PLAs must be submitted through appropriate 1CO channels,
to the NIH SOP upon completion, The NIH SOF will submit them 1o HHS for review.
The Third-Party Wehsite and Applications Checklisi (see Appendix A) must be
completed prior to implementing and using a TPWA. A summary of the PIA will be
made publicly available on the HHS PIA Website at: iitp./ v hhs govipia.

10 AllLIT Systems and uses of TPWAs subject to the Privacy Act must cite an appropriate
Privacy Act System of Records Motice (SORN). The SOBN is published in the Federal
Register to inform the public what information is collected, how it is used, how
individuals may gain access to information about themselves, and other specific details.

11. All new and wpdated IT Systems and uses of TPWAs that collect, maintain, and/or
disseminate P11 must:

a. Have policies in place about the collection, retention, and destruction of P11 and,
b. Include a complaint process for individuals who believe their PII has been used
inappropriately or 15 inaccurate.

D. Responsibilities

PlAs provide a documented process to identifly and protect P belonging o NIH seaff,
patients, public citizens, business pariners and associates (Federal, state, local agencies),
vendors, suppliers and contractors. They ¢nsure that the government has considered necessary
safeguards for P11 that is passed through, collected, maintained, or disseminated in its 1T
Systems and authorized TPWAs. Personnel identified as leads responsible for assisting in the
completion and/or review process of PIAs include:

I. HHS Senior Agency Dicial for Privacy (SADP)

a. Emsures there is an HHS framework 1o facilitate the development and
maintenance of PLAs;

b. Reviews and approves Operating Division (OpDiv) and Staff Division (StaffDiv)
PlAs prior to posting them to the HHS gov website for public review;

¢. Coordinates policy with Departmental privacy points of contact (POC);

d. Establishes Departimental PIA policy and procedures:; and

e. Manages the development and submission of the Federal Information Security
Modemization Act (FISMA) Privacy Management Repor.

2. NIH Senior Official for Privacy (SOP)

a. Establishes an NIH policy framework to facilitate the development and
maintenance of PlAs;
b. Ensures that NIH staff comply with this policy;

Page 3

RELOOO0E31560.0001.0002



¢. Ensures the oversight of this policy is carried out through a coordinated effon
berween OMA and the KIH Office of the Chief Information Officer (OCIO);

d. Coordinates training for 100 Privacy Coordinators (ICOPCs) and other key
stakeholders on how to conduct PLA reviews and their requirements;

e. Reviews completed PlAs and attests that they are completed accurately;

f. Processes and stores PlAs m the current reporting tool;

g. Submits P1As to the Departiment and seeks revisions from the NIH PIA author
with assistance from the ICOPC if errors are found;

h. Supports the HHS SAOP in FISMA and ad hoc privacy reporting activities; and,

i. Makes recommendations 10 senior level officials with budgetary authority 1o
allocate proper resources to mitigate privacy weaknesses found in IT Svstems
and uses of TPWAs, as documented in their comresponding PlAs.

3. NIH Privacy Act {PA) Officer

a. Serves as the NIH point of comtact for issues related 1o the Privacy Act;

b. Communicates and collaborates with ICOPCs regarding the awareness of privacy
laws, regulations, and issues within NIH; and,

¢. Collaborates with ICOPCs to conduct information traiming sessions for [T System
and TPWA OwnersManagers regarding new legislation and procedures relating
to the Privacy Act, E-Government Act, and FISMA.

4. NIH Chief Information Security Officer (C150)

a. Ensures that oversight of this policy is carried out through a coordinated effon
between the OCIO and OMA;

b. Provides oversight for the security controls necessary 1o support NIH privacy
TEqUITements;

¢. Ensures that all NIH Securnty Assessment and Auwthonzation (SA&A) packages
include updated and completed PlAs;

d. Maintains the NIH Security Authorization Tool (NSAT) where PlAs are
processed and stored;

. Collaborates with the NIH SOP 1o generate the annual and/or quarterly FISMA
and Agency Privacy Management Repon submissions to HHS; and,

[. Facilitates reponting of privacy and security requirements to HHS and HHS
Office of the Inspector General (O1G) auditors,

A5 10O Communications Director and Webmasier

a. Coordinates with the ICOPC to determine uses of TPW As that are subject to
OMB Memorandum M-10-22, Cuidance for Online [se of Web Measurement
amd Customization Technologies, and OMB Memorandum M-10-23, Guidance
Sfor Agency Uke of Third-Farty Websites ond Applications, HHS policy and
implementing guidance, and any subsequent federal law or guidance that impacts
OMB guidance; and,

b. Works with the NIH S0P o develop and review PlAs for uses of TPWAs in
accordance with OMB guidance and HHS policy.
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G, 1CO Privacy Coordinator (HCOOPC)

a. Coordinates completion, review, and approval of PLAs wathin each 1C0;

b. Tracks and monitors the PLA requirements and reporting progress for the 1CO;

¢. Responds to IT System and TPWA Owner/Manager inquiries regarding privacy
related federal legislation and guidance, HHS and NIH policy and guidance; and,

d. Completes the final review of a PIA before approval by the NIH S0P,

T, 0CY Information Systems Security OMMicer (1550))

a. Assists the ICOPC, IT Svstem and TPWA Owner™Manager with the completion
of PlAs by answering any questions pemaiming (o secunty; and,

b. Provides guidance and support to 1C0s to implement 1T security controls that
enhance privacy compliance,

B ICOIT System and/or TPWA Owner/Manager

a. Serves as a PIA author or identifies staff within the 100 with sufficient
knowledge of the IT System or use of a TPWA in order to complete the PLA;

b. Maintains responsibility for ensuring compliance with the PIA policy for IT
Swstems and uses of TPW As under their responsibility within the 1C0;

¢. Serves as a POC for specific IT Systems or uses of TPW As to whom PIA
questions may be directed;

d. Refers complex PIA questions and privacy issues to the ICOPC as appropriate;

. Refers complex SA&A questions and security control issues to the 100 1550);

f. Responds to inquiries regarding the function, content, and disclosure practices of
IT Systems and uses of TPWAs;

g. Coordinates with IO0OPC 1o maintain accuracy of information contained in the
PlAs in the current PLA repoming tool;

h. Coordinates with appropriate NIH privacy, security and other key stakeholders
such as the ICO Paperwork Reduction Act (PRA) Liaison, Records Liaison,
Communications Director, and‘or Webmaster, to complete PlAs;

i, Notifies the ICOPC or 1S50 of a new use of an IT System, TPWA or if a major
change occurs that may potentially affect P11 and how it is used;

j. Idemifies any additional resources needed to complete PLAs; and,

k. Updates NIH management on the progress of PLA completion.

E. References

Laws:

1. Privacy Actof 1974, (5 US.C. 552a, as amended) (Public Law 93-5379) (December 31,
1974): hups:/'www justice. goviopcl/privacy-act-1974

2. Paperwork Reduction Act (PRA) of 1995, (44 US.C. 3501) (Public Law 104-13) {May
22, 1995); hitp:!fwww reginfo gov/public/reginfo/pra pdf
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3. Children’s Online Privacy Protection Act (COPPA) of 1998, (15 US.C. 6501) {Public
Law 105 27Ty (October 21, 1998): httpe/Swwew fie poviope’coppal htm

4. Clinger-Cohen Act of 1996, (40 US.C. Section 1401} (Public Law 104-106) (February
10, 1996} (also known as the Information Technology Management Reform Act):
hitp:/fwww fismacenter. com/Clinger®s20Cohen pdf

5. Computer Security Act of 1987, (15 U.S.C, Chapter 7, 40 L1.5.C. Section 1441) {Public
Law 100- 235) (January B, 1958}

i Wy - { T4

6. E-Govemment Act of 2002 {E-GOV) Section 208, (44 US.C. Chapter 36) (Public Law
107-347 Title 11) (December 17, 2002):
hupssfwww epo povi fdsvs phe/PLAW- 10Tpubl34 7/ pdfPLAW- 107publ347 pdf

7. Federal Information Security Modemization Act (FISMA) of 2014 Pub. L. 113-283,
1285tat. 3073 (Dec. 18, 2014) (primarily codified at 44 U5.C. chapter 35, subchapter
11}, available at

hitps:/fwww. govinfo, govicontent/ pke/PLAW-1 1 3publ283/pdf/ W-113publ283

National Institute of Standards and Technology (NIST) Guidance:

I. NIST SP 800-533 Rev 4, Security and Privacy Controls for Federal Information Systems
and Organizanons (April 2003)
hitps:/fesre nist wov/publications/detail 'sp/B00-5 Y rev-4/ final

2. NIST 5P 800-122, Guide to Protecting the Confidentiality of Personally Identifiable
Information (P11} { Apnil 2010): hitps://csre nist gov/publications/detail/'sp/800- 122/ final

OfMice of Management and Budget Guidance:

OMB Circulars:

1. Office of Management and Budget Circular A=11, Information Technology and E-
Govemment:
hitp://www obamawhitchouse. gov/sites/default files'omb/assets/al |_cument_vear/s300.
pdf

2 {IMB {‘lrn:ular A 130, Manaamnent m" I--:deml Inl’t:nrmalmn Resources {Illlj.-' 28, Eﬂlﬂl

OME Memoranda:

1. M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-

Govemment Act of 2002 (September 30, 2003); https:'www whitchouse goviwp-
mwfzm?“uﬂul -M- 03-22-0M B-Guidance-for-Implementing-the-

iv =)= A == 2002-
2. M-ﬂﬁ-]j Sal'eguardmg Pemnnlly Edemmabh Infnnnauun{hiay 22, I{Hlﬁ}

3. M-06-16, Protection of Sensitive Agency Information {June 23, 2006):
hitps: oo whibehowse. gov/sites whitehouse gov) fillesomb memoranda 2006, ma- 16,
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ndf

4. M-10:-22, Guidance for Online Use of Web Measurement and Customization
Tﬁ:hnﬂlug:es [luma 25 Eﬂll]'ln

vmemoranda 2010/
ml0- 22 pdf
5. M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June
23, EDH]}

6. M=17=12, Preparing for and Responding to a Breach of Personally ldentifiable
Information (January 3, 200 7))
hitps:Yobamawhitehouse archives gov/sites de fault files'omb/memoranda/ 200 T/m-17-1
2_0pdf

HHS Privacy Policy and Guidance:

1. HHE:-UI: 10 F-I:I-]lﬂ]r' I'nr Int‘nmmlmn byslems Snz-u:unw ﬂ-ﬂd F"ﬂ"-&l:_'g’ [IS‘IF:l

2. HHS-OCIO Policy for Pnivacy Imipact Assessment [PLA):
hitps:/'wwow hhs goviweb/governance digital-strategyfit-policy-archive/policy - for-

privacy-impact- assessments. hiiml
1. HHS Rules of Behavior for Use of HHS Information Resources:
= wrwwy Jocio/poli I

NIH Policy, Provisions and Goidelines:

I. MIH Manual Chapter 1743, Managing Federal Records:
li Lk, gov/ 17

2. NIH Manual Chapter 1745, NIH Information Technology (1T) Privacy Program:
hitps:/‘policymanual nib gov1 745

3. 1745-2, NIH Privacy and Security Incident and Breach Response Policy:
hiips://policymanual nih.gov/1745-2

4. NIH Manual Chapter 1825, Information Collection from the Public:

ol i vi 825

5 WIH Manual Chaper '-'EEH- MIH Public-facing Web Management:

6. NIH Mnmml Chapter 2805, NIH Web Privacy Policy:
hitps:policvmanual nih, gov/ 2805

7. NIH Information Security Policy Handbook:
hitps:focip nih gov/InfoSecurity/Policy/Pages/default aspx.

F. Definitions

I. Awareness, Training, and Education: Includes (1) awareness programs that engage
changing organizational attitudes towards promoting the importance of privacy and the
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adverse consequences of is failure; (2) training 10 identify, develop, and improve the
skills that enable s1aff 1o perform their jobs more effectively: and (3} educanon
programs targeted for privacy professionals (defined in NIST SP 8D0-12, An
Introduction to Computer Securitv: The NIST Handbook).

. E-Government Act of 2002: Title 11 of the E-Government Act of 2002 requires federal
agencies to conduct P1As before developing or procuning T Systems that collect,
maintain, or disseminate PIl. Once completed, the agency s Chief Information Officer
(CI10), or an equivalent official, must review the Privacy Impact Assessments (PIAs).
Additional requirements include making P1As publicly accessible and posting a
machine-readable privacy notice on publicly facing Websites [defined in the HHS
Cybersecurity Program’s guidance entitled, Standarnd Operating Procedures for
Conpleting a Privacy Impoact Assessment, and in the E-Crovermment Act of 2002
Section 208, (44 U.5.C, Chapter 36) (Public Law 107-347 Title 1) { December 17,
2002)].

. Federal Information Security Modernization Act (FISMA) of 2014: Amends the
Federal Information Security Management Act of 2002 (FISMA) and provides several
modifications that modemize Federal security practices 1o address evolving securnity
concems. These changes result in less overall reporting, strengthen the use of
CONLINUOUS MOomonng in systems, increase focus on the agencies for compliance, and
lead to reporting that is more focused on the issues caused by securnity incidents
{defined in 44 U.S.C._ § 1553).

. Information Technology (IT): Any equipment or interconnected system or subsystem
of equipment that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data or information by an executive agency. Equipment is considered used
by an executive agency i used directly or used by a contractor under a contract with the
executive agency, which: (i} requires the use of such equipment, or (it} requires the use,
to a significant extent, of such equipment in the performance of a service or the
furnishing of a product, Information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (including support
services), and related resources (defined in 40 U S.C., Section 5002, the Clinger-Cofen
Act of 19946).

50T System: A discrete set of information resources organized for the collection,

processing, maintenance, use, shaning, dissemination, or disposition of information

(defined in NIST Special Publication 300-33, Bevision 4, entitled Secwrity and Privacy

Controls for Federal Informatfon Systems omd Chrgonizations).

. Major Change: Any change that is made to the IT System environment or operation of

the system. P1As should be conducted following any major change, including, but not

limited to:

o Conversions: A conversion from paper-based methods 1o electronic systems.

o Anonymous to Mon-Anonymous: When the system’s function, as applied to an
existing information collection, changes anonymous information into P11,

o Significant System Management Changes: When new uses of an existing 1T
Swstem, including application of new technologies, significantly change the
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process of managing PIL in the system.

o Significant Merging: When agencies adopt or alter business processes so that
government databases holding P11 are merged, centralized, matched with other
databases, or otherwise significantly manipulated.

o Mew Public Access: When user-authenticating technology (e.g., password, digital
certificate, biometric) is newly applied to an electronic information system,
which can be accessed by the public.

o Commercial Sources: When PII is obtained from commercial or public sources
and is systematically integrated into the existing information system database.

o Mew Interagency Uses: When agencies work together on shared functions
involving significant new uses or exchanges of PIL

o Inmternal Flow or Collection: When alteration of a business process results in
significant new uses or disclosures of information or incorporation into the
system of additional P11; and,

o Alteration in Character of Data: When new PU added to a collection raises the
risk to personal privacy, such as the addition of health or privacy information,

o {Defined in OMB Memorandum M-03-22, Guidance for Implementing the
Privacy Provisions of the E-Govermment Act of 2002).

. Personally Identifiable Information (P ): Information thar can be used o distinguish
or race an individual's identity, such as their name, social security number, biometric
records, user login, etc. alone, or when combined with other personal or identifying
information which is linked or linkable to a specific individual, such as date and/or
place of birth, mother's maiden name, etc. (defined in OMB Memomandum M-17-12,
Preparing for and Responding to a freach of Personally fdentifiable Information),

. Privacy Act Record: Any item, collection, or group of information about an individual
that iz maintained by an agency, including, but not limited 10, education, financial
transactions, medical history, and cnminal or employvment history and contains a name,
identifyving number, symbol, or other identifying particular assigned to the individual,
such as a finger or voice print or a photograph (defined in the Privacy Act of 1974).

. Privacy Act System of Records Notice (SORNY: All systems with Privacy Act
nformation contained within them are required to publish a “Records Notice™ in the
Federal Register that informs the public what information is contained in the system,
how it is used, how individuals may gain access wo information about themselves, and
other specific aspects of the system (defined in the OMB Circular A-108, Federal
Agency Resposibilivies for Review, Reporting, amd Publication wader the Privacy Acl).

10, Privacy Impact Assessment (PIA): An analvsis of how information is handled: (i) 1o

ensure it conforms to applicable legal, regulatory, and policy requirements regarding

privacy, {ii) to determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic information system, and

{iii} 10 examine and evaluate protections and alternative processes for handling

information to mitigate potential privacy risks. A privacy impact assessment is both an

analysis and a formal document dewiling the process and the outcome of the analysis

(defined in OMB Memorandum M-03-22 OME Guidance for Implemeniing the

Privacy Provisions of the E<Coveranrent Act of 20020,
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11. Privacy Notice: A brief description of how the agency's privacy policy will apply ina
specific situation. Serve to notify individuals before they engage with an agency,
Website or application where they make their PI available to the agency (defined in
OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites and OMB
Memorandum M-03- 22, OME Gridance for Implemening the Privacy Provisions of
the E-Crovernmeni Act of 2IN2),

12. Privacy Policy: A consolidated explanation of the agency’s general privacy-related
practices that pertain to its official Website and its other online activities. Federal
agencies must protect an individual's right to privacy when they collect personal
information. This is required by the Pnvacy Act, 3 US.C. 352a, and OMB Circular No.
A1 30, Management of Federal Information Resowrces.

13. Privacy Policy in Standardized Machine-Readable Format: Means a statement
about site privacy practices written in a standard computer language (not English text)
that can be read automatically by a web browser. (defined in OMB Memarandum
M-99-18, Privacy Policies on Federal Web Sites and OMB Memorandum M-03-22,
OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of
2002,

14, Privacy Threshold Analysis (PTA): A basic privacy analvsis to determine whether
or not an entity reaches the threshold that requires a full PIA to be completed.

15. Senior Agency Official for Privacy (SAOP): An individual selected by the
Department to have agency-wide oversight in implementing and ensuring compliance
with privacy legislation {defined in OMB Memorandum M-16-24, Role and
Designation of Senior Agency Cfficials for Privacy)

16, System of Records: A group of records under the control of any agency where
information is retrieved by the name of the individual, by some identifying number or
symbol, or by other idemifiers assigned (0 the individual [defined in the HHS
Cybersecunty Program document entitled Stondard Operating Procedures for
Compleling a Privacy Impact Assessment (PIA) Gulde).

17. Third-Party Websites and Applications {TPWA): Web-based technologies that
involve significant participation of a nongovemment entity. Often these technologies
are located on a **.com™ website or other location that is not part of an official
govemnmeni domain. However, TPWAS can also be embedded or incorporated on an
agency's official website (defined in OMB Memorandum M-10-23, Guidance for
Agency Use of Thivd-Parsy Wehsites and Applicarions),

18, Website: A collection of interlinked electronic pages (on either Intermet or intranet
sites) with a related topic, usually under a single domain name, which includes an
intended starting file called a “home page.” From the home page, access is gained to all
the other pages on the Website (defined in the HHS Cybersecurity Program document
entitled Stamndard Operating Procedures for Completing a Privacy fmpact Assessment
{PIA) Craide),

Appendix A: Third-Party Websites and Applications (TPWA) Checklist

Purpose
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The purpose of this checklist 15 to provide guidance on identification of appropriate Third-
Party Websites and Applications (TPWA). TPWAs are used to engage openly with the
public where they offer new tools that will help people 1o connect with their government,
promoting the goals of transparency, participation, and collaboration.

Rl IR ihiliti
1. 1CO Privacy Coordinator (1COPC)Y: Responsible for identifying the necessary staff o

complete the TPWA Privacy Impact Assessment (PIA). Individuals that complete the
TPWA PIA are referred to as P1A Authors. PIA Authors should possess the knowledge
and ability to understand all the issues rased by the TPWA PIA.

2 1CO Information Systems Security Officer (1550): Has sufficient understanding of the
Department's information technology (1T) management procedures, Examples of roles
that may be chosen to serve as the PLA Author include program manager, Web
MAanLgers, or communications personnel.

3. Stakeholders: Emplovee(s) driving this request.

4. 100 or OD Communications Director; Determine the appropriate strategy and tools for
your audience and mission and o obtain any required OO0 approval(s) to use social and
new media.

5 fior i icial for Privac :Collaborates, reviews and promotes

the TPWA PIA to HHS for final approval,
Chief Information Officer / Information Security and Awareness Office

(OCI0 ISAQ): Reviews TPWA submission to verify validity.

Process

1. Identify need.

2. Identify internal resources which can mest the need.

3. If internal resources are not available, identify TPW As that can meet the need.
4. Determine whether the TPWA has a prior approval for use at NIH or HHS.

5. Ifthe TPWA selected does not have a prior approval you must:

a. Evaluate the security of the tool and what risks its use pose to NIH and the
public.

b. Determine whether the Termis of Service are acceptable to MIH.

¢. Determine whether the TPWA can suppon official agency branding and obtain
guidance on how to use NIH or 1CO branding properly.

d. Determine whether the TPW A supports Section 508 Accessibility Compliance.

¢. Ensure the TPWA is configured securely to protect NIH activities.

f. Ensure the TPWA is configured and used in ways that protect the public’s
privacy

2. Create a TPWA PIA and publish it

TPWAs and Terms of Service
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Check the following sites to see il a TPWA has been approved:

o Govemment Services Administration (GSA) Third-Partv Websites and Applications
with Signed Terms of Service.

« HHS Terms of Service (TOS)agreement for TPWAs provides a list of official
government use social media tools that are offered to the agency.

* Contact the Assistant Secretary for Public Affairs (ASPA) Digital at digital@hhs govif
vou are interested in a ool that 15 not on the list and that you would recommend they
should pursue,

= You may contact the I
Branch if you have questions about whether yvour 1CO can agree to the terms and
conditions of the Third-Party website or Application (TPWA) and/or the licensing
agreement supplied by the vendor.

* NIH Approved Umbrella TPWAS

IT Security

O Read the NIH IT General Reles of Behaviorio be aware of how users of NIH IT are
responsible for information security and are held accountable for their actions,

O Read Office of Management and Budget (OMB) M-10-23, Guidance for Agency Use of
Third- Party Websites and Applications

O Read HHS Policy for Personal Use of Information Technology Resourcesfor policy and
oher information on how NIH IT resources may or may not be used.

=

O Contact your 100 or OD Information Systems Security Officer (ISS000 determine
appropriate IT security practices and whether the wechnology meets applicable security
standards

fMicial re I Informaii Branding, an rizh anien

The TPWA must be appropriately identified as an official agency communications channel to
distinguish its activities from those of non-govermmental actors, The TPWA account must
clearly indicate that it i3 an official government account.

O Contact the NIH Ofiee of Communications and Public Lisison (OCPLite obtain
permission 1o use trademarked images and logos.

O Read NIH Manual Chapter 1 186, Use of NIH Names and Logos.

O All 1COs shall include a lmk to their program specific website content.

O Use official N1H graphics that clearly identifies your program’s ownership or sponsorship
a5 @ government entity.

Page 12

RELOOO0E31560.0001.0002



Accessibility

O Ensure content posted or produced through the use of new technologies is accessible 1o
people with disabilities and in compliance with Section 508 of the Rehabilitation Act of 1973,
see for Section S08for current policy and standards, guidance and other information.

0 Contact your 1C0) Section 508 Coordmatoror the NIH OCI0 Section 508 Teamwith
questions or assistance on compliance,

Information Callection from the Publi

O Read Information Collection under the Paperwork Beductions Act (PRAMo determine if
the uses of social media and web-based interactive rechnologies are information collections
subject 1o the PRA and require approval from the Office of Management and Budger

O Read NIH Manual Chaprer 1825 Information Collection from the Public for a description
of MIH policies and procedures goveming the collection of information from the public.

O Contact the NIH Project Clearance Branchto determing appropriate clearance functions

concerning public information activities (1.e., regulations, survey interviews, customer
satisfaction surveys, website questionnaires and epidemiology research).

Do mot solicit formal or informal consensus advice from the public using web technologies.
Protecting Privacy
Create External Alent

* [fthe public navigates 1o the TPWA via an extemnal hyperlink, your 100 must

implement an alert to notify the public that they are being directed 1o a non-
governmental website.

O When necessary, update the Operating Division (OPDIV) Privacy Policy and Machine-
Readable Privacy Policyvio describe the use of a TPWA.

» The term “Privacy Policy” refers to a single, centrally located statement of the
Website's privacy standards and processes, which is accessible from the official
homepage of the 1C0. It is a consolidated explanation of the general privacy-related
practices that pertain to the official Website and other online activities. It must be
updated to include required information about the use of the TPWA,

O Post a Privacy Nevicewhen feasible.
= A “Privacy Notice” is a brief description of how the privacy policy will apply in a

specific situation. J1 shonld be conspicuons, safient, clearly labeded, writien in plain
tanguage, and prominently displaved ot all locations where the public might make PIf
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avirilable to NIH, Due 1o technical limitations, the use of some TPWAs may make it
difficult 1o post a privacy notice (iL¢., Twitter's character limitation). When feasible, the
ICO should make every effort to énsure that a privacy notice is posted.

O Ensure the TPWA has a signed Terms of Service. This applies to no-cost (free) tools only.
O Read OMB Memorandum 10-22 and 10-23, Guidance for Agency Use of Third-Party

websites and Applicationsto determine the steps necessary o protect individual privacy when
using TPWAs to engage with the public.

O Read NIH Manual Chapter 2805, NIH Web Privacy Policyfor additional guidance to
determine the policy and procedures for ensunng the privacy and protection of personal
information maintained and disseminated via NIH wehsires,

O Bead OMBE Memorandum 10-22 . Guidance for Online Use of Web Measurement and

Customization Technolosiesto determine the requirements for agency use of web
measurement and customization technologies.

* Tier 3 refers to any use of a multi-session Web measurement and customization
technology when Pl is collected (including when the agency is able to identify an
individual as a result of itz use). Web measurement and customization technologies
that fall into the Tier ¥ category are referred 1o as “a Tier ¥ multi-session
technology.”

Record Keeping/Records Retention

O Contact your 1CO Records Liaisonto determine appropniate records schedule and records
management practices.

Comments and Moderating

O Determine and document a process (o moderate (review and clear) comments. Use the NIH

Comment Guidelingswhenever possible,

O Cleary Iimk to or display a comment policy if vou will allow the public to make PII
available to the agency (e.g., “friending,” “following.” “liking.” joining a “group,” becoming
a “fan,” and comparable funclions).

Linking, Liking, following and Endorsement

O Ensure web pages containing links 10 external web pages not located on the NIH network
provide a statement adjacent to the link or a "pop-up” disclaimerthat explains that visitors are
being directed to an external, govemment or non-government website that may have different
privacy policies from those of the NIH official website.
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O Determine what entities are appropriate to link/like/follow/endorse from your account.

Create the TEWA FIA

O Create the TPWA PIA using the HHS TPWA PIA Form

O Submit completed TPWA PLA to the NIH Privacy Office. Once completed by all ICO
parties, forward to privacy@mail. nih.govfor OS0P and OCIO 1SAO concurrent review. Upon
NIH Privacy Office and OCIO 15AO approval, Privacy will submit the PIA to HHS for final
approval,

O Store signad TPWA PLAs at the 1C0 level, Once HHS approved, Privacy will forward a
signed copy to the 1CO and add it 1o the TPWA inventory on the Privacy SharePoint site.

Maintain the TPWAs P1A

0 Review vearly. In addition to maintaining an approved copy of the TPWA PLA, 1CO must
review PLAsS annually to ensure the PlAs comply with current privacy practices and reflects
the current agency practices.

How to determine if a website/application qualifies as a TPWA - take the “litmus test™

1. Is the Website or application part of an authorized law enforcement, national security,
or imelligence actvity?

a. Yes? Other privacy laws will apply 1o the information collection. Therefore, you
do not need (0 complete a TPWA PIA.
b. No? Continue to Cugstion 2.

1. Is the Website or application intended to be used for internal HHS/OPDIV activities
only?

a. YesT You do not need to complete a TPWA PLAL
b. No? Continue 1o Cruestion 3.

1. Does HHS/OPDIV own or have contractual control of the operation or maintenance of
the Website or application?

a. Yes? You do not need to complete a TPWA PLA. However, you must ensune an
IT System PLA was conducted previously on the Website or application (e.g.,
network, server or database).
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b. No? Continue 1o Cuestion 4.

1. Does another Federal department or agency own or have contractual control of the
operation or maintenance of the Website or application?

a. Yes? You do not need to complete a TPWA PIA.
b. No? Continue 1o Question 5.

1. Is the Website or application intended to involve members of the public?

a. Yes? You need to complete a TPWA PIA, Please collaborate with key
stakeholders within yvour OPDIV, as needed.
b. No? Continue 1o Question 6.

1. Was the Website or application designed for the purpose of implementing the Open
Govemment Directive principles of transparency, panticipation and/or collaboration?

a. Yes? You need to complete a TPW A PIA. Please collaborate with key
stakeholders within vour OPDIV, as needed.
b. Mo It iz not a TPWA. Siop here.

The “litmus test™ may suggest it's not a TPWA, however, vou should always check with
your ISSOVOCIO for further evaluation. 1t may be an internal tool that should stll be
assessed or could require inclusion to an organization’s IT inveniory.

References

Office of Management and Budget (OMB) Memorandwm (M110-23, Guidance for Agency
Use of Third- Party Websies and Applications, allows the use of TPWAS in support of Open

Govemnment principles. NIH Privacy Web site
MIH Secunity Auwthorization Teol (NSAT) NIH Social Media Guidelines

HHS Third-Party Websites and Applications with signed Terms of Service HHS TPWA
Standard Operating Procedures (SOP)

HES TPWA PTA PIA Form
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To:

3

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall nlh.gov]

Lopez-Ramirez, Rosayma (MIHS0D) [E] [resayma.lopez-ramirezi@nih.gov]; Leahy, Timothy (MIH G0 [E]
[leahytiEod.nih.gov]; Stabile, Regina (MIH/MIEHS] [E] [regina.stabile@nih.gov]; Martin, Susan [NH/CC/DCRI) [E]
[smartin@oc.nib.gov]: Cheung, Paul (MIHMNHGRE) [E] [paul.cheungi@nihgov]; Manheim, Marianmse (NIH/NHLBI) [E]
[marianne.manheim@nih.gov]; Woodson, Holly (NIHAODSORS) [E] [holly woodsan@nih.gov]; Chen, Eva (MIH, MIC0E)
[E] lewa.chen@nih.gov]; Le, Wivian (MIH/MLU) [E] [levl@mail.nlm.nih.gov]; French, Danied {MIHCOD) [E]
[fremchda@mail.nifh.gov]; Vorck, Fred [NIHACC/DCRL) [E]) [fred.worck@nih.gow]; Tucker, Susan (MIHSOD) [C]
[susan.tucker @nih.gov]: Dickens, lasse (NIH/KIMH]) [E] [jassedickens@nih.gov]; LaBella, Shirey (MIHAOD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MIGKS) [E] [rusinel amarante@nih,gov]; Yager, Eelly (NIH/MIDDE) [E]
[kelly. yageri@nih.gov]; Squiers, Chris [NIH/NIDW] [E] [squiersci@mail nib.gov]; leziora, Maddie (NIH/NIAERF) [E]
[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [bonifacelansiguot@mnih.gov]; Kgo, Nam (WIH/MCATS)
[E] imam. ngo@ nite.god]; Smidth, Marcia [MIHSFIC) [E] [smithm@ficléficonih.gov]; Barreros, Tamara [NIHADDORS) [E]
[tamara. bamrercs@nih.gov]; Schaaf, Mark (NIH/MIDCR] |E] [mark. schaafi@nih.gov]; Yang, Amy (NIH/NIDCD] [E]
[amy.yang @nih.gow]; Frimpong, Ena (MIHAQD) [E] [eno. fimpong@nih.goy]; Rathiff, Shaun {MIH GO [E]
[shaun.ratliff@nih.gov]; Moore, barg (RIH/MIAID]) [E] [fo=Exschangelabs/ousExchange Administrative Group
(FYMBOHF2ISPOLT) cn=Recipients/cn=ba52eleb 26d 140eeB 2525601 c 28 1 Taa-mamoore]; Callwond, Aubrey
{NIH/NICHD] [E] [callwooa@mail.nigov]; Reter, Roy (NIH/NIEHS) [E] [reter@niehs.nih,gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nif.gov]; Twilley, Ross (NIHFOD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH/MIRID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@ mail.nih.gow]; Nair, Prema (NIHFCSR) [E] [nairpg@csr.nih.gov]; Cantilena,
Barbara [NIH/NIBIB) [E] [cantileb@mail.nit.gov]; Cosme, Lillian (MIH/NIAKS) [E] [cosmel@ep.niams.nih.gov]; Alves,
Steve (NIH/OD) [E] [atvessi@od.nih.gov); Butler, Gloria (NIH/NHGRI) [E] [gloriab@mail.nih.gov]; Putney, Dvonte
{NIH/MNINDS) [E] [dvonte putney@nih.gov]; Peterson, Trevor (NIH/NEI) [E] [frevor.peterson@nit.gov]; Folkers,
Jomathan (NIH/NIAAA] [E] [ifolkers@mail.nih.gov]; Dade-Vinson, Celeste (NIHAQD) [E] [celeste.dide-
vinson@nih.gov]; Brining, Shend (NIHfOD] [E] [brinings@mail,nih.gov]; Cook, Karen [NIH/OD/ORS) [E]
[kcook@exchange.nihgov]; Milliard, Suzanne (NIHSNCI) [E] [milliars@mail.nih.gov]; Amar, Anna (NIH/OD) [E]
[anna.aman@nih.gov]

5/26/2021 1:30:00 P8
5/27/2021 3:00:00 PM

{none)

Lopez-Ramires, Rosayma [NIH/OD) [E]; Leahy, Timothy [NIH/OD) [E]; Stabdle, Regina (NIH/MIEHS) [E]; Martin, Susan
{NIH/CC/DCRI) [E]; Cheung, Paul (NIH/NHGRI) [E]; Manheim, Marianne (MIH/NHLEI) [E]; Woodson, Hally
{MIH/ODSORS) [E]; Chen, Eva (NIH/MIDDE]) [E]; Le, Vivian (MIH/NLM) [E]; French, Daniel (MIH/OD) [E]; vordk, Fred
{MIH/CC/DORN) [E]; Tucker, Susan {MNIH/OD) [C]; Dickens, lasse [NIH/MIRH) [E]; LaBella, Shiriey [NIH QD) [E];
Arnarante, Rusinel (MIH/MIGKS] [E]: Yager, Kelly (NIH/NIDDK) [E]: Squiers, Chris (NIH/NIDA] [E]; Jedloro, Maddie
{MIH/MNIASERP) [E]; Lansiquot, Baniface [NIH/ME [E]: Mgo, Nam [NIH/NCATS) [E]; Smith, Marcia (NIH/FIC) [E]:
Barreros, Tamara (NIH/OD/SORS) [E]; schaaf, Mark (NIH/NIDCR) [E]; Yang, Army [(NIHSRIDCD) [E): Frimpong, Eng
{MIH/OD) [E]; Ratliff, Shaun [NIH/OD) [E]; Moore, Marg (NIH/NIAID) [E]; Callwood, Aubrey [NIH/NICHD) [E]; Reter,
Foy (MIH/MIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E]; Twilley, Ross (NIH/OD) [E); Bartok, Lauren (MIH/NLAID) [E):
ennedy, Josephine (NIHMCATS) [EL Woo, Theodore (NIH/MNCCIH]) [E]; Mair, Prema (NIHSCSR} [E]; Cantilena, Barbara
{MIH/MIBIB] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (NIH/OD) [E]; Butler, Glora [NIH/NHGRI) [E]; Putney,
Drvonte (MIH/MNINDS) [E]; Peterson, Trevaer (NIH/NEI) [E]; Folkers, Jonathan (KIH/80AAA) [E]: Dade-Yinson, Celeste
{MIH/CD) [E): Brindng, Shend (NIHSOD) [E]: Cook, Karen (NIH/ODSORS) [E]; Milkard, Suzanme (MIH/MC) [E]: Amar,
Anna |NIH/O0) [E]
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To:

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nih.gov)

Berry, Thomas (NIH/MIDCD) [E] T ] Adbertini, Briam (NIHNINR) [E]1 T S SEREASRT |
Green, Yolanda (NIH/NIMH) [E] b8 1Chesma, Uzma (NIH/NIBIB) [E} " & 1
Mair, Prema [NIH/CSR]) [E] L‘"_:'_ﬂ'_‘_:_'_'_‘_:" Cantilena, Barbara (NIH/MIBIB) [E] [ ob
Lillian {NIH/MNIAMS) [E] .‘:'_:‘_"_“_‘_3‘_‘_“_‘:‘_‘_" 1Alves, Steve (NIH/OD) [E] [~ ""6é "] Butler, Gloria
{NIH/NHGRI} [E] BT Putney, Dvonte INIH/NINDS) [E) " TR 1 Peterson, Trevor
(MIHMNER [E] "6 i Folkers, Jonathan (MIH/MIAAR) [E] "B ~" Dade-Vinson,
Celeste [NIH/OD) [E] '"'_“'"'"“H""‘“""" i Brining, Sheryl (RIH/OD) [E) [ "B& —tCook,
Karen (NIH/OD/ORS) [E] ] “ "= Milliard, Suzanne (NIH/NCI) (E] T8 ——""] Loges-
Ramirez, Rosayma (KIH/OD) [E) T Rl e rl.eahlr, TrrH:IIhHHIH.FD[M [E]
TR Stabile, Regina (NIH/MNIEHS) [E) TR _i Martin, Susan [NIH/CC/DCRI) [C]

TR ~ T :Ehmnj:, Paul (NIH/NHGRI) [E] [paul.cheung@nih.gov]; Manheim, Marianne (NIH/MNHLBI] [E]
RTINS | _ R " Woodson, Holly (NIH/OD/ORS} [E] [holly.woodson @ nilv.gov]; Chen, Eva (NIH/NIDDK)
[E]E™""77777%6 T Le, ivian (NIH/NLM) [E] 77T "\ French, Danied (NIH/OD) [E]

‘____ BT ook, Fred [NIHSCC/DCRI) [E] [fred.vorck@nih.gov]; Tucker, Susan [NIHOD) [C]
T T Dickens, Jasse (NIH/RIMH) [E] {77 ST LaBella, Shirley (NBH/OD) [E)
"""'""""'h'l_""""" | Amarante, Rusinel (NIH/MNIGMS) [E] [ B Yager, Kelly (NIH/NIDDE) [E]

:'_*_‘_TH_': 1 Squiers, Chris (NIH/NIDA} [E] {87777 777 Jezioro, Maddie (NIH/NIA/ERF) [E]

IE] Bl Smith, Marcia [NIH/FIC) [E] [sm rl:hmt " b6 | Barreros, Tamam (MIH/COORS] [E]
R e haat, Mark (NIH/NIDCR) (E) I B "] Yang, Amy (NIH/NIDCD) [E]
:'"""'H'"""'_j Frimpong, Ena (NIH/OD) [E] [ """ "6 """ """ " Ratliff, Shaun [NIH,/0D} [E]
TR Minore, Barg [NIHWIAID] [E] [fosExchangelabs/ousExchange Administrative Grougp

(FYDIBOHF23SPOLT ) en=Recipients/cn=6e52e0eb16d 140eeB23256b1c 28 1 Taa-mamoore]; Callwood, Aubrey

(RIH/MNICHD) (€1 W AR "} Reter, Roy [NIH/NIEHS) [E] B 1Gheen, Valery
INIHNHLBI [E] T o8] Twilley, Ross (NIM/OD) [E] [ 86 1 Bartok, Lauren
(MMM (€] [T e "1 Kennedy, Josephine (NIH/NCATS) [E] [ ST . ]woo,
Theadore (MIM/NCCIH] (E] £~ 6~~~} Albert, Roberta (NIH/NIBIB) [E] [ B&.~ | Clary,
David (NIH/NIAMS) [E] {777 . R 1 Johnson, Shavon (NIM/NIEHS) (€] {7 8T
9/22/2021 1:30:00 PM

9/22/2021 3:00:00 PM

{none)

Berry, Thomas (NIH/NIDCD) [E]; Albertind, Brian (NIH/NINR) [E]: Nair, Prema (MIH/CSR) [E]; Cantilena, Barbara
{MIH,MIBIE) [E]; Cosme, Lillian [NIHRKIAMS) [E]; Alves, Steve (RIH0D) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Drvonte (NIH/MNINDS) [E]: Peterson, Tresar (WIH/MNEI) [E]; Folkers, Jonathan (NIH/MNIAA) [E]: Dade-Yinson, Celeste
{MIH/OD) [E]; Brining, Shenyd (NIH/OD) [E]: Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Regina (MIH/MIEHS) [E]; Martin, Susan
AMIHCCADORI [C); Cheung, Paud (NIHFNHGRI) [E]; Manheim, Marsanne (RIH/NHLBI) [EL Woodson, Holly
{NIH/ODSORS) [El; Chen, Eva [NIH/NIDDE] [E]; Le, Vivian (NIH/MNUM) [E]: French, Daniel (NIH/OD) [E]; Vorck, Fred
{MIH/CC/OCRI) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, Jasse [NIH/MIMH) [E]; LaBella, Shirley [NIH/OD) [EL
Arnarante, Rusinel (NMIH/MIGKS] [E]: Yager, Kelly (MIH/NIDDE) [E]: Squiers, Chris (NIHBIDA) [E]; lesors, Maddie
{HIH/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam [NIH/NCATS) [E]; Srmith, Marcia (WIH/FIC) [E];
Barreros, Tamara (NIH/ODAORS) [E]: Schaal, Mark (NIH/RIDCR) [E]: Yang, Amy [NIH/RIOCE) [E): Fimpong, Eng
{MIH/OD} [E]: Ratliff, Shaun [NIH/OD) [E]; Moore, Marg [NIH/NIAID) [E]; Callwood, Aubrey [MIHSNICHD) [E]: Reter,
oy {MIH/MIEHS] [E]; Gheen, Valery [NIH/MHLBI) [E]; Twilley, Rass (MIH/OD) [E]; Bartok, Lauren {MIH/MLAID) [E];
Kennedy, Josephine (KIHMCATS) [E]; Woo, Theadoare (MIH/NCCIH] [E]; Albert, Roberta (KIH/MIBIB) [E]; Clary, Dawid
{MIH,/MLANS] [E]; Johnson, Shewen [NIHSNIEHS) [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The agenda and supporting materials are attached.
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To:

REcuUrrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsi@maill nih.gov]

Mair, Prema {NIH/CSR] [E] [::_:'_'_H_"_:'_'_'_:'H:intllma, Barbara (MIH/MIBIB) [E] {777 2 | Cosme
Lillian (NIH/NIAMS) [E} [~ 1 Alves, Steve (NIH/OD) [E] {~""""%h | Butler, Ghoria
(NIHNHGRIJ[E) I o0 1 utnev, Dwonte (NIH/MINDSY [E) [ o8 ; "1 Peterson, Trevor

(MIH/NED [E] T T Folkers, Jomathan (NIH/MIAAA) [E] | ““'""""ﬁ“'""""'“l Diade-Vinson,

Celeste (MIHADDY [E] [ 6 iBrining, Sheryl (NIHfOD) [E) [ B& 1 Cook,
l{aren [MIHSODSORS) [E] [ “““‘ﬂ [ ) Mllllard Suzanne [NIH}'HL‘.H ol . T RS “]Lopez-

| AR Bl i‘itab:lh Regina (NIH/MIEHS) [E] 8 | Mtartin, Susan [NIH/CC/DCRI) [C]
[ [ i ﬂ‘IEI.II'IL Faul [NIH/NHGRI) [E] [paul.cheung@nih.gov]; Ma-nham Marrinne {NIH/NHLEI] [E]
[t |Wmdim.HD||'HHIHj'UD.I’DR5i[E|.""""""Iii' "] Chen, Eva (NIH/MNIDDE)
154 . PR |LE Wivian (MIH/NLM) [E] D78 French, Danied (NIHSAOD) [E)]
,,____I:l___ " Worck, Fred [NIHACC/DCRI) [E] [fred.vorcki@nih. gl:wl. Tucker, Susan (MIHAOD) [C]
(TR Dickens, Jasse [NIH/NIMH) [E] {T7TTTTU8ETTTTTT 7 LalBedla, Shirley (NIH/OD) [E)
e T Amarante, Rusinel (NIH/MIGMS) [E) {7776 Yager, Kelly (NIH/NIDDE) [E]

f_“_:: e Squiers, Chiris (NIHSNIDAY [E] 777TTTRETTTTTTTT Jegiorg, Maddie [NIH/NIAJERP) [E]

o " Lansiquot, Boniface [NIHIHE-ﬁE]’_"__-_-TTT' T Wgo, Nam (NIH/NCATS)
IE] T TE - Smith, Marcia (NIH/FIC) [E] [smithm{ bE _i Barreros, Tamara (NIH/OD/ORS) [E]

BT T schaaf, Mark (NIH/NIDCR) (€] (77" 8877771 Yang, Amy (NIH/NIDCD) [E]
PRGN - MERERA 3 Frimpong, Ena (NIH/OD) [E] {81 Ratliff, Shaun (NIH/OD) (€]
TR Wioore, Marg (NIH/NIAID] [E] [fo=Exchangelabs/ousExchange Administrative Group

1F‘|"D1IEI-I]HFISﬁPmﬂj‘cn-REmlenm:nnE«!Eleﬂehlﬁdld-ﬂeeﬂlﬂiﬁhlﬂﬂlﬂai mameore]; Callvwond, Aubrey

{NIH/NICHDY [E] 7B Reter, Roy (NIM/NIEHS) [E] {7 86" Gheen, Valery
NIH/NHLBI) (€] (777777777877 Twilley, Ross (NIH/OD) (€] (7777777778677 Bartok, Lauren
(NIH/NIAID) [E] [ Bh . }Kennedy, Josephine (NIH/NCATS) [E] . _1Woo,
Theodore (NIH/NCCIH) (E] B8 1 Albert, Roberta [NIH/NIBIB) [E] [roberta] b8 L Clary,
David (NIH/NIAMS) (€] T 86 Johnson, Shevon (NIH/NIEHS] [E] ’_'_:_.__:Li!:_'____—: Green,
Yolanda (NIH/MNIMH) [E] {5 ] Amar, Anna [NIH/OD) [E] [_ " BE T 7] Berry, Thomas
(NIH/NIDCDY) (€] £ B Currie, Mikia (NIH/OD) (€1 86 | Abdelmouti, Tawanda
NIH/ODY[E) L B lAlbertini, Brian (NIH/NINR) [E] [ 88 ~JCheemna,

Uzma (NIH/NIRIg) [E} [~ " od "]

7/28/2021 1:30:00 PM
7/28/2021 3:00:00 PM

e

Alberting, Brian (MIH/MNINR) [E]; Cheema, Uzma {NIH/MIBIB) [E]: Mair, Prema (NIHACSR) [E]: Cantilena, Barbara
{MIHMIBEE] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (RIHOD) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Dwvonte (NIH/MNINDS) [E]: Peterson, Tresar (NIH/MNEI) [E]; Folkers, Jonathan (NIH/MIAA) [E]: Dade-Vinson, Celeste
{MIH/OD) [E]; Brining, Shend (NIH/OD) [E]; Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Reging (NIH/MIEHS) [E]; Martin, Susan
{MIHCCADORI [C): Cheung, Paul (NIHFNHGRI) [E]; Manheim, Marianne (NHIH/MHLBI) [EL Woodson, Holly
{MIH/ODYORS) [E]; Chen, Eva [NIHMIDDE]) [E]: Le, Vivian (WIH/MLM) [E]; French, Dandel (NIH/OD) [E]; vorck, Fred
{MIH/CC/DORN) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, lasse [NIH/MI&iH) [E]; LaBella, Shirley [NIH/CD) [E]:
Armarante, Rusinel [NIH/MNIGKS] [E]: Yager, Kelly (NIH/NIDDE) [E]: Squiers, Chris (NIHMIDA) [E]; lediors, Maddie
{MIH,/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam (NIH/MNCATS) [E]; Semith, Marcia (MIH/FIC) [E];
Barreros, Tamara (NIH/OD/ORS) [E]: Schaal, Mark (NIH/MIDCR) [E]; Yang, Amy (NIHRIDCD) [E): Frimpong, Eng
{MIHOD} [E]; Ratliff, Shaun [NIH/OD) [E]; Moare, Marg [NIH/NIAID) [E]; Callwoad, Aubrey [MIH/NICHD) [E]: Reter,
oy (MIH/MIEHS] [E]; Gheen, Valery [NIH/HHLBI) [E]; Twilley, Ross {NIH/OD) [E]; Bartok, Lauren (MIH/NLAID) [E]:
Eennedy, losephine {KIH/NCATS) [E]; Woo, Theadore (MIH/MNCCIH] [E]; Albert, Roberta (MIH/MIBIB] [E]; Clary, David
{HIH MIANS] [E]; lohnson, Shewon (NIH/NIEHS) [E]; Green, Yolanda (MIH/MINH] [E]; Amar, Anna (MIHAOD) [E]: Berry,
Thomas [NIH/MIDCD) [E]; Currie, Mikia (NIHQD] [E]; Abdelmout], Tawanda [NIHOD) [E]
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The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 3:30am -
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to joli the mesting

Dl o o
i b6 | United States, Bethesda

Phone Conference IDJ, b6
Find a local pumber | Beset PIN

Learn More | Mesting options

RELO000631560.0004



To:

Attachments:

2

Recurnence:

Required
Attendees:

Dptional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mail.nih.gov]

Mair, Frema {NIH/CSA) [E) [::_:'_'_H_"_:'_'_'_:'l'hntllma, Barbara [NIH.."HINB} 14 | B | Cosme
Lillian {KIH/NIAMS] [E] [ 8077777 Alves, Steve (NIH/OD] [€] "6k Burtler, Gloria
(NIH/NHERI) (€] B """ putney, Dvonte (NIH/NINDS) [E] =" - i e

(MIHMNE [E] e iFolkers, Jonathan (NIH/MNIAAA) [E] T b8 |Dade-Yinson,
Celeste (NIM/OD) [E] [ 8] Brining, Shery! (NIH/OD) [EI [ 81 Cook,
Karen (NIH/ODJORS) [E] [ b& thilliard, Suzanne (NIH/NCI) [E] ) T "] Amar,
Anna (MIH/OD} [E] " eé Ilopez-Ramirez, Rosayma (NIH/OD) (€]~ & ]
Leahy, Timothy (NIH/OD) [E) [ | RN } Stabile, Regina (NIH/NIEHS) [E) [~~~ . AT ] Martin,
Susan [NIH/CC/DCRI) [C] {7 . SRR '|'L'.h!ung, Paul (NIH/NHGRI) [E1f" R DR | Manheim,
Marianne (NIH/NHLEI) [E] | AT AEEE | S Wmdsnn, Holly {MIH/OD/ORS} [E]
| B | Y i Chen, Eva [MIH/NIDDE] [E] I 'H """"" I.e Vivian [NIH/NLM) [E]
[I:e-wll' BT French, Daniel (MIHSOD) [E] | e T} Varck, Fred (NIH/CC/DCRE) [E]
......... B Tucker, Susan [NIHAOD) [C} [ 'ﬂ" .: Dickens, lasse [NIH/NIMH) [E]
ﬁass.e dickens@nih.gov]; LaBella, Shirley (NIH/OD] [E] £ TR "~ Amarante, Rusine! [NIH/RIGMS] [E]
"""""" 'En'“““"““"rager, Kelly (NIH/NIDDK) [E] {77776 """ Squiers, Chris (NIH/NIDA) [E]

bé “1lezioro, Maddie [MIH/NIASERPY [E] [ el Langiguot, Boniface
1HIH.|"HEIJ |, | AR _hi' T Mg, Mam (NIH/WCATS) [E] TR Smith, Marcia [NIHSFIC)
(B r o il Ein!ru-s,Tamiri (NIHfODSORSH[E) W 1 5chaalf Mark
{NIH/MIDCR] [E] £ '_"" T ““Ifang, Amy (NIH/NIDCD) [E) b6 Frimpong, Eno (NIH/OD)
[E] [enc.frimpong@nih.gov]; Ratliff, Shaun (NIH/OD) [E] 777" 788 """ "1 Moore, Marg {NIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
{FYHMBOHF2I5PDLT) cn=Recipients/cn=6te52eleb26d 140eeB 292 560 1c 28 1 Taa-mameore|; Callwond, Aubrey

{NIH/NICHD) [E] E_'_'_'___-_u__h__.._ T Reter, Roy (NIH/NIEHS) [E] [ E B Gheen, Valery
{NIH/NHLBI [E] "800 Twilley, Ross (NIH/OD) (€] {861 Bartok, Lauren
(NIH/MNAID) [EL T 88} Kennedy, Josephine (NIH/NCATS) [E] [ W }Woo,
Theodore (NIH/NCCIM) (E] {58~} Clary, David (NIH/NIAMS) [E] £ 86" 1 Albert,
Roberta (NIH/NIBIB) (€] 1 b8} Johnson, Shevon (NIH/NIEHS) [E1 T B ]
Hammond, Christopher IHIHIGD] | T B | Hinton, Cynthia (NIH/OD) [E]
(TR Hailelewd, Betty (NFHAOD) [C] TR Beecher, Tricia (NIH/OD) [E]
o w . Jlones, Amber (NIHfOD) [C] [ " “1lohnson, Ryheem (NIH/0D) [C]
l!‘vhttr'm'-_h!_ | Berry, Thomas (NIH/NIDCD) [E] [ L "] Albvertini, Brian (NIH/NINR) [E]
........... W1 Green, Yolanda (NIH/NIMH] {E]umuma Uzma (NIH,/NIBIB) [E]
GRS | YRRE AT | Pearsan, Katrina (NIH/OD) (E} [ b8~~~ "~ }

NIH PCG Meeting Agenda 05,26.2021 (2] docx; MIH Policy Owerview_Privacy_202 10526 (1) pptx; Overview of the
GODPR 2021.pptx

5/26/2021 1:30:00 PM
5/26/2021 3:00:00 PM

(none)
Close, Dustin (MIH/OD) [E]; WIH IC Privacy Coordinators

Mair, Prerna [NIHACSR) [E]: Cantilena, Barbara (MIH/MIBIB) [E]; Cosrme, Lilllan [NIHMWAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]: Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSNEI) [E]; Folkers,
Ionathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (NIHSOD) [E]; Brining, Shery (NIHAOD) [E]; Cook, Karen
{MIH/ODSORS) [E]: MilHard, Suzanne (MIHMCI) [E]; Amar, Anna (NIH/OD) [E]; Lopez-Ramirez, Rosayma [NIHMAOD]) [E];
Leahy, Timothy (KIH/OD]) [E]; stablle, Regina (MIH/MNIEHS] [E]: Martin, Susan (MIH/CC/DCRI) [C]; Cheung, Paul
{MIH/MHGRI] [E]; Manheirm, Marianne (MIH/NHLE] [E]: Woodsan, Holly (NIH ODAORS) [E]: Chen, Eva [NIH/RIDDH)
[E]; Le, Wivian (MNIH/NLA) [E]; French, Danbel (NIH/OD) [E]; Vorck, Fred [NIHSCCSDCRI) [E]; Tudker, Susan (MIHSOD) [C];
Dickens, lasse (MIH/NIMH] [E]; LaBella, Shirley (MIH/OD) [E]; Amarante, Rusinel [NIHMIGKS] [E]: Yager, Kelby
{NIH/MIDDK] [E]; Squiers, Chris [NIHSRIDA) [E]; lerioro, Maddie (NIH/NIAJERP) [E]; Lansiquot, Boniface {MIH/MNEI) [E];
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Kga, Mam (MIH/NCATS) [E]; Smith, Marcia (MIHSFIC) [E]; Barreros, Tamara [NEHSODSORS) [E]; Schaaf, Mark
{MIH/MIDCR] [E]; Yang Amy (KIHMIDCD]) [E]; Frimpong, Eno (NIHSOD) [E]; Rathiff, Shaun {(KIH/CD) [E]; Moore, Barg
{NIH/MIAID) [E]: Callwood, Aubrey (MIH/NICHD) [E]: Reter, Roy [NIH/MIEHS) [E]: Gheen, Valery (NIH/MHLEA) [E]:
Twilley, Ross (NIH/00) [E]; Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephine [NIH/MCATS) [E]: Weoo, Theodare
{NIH/MCCIH] [E]; Clary, David [MIHANIAMS) [E]; Albert, Roberta (NIHSMNIBIB) [E]; lohnson, Shevon (NIHFNIEHS) [E];
Harmmaond, Christopher (NIH/QD) [E]: Hinton, Cynthia (MIH/G0) [E]: Haileleul, Betty (MIHOD] [C]; Beecher, Trida
{NIHOD) [E]: hones, Amber (NIHC0) [C]; Johnson, Ryheem (MIHAOD) [C]; Berry, Thomas (NIH/MIDCD) [E]; Albertini,
Brian {MIH/MNINR) [E]; Green, Yolanda [MIH/HIBH) [E]; Cheema, Uzma [NIH/NIBIB) [E]; Pearson, Katrina (NIHfOD] [E]

The MIH Privacy Coordinator Group [PLG) Meeting is held the fourth Wednesday of every other month, 3:30am -
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)
8] United States, Bethesda
Phone Conference ID: [ b7 ba_1}

Find a local number | Beset Pl

Learn Mare | Meeting options

RELO000631560.0005



MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Cooardinator Group (PCG) Meeting Agenda

DATE May 26, 2021 LOCATION Microzofi Teams
TIME 9:30am — 11:00am FACLTATOR  Dustin Closc, NIH Privacy
Program Lead
e NIH Policy Team — Policy Manual Repository Overview Citncy Himton
e General Data Protection Regulation (GDPR) Overview Chris Hammond
W SOF Update Ceteste Pl Feavam
il e PCG Open Forum Fairticipanis

Remote Participat

Join on vour computer or mobile app
Click here to join the meeting

Or call in (andio only)
1 b 1 United States, Bethesda
Phone Conference 1D b6 |

b S HE RO

{ m) National Institutes of Health Page 1of 2
I O of Mnragamac
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OSOP Meeting Notes

ﬁ m National Institutes of Haalth Page 2 cf 2
., OFfica of Slanapamaad
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NIH Policy Manual

Office of Management Assessment
Division of Compliance Management

Tools and Tips for Navigating the NIH Policy Manual Repository

May 2021

NI
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Agenda

= Home Page

= Policy Layout and Features

= |ssuing Office Contact Optlions
= My Favorites

« Search/Browse Features

= Export Reports and Policies

[ 5 BBy tationa institutes of Health i
[¥ng oF LR agierimed

MIH Policy Manual

RELOO00631560,0005.0002



COverview
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*  MIH Policy Manual is an official
migchanism and prirmary repository
for MiH-wide policy. and comprised
of individual chapters, commanly
refamad {0 as Manual Chapters or

reposiion and supports due pokcy
izsuing oficas (108} to devalap,
madily, of rescind chapiers,

= Mamzl Chaptar 1710 estabiishes
requiramants for policies maintainad
i (he reposBiony o ensur:

- Policies are developed
congistantly and undenga
proped reviesiapproval;

= Responsibdities are clear and
0% have Manual Chapier
Coordinators (MCCE and

- Congistancy with othar
policias and the ovarall
missicn of the agancy.

~l
W B) tationa institutas of Haaith
F Dy ol L e

MIH Policy Manual

MIH Policy Manual Application

» Micrasoft MET custom application developed 1o manage
the comtent similar to a Content Managenent System [CMS)
providing features such as drafting, previewing, and
publishing

= streamlined the complete Policy Manual Authoring process
¢ Developed warkflow for OlMA MC Team to work and
collaborate to create and manage Policy Manuals

s Introduced sutomatic versioning for metadata and policy
conient

* Created an awtomatic archival process based on publishing
type and offered an option bo track the MARA process

* Designed MIH OMA brand consistency by inheriting from
OMA public website

 POF wisrsion Is automatically created

* Automated broken links checks and an email is delivered (o
Inbox with broken lnk infio

« Automated reminder for reviewing tihe policy manwal

2
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Homepage

. T — s esmsiess= Navigation Ribbon:
Pe e, » Straightforward and intuitive

ribbon for users to find
% e i Eiapbars . TR PP resources, contacts and more
oy A b | oy i i it about the MIH Policy Manual,
A SR S ST ] ¥ty - 288 + NIH staff can access additional
Flonmorrreriet iy SR e PR e features o the site after they
Y R e o Y N — : login.

e Content Display:
— + Policies are organized into

e — s guadrants,
. " = Within a matter of seconds,
R e et vigitors can quickly see

- o EHI policies most navigated by

o v frequency, recent

- R e publication stalus, or
e b B i, ity leisurely browse by seres,

R - Simple and easy lo read

— and review policies by being

SR conscious of our target

audience (YOI

~l
(W] g} Hational institutes of Hamith 3 MIH Policy Manual
F D o Wenagsemmy
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Policy Information, Features and Layout

Although not all contact info is required, when the 1O includes as much
as possible, it makes it helpful during research when further information
s needed.

5 T actil o by Wiy
1718} P isherd anad Maderiierang Podd s i the MiH Pobyy Beadiol
1710 - Publahing and Mgy i oL Coell LB P 00, i
Rdpmnbaering Folcies In ithe
HiH Prdcy Myl g O Pl bl il A

m Ay W Wil N cana Lty O Ve et DA e b

:".'I' Kl By |07 270 I Bk f Bveuies D © 5 000 @
o B B ocol

Left navigation to guickly jump to sections within policy content

Ability for users to provide feedback to OMA and 10 MCC for individual policy
Option for users to share policies via yammer or email

Print policies to pdf

MIH users can "favorite” policies [once logged in from the homepage)

Tool tips for date flelds to accurately describe the version history

e L B

W1 W) Hational institutos of Hamth i NIH Priicy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Depending on the amount of contact informalion the 10 provides, you may
have several oplions. One is to call the 10 directly from your compuler (Inr
iPad, tablet, mobile device). By clicking the phone number, a pop-up will
prompt you to identify which device you want to call from {connected
iPhone, android, skype or leams) .

curity Incident and [I ! — I

1745-2 - MIH Privacy and Information
Policy

b s LN
dssuing Offfce: CLVOMAOMA OTVOCK | Phone: (5011) 424 2857
B ks
Release Dhe: 725501 4 @) Tochnicsl Revision Date: 2302070 @) [
L e e s
It Lsing your
e
Cevice, click
i riuimbser
and it vl
call the 10
(W1 W) Hational institutos of Hamth £ NIH Policy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Another options is to select the "Provide Feedback” button. This will
allow you to inform the Issuing Office Manual Chapter Coordinator and
the OMA policy team and about your inguiry for that individual policy.

1745-2 - NIH Privacy and Information Security Incident and Breach Response
Malicy
Iesudvge Ofos: Q0 OMADNA OEVOCKTY  Phones (0] 474 2837

Beleaze Date: 20730 5014 i@ Technical Revision Date:d 20202080
|

Provid= Feodback

S ihmi bl P2 - e s b e Bl 01

b TN L Fe o el el ey el e el Faargear B

1l i cpndior: bt Phar b Sl Ut i, o e 1l

Thasin,
By
~l
[ 5 BBy tationa institutes of Health ) NiH Policy Manual
F D o Wenagsemmy
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Sharing Policy Features

Here's a closer look at the sharing features for each policy just below the contact

information, find these 3 icons which are as follows:

= Yammer — generates a post to your MIH Yammer account and allows you o fag
people/groups to be notified.

*  Email — creates an email and link for you to share this policy with your colleagues.

*  Print — creates a PDF version of the MC for you to save andfor print.

. Provde Faedhack 1 ¥ I = I

h g gr——y, pe s e e =
il i Bl et ool sl |
gormy e b ey, o ey iy b= i el
P = v MIH Paliey Maaual

o e T R =
R 17452 - NI Privery sesld | nfarmatios Sevevity Tocidom |
[ ———— ke a A st Brewch Hespanse Policy |
A TR AR CE S St T L el o R e
omems =
iy i T e ol B e s
T md b
- - B s ol Sl o e (b sy s e e nawe
e Vg i e b ol T T T B IRy e B ey
B e A S TR 1§ ) R B
I i) P it ] ot ke ] ] e U ]
P . s e e o o e R s i 1] e R |
B T kT DL TR TR e R Se——

B e T | R e S T R R R g R T g ol P ] e ' o 1 P s i

s e DL i e B s s i I

~l

(W[ g} Hational institutes of Hamith 7 NIH Priicy Manual
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My Favorites

Users must be on the MIH netwark {or VPN] in order to login and access additional
faatures in the NIH Palicy Manual

meﬁth
NIH Pl STl ed of Faaahh E o e,
[ r—— MIH thwl-l'linml

L Recendly Released Chaplen { "i:]' Frequently Accesed Chapters

Maanegping Federal Bonods v o Trtd Prdcins ard o sy 122
g e R ST
reifibutoy, [ omvboes. el D30 10 Onl A s e, Blspuin. o5 W] Famotn Acces Potcy me
ia Ery e A 1o MUH- s reed Fasliniines Uik i S P, Bt T
Ciper aiong Firely  cotes 17
A e o] il By T eriesd Sew ol SR LA Pragiam

LI 55
£ Bt

Vs ot B Reecraid 10 0 et Tl i Svtih s il v ot 8
S

L

¢|H mmllrumr.ummﬂem PIH Pty Manual
o B g 8
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My Favorites

s Users logged into the system can favorite policies allowing for easier access to most
frequently accessed chaplers.

= Usirs will e the most frequently accessed chapters they specifically visil on the site.

=  Manual Chapter Coordinators (MCCs) and Subject Malter Experts (SMEs) will see
polickes they issue and the ability to easily see the scheduled review date.,

Tty Tt | e P Pl b e ¥ B et
_?ﬁ'r'l 5 vl i

T —— W s o b T 1 o i - |

At Y

s - — —

e b ]
L e AL
armam.
= 1 b m s oy |
P P

CRe S= P Lo o

Pabician dnbpees Tos s _

T4 gt el S - P e T T =T =T AT 1ISTETT

~l
[ 5 BBy tationa institutes of Health P NiH Policy Manual
F D o Wenagsemmy
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10

Search Fealures

The Search feature allows you to pinpoint content within a chapter with it's
“Keywords” and "Search Within® functions. Additional options to narrow your
search include identifying the Issuing Office, Functional Series, Release Date
and Publication Status. If the search results are needed to share with other, the
user can export the results into excel.

Ciffice of Management Assessmend
NiHl:r b athone® il fubes of Faoeahh e M
B s NIH Policy Manual

ks, § I Pl ™

) b} Hational institutes of Homlth i
MNIH ) Nation . 10 NIH Pelicy Manual
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Lh]

Search Fealures

For example, you are the Mobile Device contact for your IC. Your supervisor

has directed you to revise the IC policy. The IC policy was last revised in 2018.
By searching for the key terms wilh exact phrase malches and using the active
publication status within a date range, you successfully narrow the results to 5

policies.

) b} Hational institutes of Homlth i
MNIH ) Nation . e NIH Pelicy Manual
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Browse Features

The Browse feature allows you to explore policies which are organized by
chapter number (by default). If you know specific information about the chapter
you're inguiring, simply narrow the results like the search tab with the option to

export your results to excel,

[ 5 BBy tationa institutes of Health iz WIH Policy Manual
[¥ng oF LR agierimed
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13

Exporting Reports
This tools allows you convert any list of results into an excel spreadsheet for
personal use, generate data, present findings to offices, etc.
FCU b Al By "_: 5 Wk OlegIn Lt a &
it [ e
Ha  E e e — e - et
3 | : . - [resa | - o T A
b P 1 LI = ¥ 1 PR [ e 3 —|i
T '-"l:' B 9 SR R . = T ] o f B ek e - o= LS
- - [ e 5o A [
] L] (] L D [ - [
R e . | T R WS, T F1S ] LT S
B dafiye JEET Engd pro— iy GTAY (R Fofior gl Fraal Tpperby=dy Srgrw e d Fre S0 o pedcy e 5 B W K0
[ O jare ke, it s B a4 e T B gt s g byt TTpaficyvmss 4 B | Al B
et R b s R ] pas Dpas-ieny DDA LR Lrpkmay Cogor ey WM et 0 s Ve ey P R Tk w il
Husl Opoa ey [SNAD W L B TS PN RDRT g Ve oy iEn | Ee-bich
- .
oo |
s |
(W[ g} Hational institutes of Hamith 13 NIH Priicy Manual
[¥ng oF LR agierimed
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Contacts for NIH Policy Manual

Cynthia Hinton, NIH Policy Manual Lead
[
{301) 5044430

Tricia Beecher, NIH Delegations of Authority Lead
iricia. baechar@inih.gov

(301} 451-B165

Batty Haileled, Managemant Anahysd

batty hallslswliEnih.gow
(301} 451-T987

Amber Jones, Managament Analyst
amibar jonasainih. goy
{301) 584-24T1

Ryheem Johrson, Managament Analyst
ryheam johnsoniSnih pov
(301} 402-B687

For submittal of chapters or questions about the NIH Policy Manual: policymanual@nih gov
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Background Slides
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Upgrades
[ —— RIS 4 2017, OMb launched the new Paolicy Manual repository,
T Raibpn e Enhancpments inciuca;
BTN o+ chbeowse nclknaley, nive information
r Farvigason, compliarcs with security protocols, and
L e dmana, o L T legm. fenes an g Inhlhﬂl‘!lﬂﬂ ll"dlllﬂ'l.'[hlll;‘.h sharo leatuwres for
e i, — Lepory I provecs mstant foecihack oh gach policy
i e s RS at e andiion share pobciEs Wi yamirsr of prsl anc
i e e B -__ '.__ LAl created MiH-user homepages for Dookmaring or
b ks s - Tfavoriing” policies,
— il e « | 2018
e Ay ~Homepapn hancioradty ior hpaders of gach
- A el e e cuBdrant i rmport o list of respechive [opecs,
el el i e - Ao nonal date Tekds 50 acoumiely descnbe
vorgon hishory. Updaied fonmal Tof axponed policies
and Applie Mot Sl Cortinuarg SLppon of nhtnecis,
e Rl b gy e iy + I 70T
P i o e ~Crpated S-year vepridiow o nodty 105 of requingd
S = podcy managemant Hecyclon which msuled n
e et . - Neneasd decouniabdy and anspanny
- iy i | 0N
L e e g i —Lipgradoc asdional RAAmnEra i mprnaEmnnis
o T RS and alociomis niods manijomn] Capabilies o
A - eieiald v archiving pRmmanand neconss and transdor b NARA
o Ry . - I O3
o —Empmaieg Ty woriclow for
EmengancyTemparay policies, mdroased sesich
Biriyurars, and resnganinid homeag (o haghlight
My Faveaing” portad in the finben
2 riationai Halth
diH mﬁmmm 18 KIH Policy Manual

2019

Improve the NIH Policy Manual system with the agile method to perform updates. increase operational functionality, and
ENSUFE PrOPer SEcurity réquirements are met. By assessing stakeholder needs, user portals were developed for NIH staff 1o

increase the usability, generate reports, and plan for policy management lifecycles which resulted in increased accountability,

transparency, and workload distribution among various agency Issulng Offices.

20230;

Released updates to the MIH Policy Manual site regarding workflow notifications, automatic filing of records upon publication,

update policy headers to include ool tips, update export to word features,

ril 2021;
:FPS 10: 483 - Emergency/Temporary Workflow Motification of Expiring Policy
TFS 10 484 - Search/Browse in Mumerical Order
TFS ID: 485 - Search Box - Metadata Info (485)
TFS ID: 488 = Add "MY FAVORITES” link o the Ribbon
TFS 10: 490 = Move “EmergencyiTemparany”™ on the Homepage (430)
TFS 1D: 491 - Add "Copy Draft Link” for Rescisslons (491)

16
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NIH Policy Manual — Required Format & Decuments Used in Processing

All policies in the NIH Policy Manual are required to include the following
format:

= Transmittal Sheel

* Purpose

- Audience/Scope

« Policy

» Roles and Responsibilities

To aid the 10s and MCCs with the format and lifecycle of a policy, the
following forms and lemplates are used to publish a policy:
«  Approval and Concurrence Forms

o NIH Form 414-7 = NIH Manual Chapter Concurrence and Approval

Record
o NIH Form 414-6 — NIH Manual Chapter Review Record (oplional}
=  Templates
o NIH Form 414-8 — Example Transmittal Sheet and Chaptar
Template
o FResources: hilps:/foma.od.nih.gov/idms/pages/manual-chaplers-
links.aspx
MNIH } National institutes of Hexitn 17 NIH Priicy Manual

Tramsmittal Sheet: The cover page must include an explanation fior writing, revising, or rescinding the chapter, as well as the
removalrelease dates and appropriate 1O contact information,

Purpase: Describes why the policy 15 needed and Summanzes what the policy will communicane to the reader,
Audience/scope: Identifies the target audience and wha the policy applies or does not apply to.

Podicy: Communicates essential requirerments, rules and guidelines,

Roles amd Responsibilities: Assign duties and required steps to the appropriate officials, organizaticns, or groups who have a
stake in carmying out the policy.

7

RELOO00631560,0005.0002



The European Union
General Data Protection Regulation:
Tips for NIH Privacy Staff

Chris Hammond
Senior Attorney
Office of the General Counsel

RELOODOG31560,0005.0003
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Questions?

Chris Hammaond
Senior Attorney
Office of the Genaeral Counsel

RELOODOG31560,0005.0003



Resources

* OIR/OHSRP GDPR FAQs -
https://irbo.nih.gov/confluence/display/ohsrp/Frequen
tly+Asked+Questions#FrequentlyAskedQuestions-
FAQGDPR
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From:

Sant:
To:

hartinez, Heather [MIH/MIAID) [C] [fO=EXCHANGELABSOU=EXCHANGE ADMINISTRATIVE GROUP
{FYDMBOHF235POLT) CH=RECIPIENTS /CN =52 802 9F BE LABASECETSES591AECC2BF3-MARTINEZHT)

7/21/2021 12:18:20 Pid

Martinez, Heather (MIH/MNIAID] [C] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=52b029f8elabdSect T5e95% 1aecc2bf3-martinezht]; Bartels, Adelina
{HIH/MIAID) [E] [adelina. bartels@nih.gov]: Gordon, Alison [NIHMIAID] [E] [afison. gordon@nih.gov]; Gordon, Alison
{MIH/MIAID]) [E] [alison.reinhart@nih.gov]: Amato, Cynthia (NIHSRIAID) [C] [amatoc@niaid.nih.gov]; Mora, Anita
{NIH/MIAID) [E] famora@niaidnihugov]; Bonhomme, Andrea (NIH/MNIRID) [E] [andrea.bonhomme@nihgov];
Gabossy, Andrea (NIH/MNIAID] [E] [andrea.gabossy@nih.gov]; Radtke, Andrea (NIH/NUAID) [E]
[andrearadtke@nih.gow]; Harrs, Angela (NIH/MIAID) [E] [angeta. harrisi@nihgov]; Ganeey, Anne [NIHMAID) [E]
[anne.garvey@ningov]; Crane, Anya (NIH/MNAID) [C] [anya.crane@nih.gov]; Oplinger, Anne (NIH/MIAID] [E]
[aoptinger@niaid.nihugov]; Ward, Alicia (NIH/NIAID) [E] [ayward@niaid.nih.gov]; Hutko, Autumn (NIH/MAID) [E]
[pallaraw@mail.nih.gov]; Barrick, Bill [NIHAIAID] [V] [Bharrick@niaid.nih.gov]; Bennett, Arthur (NIH/NIAID] [E]
[pennettari@niaid.nih.gov]; Hartman, Brenda (MIHARC) [E] [bhartman@mail.nih.gov]; Thomas, Bridget (NIHSNIAID
[E] [boTg@nih.gov]; Lee Howell, Bonnie [NIHNIAID] [C] [bonanie leehoweil@nihgov]; Borchers, Sarasimone [USA]
[Borchers_Sarasimone@bah.com); Schneider, Brett (MIHSMNLARD) [E] [brett.schneiden@nih.gov]; Moble, Brian
{MIH/MIAID) [E] [briannoble@nih.gev]; Taggart, Brian {NIHNIAIE] [E] [eriantaggart@nih.gov]; Smith, Brock
{HIH/MIAID) [E] [brocksmith@nih.gov]; Dilner, Bryan (HIH/MIAID) [E] [bryan.dillner@nih.gov]; Schmidt, Beth
{MIH/MIAID) [E] [bschmidt@niaid.nib.gov]; Bullis, Catherine [MIH/NIAID] [E] [bullisc@niaid.nih.gov]; Bunch, Michon
{NIH/MNIAID) [E] [banchmn@niaid.nih.gov]; Cary, Patrick [NEH/NIAID) [E] [carypa@mail nih.gov]; Casil, Ray
{NIH/MIRID) [C] [casilrp@mail.nih.gov]; Maynard, Chad (NIH/NIAID [E] [chad maynard@nih.gov]; Grewe, Charles
{NIH/MIAID) [E] [charies.grewe@nih.gov]; Stone, Charles (NIHSNIAID) [E] [charles.stone@nih.gov]); Cheman, laime
{NIH/MIAID) [E] [chemanj@niaid.nih.gov]; Marcum, Chris [NIH/NHGRI) [E] [chris.marcum@&nih.gov]; Kelly, Colleen
{MIH/MNIAID) [E] [enTdo@nih.gov]; Kelly, Colleen [NIH/NIAID) [E] [cnolan@niaid.nih.gov]; Cooper, Susan (NIH/MNIAID)
[E] [coopersu@niaid.nifi.gov]; Shirley, Celena (NIH/NIAID) [E] [cshirley@mail.nihugov]; Wair, Claudia (NIH/NIAID) [E]
[ew3Z292@nih.gov]; Hodman, Cyneteria (MIH,MNIAID) [E] [cyneteria.holman@nih.gov]; Fabry, Cynthia (NIH/MNIAID] [E]
[cynthia fabry@nih.gov]; Rojas, Cynthia (NIH/NIAID) [E] [cynthia.rojas@nih.gov]; Borror, Debbie (NIH/MNIAID) [C]
[deborah borror@nih.gov]; Conway, Desi (NIHMNIAID] [E] [desi.conway@nih,gov]; Ivey, Diane [NIHNIAID] [C]
[diane.ivey @nih.gov]; Perry, Dina (NIH/NLAID) [E] [dina. perry@nih.gov]; Dixon, Dennis M, [NIH/NLAID) [E]
[dmdixon@niaid.nih.gov]; Strasnick, Doloris (NIH/NIAID [E] [doloris, strasnick@nih.gov]; Holton, Eimear (NIH/MNIAID)
[C] [gimear holton@nih,gov]; Deatrick, Elizabeth [NIH/NI&ID) [E] [elizabeth,deatrick@nih. gov]; Perez, Elizabeth
[NIH/MLAID) [E] [elizabeth.perez@nih.gov]; Scott Wycherly, Elizabeth [NIH/NIAID] [E] [elscott@mail.nih.gov]; Davis,
Frances (NIH/NIAID) [C] [frances davis@nih.gov]; Sparks, Frederck (NIH/NAID] [E] [frederick. sparks @nih.gov];
Rawilicws, Geolffrey (KIHMIAID) [E] [geaffrey. ravilious@aih, gov]; Bindsong, Geonge (MIHNINH) [E]

[george. birdsong@nih.gov]; Folkers, Greg (KIH/MNLAID) [E] [gfolkers@niald. nibgov]; Smith, Gregory (NIHSNIAID) [E]
[E3 22 5v@nihogov]; Thompson-Russell, Gina (NIH/NLAID) [E] [gthompsoni@niaid.nit.gov]; Hannon, Jessica [USA]
[Hannon_lessicai@bah.com]; Hasking, Melinda [NIHW1810) [E] [haskinsm@mail nit.gov]; Herpin, Betsey [NIH/NIAID]
[E] [herpinb@niaid.nit.gov]; Hoffman, Hillary (NIH/MNICHD) [E] [hilkary, hoffman@nih,govl; Hirsch, Marie [NIH/ARC)
[E] [hirschm@mail nih.gov]; Hopking, Heather [NIH/NIAID) [E] [hopkinshe@niaid.nih.gov]; Horrell, Barbara
{MIHMAID) [E] [horrelib@nlald nib.gov]: Hudgings, Carale (MIH/NLAID) [V] [hudgings@mall nitgov];
Chandrarmoulissaran, Bhwar [NIHNIAID) [E] [shwar.chandramouliswaran@nih.gov]; lyengar, Ranjing (NIH/NIAID)
[E] livengarr&rmail aib.gow]; Hatfield, Jamie (NIH/NIAID) [E] [Jamde hatfield@nib.gov]; Cornpton, emnifer (NIH/MLAID)
[E] [penniferlibes@nih.gov]; Routh, Jennifer (NIH/MNWID) [E] [ennifer routh@nih.gov]; Keener, lessica (NIHAAID) [C]
[Ikeenern@mailnibgov]; Croghan, Joe (NIH MWD [E] [ee.croghani@nih,gov]; Ellis, Johm (MIH/NUAED) [E]
[fohnellis@nih_gov]; Tsang, John (KIHRIA0) [E] [ohn.sang@nih.gov]; Johms, Bovan (NIHSRID) [C]
[rehnsbr@niakd nih.gov]; Allen-Wileox, Josi (MIH/MNLAIDY) [C] [jori.allen-wilcox@nih gov]; Dominligue, loyelle
{MIHMAID) [E] Dovelle.dominigque @nibgav]; Smith, Ir (NIH/NLAID) [E] . smith@ndhgov]; Ridge, Jahn (NIH/NLAID)
[E] liridge@ mail.nih.gov]; Sacchetti, lenmy (NIH/MNIAID) [E] (sacchetti@niald.nih.gov]: Coan-5tevens, ludith
{HIHMIAID) [C] [Judith.coan-stevens@nibgow]; Shah, Jul [NIHRIAID) [E] [juishah@nihgow]; Yum, Julle (NIH/NLAID)
[E] [julie.yuri@nih.gov]; Vyskecll, lennifer (MIHMIAID) [E] [ 1055 &Enih.gov]: Warren, kon (NMIH/MNUAID) [E]
[warren@niaid.nib.gov]; Zuckerman, Judith (KIH S 1AID) [E] [ruckerman@nlald.nih.gov]; Kapsilis, kMichael
{MIH/MEAID) [E] [kapsimi@mallnibogov]; Cotsalas, Kara (NIH/NIALD) [E] [kara.cotsalas@nih.gov]; Harris, Kara
(HIH/MIAID) [E] [kara.harris@nihgov); Koble, Karynn (8IHS410) [C] [karbmn.noble@ndh. gov]; Stover, Kathy
{MIH/MAID) [E] [kathystover@nlh.gov]; Grossman, Kenneth (NIH/MIAID) [E] [kenneth.grossman@nihogov]; Footer,
Kewin (NIH/MNIAID) [C] [kevin footer@nihgov]); MoDermott, Kevin (NIH/MIAID) [C] [kevinmedermatt@nihugov]; 5o,
Kewin (NIH/MNIAID) [C] [kevinso@nit.gov]; Hazell, Kimbery (KIH/M1A10] |E] [khazell@miaid.nib.gov]; Gitt, Kirsten
{HIHMIAID) [E] [kirstengitt@nih.gov]; Kovanda, Dennis [MIH NIAID} [E] [kovandadi@niaid.nih.gov]; Pekoc, Ken
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cC:

Surbject:

{NIH/MNIAID) [E] [kpekoc@niaid.nih.gov]; Tomlin, Krystal (NIH/NIAIDD [E] [krystal. tomlind@nih.gov]: Schimidt, Kristi
{MIHMEAID) [E] [kschmidt@niaid.nib.gov]; Townsend, Erista (NEH/RIAID) [C] [ktownsend & mail.nihgoy); Lancaster,
Mahdon (NIHMLAID) [E] [lancastermah@mail.nib.gov]; LalPorte, Tracy (NIHAOD) [E] [laportetni@mail_nih.gov]; Faite,
Laura [NIH/MIAID) [C] [laura fable@nihgov]; Leifrman, Laura (MIHMIAID) [E] [fauralelfman@nih.gov]); Spdx, Leah
{MIH/MIAID) [C] [leah spix@nih.gov] Yin, U [NIHANIAID) [E] [liyin@nih.gov): Litsinger, Alice [NIH/MIAID) [E]
[litsingera@ niaid.nih.gov]; L, Yin (NIH] [E] [lvin@mallnih.gov]; Via, Laura (RIHSAID) [E] [Wa@mail nih.gow]; Lee,
habde [MIH/NIAID [E] [mable.lee@nih.gov]; Giovanni, Maria [MIH/NIAIE) [C] [maria.giovanni@nihogov]; Daly,
tarilyn (NIH/NIAED) [E] [marilyn.daly@nih.gov]; Cameron, Marnay (NIH/NIAID) [E] [marnay.cameroni@nihgov];
harguardt, Julie (NIH/NLAID) [E] [marquarj@niaid.nib.gov]; Harris, BMary (NIH/MNIAID) [E] [mary.harrisL@nih.goy);
Smith, Mary (NIH/NLAID) [E] [many. smithé&@nih.gov]; Mathur, Punam (NIH/MWAID) [E] [mathurpu@mail.nih.gov];
Eisenberg, Matthew (NIH/NIAIE) [E] [matthew.eisenberg@nih.gov); Mexner, Mauresn [MIH/NIAID) [E]
[maureen.meixner@nih.gov]; Booth, Mason (NIH/MIAID] [C] [mbE34a@nih.gov]; Booth, Mason (NIH/NIAID) [C]
[mboothi@niaid.nih.gov]; Mejia, Francisco [NIHSI1AID] [E] [mejiaf@mail.nih.gov]; Foster, Merrill [MIH/MIAID) [E]
[merrill foster@nih.gov]; Metzger, Patricia [MIH/MIAID] [C] [metzgerp@mail.nih.gov]; Nealy, Michael (KIH/SI1AID) [E]
[michael.neaty@nih.gov]; Vance, Michael (MIHMIAID) [E] [michael vance@nih.gov]; Craig, Michelle [MIHM1AIT] [E)
[richelle.craigi@nih.gov]; Assefa, Mihert (NIH/MIAID]) [C] [mihert.assefai@nihgov]; Walker, Blarni (MIH/MNAID) [E]
[miwralken@niaid.nih.gov]: Moore, Marg (NIHSMIAID) [E] [fo=Exchangelabs/ousExchange Administrative Group
(FYHBOHF 235POLT) cn=Recipients/cn=6e52elebbd 140eed 252 560 Le 2B 1 Taa-mamoore]; Modlin, Sheryl
{HIH/MEAID) [E] [modEns@niaid.nih.gov]; Parsons, Mary (MIH NIAID] [E] [mparsons@niaid.nihgov]; Pineda, Mark
{RIH/MIRID) [E] [mpineda@niaid.nit.gov]; Ehan, Najivah (NIH/NIAID) [C] [najivab. khan@nih.gov]; Barrett, Nancy
{NIH/MNIAID) [E] [nb38t@nih.gov); Bavisotto, Nancy (NIH/NIAID [C] [nbavisatto@niaid nih.gov]; Mealy, Michael
{NIH/MIRID) [E] [nealyms@ mail.nib.gov]; Nguyen, Loi (NIH/NIAID]) [E] [nguyvenlci@nih.gov]; Bushar, Nicholas
{NIH/MIAID) [E] [nicholas. bushar @nih.gov]; MacDonald, Nicholas (NIH/NIAID) [E] [nmacdonald@niaid.nih.gov];
Murphy, Nora [NIH/IAID] [E] [nora.munphy2@nih.gov]); Haggerty, Patricia (MIH/NIAID] [E]

[patricia. haggerty@nih.gov]; Person, Noni (NIH/NIAID) [E] [personn@mail.nih.gov]; Philogens, Catie [NIH/NIAID) [E]
[philogeneci@od . nih.gov]; Price, Michelle (NIH/MIAID) [E] [pricemr@mail.nih.gov]; Wolff, Peter (NIH/M1AID) [E]
[pw144y@nib.govl; Casil, Ray (NIH/NLAID) [C] [ray.casil@nih.gov]; Chang, Rebecca (NIH/NIAID) [E]
[rchang@niaid.nih.gov]; Cooper, Rene (NIH/MNIAID) [E] [rene.coopen@nih.gov]; Germain, Ronald [NIH/NIAID) [E]
[rgermain@niaid,nib.gov]; Hafner, Richard [NIH/NI&ID] [E] [richard hafner@nih,gov]; Caldarare, Rocco (NIH] [C]
[rocco.caldarara@nih.gov]; Rosa, William [NIH/MNIAID] [E] [rosawi@mail.nih.gov]; Siskind, Rona [NIH/NLAID) [E]
[rsiskind@ndaid,nih.gov]; Tesfaye, Roman (NIH/NIAID) [C] [rtesfayve@nisid.nih.gov]; Rumbarger, Jonna (NIH/NIAID)
[E] [rumbargerjm@mail.nih.gov]; Fredrickson, Rurik (NIH/MNIAID) [E] [rurk. fredrickson@nih.gov]; Cavanaugh, Sarah
{NIH/NIAID]) [E] [sarah,. cavanaugh@nih.gov]; Schineider, Vicky [NIH/MNIAID] [E] [schoeidv@mail.nib.gov]; Schatt,
targaret [NIH/RIAID) [E] [schottma@mail. nib.gov]; Grinkrug, Sergey (NIH/NLAID) [E] [sergey.grinkrug@nih,gov];
Macauley, Sheridan (NIHARC) [C] [sheridan.macauley@nih.gov]; Modiin, Sheryl (NIH/MNLAID] [E]

[sheryl. modling@nih.gov]; Soucy, Katie (NIH/NIAID) [E] [skathryn@niaid.nih.gov]; Knox, Sharmay (NIH/MNLAID) [E]
[skno@mail. ndh,gov]; Somin, Timothy (NIH/MNEAID) [E] [somint@mailnib.gov]; Southard, Gordon [NIH/MIAI0) [E]
[southardgl@ mail niti.gow]; Taylor, Shelley (NIH/MNIAID) [E] [st34y@nih.gov]; Coomes, Stephanie [NIHNIAID] [E]
[stephanie. coomes@nih.gov]; Jones, Steven (NIH/NIAID) [E] [steven.jones@nih.gov]; Stover, Kathy [NIH/NIAID) [E]
[stoverk@mail.nih.gov]; Sullivan, Kevin [KIHS1AID) [E] [sullivak@mail.nihgov]; Chal, Susan (NIH/NLAID) [E]
[susan.chol@nibogov]: Hu, Susan (KIHMAI0) [C] [susan hu@nih,gov]); Vogel, Susan (MIHMNI&ID) [E]

[swogel@ntaid nih.gov]; Roblnson, Taylor (MIH/NLAID) [E] [taylor.robinson@nih.gov]; Taylor, Brandie (MIHMIAID) [E]
[taylorbr@niaid. nib.gov]; Liang, Thamas (MIH/NWID) [E] [tlang@nkaid.nihgov]); Meuchel, Tamery (NIHS NG [E]
[trreuchel@maill.nih.gov]; Les, Tonla 0. (NIHSNIAID) [E] [tonka lee@nih gov); Garten, Tor (NIHSAID) [E]
[tor.garten@ nibgov]; Shahan, Tracy (NIHMAID) [E] [tshahan@mail nihogov]; Vathyam, Surekba [NIH W8I0 [E]
[wathyams@mallnih.gov]; Crum, Wayne [RIHMIA0] [C] [wayne.crurm@nibgov]; Yu, Weiming (NIH/NLAID] [E]
[weiming yu@nih.gov]; welzhe [@nih.gov; Wongsam, Judy (NIH/NWAID) [E] [wongsamp@mailnih.gov]; York lodey,
lena (MIH/MIAID) [E] [vorkj@mail.nib gov]; Zlotnick-Salomon, Karen (NIH/MIAIOD) [E] [2latnick@mail nih,gov];
Coronado, Lisa (NIH/NLAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF235POLT)/ cn=Recipients/cn=e4 980668 1b54b49ba5455034833 Tdbb-coronadl]; Beaver, 1l [NIH/NIAJERP)
[E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

{FYMBOHF 235POLT) en=Reciplents/cn=966bf0c850a 53 3cfblbabifa02 06 Ta0b-beaverjm]; Santora, Kenneth
{MIHMIASERP] [E] [ksd 191&@nih.gov]; stymcrykk@ mailndbgoy

hartinez, Heather [UrSA] [Martinez_Heather@bah.com); Azeez, Olumayowa [MIHKIAID) [E]
[fo=Exchangelabs/cu=Exchange Administrative Groug

{FYDIBOHF235PDLT)/ cn=Recipients/cn=add 952 Ded 3fedaabbifd31f9444d453e-azeernd]

Quarterly Content Meeting
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Attachments: Untitled Attachment

Location: Zoom Meeting Link Will Be Provided Prior To Each Meeting
Start: 1/26/2021 7:00:00 P4
Emd: 1/26/2021 B:00:00 Fi

Shovwr Time As: Tentative

Recurrence:  Maonthly
thie fourth Tuesday of every 3 month(s) from 2:00 PM to 3:00 Fid

Required {unknown property type)

Attendees:

Crpticnal Martinez, Heather [Li5A]; Azeez, Olemayowa [MIHMIAID] [E)
Attendees:

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NMLAID.NIH.gov.

Note: Meeting agenda and Zoom meeting link will be updated prior to each meeting.

Bockgroumnd

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners-people like you
wiho hold content responsibdlity roleds) on NIAID.NIH.gov andfor Inside NIAID.NIH.gov=a first look at new site features
and new digital communications initiatives, NWMWEFB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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Hutke, Autumn (NIH/NIAID) [E] T """} Tsang, John (NFH/NIAID) [E] {7786 Marcum,

Chris {KIH/NHGRI) [E] [chm:.ri_':_'::l] Martinez, Heather (NIH/MNLAID) [C] [fe=Exchangelabs/ous=Exchange
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Crpticnal
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[E] [fo=Exchangelabsfou=Exchange Administrative Group
(FYHMBOHF 235POLT) cn=Reciplents/cn=c4669b2 1b374420eb9 ace Lh456d9aed-tsangis]
Martinez, Heather [USA]T | R | Azenz, Olumayowa [NIH/NIAID) [E]

[fo=Exchangelabs/cu=Exchange Admindstrative Group
{FYDMBOHF235POLT)/ cn=Recipients/cn=add 95 Jed 3fedaabbifd 31194444453 e-azeezn 1]

Zoom Meeting Info Provided In Invite
2T I02L 6:00:00 P

272021 T:00:00 P

{nane)

{unknown property type)

Martinez, Heather [LF5A]; Hannon, Jessica [LUSA]

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your

content stay

Meeting Info

up-to-date on MIAID.NIH.gov and Inside. NIAID.NIH.gov.

rmation
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L
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Dial by your location
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IJ5 (5am Jose)

b 6 !us (New York)
|LJ$ (San Jose)

s

Meeting 1D: [

Passcode]

. DR 0]
ey

e hmm e e

Find your local numher.'ll'_h ) b6 :

Background

I T L Ol TR SN o L T ST S S Gy I P e |

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWRPB's Quarterly Content Meeting will give public website and intranet content owners=people like you
whao hold content responsibdlity rolefs) on NIAID.NIH.gov andfor Inside NIAID_NIH.gov—a first look at new site features
and new digital communications initlatives, NMWPB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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Sant:
To:

cC:

Subject:
Attachments:
Location:

Show Time As:

Recurremnce:

Regquined
Attendees:

Opticnal
Attendees:

Clase, Dustin (NIH/O0] [E] [fO=EXCHANGELABS/OU=EXCHANGE ADRIMNISTRATIVE GROUP

{FYDMBOHF235POLT)/ CH=RECIMENTS /CH=FATS L EBASBEDAGEBBEASGFIALIB1ERIC-CLOSEDE)

2/1/3021 4:16:24 PM

Close, Dustin (NIH/OD) [E] [fesExchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=fa7E lebabbedd bebbed S5 32136188 3c-closedb]; NIH IC Privacy Coordinators
[HIHICPrivacyloordinatorsi@mail ndh.gov]

Hair, Prerma (NIHACSR) [E] [nairpg@csronihogov]; Cantilena, Barbara [NIH NIBIB) [E] [cantileb@mail.nih.gov]; Cosme,
Lillian {MIH/MIAMS) [E] [liliancosma@nih.goy]; Alves, Steve (NIH/OD [E] [abvess@hod.nitigov]; Batler, Ghoria
{MIH/MHGRI) [E] [gloriab@mail.nih.gow]; Putney, Deonte (MIHMINDS) [E] [deonte putney @nih.gov]; Peterson, Trevor
{MIH/MEN [E] [trevor.peterson@nih.gov]; Folkers, lonathan (NIH/MIAAA) [E] [ifetkers@maill.nih.gov]; Dade-Vinson,
Celeste [NIH/OD) [E] [celeste.dade-vinson@nih.gov]; Brining, Sheryl (WIH/00) [E] [brinings@mail.nih. gov]; Cook,
Karen [NIH/OD/ORS) [E] [kcooki@exchange.nih.gov]; Milliard, Suzanne (NIH/NCE) [E] [milliars@mail.nih.gov]; Lopez-
Ramirez, Rosayma (MIH/QD) [E] [rosayma lopez-ramirez@nih.gov]; Leahy, Timothy (NIHCD) [E]
[feahyt@od.nih.gov]; Stabie, Regina {NIH/NIEHS] [E] [regina.stabile@nit.gov]; Bartin, Susan [NIH/CC/DCRI) [C]
[smartin@oc.nih.gov]; Cheung, Paul (NIH/MHGRI) [E] [paul.cheung@nih.gov]; Manheim, Maranne {NIHMHLEI] [E]
[marianne.manheim@nih.gov]; Weoodsan, Holly (NIHAODSORS] [E] [holly woodson@ nih.gov]; Chen, Eva (HIH/MIDDE)
[E] [eva.chen@nif.gov]; Le, Vivian (MIH/ML) [E] [levi@mail.nlm.nih.gov]; French, Daniel (NIHAOD) [E]
[fremchda@mail.nif.gov]; Vorck, Fred (NIHACC/DCRI) [E] [fred.worcki@nih.gow]; Tucker, Susan (MIHSOD) [C)]
[susan.tucker @nih.gov]; Dickens, Jasse (NIH/NIBH] [E] [asse.dickens@nih.gov]; LaBella, Shirley [NIH/OD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MNIGMS) [E] [rusinel amarante @nih.gov]; Yager, Kelly (NIH/NIDDK) [E]
[kelly. yager@nih.gov]; Squiers, Chris [NIH/NIDA] [E] [squiersc@mail. nib.gov]; Jeziora, Maddie (NIH/NIASERP] [E]
[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [boniface Jansiqguot@nih.gov]: Kgo, Mam (NIH/MNCATS)
[E] imam. ngod@ nitv.gov]; Smith, Marcia [NIH/FIC) [E] [smithm@Ffcléfic.nih.gov]; Barreros, Tamara [NIH/OD/ORS] [E)
[tamara. barreros@nih.gov]; Schaaf, Mark (KIH/MNIDCR] [E] [mark.schaafi@nih.gov]; Yang, Amy (NIH/NIDCD) (E]
[amy.yang@nih.gov]; Friimpong, Eno [MIHAOD) [E] [eno. fimpong@nih.gov]; Rathiftf, Shaun {NIH/OD) [E]
[shaunratliff@nih.gov]; Moore, Marg (NIH/N1AD] [E] |fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF 235PDLT)/cn=Recipients/cn=6e52e0eb26d 140eeB29156b 1 2811 Taa-mamoore]; Callwood, Aubrey
{NIH/MICHD] [E] [callwooa@mail.nih.gov]; Reter, Roy [NIH/NIEHS) [E] [reter@niehs.nib.gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nih.gov]; Twilley, Ross (NIH/OD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH,/NIAID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@mail.nih.gov]; Albert, Roberta (NIH/NIBIB) [E] [roberta.albert@nih.gov]; Clary,
Dravid (NIH/NIAMS) [E] [david.clary@nib.gov]; Berry, Thomas (NIH/NIDCD] [E] [thomas berry@nih.gov]; Albertini,
Brian (KIH/MINR] [E] [afbertib@mail,nih.goy]; lohnzon, Shevon (NIH/NIEHS] |E] [shevon johnsan@nih,gov]; Green,
Yolanda {NIH/MNIMH] [E] [yolanda green@nih,gov]; Chesma, Uzrma [NH/NIBIE) [E] [urmacheema@nih.gov]; Amar,
Anna (NIH/OD) [E] [anna.amar@nih.gov]

NIH Privacy Coardinator Group (PCG) Meeting
Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment
Microsoft Teams Meeting

3/24/2021 1:30:00 PM
3/25/2021 3:00:00 PM
Frag

KMonthly
the fourth Wednesday of every 1 monthis) from 930 AM to 11200 AN
Close, Dustin (MIH/OD) [E]; BIH IC Privacy Coordinators

HNair, Prerna (NIHACSR) [E]: Cantllena, Barbara (NIH/MIBIE) [E]; Cosrme, Lilllan [NIHMIAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]; Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSKEI) [E]; Folkers,
Jonathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (MIH/OD] [E]; Brining, Shery (MIH DD [E]: Cook, Karen
{HIH/ODSORS) [E]; Millard, Suzanne [KIH/MNCI) [E]: Lopez-Ramirer, Rosayma (NIH/OD) [E]; Leahy, Timathy [NIH/OD)
[E]; Stabile, Reging (NIH/RIEHS) [E]; Martin, Susas (NIHACC/DCRI [C]; Cheung, Paul (KIHSHGRI) [E]; Manhelm,
Marianne (MIH/MHLEI) [E]: Woodson, Hedly [MIH/ODSORS) [E]: Chen, Eva (MIH/NIDDE]) [E]: Le, Vivian (MIH/MLM)] [E]
French, Daniel {MIHOD) [E]; Vorck, Fred (NIH/CCDORI) [E]; Tucker, Susan (NIH/OD} [C]; Dickens, Jasse [NIH/NIMH]
[E]; LaBella, Shirley (MIHAOD) [E]; Amarante, Rusingl (MIH/MNIGRMS) [E]; Yager, Kelly (MIHSNIDOE) [E]; Squiers, Chis
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{NIH/NIDA] [E]; heziora, Maddie (NIH/NIASERP) [E]; Lansiguot, Boniface (NIH/NEN) [E]; Ngo, Nam [NIHfNCATS]) [EL
Srith, Marcia (MIH/FIC) [E]; Barreros, Tamara (NIHODSORS) [E]: Schaaf, Mark (NIH/NIBCR] [E]; Yang, Amy
{HIH/MIDCD [E]; Frimpong, Eno (NIH/OD) [E]; Ratliff, Shaun (MIH/OD) [E]; Moore, Marg (HIH/WIAID) [E]; Callwood,
Aubrey (NIH/MNICHD] [E]; Reber, Roy (NIH/MIEHS) [E]; Gheen, Valery [NIH/NHLBI) [E]; Twilley, Ross [MIHfOD) [E];
Bartok, Lauren (MIH/NIAID) [E]: Kennedy, Josephine (NIH/MCATS) [E]; Woo, Theodore (MIH/MNCCIH] [E]: Albert,
Roberta (KIH/MNIBIB) [E]; Clary, David [NIH/MIAMS] [E]; Berry, Thomas (NIH/NIDCD) [E]; Albertini, Brian (NIH/MNINR]
[E]; Johmson, Shevon [NIHRIEHS) [EL: Green, Yolanda [NIH/NIBAH) [E]; Cheema, Uzma [MIHSNIBIE) [E]; Amar, Anna
{NIH D) [E]

The MIH Privacy Coordinator Group [PLG) Meeting is held the fourth Wednesday of every other month, 3:30am -
11:00am. The agenda and supporting materials will be attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)
+1 240-800-7959 7170815878 United States, Bethesda
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MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)
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NIH Policy Manual

1745-1 - NIH Privacy Impact Assessments

Issuing OMTice: ODAOM/OMA, ODVOCTO Phone: (301} 4962833
Release Duate: 27032021 7
Transmittal Notice

|. Explanation of Material Transmitted: This manual chapter outlines responsibilities
for complying with the National Institutes of Health (N1H) policy on conducting
privacy impact assessments (P1A) on all Information Technology (IT) Systems and
Third-Party Websites and Applications (TPW As) owned, operated, or controlled by
MIH, in addition to those set forth by the Department of Health and Human Services
{HHS), Titles 11 and 111 of the E-Government Act of 2002, and Office of Management
and Budget (OMB) guidance. This policy also applies to NIH IT Systems and uses of
TPW As that are developed, operated and/or maintained on behalf of NIH by contract
personnel. This revision updates terms, organizations, and hyperlinks.

2. Filing Instructions:

o Remowve: NIH Manual 1745-1, dated 060132014,
o Insert: NIH Manuwal 1745-1, daved 020032021,

3. PLEASE NOTE:

o For information on the Privacy Act of 1974 a5 amended, OMB and HHS
guidance related to privacy, and the privacy mandates contained in the E-
Government Act of 2002 and Federal Information Security Modemization Act of
2014 (FISMA), contact the NIH Senior Official for Privacy (SOP), Division of
Compliance Management (DCM), Office of Management Assessment {OMA),
Office of Management (OM), Office of the Director (OD) at (301) 496- 4606 or
via email ai: povacvi@maillnih.gov.

o For information on the content of this chapter and additional privacy resources,
visil the Website of the NIH Office of the Senior Official for Privacy (OSOP) at:_
https:foma.od.nib.gov/DMS Pages Privacy- Program.aspx .

o For information on the NIH Policy Manual, contact the Division of Compliance
Management (DCM), OMA at (301) 496-4606 or enter the URL;
hrtps:foma.od nih gov/DMS Pages/Manual- Chaplers aspx,

Page |
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A, Purpose

This manual chapter establishes policies and procedures based upon requirements and
guidance set forth by the Federal Government, OMB, and HHS to conduct privacy impaci
assessments { PIAs) for all IT Svstems, and uses of Third-Party Websites and Applications

{ TPW As) owned or operated by the MIH Institutes, Centers, and Offices (1C0), or contractors
working on behalf of the agency.

B. Scope

Privacy impact assessments (PLAs) provide a documented process to identify and protect
personally identifiable information (P11} throughout the information lifecycle belonging to
MIH stafY, patients, public citizens, business parners and associates, vendors and contractors.
They ensure that the govemment has considered necessary safeguards for P11 that is passed
through, collected, mamtained, or disseminated i its 1T Systems and uses of TPWAs.

C. Policy

1. A PIA or, at 2 minimum, a Privacy Threshold Analysis (PTA) is required to be
conducted on all IT Systems, and each use of a TPWA, whether in exisience, under
development, or undergoing modificanon, as defined by the E-Government Act of
2002, OMB guidance, HHS policy and supporting guidance. The results of the PTA
may require that a full PIA be conducted,

. NIH 1C0s must update P1As for IT Systems and uses of TPW As that undergo a major
change, as defined in OMB Memorandum M-03-22, (MB Guidance for Implementing
the Frivacy Provisions of the E-Crovernment Act of 2002,

3. A PIA is a living document that must be updated in conjunction with a Security
Assessment and Authonization (SAS&A) package. All IT System PIAs must also be
updated when a major change occurs within the 1T System (see list of “Major
Changes™ under section F. Definitions).

4. Reviews of IT System and TPWA PIAs must be completed when changes create new
privacy risks, when new elements of PII are added to the system or the TPWA, and/or
every three (3) years absent a major change.

5. All Pll collected on an individual must be the minimum amount necessary and must be
kept up to date. A privacy policy and notice regarding the usage of PI1 must be clearly
displayed on the 1T System and TPWA Websites or provided in writing prior o the
collection of P11,

6. Individuals whose P1 is maintaimed within the 1T System or TPWA must receive
notification when a major change occurs to the IT Syvstem or to the use of a TPWA that
may potentially affect their PIl and how it is used.

7. All personnel using/'operating 1T Svstems and TPWAs must be trained, educated, and
made aware of their responsibilities for protecting any Pl stored. All NIH staff
{employees and contractors) must complete mandatory, annual training on MIH

I

Page 2
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Information Security and Information Management Training found ar:

B All portions of the PIA must be completed on the appropriate PLA form and submitted
via the current PIA reporting tool for internal review and approval by the NIH Senior
Official for Privacy (SOP),

9. AlLIT System and TPWA PLAs must be submitted through appropriate 1CO channels,
to the NIH SOP upon completion, The NIH SOF will submit them 1o HHS for review.
The Third-Party Wehsite and Applications Checklisi (see Appendix A) must be
completed prior to implementing and using a TPWA. A summary of the PIA will be
made publicly available on the HHS PIA Website at: iitp./ v hhs govipia.

10 AllLIT Systems and uses of TPWAs subject to the Privacy Act must cite an appropriate
Privacy Act System of Records Motice (SORN). The SOBN is published in the Federal
Register to inform the public what information is collected, how it is used, how
individuals may gain access to information about themselves, and other specific details.

11. All new and wpdated IT Systems and uses of TPWAs that collect, maintain, and/or
disseminate P11 must:

a. Have policies in place about the collection, retention, and destruction of P11 and,
b. Include a complaint process for individuals who believe their PII has been used
inappropriately or 15 inaccurate.

D. Responsibilities

PlAs provide a documented process to identifly and protect P belonging o NIH seaff,
patients, public citizens, business pariners and associates (Federal, state, local agencies),
vendors, suppliers and contractors. They ¢nsure that the government has considered necessary
safeguards for P11 that is passed through, collected, maintained, or disseminated in its 1T
Systems and authorized TPWAs. Personnel identified as leads responsible for assisting in the
completion and/or review process of PIAs include:

I. HHS Senior Agency Dicial for Privacy (SADP)

a. Emsures there is an HHS framework 1o facilitate the development and
maintenance of PLAs;

b. Reviews and approves Operating Division (OpDiv) and Staff Division (StaffDiv)
PlAs prior to posting them to the HHS gov website for public review;

¢. Coordinates policy with Departmental privacy points of contact (POC);

d. Establishes Departimental PIA policy and procedures:; and

e. Manages the development and submission of the Federal Information Security
Modemization Act (FISMA) Privacy Management Repor.

2. NIH Senior Official for Privacy (SOP)

a. Establishes an NIH policy framework to facilitate the development and
maintenance of PlAs;
b. Ensures that NIH staff comply with this policy;
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¢. Ensures the oversight of this policy is carried out through a coordinated effon
berween OMA and the KIH Office of the Chief Information Officer (OCIO);

d. Coordinates training for 100 Privacy Coordinators (ICOPCs) and other key
stakeholders on how to conduct PLA reviews and their requirements;

e. Reviews completed PlAs and attests that they are completed accurately;

f. Processes and stores PlAs m the current reporting tool;

g. Submits P1As to the Departiment and seeks revisions from the NIH PIA author
with assistance from the ICOPC if errors are found;

h. Supports the HHS SAOP in FISMA and ad hoc privacy reporting activities; and,

i. Makes recommendations 10 senior level officials with budgetary authority 1o
allocate proper resources to mitigate privacy weaknesses found in IT Svstems
and uses of TPWAs, as documented in their comresponding PlAs.

3. NIH Privacy Act {PA) Officer

a. Serves as the NIH point of comtact for issues related 1o the Privacy Act;

b. Communicates and collaborates with ICOPCs regarding the awareness of privacy
laws, regulations, and issues within NIH; and,

¢. Collaborates with ICOPCs to conduct information traiming sessions for [T System
and TPWA OwnersManagers regarding new legislation and procedures relating
to the Privacy Act, E-Government Act, and FISMA.

4. NIH Chief Information Security Officer (C150)

a. Ensures that oversight of this policy is carried out through a coordinated effon
between the OCIO and OMA;

b. Provides oversight for the security controls necessary 1o support NIH privacy
TEqUITements;

¢. Ensures that all NIH Securnty Assessment and Auwthonzation (SA&A) packages
include updated and completed PlAs;

d. Maintains the NIH Security Authorization Tool (NSAT) where PlAs are
processed and stored;

. Collaborates with the NIH SOP 1o generate the annual and/or quarterly FISMA
and Agency Privacy Management Repon submissions to HHS; and,

[. Facilitates reponting of privacy and security requirements to HHS and HHS
Office of the Inspector General (O1G) auditors,

A5 10O Communications Director and Webmasier

a. Coordinates with the ICOPC to determine uses of TPW As that are subject to
OMB Memorandum M-10-22, Cuidance for Online [se of Web Measurement
amd Customization Technologies, and OMB Memorandum M-10-23, Guidance
Sfor Agency Uke of Third-Farty Websites ond Applications, HHS policy and
implementing guidance, and any subsequent federal law or guidance that impacts
OMB guidance; and,

b. Works with the NIH S0P o develop and review PlAs for uses of TPWAs in
accordance with OMB guidance and HHS policy.
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G, 1CO Privacy Coordinator (HCOOPC)

a. Coordinates completion, review, and approval of PLAs wathin each 1C0;

b. Tracks and monitors the PLA requirements and reporting progress for the 1CO;

¢. Responds to IT System and TPWA Owner/Manager inquiries regarding privacy
related federal legislation and guidance, HHS and NIH policy and guidance; and,

d. Completes the final review of a PIA before approval by the NIH S0P,

T, 0CY Information Systems Security OMMicer (1550))

a. Assists the ICOPC, IT Svstem and TPWA Owner™Manager with the completion
of PlAs by answering any questions pemaiming (o secunty; and,

b. Provides guidance and support to 1C0s to implement 1T security controls that
enhance privacy compliance,

B ICOIT System and/or TPWA Owner/Manager

a. Serves as a PIA author or identifies staff within the 100 with sufficient
knowledge of the IT System or use of a TPWA in order to complete the PLA;

b. Maintains responsibility for ensuring compliance with the PIA policy for IT
Swstems and uses of TPW As under their responsibility within the 1C0;

¢. Serves as a POC for specific IT Systems or uses of TPW As to whom PIA
questions may be directed;

d. Refers complex PIA questions and privacy issues to the ICOPC as appropriate;

. Refers complex SA&A questions and security control issues to the 100 1550);

f. Responds to inquiries regarding the function, content, and disclosure practices of
IT Systems and uses of TPWAs;

g. Coordinates with IO0OPC 1o maintain accuracy of information contained in the
PlAs in the current PLA repoming tool;

h. Coordinates with appropriate NIH privacy, security and other key stakeholders
such as the ICO Paperwork Reduction Act (PRA) Liaison, Records Liaison,
Communications Director, and‘or Webmaster, to complete PlAs;

i, Notifies the ICOPC or 1S50 of a new use of an IT System, TPWA or if a major
change occurs that may potentially affect P11 and how it is used;

j. Idemifies any additional resources needed to complete PLAs; and,

k. Updates NIH management on the progress of PLA completion.

E. References

Laws:

1. Privacy Actof 1974, (5 US.C. 552a, as amended) (Public Law 93-5379) (December 31,
1974): hups:/'www justice. goviopcl/privacy-act-1974

2. Paperwork Reduction Act (PRA) of 1995, (44 US.C. 3501) (Public Law 104-13) {May
22, 1995); hitp:!fwww reginfo gov/public/reginfo/pra pdf
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3. Children’s Online Privacy Protection Act (COPPA) of 1998, (15 US.C. 6501) {Public
Law 105 27Ty (October 21, 1998): httpe/Swwew fie poviope’coppal htm

4. Clinger-Cohen Act of 1996, (40 US.C. Section 1401} (Public Law 104-106) (February
10, 1996} (also known as the Information Technology Management Reform Act):
hitp:/fwww fismacenter. com/Clinger®s20Cohen pdf

5. Computer Security Act of 1987, (15 U.S.C, Chapter 7, 40 L1.5.C. Section 1441) {Public
Law 100- 235) (January B, 1958}

i Wy - { T4

6. E-Govemment Act of 2002 {E-GOV) Section 208, (44 US.C. Chapter 36) (Public Law
107-347 Title 11) (December 17, 2002):
hupssfwww epo povi fdsvs phe/PLAW- 10Tpubl34 7/ pdfPLAW- 107publ347 pdf

7. Federal Information Security Modemization Act (FISMA) of 2014 Pub. L. 113-283,
1285tat. 3073 (Dec. 18, 2014) (primarily codified at 44 U5.C. chapter 35, subchapter
11}, available at

hitps:/fwww. govinfo, govicontent/ pke/PLAW-1 1 3publ283/pdf/ W-113publ283

National Institute of Standards and Technology (NIST) Guidance:

I. NIST SP 800-533 Rev 4, Security and Privacy Controls for Federal Information Systems
and Organizanons (April 2003)
hitps:/fesre nist wov/publications/detail 'sp/B00-5 Y rev-4/ final

2. NIST 5P 800-122, Guide to Protecting the Confidentiality of Personally Identifiable
Information (P11} { Apnil 2010): hitps://csre nist gov/publications/detail/'sp/800- 122/ final

OfMice of Management and Budget Guidance:

OMB Circulars:

1. Office of Management and Budget Circular A=11, Information Technology and E-
Govemment:
hitp://www obamawhitchouse. gov/sites/default files'omb/assets/al |_cument_vear/s300.
pdf

2 {IMB {‘lrn:ular A 130, Manaamnent m" I--:deml Inl’t:nrmalmn Resources {Illlj.-' 28, Eﬂlﬂl

OME Memoranda:

1. M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-

Govemment Act of 2002 (September 30, 2003); https:'www whitchouse goviwp-
mwfzm?“uﬂul -M- 03-22-0M B-Guidance-for-Implementing-the-

iv =)= A == 2002-
2. M-ﬂﬁ-]j Sal'eguardmg Pemnnlly Edemmabh Infnnnauun{hiay 22, I{Hlﬁ}

3. M-06-16, Protection of Sensitive Agency Information {June 23, 2006):
hitps: oo whibehowse. gov/sites whitehouse gov) fillesomb memoranda 2006, ma- 16,
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ndf

4. M-10:-22, Guidance for Online Use of Web Measurement and Customization
Tﬁ:hnﬂlug:es [luma 25 Eﬂll]'ln

vmemoranda 2010/
ml0- 22 pdf
5. M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June
23, EDH]}

6. M=17=12, Preparing for and Responding to a Breach of Personally ldentifiable
Information (January 3, 200 7))
hitps:Yobamawhitehouse archives gov/sites de fault files'omb/memoranda/ 200 T/m-17-1
2_0pdf

HHS Privacy Policy and Guidance:

1. HHE:-UI: 10 F-I:I-]lﬂ]r' I'nr Int‘nmmlmn byslems Snz-u:unw ﬂ-ﬂd F"ﬂ"-&l:_'g’ [IS‘IF:l

2. HHS-OCIO Policy for Pnivacy Imipact Assessment [PLA):
hitps:/'wwow hhs goviweb/governance digital-strategyfit-policy-archive/policy - for-

privacy-impact- assessments. hiiml
1. HHS Rules of Behavior for Use of HHS Information Resources:
= wrwwy Jocio/poli I

NIH Policy, Provisions and Goidelines:

I. MIH Manual Chapter 1743, Managing Federal Records:
li Lk, gov/ 17

2. NIH Manual Chapter 1745, NIH Information Technology (1T) Privacy Program:
hitps:/‘policymanual nib gov1 745

3. 1745-2, NIH Privacy and Security Incident and Breach Response Policy:
hiips://policymanual nih.gov/1745-2

4. NIH Manual Chapter 1825, Information Collection from the Public:

ol i vi 825

5 WIH Manual Chaper '-'EEH- MIH Public-facing Web Management:

6. NIH Mnmml Chapter 2805, NIH Web Privacy Policy:
hitps:policvmanual nih, gov/ 2805

7. NIH Information Security Policy Handbook:
hitps:focip nih gov/InfoSecurity/Policy/Pages/default aspx.

F. Definitions

I. Awareness, Training, and Education: Includes (1) awareness programs that engage
changing organizational attitudes towards promoting the importance of privacy and the
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adverse consequences of is failure; (2) training 10 identify, develop, and improve the
skills that enable s1aff 1o perform their jobs more effectively: and (3} educanon
programs targeted for privacy professionals (defined in NIST SP 8D0-12, An
Introduction to Computer Securitv: The NIST Handbook).

. E-Government Act of 2002: Title 11 of the E-Government Act of 2002 requires federal
agencies to conduct P1As before developing or procuning T Systems that collect,
maintain, or disseminate PIl. Once completed, the agency s Chief Information Officer
(CI10), or an equivalent official, must review the Privacy Impact Assessments (PIAs).
Additional requirements include making P1As publicly accessible and posting a
machine-readable privacy notice on publicly facing Websites [defined in the HHS
Cybersecurity Program’s guidance entitled, Standarnd Operating Procedures for
Conpleting a Privacy Impoact Assessment, and in the E-Crovermment Act of 2002
Section 208, (44 U.5.C, Chapter 36) (Public Law 107-347 Title 1) { December 17,
2002)].

. Federal Information Security Modernization Act (FISMA) of 2014: Amends the
Federal Information Security Management Act of 2002 (FISMA) and provides several
modifications that modemize Federal security practices 1o address evolving securnity
concems. These changes result in less overall reporting, strengthen the use of
CONLINUOUS MOomonng in systems, increase focus on the agencies for compliance, and
lead to reporting that is more focused on the issues caused by securnity incidents
{defined in 44 U.S.C._ § 1553).

. Information Technology (IT): Any equipment or interconnected system or subsystem
of equipment that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data or information by an executive agency. Equipment is considered used
by an executive agency i used directly or used by a contractor under a contract with the
executive agency, which: (i} requires the use of such equipment, or (it} requires the use,
to a significant extent, of such equipment in the performance of a service or the
furnishing of a product, Information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (including support
services), and related resources (defined in 40 U S.C., Section 5002, the Clinger-Cofen
Act of 19946).

50T System: A discrete set of information resources organized for the collection,

processing, maintenance, use, shaning, dissemination, or disposition of information

(defined in NIST Special Publication 300-33, Bevision 4, entitled Secwrity and Privacy

Controls for Federal Informatfon Systems omd Chrgonizations).

. Major Change: Any change that is made to the IT System environment or operation of

the system. P1As should be conducted following any major change, including, but not

limited to:

o Conversions: A conversion from paper-based methods 1o electronic systems.

o Anonymous to Mon-Anonymous: When the system’s function, as applied to an
existing information collection, changes anonymous information into P11,

o Significant System Management Changes: When new uses of an existing 1T
Swstem, including application of new technologies, significantly change the
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process of managing PIL in the system.

o Significant Merging: When agencies adopt or alter business processes so that
government databases holding P11 are merged, centralized, matched with other
databases, or otherwise significantly manipulated.

o Mew Public Access: When user-authenticating technology (e.g., password, digital
certificate, biometric) is newly applied to an electronic information system,
which can be accessed by the public.

o Commercial Sources: When PII is obtained from commercial or public sources
and is systematically integrated into the existing information system database.

o Mew Interagency Uses: When agencies work together on shared functions
involving significant new uses or exchanges of PIL

o Inmternal Flow or Collection: When alteration of a business process results in
significant new uses or disclosures of information or incorporation into the
system of additional P11; and,

o Alteration in Character of Data: When new PU added to a collection raises the
risk to personal privacy, such as the addition of health or privacy information,

o {Defined in OMB Memorandum M-03-22, Guidance for Implementing the
Privacy Provisions of the E-Govermment Act of 2002).

. Personally Identifiable Information (P ): Information thar can be used o distinguish
or race an individual's identity, such as their name, social security number, biometric
records, user login, etc. alone, or when combined with other personal or identifying
information which is linked or linkable to a specific individual, such as date and/or
place of birth, mother's maiden name, etc. (defined in OMB Memomandum M-17-12,
Preparing for and Responding to a freach of Personally fdentifiable Information),

. Privacy Act Record: Any item, collection, or group of information about an individual
that iz maintained by an agency, including, but not limited 10, education, financial
transactions, medical history, and cnminal or employvment history and contains a name,
identifyving number, symbol, or other identifying particular assigned to the individual,
such as a finger or voice print or a photograph (defined in the Privacy Act of 1974).

. Privacy Act System of Records Notice (SORNY: All systems with Privacy Act
nformation contained within them are required to publish a “Records Notice™ in the
Federal Register that informs the public what information is contained in the system,
how it is used, how individuals may gain access wo information about themselves, and
other specific aspects of the system (defined in the OMB Circular A-108, Federal
Agency Resposibilivies for Review, Reporting, amd Publication wader the Privacy Acl).

10, Privacy Impact Assessment (PIA): An analvsis of how information is handled: (i) 1o

ensure it conforms to applicable legal, regulatory, and policy requirements regarding

privacy, {ii) to determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic information system, and

{iii} 10 examine and evaluate protections and alternative processes for handling

information to mitigate potential privacy risks. A privacy impact assessment is both an

analysis and a formal document dewiling the process and the outcome of the analysis

(defined in OMB Memorandum M-03-22 OME Guidance for Implemeniing the

Privacy Provisions of the E<Coveranrent Act of 20020,
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11. Privacy Notice: A brief description of how the agency's privacy policy will apply ina
specific situation. Serve to notify individuals before they engage with an agency,
Website or application where they make their PI available to the agency (defined in
OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites and OMB
Memorandum M-03- 22, OME Gridance for Implemening the Privacy Provisions of
the E-Crovernmeni Act of 2IN2),

12. Privacy Policy: A consolidated explanation of the agency’s general privacy-related
practices that pertain to its official Website and its other online activities. Federal
agencies must protect an individual's right to privacy when they collect personal
information. This is required by the Pnvacy Act, 3 US.C. 352a, and OMB Circular No.
A1 30, Management of Federal Information Resowrces.

13. Privacy Policy in Standardized Machine-Readable Format: Means a statement
about site privacy practices written in a standard computer language (not English text)
that can be read automatically by a web browser. (defined in OMB Memarandum
M-99-18, Privacy Policies on Federal Web Sites and OMB Memorandum M-03-22,
OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of
2002,

14, Privacy Threshold Analysis (PTA): A basic privacy analvsis to determine whether
or not an entity reaches the threshold that requires a full PIA to be completed.

15. Senior Agency Official for Privacy (SAOP): An individual selected by the
Department to have agency-wide oversight in implementing and ensuring compliance
with privacy legislation {defined in OMB Memorandum M-16-24, Role and
Designation of Senior Agency Cfficials for Privacy)

16, System of Records: A group of records under the control of any agency where
information is retrieved by the name of the individual, by some identifying number or
symbol, or by other idemifiers assigned (0 the individual [defined in the HHS
Cybersecunty Program document entitled Stondard Operating Procedures for
Compleling a Privacy Impact Assessment (PIA) Gulde).

17. Third-Party Websites and Applications {TPWA): Web-based technologies that
involve significant participation of a nongovemment entity. Often these technologies
are located on a **.com™ website or other location that is not part of an official
govemnmeni domain. However, TPWAS can also be embedded or incorporated on an
agency's official website (defined in OMB Memorandum M-10-23, Guidance for
Agency Use of Thivd-Parsy Wehsites and Applicarions),

18, Website: A collection of interlinked electronic pages (on either Intermet or intranet
sites) with a related topic, usually under a single domain name, which includes an
intended starting file called a “home page.” From the home page, access is gained to all
the other pages on the Website (defined in the HHS Cybersecurity Program document
entitled Stamndard Operating Procedures for Completing a Privacy fmpact Assessment
{PIA) Craide),

Appendix A: Third-Party Websites and Applications (TPWA) Checklist

Purpose
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The purpose of this checklist 15 to provide guidance on identification of appropriate Third-
Party Websites and Applications (TPWA). TPWAs are used to engage openly with the
public where they offer new tools that will help people 1o connect with their government,
promoting the goals of transparency, participation, and collaboration.

Rl IR ihiliti
1. 1CO Privacy Coordinator (1COPC)Y: Responsible for identifying the necessary staff o

complete the TPWA Privacy Impact Assessment (PIA). Individuals that complete the
TPWA PIA are referred to as P1A Authors. PIA Authors should possess the knowledge
and ability to understand all the issues rased by the TPWA PIA.

2 1CO Information Systems Security Officer (1550): Has sufficient understanding of the
Department's information technology (1T) management procedures, Examples of roles
that may be chosen to serve as the PLA Author include program manager, Web
MAanLgers, or communications personnel.

3. Stakeholders: Emplovee(s) driving this request.

4. 100 or OD Communications Director; Determine the appropriate strategy and tools for
your audience and mission and o obtain any required OO0 approval(s) to use social and
new media.

5 fior i icial for Privac :Collaborates, reviews and promotes

the TPWA PIA to HHS for final approval,
Chief Information Officer / Information Security and Awareness Office

(OCI0 ISAQ): Reviews TPWA submission to verify validity.

Process

1. Identify need.

2. Identify internal resources which can mest the need.

3. If internal resources are not available, identify TPW As that can meet the need.
4. Determine whether the TPWA has a prior approval for use at NIH or HHS.

5. Ifthe TPWA selected does not have a prior approval you must:

a. Evaluate the security of the tool and what risks its use pose to NIH and the
public.

b. Determine whether the Termis of Service are acceptable to MIH.

¢. Determine whether the TPWA can suppon official agency branding and obtain
guidance on how to use NIH or 1CO branding properly.

d. Determine whether the TPW A supports Section 508 Accessibility Compliance.

¢. Ensure the TPWA is configured securely to protect NIH activities.

f. Ensure the TPWA is configured and used in ways that protect the public’s
privacy

2. Create a TPWA PIA and publish it

TPWAs and Terms of Service
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Check the following sites to see il a TPWA has been approved:

o Govemment Services Administration (GSA) Third-Partv Websites and Applications
with Signed Terms of Service.

« HHS Terms of Service (TOS)agreement for TPWAs provides a list of official
government use social media tools that are offered to the agency.

* Contact the Assistant Secretary for Public Affairs (ASPA) Digital at digital@hhs govif
vou are interested in a ool that 15 not on the list and that you would recommend they
should pursue,

= You may contact the I
Branch if you have questions about whether yvour 1CO can agree to the terms and
conditions of the Third-Party website or Application (TPWA) and/or the licensing
agreement supplied by the vendor.

* NIH Approved Umbrella TPWAS

IT Security

O Read the NIH IT General Reles of Behaviorio be aware of how users of NIH IT are
responsible for information security and are held accountable for their actions,

O Read Office of Management and Budget (OMB) M-10-23, Guidance for Agency Use of
Third- Party Websites and Applications

O Read HHS Policy for Personal Use of Information Technology Resourcesfor policy and
oher information on how NIH IT resources may or may not be used.

=

O Contact your 100 or OD Information Systems Security Officer (ISS000 determine
appropriate IT security practices and whether the wechnology meets applicable security
standards

fMicial re I Informaii Branding, an rizh anien

The TPWA must be appropriately identified as an official agency communications channel to
distinguish its activities from those of non-govermmental actors, The TPWA account must
clearly indicate that it i3 an official government account.

O Contact the NIH Ofiee of Communications and Public Lisison (OCPLite obtain
permission 1o use trademarked images and logos.

O Read NIH Manual Chapter 1 186, Use of NIH Names and Logos.

O All 1COs shall include a lmk to their program specific website content.

O Use official N1H graphics that clearly identifies your program’s ownership or sponsorship
a5 @ government entity.
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Accessibility

O Ensure content posted or produced through the use of new technologies is accessible 1o
people with disabilities and in compliance with Section 508 of the Rehabilitation Act of 1973,
see for Section S08for current policy and standards, guidance and other information.

0 Contact your 1C0) Section 508 Coordmatoror the NIH OCI0 Section 508 Teamwith
questions or assistance on compliance,

Information Callection from the Publi

O Read Information Collection under the Paperwork Beductions Act (PRAMo determine if
the uses of social media and web-based interactive rechnologies are information collections
subject 1o the PRA and require approval from the Office of Management and Budger

O Read NIH Manual Chaprer 1825 Information Collection from the Public for a description
of MIH policies and procedures goveming the collection of information from the public.

O Contact the NIH Project Clearance Branchto determing appropriate clearance functions

concerning public information activities (1.e., regulations, survey interviews, customer
satisfaction surveys, website questionnaires and epidemiology research).

Do mot solicit formal or informal consensus advice from the public using web technologies.
Protecting Privacy
Create External Alent

* [fthe public navigates 1o the TPWA via an extemnal hyperlink, your 100 must

implement an alert to notify the public that they are being directed 1o a non-
governmental website.

O When necessary, update the Operating Division (OPDIV) Privacy Policy and Machine-
Readable Privacy Policyvio describe the use of a TPWA.

» The term “Privacy Policy” refers to a single, centrally located statement of the
Website's privacy standards and processes, which is accessible from the official
homepage of the 1C0. It is a consolidated explanation of the general privacy-related
practices that pertain to the official Website and other online activities. It must be
updated to include required information about the use of the TPWA,

O Post a Privacy Nevicewhen feasible.
= A “Privacy Notice” is a brief description of how the privacy policy will apply in a

specific situation. J1 shonld be conspicuons, safient, clearly labeded, writien in plain
tanguage, and prominently displaved ot all locations where the public might make PIf
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avirilable to NIH, Due 1o technical limitations, the use of some TPWAs may make it
difficult 1o post a privacy notice (iL¢., Twitter's character limitation). When feasible, the
ICO should make every effort to énsure that a privacy notice is posted.

O Ensure the TPWA has a signed Terms of Service. This applies to no-cost (free) tools only.
O Read OMB Memorandum 10-22 and 10-23, Guidance for Agency Use of Third-Party

websites and Applicationsto determine the steps necessary o protect individual privacy when
using TPWAs to engage with the public.

O Read NIH Manual Chapter 2805, NIH Web Privacy Policyfor additional guidance to
determine the policy and procedures for ensunng the privacy and protection of personal
information maintained and disseminated via NIH wehsires,

O Bead OMBE Memorandum 10-22 . Guidance for Online Use of Web Measurement and

Customization Technolosiesto determine the requirements for agency use of web
measurement and customization technologies.

* Tier 3 refers to any use of a multi-session Web measurement and customization
technology when Pl is collected (including when the agency is able to identify an
individual as a result of itz use). Web measurement and customization technologies
that fall into the Tier ¥ category are referred 1o as “a Tier ¥ multi-session
technology.”

Record Keeping/Records Retention

O Contact your 1CO Records Liaisonto determine appropniate records schedule and records
management practices.

Comments and Moderating

O Determine and document a process (o moderate (review and clear) comments. Use the NIH

Comment Guidelingswhenever possible,

O Cleary Iimk to or display a comment policy if vou will allow the public to make PII
available to the agency (e.g., “friending,” “following.” “liking.” joining a “group,” becoming
a “fan,” and comparable funclions).

Linking, Liking, following and Endorsement

O Ensure web pages containing links 10 external web pages not located on the NIH network
provide a statement adjacent to the link or a "pop-up” disclaimerthat explains that visitors are
being directed to an external, govemment or non-government website that may have different
privacy policies from those of the NIH official website.
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O Determine what entities are appropriate to link/like/follow/endorse from your account.

Create the TEWA FIA

O Create the TPWA PIA using the HHS TPWA PIA Form

O Submit completed TPWA PLA to the NIH Privacy Office. Once completed by all ICO
parties, forward to privacy@mail. nih.govfor OS0P and OCIO 1SAO concurrent review. Upon
NIH Privacy Office and OCIO 15AO approval, Privacy will submit the PIA to HHS for final
approval,

O Store signad TPWA PLAs at the 1C0 level, Once HHS approved, Privacy will forward a
signed copy to the 1CO and add it 1o the TPWA inventory on the Privacy SharePoint site.

Maintain the TPWAs P1A

0 Review vearly. In addition to maintaining an approved copy of the TPWA PLA, 1CO must
review PLAsS annually to ensure the PlAs comply with current privacy practices and reflects
the current agency practices.

How to determine if a website/application qualifies as a TPWA - take the “litmus test™

1. Is the Website or application part of an authorized law enforcement, national security,
or imelligence actvity?

a. Yes? Other privacy laws will apply 1o the information collection. Therefore, you
do not need (0 complete a TPWA PIA.
b. No? Continue to Cugstion 2.

1. Is the Website or application intended to be used for internal HHS/OPDIV activities
only?

a. YesT You do not need to complete a TPWA PLAL
b. No? Continue 1o Cruestion 3.

1. Does HHS/OPDIV own or have contractual control of the operation or maintenance of
the Website or application?

a. Yes? You do not need to complete a TPWA PLA. However, you must ensune an
IT System PLA was conducted previously on the Website or application (e.g.,
network, server or database).
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b. No? Continue 1o Cuestion 4.

1. Does another Federal department or agency own or have contractual control of the
operation or maintenance of the Website or application?

a. Yes? You do not need to complete a TPWA PIA.
b. No? Continue 1o Question 5.

1. Is the Website or application intended to involve members of the public?

a. Yes? You need to complete a TPWA PIA, Please collaborate with key
stakeholders within yvour OPDIV, as needed.
b. No? Continue 1o Question 6.

1. Was the Website or application designed for the purpose of implementing the Open
Govemment Directive principles of transparency, panticipation and/or collaboration?

a. Yes? You need to complete a TPW A PIA. Please collaborate with key
stakeholders within vour OPDIV, as needed.
b. Mo It iz not a TPWA. Siop here.

The “litmus test™ may suggest it's not a TPWA, however, vou should always check with
your ISSOVOCIO for further evaluation. 1t may be an internal tool that should stll be
assessed or could require inclusion to an organization’s IT inveniory.

References

Office of Management and Budget (OMB) Memorandwm (M110-23, Guidance for Agency
Use of Third- Party Websies and Applications, allows the use of TPWAS in support of Open

Govemnment principles. NIH Privacy Web site
MIH Secunity Auwthorization Teol (NSAT) NIH Social Media Guidelines

HHS Third-Party Websites and Applications with signed Terms of Service HHS TPWA
Standard Operating Procedures (SOP)

HES TPWA PTA PIA Form
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To:

3

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall nlh.gov]

Lopez-Ramirez, Rosayma (MIHS0D) [E] [resayma.lopez-ramirezi@nih.gov]; Leahy, Timothy (MIH G0 [E]
[leahytiEod.nih.gov]; Stabile, Regina (MIH/MIEHS] [E] [regina.stabile@nih.gov]; Martin, Susan [NH/CC/DCRI) [E]
[smartin@oc.nib.gov]: Cheung, Paul (MIHMNHGRE) [E] [paul.cheungi@nihgov]; Manheim, Marianmse (NIH/NHLBI) [E]
[marianne.manheim@nih.gov]; Woodson, Holly (NIHAODSORS) [E] [holly woodsan@nih.gov]; Chen, Eva (MIH, MIC0E)
[E] lewa.chen@nih.gov]; Le, Wivian (MIH/MLU) [E] [levl@mail.nlm.nih.gov]; French, Danied {MIHCOD) [E]
[fremchda@mail.nifh.gov]; Vorck, Fred [NIHACC/DCRL) [E]) [fred.worck@nih.gow]; Tucker, Susan (MIHSOD) [C]
[susan.tucker @nih.gov]: Dickens, lasse (NIH/KIMH]) [E] [jassedickens@nih.gov]; LaBella, Shirey (MIHAOD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MIGKS) [E] [rusinel amarante@nih,gov]; Yager, Eelly (NIH/MIDDE) [E]
[kelly. yageri@nih.gov]; Squiers, Chris [NIH/NIDW] [E] [squiersci@mail nib.gov]; leziora, Maddie (NIH/NIAERF) [E]
[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [bonifacelansiguot@mnih.gov]; Kgo, Nam (WIH/MCATS)
[E] imam. ngo@ nite.god]; Smidth, Marcia [MIHSFIC) [E] [smithm@ficléficonih.gov]; Barreros, Tamara [NIHADDORS) [E]
[tamara. bamrercs@nih.gov]; Schaaf, Mark (NIH/MIDCR] |E] [mark. schaafi@nih.gov]; Yang, Amy (NIH/NIDCD] [E]
[amy.yang @nih.gow]; Frimpong, Ena (MIHAQD) [E] [eno. fimpong@nih.goy]; Rathiff, Shaun {MIH GO [E]
[shaun.ratliff@nih.gov]; Moore, barg (RIH/MIAID]) [E] [fo=Exschangelabs/ousExchange Administrative Group
(FYMBOHF2ISPOLT) cn=Recipients/cn=ba52eleb 26d 140eeB 2525601 c 28 1 Taa-mamoore]; Callwond, Aubrey
{NIH/NICHD] [E] [callwooa@mail.nigov]; Reter, Roy (NIH/NIEHS) [E] [reter@niehs.nih,gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nif.gov]; Twilley, Ross (NIHFOD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH/MIRID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@ mail.nih.gow]; Nair, Prema (NIHFCSR) [E] [nairpg@csr.nih.gov]; Cantilena,
Barbara [NIH/NIBIB) [E] [cantileb@mail.nit.gov]; Cosme, Lillian (MIH/NIAKS) [E] [cosmel@ep.niams.nih.gov]; Alves,
Steve (NIH/OD) [E] [atvessi@od.nih.gov); Butler, Gloria (NIH/NHGRI) [E] [gloriab@mail.nih.gov]; Putney, Dvonte
{NIH/MNINDS) [E] [dvonte putney@nih.gov]; Peterson, Trevor (NIH/NEI) [E] [frevor.peterson@nit.gov]; Folkers,
Jomathan (NIH/NIAAA] [E] [ifolkers@mail.nih.gov]; Dade-Vinson, Celeste (NIHAQD) [E] [celeste.dide-
vinson@nih.gov]; Brining, Shend (NIHfOD] [E] [brinings@mail,nih.gov]; Cook, Karen [NIH/OD/ORS) [E]
[kcook@exchange.nihgov]; Milliard, Suzanne (NIHSNCI) [E] [milliars@mail.nih.gov]; Amar, Anna (NIH/OD) [E]
[anna.aman@nih.gov]

5/26/2021 1:30:00 P8
5/27/2021 3:00:00 PM

{none)

Lopez-Ramires, Rosayma [NIH/OD) [E]; Leahy, Timothy [NIH/OD) [E]; Stabdle, Regina (NIH/MIEHS) [E]; Martin, Susan
{NIH/CC/DCRI) [E]; Cheung, Paul (NIH/NHGRI) [E]; Manheim, Marianne (MIH/NHLEI) [E]; Woodson, Hally
{MIH/ODSORS) [E]; Chen, Eva (NIH/MIDDE]) [E]; Le, Vivian (MIH/NLM) [E]; French, Daniel (MIH/OD) [E]; vordk, Fred
{MIH/CC/DORN) [E]; Tucker, Susan {MNIH/OD) [C]; Dickens, lasse [NIH/MIRH) [E]; LaBella, Shiriey [NIH QD) [E];
Arnarante, Rusinel (MIH/MIGKS] [E]: Yager, Kelly (NIH/NIDDK) [E]: Squiers, Chris (NIH/NIDA] [E]; Jedloro, Maddie
{MIH/MNIASERP) [E]; Lansiquot, Baniface [NIH/ME [E]: Mgo, Nam [NIH/NCATS) [E]; Smith, Marcia (NIH/FIC) [E]:
Barreros, Tamara (NIH/OD/SORS) [E]; schaaf, Mark (NIH/NIDCR) [E]; Yang, Army [(NIHSRIDCD) [E): Frimpong, Eng
{MIH/OD) [E]; Ratliff, Shaun [NIH/OD) [E]; Moore, Marg (NIH/NIAID) [E]; Callwood, Aubrey [NIH/NICHD) [E]; Reter,
Foy (MIH/MIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E]; Twilley, Ross (NIH/OD) [E); Bartok, Lauren (MIH/NLAID) [E):
ennedy, Josephine (NIHMCATS) [EL Woo, Theodore (NIH/MNCCIH]) [E]; Mair, Prema (NIHSCSR} [E]; Cantilena, Barbara
{MIH/MIBIB] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (NIH/OD) [E]; Butler, Glora [NIH/NHGRI) [E]; Putney,
Drvonte (MIH/MNINDS) [E]; Peterson, Trevaer (NIH/NEI) [E]; Folkers, Jonathan (KIH/80AAA) [E]: Dade-Yinson, Celeste
{MIH/CD) [E): Brindng, Shend (NIHSOD) [E]: Cook, Karen (NIH/ODSORS) [E]; Milkard, Suzanme (MIH/MC) [E]: Amar,
Anna |NIH/O0) [E]
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To:

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nih.gov)

Berry, Thomas (NIH/MIDCD) [E] T ] Adbertini, Briam (NIHNINR) [E]1 T S SEREASRT |
Green, Yolanda (NIH/NIMH) [E] b8 1Chesma, Uzma (NIH/NIBIB) [E} " & 1
Mair, Prema [NIH/CSR]) [E] L‘"_:'_ﬂ'_‘_:_'_'_‘_:" Cantilena, Barbara (NIH/MIBIB) [E] [ ob
Lillian {NIH/MNIAMS) [E] .‘:'_:‘_"_“_‘_3‘_‘_“_‘:‘_‘_" 1Alves, Steve (NIH/OD) [E] [~ ""6é "] Butler, Gloria
{NIH/NHGRI} [E] BT Putney, Dvonte INIH/NINDS) [E) " TR 1 Peterson, Trevor
(MIHMNER [E] "6 i Folkers, Jonathan (MIH/MIAAR) [E] "B ~" Dade-Vinson,
Celeste [NIH/OD) [E] '"'_“'"'"“H""‘“""" i Brining, Sheryl (RIH/OD) [E) [ "B& —tCook,
Karen (NIH/OD/ORS) [E] ] “ "= Milliard, Suzanne (NIH/NCI) (E] T8 ——""] Loges-
Ramirez, Rosayma (KIH/OD) [E) T Rl e rl.eahlr, TrrH:IIhHHIH.FD[M [E]
TR Stabile, Regina (NIH/MNIEHS) [E) TR _i Martin, Susan [NIH/CC/DCRI) [C]

TR ~ T :Ehmnj:, Paul (NIH/NHGRI) [E] [paul.cheung@nih.gov]; Manheim, Marianne (NIH/MNHLBI] [E]
RTINS | _ R " Woodson, Holly (NIH/OD/ORS} [E] [holly.woodson @ nilv.gov]; Chen, Eva (NIH/NIDDK)
[E]E™""77777%6 T Le, ivian (NIH/NLM) [E] 77T "\ French, Danied (NIH/OD) [E]

‘____ BT ook, Fred [NIHSCC/DCRI) [E] [fred.vorck@nih.gov]; Tucker, Susan [NIHOD) [C]
T T Dickens, Jasse (NIH/RIMH) [E] {77 ST LaBella, Shirley (NBH/OD) [E)
"""'""""'h'l_""""" | Amarante, Rusinel (NIH/MNIGMS) [E] [ B Yager, Kelly (NIH/NIDDE) [E]

:'_*_‘_TH_': 1 Squiers, Chris (NIH/NIDA} [E] {87777 777 Jezioro, Maddie (NIH/NIA/ERF) [E]

IE] Bl Smith, Marcia [NIH/FIC) [E] [sm rl:hmt " b6 | Barreros, Tamam (MIH/COORS] [E]
R e haat, Mark (NIH/NIDCR) (E) I B "] Yang, Amy (NIH/NIDCD) [E]
:'"""'H'"""'_j Frimpong, Ena (NIH/OD) [E] [ """ "6 """ """ " Ratliff, Shaun [NIH,/0D} [E]
TR Minore, Barg [NIHWIAID] [E] [fosExchangelabs/ousExchange Administrative Grougp

(FYDIBOHF23SPOLT ) en=Recipients/cn=6e52e0eb16d 140eeB23256b1c 28 1 Taa-mamoore]; Callwood, Aubrey

(RIH/MNICHD) (€1 W AR "} Reter, Roy [NIH/NIEHS) [E] B 1Gheen, Valery
INIHNHLBI [E] T o8] Twilley, Ross (NIM/OD) [E] [ 86 1 Bartok, Lauren
(MMM (€] [T e "1 Kennedy, Josephine (NIH/NCATS) [E] [ ST . ]woo,
Theadore (MIM/NCCIH] (E] £~ 6~~~} Albert, Roberta (NIH/NIBIB) [E] [ B&.~ | Clary,
David (NIH/NIAMS) [E] {777 . R 1 Johnson, Shavon (NIM/NIEHS) (€] {7 8T
9/22/2021 1:30:00 PM

9/22/2021 3:00:00 PM

{none)

Berry, Thomas (NIH/NIDCD) [E]; Albertind, Brian (NIH/NINR) [E]: Nair, Prema (MIH/CSR) [E]; Cantilena, Barbara
{MIH,MIBIE) [E]; Cosme, Lillian [NIHRKIAMS) [E]; Alves, Steve (RIH0D) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Drvonte (NIH/MNINDS) [E]: Peterson, Tresar (WIH/MNEI) [E]; Folkers, Jonathan (NIH/MNIAA) [E]: Dade-Yinson, Celeste
{MIH/OD) [E]; Brining, Shenyd (NIH/OD) [E]: Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Regina (MIH/MIEHS) [E]; Martin, Susan
AMIHCCADORI [C); Cheung, Paud (NIHFNHGRI) [E]; Manheim, Marsanne (RIH/NHLBI) [EL Woodson, Holly
{NIH/ODSORS) [El; Chen, Eva [NIH/NIDDE] [E]; Le, Vivian (NIH/MNUM) [E]: French, Daniel (NIH/OD) [E]; Vorck, Fred
{MIH/CC/OCRI) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, Jasse [NIH/MIMH) [E]; LaBella, Shirley [NIH/OD) [EL
Arnarante, Rusinel (NMIH/MIGKS] [E]: Yager, Kelly (MIH/NIDDE) [E]: Squiers, Chris (NIHBIDA) [E]; lesors, Maddie
{HIH/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam [NIH/NCATS) [E]; Srmith, Marcia (WIH/FIC) [E];
Barreros, Tamara (NIH/ODAORS) [E]: Schaal, Mark (NIH/RIDCR) [E]: Yang, Amy [NIH/RIOCE) [E): Fimpong, Eng
{MIH/OD} [E]: Ratliff, Shaun [NIH/OD) [E]; Moore, Marg [NIH/NIAID) [E]; Callwood, Aubrey [MIHSNICHD) [E]: Reter,
oy {MIH/MIEHS] [E]; Gheen, Valery [NIH/MHLBI) [E]; Twilley, Rass (MIH/OD) [E]; Bartok, Lauren {MIH/MLAID) [E];
Kennedy, Josephine (KIHMCATS) [E]; Woo, Theadoare (MIH/NCCIH] [E]; Albert, Roberta (KIH/MIBIB) [E]; Clary, Dawid
{MIH,/MLANS] [E]; Johnson, Shewen [NIHSNIEHS) [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The agenda and supporting materials are attached.
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To:

REcuUrrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsi@maill nih.gov]

Mair, Prema {NIH/CSR] [E] [::_:'_'_H_"_:'_'_'_:'H:intllma, Barbara (MIH/MIBIB) [E] {777 2 | Cosme
Lillian (NIH/NIAMS) [E} [~ 1 Alves, Steve (NIH/OD) [E] {~""""%h | Butler, Ghoria
(NIHNHGRIJ[E) I o0 1 utnev, Dwonte (NIH/MINDSY [E) [ o8 ; "1 Peterson, Trevor

(MIH/NED [E] T T Folkers, Jomathan (NIH/MIAAA) [E] | ““'""""ﬁ“'""""'“l Diade-Vinson,

Celeste (MIHADDY [E] [ 6 iBrining, Sheryl (NIHfOD) [E) [ B& 1 Cook,
l{aren [MIHSODSORS) [E] [ “““‘ﬂ [ ) Mllllard Suzanne [NIH}'HL‘.H ol . T RS “]Lopez-

| AR Bl i‘itab:lh Regina (NIH/MIEHS) [E] 8 | Mtartin, Susan [NIH/CC/DCRI) [C]
[ [ i ﬂ‘IEI.II'IL Faul [NIH/NHGRI) [E] [paul.cheung@nih.gov]; Ma-nham Marrinne {NIH/NHLEI] [E]
[t |Wmdim.HD||'HHIHj'UD.I’DR5i[E|.""""""Iii' "] Chen, Eva (NIH/MNIDDE)
154 . PR |LE Wivian (MIH/NLM) [E] D78 French, Danied (NIHSAOD) [E)]
,,____I:l___ " Worck, Fred [NIHACC/DCRI) [E] [fred.vorcki@nih. gl:wl. Tucker, Susan (MIHAOD) [C]
(TR Dickens, Jasse [NIH/NIMH) [E] {T7TTTTU8ETTTTTT 7 LalBedla, Shirley (NIH/OD) [E)
e T Amarante, Rusinel (NIH/MIGMS) [E) {7776 Yager, Kelly (NIH/NIDDE) [E]

f_“_:: e Squiers, Chiris (NIHSNIDAY [E] 777TTTRETTTTTTTT Jegiorg, Maddie [NIH/NIAJERP) [E]

o " Lansiquot, Boniface [NIHIHE-ﬁE]’_"__-_-TTT' T Wgo, Nam (NIH/NCATS)
IE] T TE - Smith, Marcia (NIH/FIC) [E] [smithm{ bE _i Barreros, Tamara (NIH/OD/ORS) [E]

BT T schaaf, Mark (NIH/NIDCR) (€] (77" 8877771 Yang, Amy (NIH/NIDCD) [E]
PRGN - MERERA 3 Frimpong, Ena (NIH/OD) [E] {81 Ratliff, Shaun (NIH/OD) (€]
TR Wioore, Marg (NIH/NIAID] [E] [fo=Exchangelabs/ousExchange Administrative Group

1F‘|"D1IEI-I]HFISﬁPmﬂj‘cn-REmlenm:nnE«!Eleﬂehlﬁdld-ﬂeeﬂlﬂiﬁhlﬂﬂlﬂai mameore]; Callvwond, Aubrey

{NIH/NICHDY [E] 7B Reter, Roy (NIM/NIEHS) [E] {7 86" Gheen, Valery
NIH/NHLBI) (€] (777777777877 Twilley, Ross (NIH/OD) (€] (7777777778677 Bartok, Lauren
(NIH/NIAID) [E] [ Bh . }Kennedy, Josephine (NIH/NCATS) [E] . _1Woo,
Theodore (NIH/NCCIH) (E] B8 1 Albert, Roberta [NIH/NIBIB) [E] [roberta] b8 L Clary,
David (NIH/NIAMS) (€] T 86 Johnson, Shevon (NIH/NIEHS] [E] ’_'_:_.__:Li!:_'____—: Green,
Yolanda (NIH/MNIMH) [E] {5 ] Amar, Anna [NIH/OD) [E] [_ " BE T 7] Berry, Thomas
(NIH/NIDCDY) (€] £ B Currie, Mikia (NIH/OD) (€1 86 | Abdelmouti, Tawanda
NIH/ODY[E) L B lAlbertini, Brian (NIH/NINR) [E] [ 88 ~JCheemna,

Uzma (NIH/NIRIg) [E} [~ " od "]

7/28/2021 1:30:00 PM
7/28/2021 3:00:00 PM

e

Alberting, Brian (MIH/MNINR) [E]; Cheema, Uzma {NIH/MIBIB) [E]: Mair, Prema (NIHACSR) [E]: Cantilena, Barbara
{MIHMIBEE] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (RIHOD) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Dwvonte (NIH/MNINDS) [E]: Peterson, Tresar (NIH/MNEI) [E]; Folkers, Jonathan (NIH/MIAA) [E]: Dade-Vinson, Celeste
{MIH/OD) [E]; Brining, Shend (NIH/OD) [E]; Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Reging (NIH/MIEHS) [E]; Martin, Susan
{MIHCCADORI [C): Cheung, Paul (NIHFNHGRI) [E]; Manheim, Marianne (NHIH/MHLBI) [EL Woodson, Holly
{MIH/ODYORS) [E]; Chen, Eva [NIHMIDDE]) [E]: Le, Vivian (WIH/MLM) [E]; French, Dandel (NIH/OD) [E]; vorck, Fred
{MIH/CC/DORN) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, lasse [NIH/MI&iH) [E]; LaBella, Shirley [NIH/CD) [E]:
Armarante, Rusinel [NIH/MNIGKS] [E]: Yager, Kelly (NIH/NIDDE) [E]: Squiers, Chris (NIHMIDA) [E]; lediors, Maddie
{MIH,/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam (NIH/MNCATS) [E]; Semith, Marcia (MIH/FIC) [E];
Barreros, Tamara (NIH/OD/ORS) [E]: Schaal, Mark (NIH/MIDCR) [E]; Yang, Amy (NIHRIDCD) [E): Frimpong, Eng
{MIHOD} [E]; Ratliff, Shaun [NIH/OD) [E]; Moare, Marg [NIH/NIAID) [E]; Callwoad, Aubrey [MIH/NICHD) [E]: Reter,
oy (MIH/MIEHS] [E]; Gheen, Valery [NIH/HHLBI) [E]; Twilley, Ross {NIH/OD) [E]; Bartok, Lauren (MIH/NLAID) [E]:
Eennedy, losephine {KIH/NCATS) [E]; Woo, Theadore (MIH/MNCCIH] [E]; Albert, Roberta (MIH/MIBIB] [E]; Clary, David
{HIH MIANS] [E]; lohnson, Shewon (NIH/NIEHS) [E]; Green, Yolanda (MIH/MINH] [E]; Amar, Anna (MIHAOD) [E]: Berry,
Thomas [NIH/MIDCD) [E]; Currie, Mikia (NIHQD] [E]; Abdelmout], Tawanda [NIHOD) [E]
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To:

cC:

Attachments:

2

Recurrence:

Required
Attendees:

Dptional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nihgov)

Hair, Prerma {(NIHACSR]) [E] [nairpgi@csronih.gov]; Cantilena, Barbara [NIH/NIBIB) [E] [cantileb@mail.nihgov]; Cosme,
Lillian {KIH MIAMS) [E] [liMlan.cosme@nih.goy]; Alves, Steve (NIH/OD) [E] [abvessi@od.nih.gov]; Butler, Glaria
{HIH/MHGRI] [E] [ghoriabs@mail.nih.gov]; Putney, Deonte (MIHMINDS) [E] [dvonte. putney@nih.gov]: Peterson, Trevos
{MIH/MEN} [E] [trevor. peterson@nih.gov]; Folkers, Jonathan (MIH/MIAAA) [E] [ifelkers@mail.nih_gov]; Dade-Vinson,
Cefeste [NIH/OD) [E] [celeste.dade-vinson@nih.gov]; Brining, Sheryl (NIH/DD) [E] [brinings@mail.nih.gov]; Cook,
Earen [NIHOD/ORS] |E] [kcookiEeschange nihgov]; Milliard, Suzanne (MIHMNCT) [E] [milliars@mailnib.gov]: Amar,
Anna (KIH/OD) [E] [anna.amar@néh.gov]; Lopez-Ramirez, Rosayma (NIHS0D) [E] [rosayma.lopez-ramirez@naih.gov];
Leahy, Timothy (NIH/OD) [E] [leahyt@od.nih.gov]; Stabile, Regina (NIH/NIEHS) [E] [regina.stabile@nih.gov]; Martin,
Susan [NIHACC/DCRI) [C] [smartin@cc.nih.gov]; Cheung, Paul (NIH/NHGRI) [E] [paul cheung@nih.gov]; Manheim,
Marianne (NIH/NHLEI} [E] [marianne. manheim@nibgov]; Weodson, Holly (HIHAODS GRS [E]

[hally woodson@nih.gov]; Chen, Eva [NIH/NIDDE] [E] [eva.chen@nit.gov]; Le, Vivian {NIH,/NLM) [E]
[levi@mail.nim.nih.gov]; French, Daniel (NIH/OD) [E] [frenchda@mail.nih.gov]; Vorck, Fred (NIH/ACC/DCRI) [E]

[fred worcki@nih.gov]; Tucker, Susan (MIHAD) [C] [sesantucker@nih.gov]; Dickens, lasse (MIH/NIMH] [E]
[lasse.dickens@nih.gov]; LaBella, Shirley (NIH/OD) [E] [labellas@od.nih.gov]; Amarante, Rusinel [NIH/NIGKS] [E]
[rusinel.amaranted@nih.gov]; Yager, Kelly (MIH/MNIDOK)] [E] [kelly. yager@nih.pov]; Squiers, Chris (MIHSNIDA) [E]
[squiersc@mail.nih.gov]; Jeziors, Maddie (NIH/NIASERP) [E] [maddie. jetioro@nih.gov); Lansiquat, Boniface
{NIH/NEI) [E] [boniface. lansiquoti@mnih.gov]; Mo, Mam (KIH/NCATS) [E] fnam.ngo@nin.gov]; Smith, Marcia (KIH/FIC)
[E] [smmithm@ficlB.fic.nih.gov]; Barreros, Tamara (NIH/ODYORS) [E] [tamara.barreros@nih.gov]; Schaaf, Mark
{NIH/NIDCR] [E] [mark.schaaf@nih.gov]; Yang, Amy (NIH/NIDCD) [E] [amy.yang@nih.gov]; Frimpong, Eno (NIH/OD)
[E] [eno.frimpong@nit.gov]; Ratliff, Shaun (NIHFOD) [E] [shaun.ratliff@nih.gov]); Moore, karg {NIH/MNIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=6e52eleb26d 140eel 252 560 1c 28 1 fTaa-mamaore|; Callwood, Aubrey
{NIH,/MICHD) [E] [callwooa@mail.nih.gov]; Reter, Roy (MIHFRIEHS) [E] [reter @niehs.nih.gov]; Gheen, Valery
{MIH/MNHLEI] [E] [gheenv@mail.nih.gov]; Twilley, Ross [NIHSOD] [E] [ross.twilley@nih,gov]; Bartok, Lauren
{NIH/MLAID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine [NIH/NCATS) [E] [josephine kennedy@nih.gov]; Woe,
Theodore [NIH/NCCIH) [E] [wootp@ mail.nih,gov]; Clary, David [NIH/NIAMS) [E] [david clary@nih.gov]; Albert,
Roberta (NIH/MIBIB) [E] [roberta.albert@nih.gov]; Johnson, Shavon (NIH/MIEHS] [E] [shevon.johnsen@nih.gov];
Harmmaond, Christopher (NIH/OD] [E] [christopher.hammondZ @nib.gov]; Hinton, Cynthia [NIH/OD) [E]

[eynthia hinton@nih.gov]; Hailelewl, Betty (NIH/OD) [C] [betty.haifeleuwl @nib, gov]; Beecher, Tricia [(NIHOD) [E]
[tricia_beecher@nih.gov]; Jones, Amber (NIH/OD) [C] [amber. jones@nih.gov]; Johnson, Ryheem (NIH/0D) [C]
[Fyheerm johnson@nih.gov]; Berry, Thomas (NIH/NIDCD) [E] (thomas, berrg@ nib.gov]; Albertini, Brian (NIHSNINR) [E]
[albertib@mail. nib.gov]; Green, Yolanda (NIH/NIMH] [E] [volanda green@nih,gov]; Cheema, Uzma (NIHHIBIB] [E]
[uzrma.chesma@ningov]; Pearson, Katrina (RIHDD]) [E] [pearsonk@od.nih,gov]

NIH PCG Meeting Agenda 05,26.2021 (2] docx; MIH Policy Owerview_Privacy_202 10526 (1) pptx; Overview of the
GODPR 2021.pptx

5/26/2021 1:30:00 PM
5/26/2021 3:00:00 PM

{none)
Close, Dustin (MIH/OD) [E]; WIH IC Privacy Coordinators

Mair, Prerna [NIHACSR) [E]: Cantilena, Barbara (MIH/MIBIB) [E]; Cosrme, Lilllan [NIHMWAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]: Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSNEI) [E]; Folkers,
Ionathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (NIHSOD) [E]; Brining, Shery (NIHAOD) [E]; Cook, Karen
{MIH/ODSORS) [E]: MilHard, Suzanne (MIHMCI) [E]; Amar, Anna (NIH/OD) [E]; Lopez-Ramirez, Rosayma [NIHMAOD]) [E];
Leahy, Timothy (KIH/GD) [E]; Stablle, Regina (MIH/MIEHS) [E]; Martin, Susan (NIHACC/DCRI) [C]; Cheung, Paul
{MIH/MHGRI] [E]; Manheirm, Marianne (MIH/NHLE] [E]: Woodsan, Holly (NIH ODAORS) [E]: Chen, Eva [NIH/RIDDH)
[E]; Le, Wivian (MNIH/NLA) [E]; French, Danbel (NIH/OD) [E]; Vorck, Fred [NIHSCCSDCRI) [E]; Tudker, Susan (MIHSOD) [C];
Dickens, lasse (MIH/NIMH] [E]; LaBella, Shirley (MIH/OD) [E]; Amarante, Rusinel [NIHMIGKS] [E]: Yager, Kelby
{NIH/MIDDK] [E]; Squiers, Chris [NIHSRIDA) [E]; lerioro, Maddie (NIH/NIAJERP) [E]; Lansiquot, Boniface {MIH/MNEI) [E];
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Ngo, Nam (NIH/NCATS} [E]; Smith, Marcia {NIH/FIC) [E]; Barreros, Tamara (NIH/OD/ORS) [E]; Schaaf, Mark
(NIH/NIDCR) [E); Yang, Amy (NIH/NIDCD) [E]; Frimpong, Eno (NIH/OD) [€]; Ratliff, Shaun (NIH/CD) [E]; Moore, Marg
(NIH/NIAID) [E); Callwood, Aubrey (NIH/NICHD) [E]; Reter, Roy {NIH/NIEHS) [E]; Gheen, Valery (NIH/NHKLBI) [E);
Twilley, Ross (NIK/OD) [E); Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephina (RIH/NCATS) [E]; Woo, Theodore
(NIH/NCCIH) [E); Clary, David {NIH/NIAMS) [E]; Albert, Roberta (NIH/NIBIB) [E]; Johnson, Shevon {NIH/NIEHS) [E];
Hammond, Christopher [NIH/OD) [€]; Hinton, Cynthia (NIH/OD) (E]; Haileleul, Betty [NIH/OD) [C|; Beecher, Trica
(NIH/OD) [E); Jones, Amber (NIH/OD) [C]; Johnson, Ryheem (NIH/OD) [C]; Berry, Thomas (NIH/NIDCD) [E]; Albertini,
Brian (NIH/NINR) [E]; Green, Yolanda (NIH/NIMH) [E); Cheema, Uzma (NIH/NIBIB) [E]; Pearson, Katrina (NIH/OD) [E]

The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am -
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

Phone Conference ID:
Find a loca! pumber | Rese: PIN

Learn More | Meeting options

REL0000631564.0005



MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Cooardinator Group (PCG) Meeting Agenda

DATE May 26, 2021 LOCATION Microzofi Teams
TIME 9:30am — 1 1:00am FACILITATOR  Dustin Close, NIH Privacy
Program Lead
e NIH Policy Team — Policy Manual Repository Overview Citncy Himton
e General Data Protection Regulation (GDPR) Overview Chris Hammond
W SOF Update Ceteste Pl Feavam

il e PCG Open Forum Fairticipanis

Remote Participat

Join on vour computer or mobile app
Click here to join the meeting

Or call in (audio only)

ek PR A e Snaasmana

: ! United States, Bethesda
Phone Conference ID.'L b6 4

{ m) National Institutes of Health Page 1of 2
I O of Mnragamac
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OSOP Meeting Notes

ﬁ m National Institutes of Haalth Page 2 cf 2
., OFfica of Slanapamaad
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NIH Policy Manual

Office of Management Assessment
Division of Compliance Management

Tools and Tips for Navigating the NIH Policy Manual Repository

May 2021

NI

RELO0D0631564.0005.0002



Agenda

= Home Page

= Policy Layout and Features

= |ssuing Office Contact Optlions
= My Favorites

« Search/Browse Features

= Export Reports and Policies

[ 5 BBy tationa institutes of Health i
[¥ng oF LR agierimed

MIH Policy Manual
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COverview

B st rrsraen e
= e
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g e g ey
=

Lot N R Tl il P
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*  MIH Policy Manual is an official
migchanism and prirmary repository
for MiH-wide policy. and comprised
of individual chapters, commanly
refamad {0 as Manual Chapters or

reposiion and supports due pokcy
izsuing oficas (108} to devalap,
madily, of rescind chapiers,

= Mamzl Chaptar 1710 estabiishes
requiramants for policies maintainad
i (he reposBiony o ensur:

- Policies are developed
congistantly and undenga
proped reviesiapproval;

= Responsibdities are clear and
0% have Manual Chapier
Coordinators (MCCE and

- Congistancy with othar
policias and the ovarall
missicn of the agancy.

~l
W B) tationa institutas of Haaith
F Dy ol L e

MIH Policy Manual

MIH Policy Manual Application

» Micrasoft MET custom application developed 1o manage
the comtent similar to a Content Managenent System [CMS)
providing features such as drafting, previewing, and
publishing

= streamlined the complete Policy Manual Authoring process
¢ Developed warkflow for OlMA MC Team to work and
collaborate to create and manage Policy Manuals

s Introduced sutomatic versioning for metadata and policy
conient

* Created an awtomatic archival process based on publishing
type and offered an option bo track the MARA process

* Designed MIH OMA brand consistency by inheriting from
OMA public website

 POF wisrsion Is automatically created

* Automated broken links checks and an email is delivered (o
Inbox with broken lnk infio

« Automated reminder for reviewing tihe policy manwal

2
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Homepage

. T — s esmsiess= Navigation Ribbon:
Pe e, » Straightforward and intuitive

ribbon for users to find
% e i Eiapbars . TR PP resources, contacts and more
oy A b | oy i i it about the MIH Policy Manual,
A SR S ST ] ¥ty - 288 + NIH staff can access additional
Flonmorrreriet iy SR e PR e features o the site after they
Y R e o Y N — : login.

e Content Display:
— + Policies are organized into

e — s guadrants,
. " = Within a matter of seconds,
R e et vigitors can quickly see

- o EHI policies most navigated by

o v frequency, recent

- R e publication stalus, or
e b B i, ity leisurely browse by seres,

R - Simple and easy lo read

— and review policies by being

SR conscious of our target

audience (YOI

~l
(W] g} Hational institutes of Hamith 3 MIH Policy Manual
F D o Wenagsemmy
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Policy Information, Features and Layout

Although not all contact info is required, when the 1O includes as much
as possible, it makes it helpful during research when further information
s needed.

5 T actil o by Wiy
1718} P isherd anad Maderiierang Podd s i the MiH Pobyy Beadiol
1710 - Publahing and Mgy i oL Coell LB P 00, i
Rdpmnbaering Folcies In ithe
HiH Prdcy Myl g O Pl bl il A

m Ay W Wil N cana Lty O Ve et DA e b

:".'I' Kl By |07 270 I Bk f Bveuies D © 5 000 @
o B B ocol

Left navigation to guickly jump to sections within policy content

Ability for users to provide feedback to OMA and 10 MCC for individual policy
Option for users to share policies via yammer or email

Print policies to pdf

MIH users can "favorite” policies [once logged in from the homepage)

Tool tips for date flelds to accurately describe the version history

e L B

W1 W) Hational institutos of Hamth i NIH Priicy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Depending on the amount of contact informalion the 10 provides, you may
have several oplions. One is to call the 10 directly from your compuler (Inr
iPad, tablet, mobile device). By clicking the phone number, a pop-up will
prompt you to identify which device you want to call from {connected
iPhone, android, skype or leams) .

curity Incident and [I ! — I

1745-2 - MIH Privacy and Information
Policy

b s LN
dssuing Offfce: CLVOMAOMA OTVOCK | Phone: (5011) 424 2857
B ks
Release Dhe: 725501 4 @) Tochnicsl Revision Date: 2302070 @) [
L e e s
It Lsing your
e
Cevice, click
i riuimbser
and it vl
call the 10
(W1 W) Hational institutos of Hamth £ NIH Policy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Another options is to select the "Provide Feedback” button. This will
allow you to inform the Issuing Office Manual Chapter Coordinator and
the OMA policy team and about your inguiry for that individual policy.

1745-2 - NIH Privacy and Information Security Incident and Breach Response
Malicy
Iesudvge Ofos: Q0 OMADNA OEVOCKTY  Phones (0] 474 2837

Beleaze Date: 20730 5014 i@ Technical Revision Date:d 20202080
|

Provid= Feodback

S ihmi bl P2 - e s b e Bl 01

b TN L Fe o el el ey el e el Faargear B

1l i cpndior: bt Phar b Sl Ut i, o e 1l

Thasin,
By
~l
[ 5 BBy tationa institutes of Health ) NiH Policy Manual
F D o Wenagsemmy
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Sharing Policy Features

Here's a closer look at the sharing features for each policy just below the contact

information, find these 3 icons which are as follows:

= Yammer — generates a post to your MIH Yammer account and allows you o fag
people/groups to be notified.

*  Email — creates an email and link for you to share this policy with your colleagues.

*  Print — creates a PDF version of the MC for you to save andfor print.

. Provde Faedhack 1 ¥ I = I

h g gr——y, pe s e e =
il i Bl et ool sl |
gormy e b ey, o ey iy b= i el
P = v MIH Paliey Maaual

o e T R =
R 17452 - NI Privery sesld | nfarmatios Sevevity Tocidom |
[ ———— ke a A st Brewch Hespanse Policy |
A TR AR CE S St T L el o R e
omems =
iy i T e ol B e s
T md b
- - B s ol Sl o e (b sy s e e nawe
e Vg i e b ol T T T B IRy e B ey
B e A S TR 1§ ) R B
I i) P it ] ot ke ] ] e U ]
P . s e e o o e R s i 1] e R |
B T kT DL TR TR e R Se——

B e T | R e S T R R R g R T g ol P ] e ' o 1 P s i

s e DL i e B s s i I

~l

(W[ g} Hational institutes of Hamith 7 NIH Priicy Manual

F D o Wenagsemmy
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My Favorites

Users must be on the MIH netwark {or VPN] in order to login and access additional
faatures in the NIH Palicy Manual

meﬁth
NIH Pl STl ed of Faaahh E o e,
[ r—— MIH thwl-l'linml

L Recendly Released Chaplen { "i:]' Frequently Accesed Chapters

Maanegping Federal Bonods v o Trtd Prdcins ard o sy 122
g e R ST
reifibutoy, [ omvboes. el D30 10 Onl A s e, Blspuin. o5 W] Famotn Acces Potcy me
ia Ery e A 1o MUH- s reed Fasliniines Uik i S P, Bt T
Ciper aiong Firely  cotes 17
A e o] il By T eriesd Sew ol SR LA Pragiam

LI 55
£ Bt

Vs ot B Reecraid 10 0 et Tl i Svtih s il v ot 8
S

L

¢|H mmllrumr.ummﬂem PIH Pty Manual
o B g 8
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My Favorites

s Users logged into the system can favorite policies allowing for easier access to most
frequently accessed chaplers.

= Usirs will e the most frequently accessed chapters they specifically visil on the site.

=  Manual Chapter Coordinators (MCCs) and Subject Malter Experts (SMEs) will see
polickes they issue and the ability to easily see the scheduled review date.,

Tty Tt | e P Pl b e ¥ B et
_?ﬁ'r'l 5 vl i

T —— W s o b T 1 o i - |

At Y

s - — —

e b ]
L e AL
armam.
= 1 b m s oy |
P P

CRe S= P Lo o

Pabician dnbpees Tos s _

T4 gt el S - P e T T =T =T AT 1ISTETT

~l
[ 5 BBy tationa institutes of Health P NiH Policy Manual
F D o Wenagsemmy
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10

Search Fealures

The Search feature allows you to pinpoint content within a chapter with it's
“Keywords” and "Search Within® functions. Additional options to narrow your
search include identifying the Issuing Office, Functional Series, Release Date
and Publication Status. If the search results are needed to share with other, the
user can export the results into excel.

Ciffice of Management Assessmend
NiHl:r b athone® il fubes of Faoeahh e M
B s NIH Policy Manual

ks, § I Pl ™

) b} Hational institutes of Homlth i
MNIH ) Nation . 10 NIH Pelicy Manual
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Lh]

Search Fealures

For example, you are the Mobile Device contact for your IC. Your supervisor

has directed you to revise the IC policy. The IC policy was last revised in 2018.
By searching for the key terms wilh exact phrase malches and using the active
publication status within a date range, you successfully narrow the results to 5

policies.

) b} Hational institutes of Homlth i
MNIH ) Nation . e NIH Pelicy Manual

RELO0D0631564.0005.0002




12

Browse Features

The Browse feature allows you to explore policies which are organized by
chapter number (by default). If you know specific information about the chapter
you're inguiring, simply narrow the results like the search tab with the option to

export your results to excel,

[ 5 BBy tationa institutes of Health iz WIH Policy Manual
[¥ng oF LR agierimed
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13

Exporting Reports
This tools allows you convert any list of results into an excel spreadsheet for
personal use, generate data, present findings to offices, etc.
FCU b Al By "_: 5 Wk OlegIn Lt a &
it [ e
Ha  E e e — e - et
3 | : . - [resa | - o T A
b P 1 LI = ¥ 1 PR [ e 3 —|i
T '-"l:' B 9 SR R . = T ] o f B ek e - o= LS
- - [ e 5o A [
] L] (] L D [ - [
R e . | T R WS, T F1S ] LT S
B dafiye JEET Engd pro— iy GTAY (R Fofior gl Fraal Tpperby=dy Srgrw e d Fre S0 o pedcy e 5 B W K0
[ O jare ke, it s B a4 e T B gt s g byt TTpaficyvmss 4 B | Al B
et R b s R ] pas Dpas-ieny DDA LR Lrpkmay Cogor ey WM et 0 s Ve ey P R Tk w il
Husl Opoa ey [SNAD W L B TS PN RDRT g Ve oy iEn | Ee-bich
- .
oo |
s |
(W[ g} Hational institutes of Hamith 13 NIH Priicy Manual
[¥ng oF LR agierimed
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14

Contacts for NIH Policy Manual

Cynthia Hinton, NIH Policy Manual Lead
[
{301) 5044430

Tricia Beecher, NIH Delegations of Authority Lead
iricia. baechar@inih.gov

(301} 451-B165

Batty Haileled, Managemant Anahysd

batty hallslswliEnih.gow
(301} 451-T987

Amber Jones, Managament Analyst
amibar jonasainih. goy
{301) 584-24T1

Ryheem Johrson, Managament Analyst
ryheam johnsoniSnih pov
(301} 402-B687

For submittal of chapters or questions about the NIH Policy Manual: policymanual@nih gov

(W15 )y Hationa institutas of Haalth 14 o
o Diicg of BBinagesrumsd Poadicy Masal
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Background Slides
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“My Favotils” poitad in the nipboen

TSRO 4 i 201F, OMA launched the new Paolicy Manual repository,

- i Alanched
TN SCVirowse functinakey, nutive Fvormation
3 Ll RSO, COMpiars with seoumly protoools, and
24 My i oo A oo a rofroshed ook ard feel, Duick share Teatures for
i e e 5 . sai aariback s aach ool
s 2 M W e e o antion shane pobckes Wn yammer of pmal and
A e creatoe s Pomepage orbookmari g
e e = “vnriing policies.
= e « | P018;
Tk e = ~-Homepapn funcionalty lor hiaders of gach
- s guadran! 1 Mport & st of respectie (opacs,

Adanonal date Teikis (o accumbely descnbe the
worsicn hisiory. Uipdabed formal 1or axpored policies
and ARRle N dor Conirearg 3Lppen of eerpeis,

- h.l.-hr'___J-Hq : _I‘-u._.1-:-1-|- + I 70T
R CEE——— ~Crpated S-year vepridiow o nodty 105 of requingd
- peolicy managamant iocychos whith nsulhed in
s arfas . e i D nCTedtd podoniabadiny and UansQa ey
.-. LA e 'Inm
el i i Ml il g L ~Lpradec Simonal BOmEnGTa e mprcnarTines.
e = andl alpeicenic M Iana gl en] capabidiog for
R T TR archiving pamnanant recHs and ranser o NARA
STRNRTI S = S= s I O3
o —Ernipbamanied nanw woriiow for

tpatures, a0 resrganingd homepagn (o Paghiight

~l
NIZB) Hationa institutes of Hesith
MNIH ; o 18 NIH Pelicy Manual

2019

Improve the NIH Policy Manual system with the agile method to perform updates, increase operational functionality, and
ENSUME Proper Security requirermnents are met, By assessing stakeholder needs, user portals were developed for NIH staff 1o
increase the usability, generate reports, and plan for policy management lifecycles which resulted in increased accountability,

transparency, and workload distribution among various agency Issulng Offices.

20230;

Released updates to the MIH Policy Manual site regarding workflow notifications, automatic filing of records upon publication,

update policy headers to include ool tips, update export to word features,

ril 2021;
:FPS 10: 483 - Emergency/Temporary Workflow Motification of Expiring Policy
TFS 10 484 - Search/Browse in Mumerical Order
TFS ID: 485 - Search Box - Metadata Info (485)
TFS ID: 488 = Add "MY FAVORITES” link o the Ribbon
TFS 10: 490 = Move “EmergencyiTemparany”™ on the Homepage (430)
TFS 1D: 491 - Add "Copy Draft Link” for Rescisslons (491)

16
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NIH Policy Manual — Required Format & Decuments Used in Processing

All policies in the NIH Policy Manual are required to include the following
format:

= Transmittal Sheel

* Purpose

- Audience/Scope

« Policy

» Roles and Responsibilities

To aid the 10s and MCCs with the format and lifecycle of a policy, the
following forms and lemplates are used to publish a policy:
«  Approval and Concurrence Forms

o NIH Form 414-7 = NIH Manual Chapter Concurrence and Approval

Record
o NIH Form 414-6 — NIH Manual Chapter Review Record (oplional}
=  Templates
o NIH Form 414-8 — Example Transmittal Sheet and Chaptar
Template
o FResources: hilps:/foma.od.nih.gov/idms/pages/manual-chaplers-
links.aspx
MNIH } National institutes of Hexitn 17 NIH Priicy Manual

Tramsmittal Sheet: The cover page must include an explanation fior writing, revising, or rescinding the chapter, as well as the
removalrelease dates and appropriate 1O contact information,

Purpase: Describes why the policy 15 needed and Summanzes what the policy will communicane to the reader,
Audience/scope: Identifies the target audience and wha the policy applies or does not apply to.

Podicy: Communicates essential requirerments, rules and guidelines,

Roles amd Responsibilities: Assign duties and required steps to the appropriate officials, organizaticns, or groups who have a
stake in carmying out the policy.

7
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The European Union
General Data Protection Regulation:
Tips for NIH Privacy Staff

Chris Hammond
Senior Attorney
Office of the General Counsel

RELOODOG31564.0005.0003
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Questions?

Chris Hammaond
Senior Attorney
Office of the Genaeral Counsel

RELOODOG31564.0005.0003



Resources

* OIR/OHSRP GDPR FAQs -
https://irbo.nih.gov/confluence/display/ohsrp/Frequen
tly+Asked+Questions#FrequentlyAskedQuestions-
FAQGDPR

RELOODOG31564.0005.0003



From:

Sant:
To:

hartinez, Heather [MIH/MIAID) [C] [fO=EXCHANGELABSOU=EXCHANGE ADMINISTRATIVE GROUP
{FYDMBOHF235POLT) CH=RECIPIENTS /CN =52 802 9F BE LABASECETSES591AECC2BF3-MARTINEZHT)

7/21/2021 12:18:20 Pid

Martinez, Heather (MIH/MNIAID] [C] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=52b029f8elabdSect T5e95% 1aecc2bf3-martinezht]; Bartels, Adelina
{HIH/MIAID) [E] [adelina. bartels@nih.gov]: Gordon, Alison [NIHMIAID] [E] [afison. gordon@nih.gov]; Gordon, Alison
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[dmdixon@niaid.nih.gov]; Strasnick, Doloris (NIH/NIAID [E] [doloris, strasnick@nih.gov]; Holton, Eimear (NIH/MNIAID)
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[NIH/MLAID) [E] [elizabeth.perez@nih.gov]; Scott Wycherly, Elizabeth [NIH/NIAID] [E] [elscott@mail.nih.gov]; Davis,
Frances (NIH/NIAID) [C] [frances davis@nih.gov]; Sparks, Frederck (NIH/NAID] [E] [frederick. sparks @nih.gov];
Rawilicws, Geolffrey (KIHMIAID) [E] [geaffrey. ravilious@aih, gov]; Bindsong, Geonge (MIHNINH) [E]

[george. birdsong@nih.gov]; Folkers, Greg (KIH/MNLAID) [E] [gfolkers@niald. nibgov]; Smith, Gregory (NIHSNIAID) [E]
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[E] [hirschm@mail nih.gov]; Hopking, Heather [NIH/NIAID) [E] [hopkinshe@niaid.nih.gov]; Horrell, Barbara
{MIHMAID) [E] [horrelib@nlald nib.gov]: Hudgings, Carale (MIH/NLAID) [V] [hudgings@mall nitgov];
Chandrarmoulissaran, Bhwar [NIHNIAID) [E] [shwar.chandramouliswaran@nih.gov]; lyengar, Ranjing (NIH/NIAID)
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[rehnsbr@niakd nih.gov]; Allen-Wileox, Josi (MIH/MNLAIDY) [C] [jori.allen-wilcox@nih gov]; Dominligue, loyelle
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[E] liridge@ mail.nih.gov]; Sacchetti, lenmy (NIH/MNIAID) [E] (sacchetti@niald.nih.gov]: Coan-5tevens, ludith
{HIHMIAID) [C] [Judith.coan-stevens@nibgow]; Shah, Jul [NIHRIAID) [E] [juishah@nihgow]; Yum, Julle (NIH/NLAID)
[E] [julie.yuri@nih.gov]; Vyskecll, lennifer (MIHMIAID) [E] [ 1055 &Enih.gov]: Warren, kon (NMIH/MNUAID) [E]
[warren@niaid.nib.gov]; Zuckerman, Judith (KIH S 1AID) [E] [ruckerman@nlald.nih.gov]; Kapsilis, kMichael
{MIH/MEAID) [E] [kapsimi@mallnibogov]; Cotsalas, Kara (NIH/NIALD) [E] [kara.cotsalas@nih.gov]; Harris, Kara
(HIH/MIAID) [E] [kara.harris@nihgov); Koble, Karynn (8IHS410) [C] [karbmn.noble@ndh. gov]; Stover, Kathy
{MIH/MAID) [E] [kathystover@nlh.gov]; Grossman, Kenneth (NIH/MIAID) [E] [kenneth.grossman@nihogov]; Footer,
Kewin (NIH/MNIAID) [C] [kevin footer@nihgov]); MoDermott, Kevin (NIH/MIAID) [C] [kevinmedermatt@nihugov]; 5o,
Kewin (NIH/MNIAID) [C] [kevinso@nit.gov]; Hazell, Kimbery (KIH/M1A10] |E] [khazell@miaid.nib.gov]; Gitt, Kirsten
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[pw144y@nib.govl; Casil, Ray (NIH/NLAID) [C] [ray.casil@nih.gov]; Chang, Rebecca (NIH/NIAID) [E]
[rchang@niaid.nih.gov]; Cooper, Rene (NIH/MNIAID) [E] [rene.coopen@nih.gov]; Germain, Ronald [NIH/NIAID) [E]
[rgermain@niaid,nib.gov]; Hafner, Richard [NIH/NI&ID] [E] [richard hafner@nih,gov]; Caldarare, Rocco (NIH] [C]
[rocco.caldarara@nih.gov]; Rosa, William [NIH/MNIAID] [E] [rosawi@mail.nih.gov]; Siskind, Rona [NIH/NLAID) [E]
[rsiskind@ndaid,nih.gov]; Tesfaye, Roman (NIH/NIAID) [C] [rtesfayve@nisid.nih.gov]; Rumbarger, Jonna (NIH/NIAID)
[E] [rumbargerjm@mail.nih.gov]; Fredrickson, Rurik (NIH/MNIAID) [E] [rurk. fredrickson@nih.gov]; Cavanaugh, Sarah
{NIH/NIAID]) [E] [sarah,. cavanaugh@nih.gov]; Schineider, Vicky [NIH/MNIAID] [E] [schoeidv@mail.nib.gov]; Schatt,
targaret [NIH/RIAID) [E] [schottma@mail. nib.gov]; Grinkrug, Sergey (NIH/NLAID) [E] [sergey.grinkrug@nih,gov];
Macauley, Sheridan (NIHARC) [C] [sheridan.macauley@nih.gov]; Modiin, Sheryl (NIH/MNLAID] [E]

[sheryl. modling@nih.gov]; Soucy, Katie (NIH/NIAID) [E] [skathryn@niaid.nih.gov]; Knox, Sharmay (NIH/MNLAID) [E]
[skno@mail. ndh,gov]; Somin, Timothy (NIH/MNEAID) [E] [somint@mailnib.gov]; Southard, Gordon [NIH/MIAI0) [E]
[southardgl@ mail niti.gow]; Taylor, Shelley (NIH/MNIAID) [E] [st34y@nih.gov]; Coomes, Stephanie [NIHNIAID] [E]
[stephanie. coomes@nih.gov]; Jones, Steven (NIH/NIAID) [E] [steven.jones@nih.gov]; Stover, Kathy [NIH/NIAID) [E]
[stoverk@mail.nih.gov]; Sullivan, Kevin [KIHS1AID) [E] [sullivak@mail.nihgov]; Chal, Susan (NIH/NLAID) [E]
[susan.chol@nibogov]: Hu, Susan (KIHMAI0) [C] [susan hu@nih,gov]); Vogel, Susan (MIHMNI&ID) [E]

[swogel@ntaid nih.gov]; Roblnson, Taylor (MIH/NLAID) [E] [taylor.robinson@nih.gov]; Taylor, Brandie (MIHMIAID) [E]
[taylorbr@niaid. nib.gov]; Liang, Thamas (MIH/NWID) [E] [tlang@nkaid.nihgov]); Meuchel, Tamery (NIHS NG [E]
[trreuchel@maill.nih.gov]; Les, Tonla 0. (NIHSNIAID) [E] [tonka lee@nih gov); Garten, Tor (NIHSAID) [E]
[tor.garten@ nibgov]; Shahan, Tracy (NIHMAID) [E] [tshahan@mail nihogov]; Vathyam, Surekba [NIH W8I0 [E]
[wathyams@mallnih.gov]; Crum, Wayne [RIHMIA0] [C] [wayne.crurm@nibgov]; Yu, Weiming (NIH/NLAID] [E]
[weiming yu@nih.gov]; welzhe [@nih.gov; Wongsam, Judy (NIH/NWAID) [E] [wongsamp@mailnih.gov]; York lodey,
lena (MIH/MIAID) [E] [vorkj@mail.nib gov]; Zlotnick-Salomon, Karen (NIH/MIAIOD) [E] [2latnick@mail nih,gov];
Coronado, Lisa (NIH/NLAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF235POLT)/ cn=Recipients/cn=e4 980668 1b54b49ba5455034833 Tdbb-coronadl]; Beaver, 1l [NIH/NIAJERP)
[E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

{FYMBOHF 235POLT) en=Reciplents/cn=966bf0c850a 53 3cfblbabifa02 06 Ta0b-beaverjm]; Santora, Kenneth
{MIHMIASERP] [E] [ksd 191&@nih.gov]; stymcrykk@ mailndbgoy

hartinez, Heather [UrSA] [Martinez_Heather@bah.com); Azeez, Olumayowa [MIHKIAID) [E]
[fo=Exchangelabs/cu=Exchange Administrative Groug

{FYDIBOHF235PDLT)/ cn=Recipients/cn=add 952 Ded 3fedaabbifd31f9444d453e-azeernd]

Quarterly Content Meeting
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Attachments: Untitled Attachment

Location: Zoom Meeting Link Will Be Provided Prior To Each Meeting
Start: 1/26/2021 7:00:00 P4
Emd: 1/26/2021 B:00:00 Fi

Shovwr Time As: Tentative

Recurrence:  Maonthly
thie fourth Tuesday of every 3 month(s) from 2:00 PM to 3:00 Fid

Required {unknown property type)

Attendees:

Crpticnal Martinez, Heather [Li5A]; Azeez, Olemayowa [MIHMIAID] [E)
Attendees:

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NMLAID.NIH.gov.

Note: Meeting agenda and Zoom meeting link will be updated prior to each meeting.

Bockgroumnd

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners-people like you
wiho hold content responsibdlity roleds) on NIAID.NIH.gov andfor Inside NIAID.NIH.gov=a first look at new site features
and new digital communications initiatives, NWMWEFB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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cC:

Location:

Emd:

Recurrence:

Required
Attendees:
Crpticnal
Attendees:

[E] [fo=Exchangelabsfou=Exchange Administrative Group
{FYMBOHF 235P0LT) en= Flec:plznwcn_cﬂﬁﬁilbz lhE?MIDenEMacelde.Edilaed -tsangis]
Martinez, Heather [USA] T AR | ETRRIR "1 Azesr, Olumayowa [NIH/RIAID) [E]

[fo=Exchangelabs/cu=Exchange Admindstrative Group
{FYDMBOHF235POLT)/ cn=Recipients/cn=add 95 Jed 3fedaabbifd 31194444453 e-azeezn 1]

Zoom Meeting Info Provided In Invite
2T I02L 6:00:00 P

272021 T:00:00 P

{nane)

junknown property bype)

Martinez, Heather [LF5A]; Hannon, Jessica [LUSA]

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NIAID.NIH.gov.

Meeting Information

Join ZoomGav Meeting

LI -

Meeting 1D B0 CRI0H]

g

aaaaaaaaaaaaaaa

Ore tap rm:rn-I:HIe

L s raay s

aaaaaaaaaaaaaaaaaaaaaaaaaaaa

1 ~ U5 (San lose)
' b 6 US (New York)
i S [San Jose)

Vit o S 0R
Meeting ID: I'ﬁ!‘ o=l

Passcode]

Find your local numher.'r" o b6

Background

SRR RSy e S e e

S e L L St Fond Mo LI LA P L L LSS PP |

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWRPB's Quarterly Content Meeting will give public website and intranet content owners=people like you
whao hold content responsibdlity rolefs) on NIAID.NIH.gov andfor Inside NIAID_NIH.gov—a first look at new site features
and new digital communications initlatives, NMWPB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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[E]1§77"777EE T shirdey, Celena (NIHSNIAID) [E] {7 Wair, Claudia (NIH/NIRID) [E]
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L4} O i 1 Routh, Jennifer (NIH/NWID) [E] [ o~ iKeener, Jessica (NIH/NIAID) [C]
(.. ®_____iCroghan, loe (NIH/NLAD) [E] [ AR JElils, John (NIH/NIAID) [E]

___oé___ 1 Tsang, John (RIH/NIAIED [E] T ob 1 ok, Bryan (NIH/RIAID) [C]

.......... b iAllen-Wilcox, Jori ':"-"HJ"HWW |C] L] DOMINIGUE, Joyelle
ﬂﬂﬂa’ﬂlﬂﬂﬁ |5 | ot | Vet e ST, b (NIH/NLAID) [E] [ B8 TiRidge, John (NIH/NIAID)
[E] [pldge@['____'__:!-‘.ascchetu Jenny (MIH/MIAID) [E] ] o I Coan-5tevens, Judith
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(NTH/NRAID) [E] £ BT  Schneider, Vicky (NIH/NIAID) [E] TR Schott,
Margaret (NIH/NIAIDY [E] [ “_ . Grinkrug, Sergey iH'Ha"Hl”ﬂl IEIlT .......... . SR ) ]
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Quarterly Content Meeting
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Attachments: Untitled Attachment

Location: Zoom Meeting Link Will Be Provided Prior To Each Meeting
Start: 1/26/2021 7:00:00 P4
Emd: 1/26/2021 B:00:00 Fi

Shovwr Time As: Tentative

Recurrence:  Maonthly
thie fourth Tuesday of every 3 month(s) from 2:00 PM to 3:00 Fid

Required {unknown property type)

Attendees:

Crpticnal Martinez, Heather [Li5A]; Azeez, Olemayowa [MIHMIAID] [E)
Attendees:

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NMLAID.NIH.gov.

Note: Meeting agenda and Zoom meeting link will be updated prior to each meeting.

Bockgroumnd

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners-people like you
wiho hold content responsibdlity roleds) on NIAID.NIH.gov andfor Inside NIAID.NIH.gov=a first look at new site features
and new digital communications initiatives, NWMWEFB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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Zoom Meeting Info Provided In Invite
T2V 2021 6:00:00 P

T2T202L T:00:00 P

{nane)

{unknown property type)

Martinez, Heather [LF5A]; Hannon, Jessica [USA]

Please join Mew Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NIAID.NIH.gov.

Meeting Information
Join foomGay Meating

Lrra e s r s

Meeting 10

I T e

L...q.-JI.-.n.Jﬁ.j

Paismdes:iﬁ;]

One tap mchile

—— 5 S i)

R T T T B e & T e A e

[P E—————-

as a.a.l.ﬁl. P

___JUS (New York)

Dhal by your location

“HUS (San Jose)

[
i b 6 | US (New York)
: LS (San Jose)

| TE RS R

aaaaaaa

jus

Meeting ID; sl Dl R0]

T

F"am:nde,_ H_]
Find your local number:} : i

Background

IIIIIIFIIIIlllIIIIII.IIIFIIIIIIIIIIIIIIIIIII

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners=people like you
who hold content responsibility rolels) on NIAID.NIH.gov and/or Inside NIAID.NIH.gov=a first lock at new site features
and new digital cornmunications initiatives, NMWPB will also share practical tips and resources to suppart your
content's success. We alm to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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[fremchda@mail.nif.gov]; Vorck, Fred (NIHACC/DCRI) [E] [fred.worcki@nih.gow]; Tucker, Susan (MIHSOD) [C)]
[susan.tucker @nih.gov]; Dickens, Jasse (NIH/NIBH] [E] [asse.dickens@nih.gov]; LaBella, Shirley [NIH/OD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MNIGMS) [E] [rusinel amarante @nih.gov]; Yager, Kelly (NIH/NIDDK) [E]
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[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [boniface Jansiqguot@nih.gov]: Kgo, Mam (NIH/MNCATS)
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[tamara. barreros@nih.gov]; Schaaf, Mark (KIH/MNIDCR] [E] [mark.schaafi@nih.gov]; Yang, Amy (NIH/NIDCD) (E]
[amy.yang@nih.gov]; Friimpong, Eno [MIHAOD) [E] [eno. fimpong@nih.gov]; Rathiftf, Shaun {NIH/OD) [E]
[shaunratliff@nih.gov]; Moore, Marg (NIH/N1AD] [E] |fo=Exchangelabs/ou=Exchange Administrative Group
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{NIH/MICHD] [E] [callwooa@mail.nih.gov]; Reter, Roy [NIH/NIEHS) [E] [reter@niehs.nib.gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nih.gov]; Twilley, Ross (NIH/OD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH,/NIAID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@mail.nih.gov]; Albert, Roberta (NIH/NIBIB) [E] [roberta.albert@nih.gov]; Clary,
Dravid (NIH/NIAMS) [E] [david.clary@nib.gov]; Berry, Thomas (NIH/NIDCD] [E] [thomas berry@nih.gov]; Albertini,
Brian (KIH/MINR] [E] [afbertib@mail,nih.goy]; lohnzon, Shevon (NIH/NIEHS] |E] [shevon johnsan@nih,gov]; Green,
Yolanda {NIH/MNIMH] [E] [yolanda green@nih,gov]; Chesma, Uzrma [NH/NIBIE) [E] [urmacheema@nih.gov]; Amar,
Anna (NIH/OD) [E] [anna.amar@nih.gov]

NIH Privacy Coardinator Group (PCG) Meeting
Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment
Microsoft Teams Meeting

3/24/2021 1:30:00 PM
3/25/2021 3:00:00 PM
Frag

KMonthly
the fourth Wednesday of every 1 monthis) from 930 AM to 11200 AN
Close, Dustin (MIH/OD) [E]; BIH IC Privacy Coordinators

HNair, Prerna (NIHACSR) [E]: Cantllena, Barbara (NIH/MIBIE) [E]; Cosrme, Lilllan [NIHMIAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]; Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSKEI) [E]; Folkers,
Jonathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (MIH/OD] [E]; Brining, Shery (MIH DD [E]: Cook, Karen
{HIH/ODSORS) [E]; Millard, Suzanne [KIH/MNCI) [E]: Lopez-Ramirer, Rosayma (NIH/OD) [E]; Leahy, Timathy [NIH/OD)
[E]; Stabile, Reging (NIH/RIEHS) [E]; Martin, Susas (NIHACC/DCRI [C]; Cheung, Paul (KIHSHGRI) [E]; Manhelm,
Marianne (MIH/MHLEI) [E]: Woodson, Hedly [MIH/ODSORS) [E]: Chen, Eva (MIH/NIDDE]) [E]: Le, Vivian (MIH/MLM)] [E]
French, Daniel {MIHOD) [E]; Vorck, Fred (NIH/CCDORI) [E]; Tucker, Susan (NIH/OD} [C]; Dickens, Jasse [NIH/NIMH]
[E]; LaBella, Shirley (MIHAOD) [E]; Amarante, Rusingl (MIH/MNIGRMS) [E]; Yager, Kelly (MIHSNIDOE) [E]; Squiers, Chis
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(NIH/NIDA) [E]; Jezioro, Maddie (NIM/NIA/ERP) [E]; Lansiquot, Boniface [NIM/NEI) [E]); Ngo, Nam [NIH/NCATS) [EL;
Smith, Marcia (NIH/FIC} [E|; Barreros, Tamara {NIH/OD/ORS) [E]; Schaaf, Mark (NIH/NIDCR) [E]; Yang, Amy
(NIH/NIDCD) [E]; Frimpong, Eno [NIH/OD) [El; Rathff, Shaun (NIH/OD) [E]; Moore, Marg (NIH/NIAID) [E}; Callwood,
Aubrey (NIH/NICHD) [E]; Reter, Roy (NIH/NIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E); Twilley, Ross (NIH/OD) [E];
Bartok, Lauren {NIH/NIAID) [E]; Kennedy, Josephine (NIH/NCATS) [E]; Woo, Theodore (NIH/NCCIH) [E]; Albert,
Roberta (NIH/NIBIB) [E]; Clary, David (NIH/NIAMS) [E]; Berry, Thomas (NIH/NIDCD) [E]; Albertini, Brian (NIH/NINR)
[E]; Johnson, Shevon (NIH/NIEHS) [E]; Green, Yolanda (NIH/NIMH| [El; Cheema, Uzma (NIH/NIBIB) |E]; Amar, Anna
(NIH/0D) (€]

The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am -
11:.00am. The agenda and supporting materials will be attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

Phone Conference ID: ©
Find a loca! pumber | Reset PIN

Learn More | Meeting options
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The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The meeting agenda and supporting materials are attached,
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MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Coardinator Group (PCG) Meeling Agenda
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NIH Policy Manual

1745-1 - NIH Privacy Impact Assessments

Issuing OMTice: ODAOM/OMA, ODVOCTO Phone: (301} 4962833
Release Duate: 27032021 7
Transmittal Notice

|. Explanation of Material Transmitted: This manual chapter outlines responsibilities
for complying with the National Institutes of Health (N1H) policy on conducting
privacy impact assessments (P1A) on all Information Technology (IT) Systems and
Third-Party Websites and Applications (TPW As) owned, operated, or controlled by
MIH, in addition to those set forth by the Department of Health and Human Services
{HHS), Titles 11 and 111 of the E-Government Act of 2002, and Office of Management
and Budget (OMB) guidance. This policy also applies to NIH IT Systems and uses of
TPW As that are developed, operated and/or maintained on behalf of NIH by contract
personnel. This revision updates terms, organizations, and hyperlinks.

2. Filing Instructions:

o Remowve: NIH Manual 1745-1, dated 060132014,
o Insert: NIH Manuwal 1745-1, daved 020032021,

3. PLEASE NOTE:

o For information on the Privacy Act of 1974 a5 amended, OMB and HHS
guidance related to privacy, and the privacy mandates contained in the E-
Government Act of 2002 and Federal Information Security Modemization Act of
2014 (FISMA), contact the NIH Senior Official for Privacy (SOP), Division of
Compliance Management (DCM), Office of Management Assessment {OMA),
Office of Management (OM), Office of the Director (OD) at (301) 496- 4606 or
via email ai: povacvi@maillnih.gov.

o For information on the content of this chapter and additional privacy resources,
visil the Website of the NIH Office of the Senior Official for Privacy (OSOP) at:_
https:foma.od.nib.gov/DMS Pages Privacy- Program.aspx .

o For information on the NIH Policy Manual, contact the Division of Compliance
Management (DCM), OMA at (301) 496-4606 or enter the URL;
hrtps:foma.od nih gov/DMS Pages/Manual- Chaplers aspx,

Page |
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A, Purpose

This manual chapter establishes policies and procedures based upon requirements and
guidance set forth by the Federal Government, OMB, and HHS to conduct privacy impaci
assessments { PIAs) for all IT Svstems, and uses of Third-Party Websites and Applications

{ TPW As) owned or operated by the MIH Institutes, Centers, and Offices (1C0), or contractors
working on behalf of the agency.

B. Scope

Privacy impact assessments (PLAs) provide a documented process to identify and protect
personally identifiable information (P11} throughout the information lifecycle belonging to
MIH stafY, patients, public citizens, business parners and associates, vendors and contractors.
They ensure that the govemment has considered necessary safeguards for P11 that is passed
through, collected, mamtained, or disseminated i its 1T Systems and uses of TPWAs.

C. Policy

1. A PIA or, at 2 minimum, a Privacy Threshold Analysis (PTA) is required to be
conducted on all IT Systems, and each use of a TPWA, whether in exisience, under
development, or undergoing modificanon, as defined by the E-Government Act of
2002, OMB guidance, HHS policy and supporting guidance. The results of the PTA
may require that a full PIA be conducted,

. NIH 1C0s must update P1As for IT Systems and uses of TPW As that undergo a major
change, as defined in OMB Memorandum M-03-22, (MB Guidance for Implementing
the Frivacy Provisions of the E-Crovernment Act of 2002,

3. A PIA is a living document that must be updated in conjunction with a Security
Assessment and Authonization (SAS&A) package. All IT System PIAs must also be
updated when a major change occurs within the 1T System (see list of “Major
Changes™ under section F. Definitions).

4. Reviews of IT System and TPWA PIAs must be completed when changes create new
privacy risks, when new elements of PII are added to the system or the TPWA, and/or
every three (3) years absent a major change.

5. All Pll collected on an individual must be the minimum amount necessary and must be
kept up to date. A privacy policy and notice regarding the usage of PI1 must be clearly
displayed on the 1T System and TPWA Websites or provided in writing prior o the
collection of P11,

6. Individuals whose P1 is maintaimed within the 1T System or TPWA must receive
notification when a major change occurs to the IT Syvstem or to the use of a TPWA that
may potentially affect their PIl and how it is used.

7. All personnel using/'operating 1T Svstems and TPWAs must be trained, educated, and
made aware of their responsibilities for protecting any Pl stored. All NIH staff
{employees and contractors) must complete mandatory, annual training on MIH

I

Page 2

RELOOOODE31567.0001.0002



Information Security and Information Management Training found ar:

B All portions of the PIA must be completed on the appropriate PLA form and submitted
via the current PIA reporting tool for internal review and approval by the NIH Senior
Official for Privacy (SOP),

9. AlLIT System and TPWA PLAs must be submitted through appropriate 1CO channels,
to the NIH SOP upon completion, The NIH SOF will submit them 1o HHS for review.
The Third-Party Wehsite and Applications Checklisi (see Appendix A) must be
completed prior to implementing and using a TPWA. A summary of the PIA will be
made publicly available on the HHS PIA Website at: iitp./ v hhs govipia.

10 AllLIT Systems and uses of TPWAs subject to the Privacy Act must cite an appropriate
Privacy Act System of Records Motice (SORN). The SOBN is published in the Federal
Register to inform the public what information is collected, how it is used, how
individuals may gain access to information about themselves, and other specific details.

11. All new and wpdated IT Systems and uses of TPWAs that collect, maintain, and/or
disseminate P11 must:

a. Have policies in place about the collection, retention, and destruction of P11 and,
b. Include a complaint process for individuals who believe their PII has been used
inappropriately or 15 inaccurate.

D. Responsibilities

PlAs provide a documented process to identifly and protect P belonging o NIH seaff,
patients, public citizens, business pariners and associates (Federal, state, local agencies),
vendors, suppliers and contractors. They ¢nsure that the government has considered necessary
safeguards for P11 that is passed through, collected, maintained, or disseminated in its 1T
Systems and authorized TPWAs. Personnel identified as leads responsible for assisting in the
completion and/or review process of PIAs include:

I. HHS Senior Agency Dicial for Privacy (SADP)

a. Emsures there is an HHS framework 1o facilitate the development and
maintenance of PLAs;

b. Reviews and approves Operating Division (OpDiv) and Staff Division (StaffDiv)
PlAs prior to posting them to the HHS gov website for public review;

¢. Coordinates policy with Departmental privacy points of contact (POC);

d. Establishes Departimental PIA policy and procedures:; and

e. Manages the development and submission of the Federal Information Security
Modemization Act (FISMA) Privacy Management Repor.

2. NIH Senior Official for Privacy (SOP)

a. Establishes an NIH policy framework to facilitate the development and
maintenance of PlAs;
b. Ensures that NIH staff comply with this policy;

Page 3

RELOOOODE31567.0001.0002



¢. Ensures the oversight of this policy is carried out through a coordinated effon
berween OMA and the KIH Office of the Chief Information Officer (OCIO);

d. Coordinates training for 100 Privacy Coordinators (ICOPCs) and other key
stakeholders on how to conduct PLA reviews and their requirements;

e. Reviews completed PlAs and attests that they are completed accurately;

f. Processes and stores PlAs m the current reporting tool;

g. Submits P1As to the Departiment and seeks revisions from the NIH PIA author
with assistance from the ICOPC if errors are found;

h. Supports the HHS SAOP in FISMA and ad hoc privacy reporting activities; and,

i. Makes recommendations 10 senior level officials with budgetary authority 1o
allocate proper resources to mitigate privacy weaknesses found in IT Svstems
and uses of TPWAs, as documented in their comresponding PlAs.

3. NIH Privacy Act {PA) Officer

a. Serves as the NIH point of comtact for issues related 1o the Privacy Act;

b. Communicates and collaborates with ICOPCs regarding the awareness of privacy
laws, regulations, and issues within NIH; and,

¢. Collaborates with ICOPCs to conduct information traiming sessions for [T System
and TPWA OwnersManagers regarding new legislation and procedures relating
to the Privacy Act, E-Government Act, and FISMA.

4. NIH Chief Information Security Officer (C150)

a. Ensures that oversight of this policy is carried out through a coordinated effon
between the OCIO and OMA;

b. Provides oversight for the security controls necessary 1o support NIH privacy
TEqUITements;

¢. Ensures that all NIH Securnty Assessment and Auwthonzation (SA&A) packages
include updated and completed PlAs;

d. Maintains the NIH Security Authorization Tool (NSAT) where PlAs are
processed and stored;

. Collaborates with the NIH SOP 1o generate the annual and/or quarterly FISMA
and Agency Privacy Management Repon submissions to HHS; and,

[. Facilitates reponting of privacy and security requirements to HHS and HHS
Office of the Inspector General (O1G) auditors,

A5 10O Communications Director and Webmasier

a. Coordinates with the ICOPC to determine uses of TPW As that are subject to
OMB Memorandum M-10-22, Cuidance for Online [se of Web Measurement
amd Customization Technologies, and OMB Memorandum M-10-23, Guidance
Sfor Agency Uke of Third-Farty Websites ond Applications, HHS policy and
implementing guidance, and any subsequent federal law or guidance that impacts
OMB guidance; and,

b. Works with the NIH S0P o develop and review PlAs for uses of TPWAs in
accordance with OMB guidance and HHS policy.
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G, 1CO Privacy Coordinator (HCOOPC)

a. Coordinates completion, review, and approval of PLAs wathin each 1C0;

b. Tracks and monitors the PLA requirements and reporting progress for the 1CO;

¢. Responds to IT System and TPWA Owner/Manager inquiries regarding privacy
related federal legislation and guidance, HHS and NIH policy and guidance; and,

d. Completes the final review of a PIA before approval by the NIH S0P,

T, 0CY Information Systems Security OMMicer (1550))

a. Assists the ICOPC, IT Svstem and TPWA Owner™Manager with the completion
of PlAs by answering any questions pemaiming (o secunty; and,

b. Provides guidance and support to 1C0s to implement 1T security controls that
enhance privacy compliance,

B ICOIT System and/or TPWA Owner/Manager

a. Serves as a PIA author or identifies staff within the 100 with sufficient
knowledge of the IT System or use of a TPWA in order to complete the PLA;

b. Maintains responsibility for ensuring compliance with the PIA policy for IT
Swstems and uses of TPW As under their responsibility within the 1C0;

¢. Serves as a POC for specific IT Systems or uses of TPW As to whom PIA
questions may be directed;

d. Refers complex PIA questions and privacy issues to the ICOPC as appropriate;

. Refers complex SA&A questions and security control issues to the 100 1550);

f. Responds to inquiries regarding the function, content, and disclosure practices of
IT Systems and uses of TPWAs;

g. Coordinates with IO0OPC 1o maintain accuracy of information contained in the
PlAs in the current PLA repoming tool;

h. Coordinates with appropriate NIH privacy, security and other key stakeholders
such as the ICO Paperwork Reduction Act (PRA) Liaison, Records Liaison,
Communications Director, and‘or Webmaster, to complete PlAs;

i, Notifies the ICOPC or 1S50 of a new use of an IT System, TPWA or if a major
change occurs that may potentially affect P11 and how it is used;

j. Idemifies any additional resources needed to complete PLAs; and,

k. Updates NIH management on the progress of PLA completion.

E. References

Laws:

1. Privacy Actof 1974, (5 US.C. 552a, as amended) (Public Law 93-5379) (December 31,
1974): hups:/'www justice. goviopcl/privacy-act-1974

2. Paperwork Reduction Act (PRA) of 1995, (44 US.C. 3501) (Public Law 104-13) {May
22, 1995); hitp:!fwww reginfo gov/public/reginfo/pra pdf
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3. Children’s Online Privacy Protection Act (COPPA) of 1998, (15 US.C. 6501) {Public
Law 105 27Ty (October 21, 1998): httpe/Swwew fie poviope’coppal htm

4. Clinger-Cohen Act of 1996, (40 US.C. Section 1401} (Public Law 104-106) (February
10, 1996} (also known as the Information Technology Management Reform Act):
hitp:/fwww fismacenter. com/Clinger®s20Cohen pdf

5. Computer Security Act of 1987, (15 U.S.C, Chapter 7, 40 L1.5.C. Section 1441) {Public
Law 100- 235) (January B, 1958}

i Wy - { T4

6. E-Govemment Act of 2002 {E-GOV) Section 208, (44 US.C. Chapter 36) (Public Law
107-347 Title 11) (December 17, 2002):
hupssfwww epo povi fdsvs phe/PLAW- 10Tpubl34 7/ pdfPLAW- 107publ347 pdf

7. Federal Information Security Modemization Act (FISMA) of 2014 Pub. L. 113-283,
1285tat. 3073 (Dec. 18, 2014) (primarily codified at 44 U5.C. chapter 35, subchapter
11}, available at

hitps:/fwww. govinfo, govicontent/ pke/PLAW-1 1 3publ283/pdf/ W-113publ283

National Institute of Standards and Technology (NIST) Guidance:

I. NIST SP 800-533 Rev 4, Security and Privacy Controls for Federal Information Systems
and Organizanons (April 2003)
hitps:/fesre nist wov/publications/detail 'sp/B00-5 Y rev-4/ final

2. NIST 5P 800-122, Guide to Protecting the Confidentiality of Personally Identifiable
Information (P11} { Apnil 2010): hitps://csre nist gov/publications/detail/'sp/800- 122/ final

OfMice of Management and Budget Guidance:

OMB Circulars:

1. Office of Management and Budget Circular A=11, Information Technology and E-
Govemment:
hitp://www obamawhitchouse. gov/sites/default files'omb/assets/al |_cument_vear/s300.
pdf

2 {IMB {‘lrn:ular A 130, Manaamnent m" I--:deml Inl’t:nrmalmn Resources {Illlj.-' 28, Eﬂlﬂl

OME Memoranda:

1. M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-

Govemment Act of 2002 (September 30, 2003); https:'www whitchouse goviwp-
mwfzm?“uﬂul -M- 03-22-0M B-Guidance-for-Implementing-the-

iv =)= A == 2002-
2. M-ﬂﬁ-]j Sal'eguardmg Pemnnlly Edemmabh Infnnnauun{hiay 22, I{Hlﬁ}

3. M-06-16, Protection of Sensitive Agency Information {June 23, 2006):
hitps: oo whibehowse. gov/sites whitehouse gov) fillesomb memoranda 2006, ma- 16,
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ndf

4. M-10:-22, Guidance for Online Use of Web Measurement and Customization
Tﬁ:hnﬂlug:es [luma 25 Eﬂll]'ln

vmemoranda 2010/
ml0- 22 pdf
5. M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June
23, EDH]}

6. M=17=12, Preparing for and Responding to a Breach of Personally ldentifiable
Information (January 3, 200 7))
hitps:Yobamawhitehouse archives gov/sites de fault files'omb/memoranda/ 200 T/m-17-1
2_0pdf

HHS Privacy Policy and Guidance:

1. HHE:-UI: 10 F-I:I-]lﬂ]r' I'nr Int‘nmmlmn byslems Snz-u:unw ﬂ-ﬂd F"ﬂ"-&l:_'g’ [IS‘IF:l

2. HHS-OCIO Policy for Pnivacy Imipact Assessment [PLA):
hitps:/'wwow hhs goviweb/governance digital-strategyfit-policy-archive/policy - for-

privacy-impact- assessments. hiiml
1. HHS Rules of Behavior for Use of HHS Information Resources:
= wrwwy Jocio/poli I

NIH Policy, Provisions and Goidelines:

I. MIH Manual Chapter 1743, Managing Federal Records:
li Lk, gov/ 17

2. NIH Manual Chapter 1745, NIH Information Technology (1T) Privacy Program:
hitps:/‘policymanual nib gov1 745

3. 1745-2, NIH Privacy and Security Incident and Breach Response Policy:
hiips://policymanual nih.gov/1745-2

4. NIH Manual Chapter 1825, Information Collection from the Public:

ol i vi 825

5 WIH Manual Chaper '-'EEH- MIH Public-facing Web Management:

6. NIH Mnmml Chapter 2805, NIH Web Privacy Policy:
hitps:policvmanual nih, gov/ 2805

7. NIH Information Security Policy Handbook:
hitps:focip nih gov/InfoSecurity/Policy/Pages/default aspx.

F. Definitions

I. Awareness, Training, and Education: Includes (1) awareness programs that engage
changing organizational attitudes towards promoting the importance of privacy and the
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adverse consequences of is failure; (2) training 10 identify, develop, and improve the
skills that enable s1aff 1o perform their jobs more effectively: and (3} educanon
programs targeted for privacy professionals (defined in NIST SP 8D0-12, An
Introduction to Computer Securitv: The NIST Handbook).

. E-Government Act of 2002: Title 11 of the E-Government Act of 2002 requires federal
agencies to conduct P1As before developing or procuning T Systems that collect,
maintain, or disseminate PIl. Once completed, the agency s Chief Information Officer
(CI10), or an equivalent official, must review the Privacy Impact Assessments (PIAs).
Additional requirements include making P1As publicly accessible and posting a
machine-readable privacy notice on publicly facing Websites [defined in the HHS
Cybersecurity Program’s guidance entitled, Standarnd Operating Procedures for
Conpleting a Privacy Impoact Assessment, and in the E-Crovermment Act of 2002
Section 208, (44 U.5.C, Chapter 36) (Public Law 107-347 Title 1) { December 17,
2002)].

. Federal Information Security Modernization Act (FISMA) of 2014: Amends the
Federal Information Security Management Act of 2002 (FISMA) and provides several
modifications that modemize Federal security practices 1o address evolving securnity
concems. These changes result in less overall reporting, strengthen the use of
CONLINUOUS MOomonng in systems, increase focus on the agencies for compliance, and
lead to reporting that is more focused on the issues caused by securnity incidents
{defined in 44 U.S.C._ § 1553).

. Information Technology (IT): Any equipment or interconnected system or subsystem
of equipment that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data or information by an executive agency. Equipment is considered used
by an executive agency i used directly or used by a contractor under a contract with the
executive agency, which: (i} requires the use of such equipment, or (it} requires the use,
to a significant extent, of such equipment in the performance of a service or the
furnishing of a product, Information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (including support
services), and related resources (defined in 40 U S.C., Section 5002, the Clinger-Cofen
Act of 19946).

50T System: A discrete set of information resources organized for the collection,

processing, maintenance, use, shaning, dissemination, or disposition of information

(defined in NIST Special Publication 300-33, Bevision 4, entitled Secwrity and Privacy

Controls for Federal Informatfon Systems omd Chrgonizations).

. Major Change: Any change that is made to the IT System environment or operation of

the system. P1As should be conducted following any major change, including, but not

limited to:

o Conversions: A conversion from paper-based methods 1o electronic systems.

o Anonymous to Mon-Anonymous: When the system’s function, as applied to an
existing information collection, changes anonymous information into P11,

o Significant System Management Changes: When new uses of an existing 1T
Swstem, including application of new technologies, significantly change the
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process of managing PIL in the system.

o Significant Merging: When agencies adopt or alter business processes so that
government databases holding P11 are merged, centralized, matched with other
databases, or otherwise significantly manipulated.

o Mew Public Access: When user-authenticating technology (e.g., password, digital
certificate, biometric) is newly applied to an electronic information system,
which can be accessed by the public.

o Commercial Sources: When PII is obtained from commercial or public sources
and is systematically integrated into the existing information system database.

o Mew Interagency Uses: When agencies work together on shared functions
involving significant new uses or exchanges of PIL

o Inmternal Flow or Collection: When alteration of a business process results in
significant new uses or disclosures of information or incorporation into the
system of additional P11; and,

o Alteration in Character of Data: When new PU added to a collection raises the
risk to personal privacy, such as the addition of health or privacy information,

o {Defined in OMB Memorandum M-03-22, Guidance for Implementing the
Privacy Provisions of the E-Govermment Act of 2002).

. Personally Identifiable Information (P ): Information thar can be used o distinguish
or race an individual's identity, such as their name, social security number, biometric
records, user login, etc. alone, or when combined with other personal or identifying
information which is linked or linkable to a specific individual, such as date and/or
place of birth, mother's maiden name, etc. (defined in OMB Memomandum M-17-12,
Preparing for and Responding to a freach of Personally fdentifiable Information),

. Privacy Act Record: Any item, collection, or group of information about an individual
that iz maintained by an agency, including, but not limited 10, education, financial
transactions, medical history, and cnminal or employvment history and contains a name,
identifyving number, symbol, or other identifying particular assigned to the individual,
such as a finger or voice print or a photograph (defined in the Privacy Act of 1974).

. Privacy Act System of Records Notice (SORNY: All systems with Privacy Act
nformation contained within them are required to publish a “Records Notice™ in the
Federal Register that informs the public what information is contained in the system,
how it is used, how individuals may gain access wo information about themselves, and
other specific aspects of the system (defined in the OMB Circular A-108, Federal
Agency Resposibilivies for Review, Reporting, amd Publication wader the Privacy Acl).

10, Privacy Impact Assessment (PIA): An analvsis of how information is handled: (i) 1o

ensure it conforms to applicable legal, regulatory, and policy requirements regarding

privacy, {ii) to determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic information system, and

{iii} 10 examine and evaluate protections and alternative processes for handling

information to mitigate potential privacy risks. A privacy impact assessment is both an

analysis and a formal document dewiling the process and the outcome of the analysis

(defined in OMB Memorandum M-03-22 OME Guidance for Implemeniing the

Privacy Provisions of the E<Coveranrent Act of 20020,
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11. Privacy Notice: A brief description of how the agency's privacy policy will apply ina
specific situation. Serve to notify individuals before they engage with an agency,
Website or application where they make their PI available to the agency (defined in
OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites and OMB
Memorandum M-03- 22, OME Gridance for Implemening the Privacy Provisions of
the E-Crovernmeni Act of 2IN2),

12. Privacy Policy: A consolidated explanation of the agency’s general privacy-related
practices that pertain to its official Website and its other online activities. Federal
agencies must protect an individual's right to privacy when they collect personal
information. This is required by the Pnvacy Act, 3 US.C. 352a, and OMB Circular No.
A1 30, Management of Federal Information Resowrces.

13. Privacy Policy in Standardized Machine-Readable Format: Means a statement
about site privacy practices written in a standard computer language (not English text)
that can be read automatically by a web browser. (defined in OMB Memarandum
M-99-18, Privacy Policies on Federal Web Sites and OMB Memorandum M-03-22,
OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of
2002,

14, Privacy Threshold Analysis (PTA): A basic privacy analvsis to determine whether
or not an entity reaches the threshold that requires a full PIA to be completed.

15. Senior Agency Official for Privacy (SAOP): An individual selected by the
Department to have agency-wide oversight in implementing and ensuring compliance
with privacy legislation {defined in OMB Memorandum M-16-24, Role and
Designation of Senior Agency Cfficials for Privacy)

16, System of Records: A group of records under the control of any agency where
information is retrieved by the name of the individual, by some identifying number or
symbol, or by other idemifiers assigned (0 the individual [defined in the HHS
Cybersecunty Program document entitled Stondard Operating Procedures for
Compleling a Privacy Impact Assessment (PIA) Gulde).

17. Third-Party Websites and Applications {TPWA): Web-based technologies that
involve significant participation of a nongovemment entity. Often these technologies
are located on a **.com™ website or other location that is not part of an official
govemnmeni domain. However, TPWAS can also be embedded or incorporated on an
agency's official website (defined in OMB Memorandum M-10-23, Guidance for
Agency Use of Thivd-Parsy Wehsites and Applicarions),

18, Website: A collection of interlinked electronic pages (on either Intermet or intranet
sites) with a related topic, usually under a single domain name, which includes an
intended starting file called a “home page.” From the home page, access is gained to all
the other pages on the Website (defined in the HHS Cybersecurity Program document
entitled Stamndard Operating Procedures for Completing a Privacy fmpact Assessment
{PIA) Craide),

Appendix A: Third-Party Websites and Applications (TPWA) Checklist

Purpose

Page 10

RELOOOOEG31567.0001.0002



The purpose of this checklist 15 to provide guidance on identification of appropriate Third-
Party Websites and Applications (TPWA). TPWAs are used to engage openly with the
public where they offer new tools that will help people 1o connect with their government,
promoting the goals of transparency, participation, and collaboration.

Rl IR ihiliti
1. 1CO Privacy Coordinator (1COPC)Y: Responsible for identifying the necessary staff o

complete the TPWA Privacy Impact Assessment (PIA). Individuals that complete the
TPWA PIA are referred to as P1A Authors. PIA Authors should possess the knowledge
and ability to understand all the issues rased by the TPWA PIA.

2 1CO Information Systems Security Officer (1550): Has sufficient understanding of the
Department's information technology (1T) management procedures, Examples of roles
that may be chosen to serve as the PLA Author include program manager, Web
MAanLgers, or communications personnel.

3. Stakeholders: Emplovee(s) driving this request.

4. 100 or OD Communications Director; Determine the appropriate strategy and tools for
your audience and mission and o obtain any required OO0 approval(s) to use social and
new media.

5 fior i icial for Privac :Collaborates, reviews and promotes

the TPWA PIA to HHS for final approval,
Chief Information Officer / Information Security and Awareness Office

(OCI0 ISAQ): Reviews TPWA submission to verify validity.

Process

1. Identify need.

2. Identify internal resources which can mest the need.

3. If internal resources are not available, identify TPW As that can meet the need.
4. Determine whether the TPWA has a prior approval for use at NIH or HHS.

5. Ifthe TPWA selected does not have a prior approval you must:

a. Evaluate the security of the tool and what risks its use pose to NIH and the
public.

b. Determine whether the Termis of Service are acceptable to MIH.

¢. Determine whether the TPWA can suppon official agency branding and obtain
guidance on how to use NIH or 1CO branding properly.

d. Determine whether the TPW A supports Section 508 Accessibility Compliance.

¢. Ensure the TPWA is configured securely to protect NIH activities.

f. Ensure the TPWA is configured and used in ways that protect the public’s
privacy

2. Create a TPWA PIA and publish it

TPWAs and Terms of Service
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Check the following sites to see il a TPWA has been approved:

o Govemment Services Administration (GSA) Third-Partv Websites and Applications
with Signed Terms of Service.

« HHS Terms of Service (TOS)agreement for TPWAs provides a list of official
government use social media tools that are offered to the agency.

* Contact the Assistant Secretary for Public Affairs (ASPA) Digital at digital@hhs govif
vou are interested in a ool that 15 not on the list and that you would recommend they
should pursue,

= You may contact the I
Branch if you have questions about whether yvour 1CO can agree to the terms and
conditions of the Third-Party website or Application (TPWA) and/or the licensing
agreement supplied by the vendor.

* NIH Approved Umbrella TPWAS

IT Security

O Read the NIH IT General Reles of Behaviorio be aware of how users of NIH IT are
responsible for information security and are held accountable for their actions,

O Read Office of Management and Budget (OMB) M-10-23, Guidance for Agency Use of
Third- Party Websites and Applications

O Read HHS Policy for Personal Use of Information Technology Resourcesfor policy and
oher information on how NIH IT resources may or may not be used.

=

O Contact your 100 or OD Information Systems Security Officer (ISS000 determine
appropriate IT security practices and whether the wechnology meets applicable security
standards

fMicial re I Informaii Branding, an rizh anien

The TPWA must be appropriately identified as an official agency communications channel to
distinguish its activities from those of non-govermmental actors, The TPWA account must
clearly indicate that it i3 an official government account.

O Contact the NIH Ofiee of Communications and Public Lisison (OCPLite obtain
permission 1o use trademarked images and logos.

O Read NIH Manual Chapter 1 186, Use of NIH Names and Logos.

O All 1COs shall include a lmk to their program specific website content.

O Use official N1H graphics that clearly identifies your program’s ownership or sponsorship
a5 @ government entity.
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Accessibility

O Ensure content posted or produced through the use of new technologies is accessible 1o
people with disabilities and in compliance with Section 508 of the Rehabilitation Act of 1973,
see for Section S08for current policy and standards, guidance and other information.

0 Contact your 1C0) Section 508 Coordmatoror the NIH OCI0 Section 508 Teamwith
questions or assistance on compliance,

Information Callection from the Publi

O Read Information Collection under the Paperwork Beductions Act (PRAMo determine if
the uses of social media and web-based interactive rechnologies are information collections
subject 1o the PRA and require approval from the Office of Management and Budger

O Read NIH Manual Chaprer 1825 Information Collection from the Public for a description
of MIH policies and procedures goveming the collection of information from the public.

O Contact the NIH Project Clearance Branchto determing appropriate clearance functions

concerning public information activities (1.e., regulations, survey interviews, customer
satisfaction surveys, website questionnaires and epidemiology research).

Do mot solicit formal or informal consensus advice from the public using web technologies.
Protecting Privacy
Create External Alent

* [fthe public navigates 1o the TPWA via an extemnal hyperlink, your 100 must

implement an alert to notify the public that they are being directed 1o a non-
governmental website.

O When necessary, update the Operating Division (OPDIV) Privacy Policy and Machine-
Readable Privacy Policyvio describe the use of a TPWA.

» The term “Privacy Policy” refers to a single, centrally located statement of the
Website's privacy standards and processes, which is accessible from the official
homepage of the 1C0. It is a consolidated explanation of the general privacy-related
practices that pertain to the official Website and other online activities. It must be
updated to include required information about the use of the TPWA,

O Post a Privacy Nevicewhen feasible.
= A “Privacy Notice” is a brief description of how the privacy policy will apply in a

specific situation. J1 shonld be conspicuons, safient, clearly labeded, writien in plain
tanguage, and prominently displaved ot all locations where the public might make PIf
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avirilable to NIH, Due 1o technical limitations, the use of some TPWAs may make it
difficult 1o post a privacy notice (iL¢., Twitter's character limitation). When feasible, the
ICO should make every effort to énsure that a privacy notice is posted.

O Ensure the TPWA has a signed Terms of Service. This applies to no-cost (free) tools only.
O Read OMB Memorandum 10-22 and 10-23, Guidance for Agency Use of Third-Party

websites and Applicationsto determine the steps necessary o protect individual privacy when
using TPWAs to engage with the public.

O Read NIH Manual Chapter 2805, NIH Web Privacy Policyfor additional guidance to
determine the policy and procedures for ensunng the privacy and protection of personal
information maintained and disseminated via NIH wehsires,

O Bead OMBE Memorandum 10-22 . Guidance for Online Use of Web Measurement and

Customization Technolosiesto determine the requirements for agency use of web
measurement and customization technologies.

* Tier 3 refers to any use of a multi-session Web measurement and customization
technology when Pl is collected (including when the agency is able to identify an
individual as a result of itz use). Web measurement and customization technologies
that fall into the Tier ¥ category are referred 1o as “a Tier ¥ multi-session
technology.”

Record Keeping/Records Retention

O Contact your 1CO Records Liaisonto determine appropniate records schedule and records
management practices.

Comments and Moderating

O Determine and document a process (o moderate (review and clear) comments. Use the NIH

Comment Guidelingswhenever possible,

O Cleary Iimk to or display a comment policy if vou will allow the public to make PII
available to the agency (e.g., “friending,” “following.” “liking.” joining a “group,” becoming
a “fan,” and comparable funclions).

Linking, Liking, following and Endorsement

O Ensure web pages containing links 10 external web pages not located on the NIH network
provide a statement adjacent to the link or a "pop-up” disclaimerthat explains that visitors are
being directed to an external, govemment or non-government website that may have different
privacy policies from those of the NIH official website.
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O Determine what entities are appropriate to link/like/follow/endorse from your account.

Create the TEWA FIA

O Create the TPWA PIA using the HHS TPWA PIA Form

O Submit completed TPWA PLA to the NIH Privacy Office. Once completed by all ICO
parties, forward to privacy@mail. nih.govfor OS0P and OCIO 1SAO concurrent review. Upon
NIH Privacy Office and OCIO 15AO approval, Privacy will submit the PIA to HHS for final
approval,

O Store signad TPWA PLAs at the 1C0 level, Once HHS approved, Privacy will forward a
signed copy to the 1CO and add it 1o the TPWA inventory on the Privacy SharePoint site.

Maintain the TPWAs P1A

0 Review vearly. In addition to maintaining an approved copy of the TPWA PLA, 1CO must
review PLAsS annually to ensure the PlAs comply with current privacy practices and reflects
the current agency practices.

How to determine if a website/application qualifies as a TPWA - take the “litmus test™

1. Is the Website or application part of an authorized law enforcement, national security,
or imelligence actvity?

a. Yes? Other privacy laws will apply 1o the information collection. Therefore, you
do not need (0 complete a TPWA PIA.
b. No? Continue to Cugstion 2.

1. Is the Website or application intended to be used for internal HHS/OPDIV activities
only?

a. YesT You do not need to complete a TPWA PLAL
b. No? Continue 1o Cruestion 3.

1. Does HHS/OPDIV own or have contractual control of the operation or maintenance of
the Website or application?

a. Yes? You do not need to complete a TPWA PLA. However, you must ensune an
IT System PLA was conducted previously on the Website or application (e.g.,
network, server or database).
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b. No? Continue 1o Cuestion 4.

1. Does another Federal department or agency own or have contractual control of the
operation or maintenance of the Website or application?

a. Yes? You do not need to complete a TPWA PIA.
b. No? Continue 1o Question 5.

1. Is the Website or application intended to involve members of the public?

a. Yes? You need to complete a TPWA PIA, Please collaborate with key
stakeholders within yvour OPDIV, as needed.
b. No? Continue 1o Question 6.

1. Was the Website or application designed for the purpose of implementing the Open
Govemment Directive principles of transparency, panticipation and/or collaboration?

a. Yes? You need to complete a TPW A PIA. Please collaborate with key
stakeholders within vour OPDIV, as needed.
b. Mo It iz not a TPWA. Siop here.

The “litmus test™ may suggest it's not a TPWA, however, vou should always check with
your ISSOVOCIO for further evaluation. 1t may be an internal tool that should stll be
assessed or could require inclusion to an organization’s IT inveniory.

References

Office of Management and Budget (OMB) Memorandwm (M110-23, Guidance for Agency
Use of Third- Party Websies and Applications, allows the use of TPWAS in support of Open

Govemnment principles. NIH Privacy Web site
MIH Secunity Auwthorization Teol (NSAT) NIH Social Media Guidelines

HHS Third-Party Websites and Applications with signed Terms of Service HHS TPWA
Standard Operating Procedures (SOP)

HES TPWA PTA PIA Form
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To:

3

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall nlh.gov]

Lopez-Ramirez, Rosayma (MIHS0D) [E] [resayma.lopez-ramirezi@nih.gov]; Leahy, Timothy (MIH G0 [E]
[leahytiEod.nih.gov]; Stabile, Regina (MIH/MIEHS] [E] [regina.stabile@nih.gov]; Martin, Susan [NH/CC/DCRI) [E]
[smartin@oc.nib.gov]: Cheung, Paul (MIHMNHGRE) [E] [paul.cheungi@nihgov]; Manheim, Marianmse (NIH/NHLBI) [E]
[marianne.manheim@nih.gov]; Woodson, Holly (NIHAODSORS) [E] [holly woodsan@nih.gov]; Chen, Eva (MIH, MIC0E)
[E] lewa.chen@nih.gov]; Le, Wivian (MIH/MLU) [E] [levl@mail.nlm.nih.gov]; French, Danied {MIHCOD) [E]
[fremchda@mail.nifh.gov]; Vorck, Fred [NIHACC/DCRL) [E]) [fred.worck@nih.gow]; Tucker, Susan (MIHSOD) [C]
[susan.tucker @nih.gov]: Dickens, lasse (NIH/KIMH]) [E] [jassedickens@nih.gov]; LaBella, Shirey (MIHAOD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MIGKS) [E] [rusinel amarante@nih,gov]; Yager, Eelly (NIH/MIDDE) [E]
[kelly. yageri@nih.gov]; Squiers, Chris [NIH/NIDW] [E] [squiersci@mail nib.gov]; leziora, Maddie (NIH/NIAERF) [E]
[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [bonifacelansiguot@mnih.gov]; Kgo, Nam (WIH/MCATS)
[E] imam. ngo@ nite.god]; Smidth, Marcia [MIHSFIC) [E] [smithm@ficléficonih.gov]; Barreros, Tamara [NIHADDORS) [E]
[tamara. bamrercs@nih.gov]; Schaaf, Mark (NIH/MIDCR] |E] [mark. schaafi@nih.gov]; Yang, Amy (NIH/NIDCD] [E]
[amy.yang @nih.gow]; Frimpong, Ena (MIHAQD) [E] [eno. fimpong@nih.goy]; Rathiff, Shaun {MIH GO [E]
[shaun.ratliff@nih.gov]; Moore, barg (RIH/MIAID]) [E] [fo=Exschangelabs/ousExchange Administrative Group
(FYMBOHF2ISPOLT) cn=Recipients/cn=ba52eleb 26d 140eeB 2525601 c 28 1 Taa-mamoore]; Callwond, Aubrey
{NIH/NICHD] [E] [callwooa@mail.nigov]; Reter, Roy (NIH/NIEHS) [E] [reter@niehs.nih,gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nif.gov]; Twilley, Ross (NIHFOD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH/MIRID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@ mail.nih.gow]; Nair, Prema (NIHFCSR) [E] [nairpg@csr.nih.gov]; Cantilena,
Barbara [NIH/NIBIB) [E] [cantileb@mail.nit.gov]; Cosme, Lillian (MIH/NIAKS) [E] [cosmel@ep.niams.nih.gov]; Alves,
Steve (NIH/OD) [E] [atvessi@od.nih.gov); Butler, Gloria (NIH/NHGRI) [E] [gloriab@mail.nih.gov]; Putney, Dvonte
{NIH/MNINDS) [E] [dvonte putney@nih.gov]; Peterson, Trevor (NIH/NEI) [E] [frevor.peterson@nit.gov]; Folkers,
Jomathan (NIH/NIAAA] [E] [ifolkers@mail.nih.gov]; Dade-Vinson, Celeste (NIHAQD) [E] [celeste.dide-
vinson@nih.gov]; Brining, Shend (NIHfOD] [E] [brinings@mail,nih.gov]; Cook, Karen [NIH/OD/ORS) [E]
[kcook@exchange.nihgov]; Milliard, Suzanne (NIHSNCI) [E] [milliars@mail.nih.gov]; Amar, Anna (NIH/OD) [E]
[anna.aman@nih.gov]

5/26/2021 1:30:00 P8
5/27/2021 3:00:00 PM

{none)

Lopez-Ramires, Rosayma [NIH/OD) [E]; Leahy, Timothy [NIH/OD) [E]; Stabdle, Regina (NIH/MIEHS) [E]; Martin, Susan
{NIH/CC/DCRI) [E]; Cheung, Paul (NIH/NHGRI) [E]; Manheim, Marianne (MIH/NHLEI) [E]; Woodson, Hally
{MIH/ODSORS) [E]; Chen, Eva (NIH/MIDDE]) [E]; Le, Vivian (MIH/NLM) [E]; French, Daniel (MIH/OD) [E]; vordk, Fred
{MIH/CC/DORN) [E]; Tucker, Susan {MNIH/OD) [C]; Dickens, lasse [NIH/MIRH) [E]; LaBella, Shiriey [NIH QD) [E];
Arnarante, Rusinel (MIH/MIGKS] [E]: Yager, Kelly (NIH/NIDDK) [E]: Squiers, Chris (NIH/NIDA] [E]; Jedloro, Maddie
{MIH/MNIASERP) [E]; Lansiquot, Baniface [NIH/ME [E]: Mgo, Nam [NIH/NCATS) [E]; Smith, Marcia (NIH/FIC) [E]:
Barreros, Tamara (NIH/OD/SORS) [E]; schaaf, Mark (NIH/NIDCR) [E]; Yang, Army [(NIHSRIDCD) [E): Frimpong, Eng
{MIH/OD) [E]; Ratliff, Shaun [NIH/OD) [E]; Moore, Marg (NIH/NIAID) [E]; Callwood, Aubrey [NIH/NICHD) [E]; Reter,
Foy (MIH/MIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E]; Twilley, Ross (NIH/OD) [E); Bartok, Lauren (MIH/NLAID) [E):
ennedy, Josephine (NIHMCATS) [EL Woo, Theodore (NIH/MNCCIH]) [E]; Mair, Prema (NIHSCSR} [E]; Cantilena, Barbara
{MIH/MIBIB] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (NIH/OD) [E]; Butler, Glora [NIH/NHGRI) [E]; Putney,
Drvonte (MIH/MNINDS) [E]; Peterson, Trevaer (NIH/NEI) [E]; Folkers, Jonathan (KIH/80AAA) [E]: Dade-Yinson, Celeste
{MIH/CD) [E): Brindng, Shend (NIHSOD) [E]: Cook, Karen (NIH/ODSORS) [E]; Milkard, Suzanme (MIH/MC) [E]: Amar,
Anna |NIH/O0) [E]

RELOOO0631567.0002



To:

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nih.gov)

Berry, Thomas (NIH/NIDCD) [E] =" __] Albertini, Brian (NIH/NINR) [E] [~ . SRR :
Green, Yolanda (NIH/MNIMH) [E] 77 7"""% "1 Cheama, Uzma [NIH/NIBIB} [E} [~
Nair, Prema (NIH/CSR) [E) {=""""8 """ "7 Cantilena, Barbara (NIH/NIBIB) [E] [~ "8 77
Lillian {NIH/NIAMS) [EL‘:'_:‘_"_“_'_E‘_‘_“_‘:‘_"_" 1Alves, Steve (NIH/OD) [E] [~ ""6é "] Butler, Gloria
{NIH/NHGRI} [E] BT Putney, Dvonte INIH/NINDS) [E) " TR 1 Peterson, Trevor
(NIH/NED [E] "6 """ Folkers, Jonathan {NIH/NIAAA) [E] "8 ~"]Dade-Vinson,
Cefeste (NIH/OD) (€] """ "8 """ """ Brining, Sheryl [NIH/OD) [E] """ 8a """ Coak,
Karen (NIH/OD/ORS) [E] F-— i =5 Milliard, Suzanne (NIH/NCI) B == =" Logez-
Ramirez, Rosayma (KIH/OD) [E) T Rl e rl.eahlr, TrrH:IIhHHIH.FD[M [E]
.'""""ﬂ""""‘-s:abae Regina (NIH/MIEHS) [E] {7 "8d “% Martin, Susan [NIH/CC/DCRI) [C]

ISR | TR -Ehmnj:, Paul [NIH/NHGRI) [En..a I: Manheim, Marianne {NIH/NHLEI) [E]
AR | O "} Woodson, Holly :mwdﬁ.'rf:r'risT (6 B8 Tk Chen, Eva (NIH/NIDDK)
[E]E™""77777%6 T Le, ivian (NIH/NLM) [E] 27T "1 French, Danied (NIH/0D) [E]

,____ BT orek, Fred (NIK/CC/DCRI) [E] [fred.vorck@nih.gov]; Tucker, Susan [NIH/0D) [C]
T T Dickens, Jasse (NIH/RIMH) [E] {77 ST LaBella, Shirley (NBH/OD) [E)

FT R Amarante, Rusinel (NIH/NIGMS) [E] - B | Yager, Kelly (NIH/NIDDK) [E]

:'_*_‘_TH_': 1 Squiers, Chris (NIH/NIDA} [E] {87777 777 Jezioro, Maddie (NIH/NIA/ERF) [E]

IE] Bl Smith, Marcia [NIH/FIC) [E] [sm rl:hmt " b6 | Barreros, Tamam (MIH/COORS] [E]
R e haat, Mark (NIH/NIDCR) (E) I B "] Yang, Amy (NIH/NIDCD) [E]
:'"""'H'"""'_j Frimpong, Ena (NIH/OD) [E] [ """ "6 """ """ " Ratliff, Shaun [NIH,/0D} [E]
TR Minore, Barg [NIHWIAID] [E] [fosExchangelabs/ousExchange Administrative Grougp

(FYDIBOHF23SPOLT ) en=Recipients/cn=6e52e0eb16d 140eeB23256b1c 28 1 Taa-mamoore]; Callwood, Aubrey

(RIH/MNICHD) (€1 W AR "} Reter, Roy [NIH/NIEHS) [E] B 1Gheen, Valery
INIHNHLBI [E] T o8] Twilley, Ross (NIM/OD) [E] [ 86 1 Bartok, Lauren
(MMM (€] [T e "1 Kennedy, Josephine (NIH/NCATS) [E] [ ST . ]woo,
Theadore (MIM/NCCIH] (E] £~ 6~~~} Albert, Roberta (NIH/NIBIB) [E] [ B&.~ | Clary,
David (NIH/NIAMS) [E] {777 . R 1 Johnson, Shavon (NIM/NIEHS) (€] {7 8T
9/22/2021 1:30:00 PM

9/22/2021 3:00:00 PM

{none)

Berry, Thomas (NIH/NIDCD) [E]; Albertind, Brian (NIH/NINR) [E]: Nair, Prema (MIH/CSR) [E]; Cantilena, Barbara
{MIH,MIBIE) [E]; Cosme, Lillian [NIHRKIAMS) [E]; Alves, Steve (RIH0D) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Drvonte (NIH/MNINDS) [E]: Peterson, Tresar (WIH/MNEI) [E]; Folkers, Jonathan (NIH/MNIAA) [E]: Dade-Yinson, Celeste
{MIH/OD) [E]; Brining, Shenyd (NIH/OD) [E]: Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Regina (MIH/MIEHS) [E]; Martin, Susan
AMIHCCADORI [C); Cheung, Paud (NIHFNHGRI) [E]; Manheim, Marsanne (RIH/NHLBI) [EL Woodson, Holly
{NIH/ODSORS) [El; Chen, Eva [NIH/NIDDE] [E]; Le, Vivian (NIH/MNUM) [E]: French, Daniel (NIH/OD) [E]; Vorck, Fred
{MIH/CC/OCRI) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, Jasse [NIH/MIMH) [E]; LaBella, Shirley [NIH/OD) [EL
Arnarante, Rusinel (NMIH/MIGKS] [E]: Yager, Kelly (MIH/NIDDE) [E]: Squiers, Chris (NIHBIDA) [E]; lesors, Maddie
{HIH/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam [NIH/NCATS) [E]; Srmith, Marcia (WIH/FIC) [E];
Barreros, Tamara (NIH/ODAORS) [E]: Schaal, Mark (NIH/RIDCR) [E]: Yang, Amy [NIH/RIOCE) [E): Fimpong, Eng
{MIH/OD} [E]: Ratliff, Shaun [NIH/OD) [E]; Moore, Marg [NIH/NIAID) [E]; Callwood, Aubrey [MIHSNICHD) [E]: Reter,
oy {MIH/MIEHS] [E]; Gheen, Valery [NIH/MHLBI) [E]; Twilley, Rass (MIH/OD) [E]; Bartok, Lauren {MIH/MLAID) [E];
Kennedy, Josephine (KIHMCATS) [E]; Woo, Theadoare (MIH/NCCIH] [E]; Albert, Roberta (KIH/MIBIB) [E]; Clary, Dawid
{MIH,/MLANS] [E]; Johnson, Shewen [NIHSNIEHS) [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The agenda and supporting materials are attached.

RELOD0O0631567.0003



Microsoft Teams meeting

Join on your computer or mobile app
Click here fo join the meeting

Or call in (audio only)

bE ! United States, Bethesda

Phone Conference lll}ri:wmﬁgm‘w]

i UL it ek B

Find 2 lpcal number | Reset PIN

Learn More | Mesting options

RELOQ00631567.0003



To:

REcuUrrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsi@maill nih.gov]

Mair, Prema {NIH/CSR] [E] [::_:'_'_H_"_:'_'_'_:'H:intllma, Barbara (MIH/MIBIB) [E] {777 2 | Cosme
Lillian (NIH/NIAMS) [E} [~ 1 Alves, Steve (NIH/OD) [E] {~""""%h | Butler, Ghoria
(NIHNHGRIJ[E) I o0 1 utnev, Dwonte (NIH/MINDSY [E) [ o8 ; "1 Peterson, Trevor

(MIH/NED [E] T T Folkers, Jomathan (NIH/MIAAA) [E] | ““'""""ﬁ“'""""'“l Diade-Vinson,

Cefeste (NIHAOD) [E) [ 1 Brining, Sheryl (NIHfOD) [E) ("B i Cook,

Karen [NIH/OD/ORS) [E] 1 bh | Milliard, Suzanne (NIH/NCI} [E] I —~R . Jloper-
Ramirez, Rosayma (NIH/OD) [E] [ ""8& """ Leahy, Timothy (NIH/OD) [E]

Fia, . PRy ] Stabile, Regina (NIH/NIEHS) [E] (T Martin, Susan (NIH/CC/DCRI) [C)
[ [ -Ghmrlj;, Paul (NIH/NHGRI) [E)] T b6 Ma-nham Marrinne {NIH/NHLEI] [E]
RNTRR R .Wmdsun.HullHHll'li‘ﬂUMHIF[Erm'l o " Chen, Eva (NIH/NIDDK)
[EJ £ 5] Le, Vivian (NIH/NLM) [E) £ 6 ] French, Danied (NIH/OD) [E]
(B ] Vorck, Fred (NIH/CC/DCRI) T3 | “}1: Tucker, Susan (NIH/OD) [C]
TR T Dickens, Jasse [NIHIHI!.-'H-IF[EH"'""'"ﬁ"""""lLaﬂzlla. Shirley [NIH/OD} [E]

(- Te& ) Amarante, Rusinel (NIH/MNIGMS) [E] [ e Yager, Kelly {NIH/NIDDK) [E]

f_“_:: e Squiers, Chiris (NIHSNIDAY [E] 777TTTRETTTTTTTT Jegiorg, Maddie [NIH/NIAJERP) [E]

o " Lansiquot, Boniface [NIHIHE-ﬁE]’_"__-_-TTT' T Wgo, Nam (NIH/NCATS)
IE] T TE - Smith, Marcia (NIH/FIC) [E] [smithm{ bE _i Barreros, Tamara (NIH/OD/ORS) [E]

BT T schaaf, Mark (NIH/NIDCR) (€] (77" 8877771 Yang, Amy (NIH/NIDCD) [E]
PRGN - MERERA 3 Frimpong, Ena (NIH/OD) [E] {81 Ratliff, Shaun (NIH/OD) (€]
TR Wioore, Marg (NIH/NIAID] [E] [fo=Exchangelabs/ousExchange Administrative Group

1F‘|"D1IEI-I]HFISﬁPmﬂj‘cn-REmlenm:nnE«!Eleﬂehlﬁdld-ﬂeeﬂlﬂiﬁhlﬂﬂlﬂai mameore]; Callvwond, Aubrey

{NIH/NICHDY [E] 7B Reter, Roy (NIM/NIEHS) [E] {7 86" Gheen, Valery
NIH/NHLBI) (€] (777777777877 Twilley, Ross (NIH/OD) (€] (7777777778677 Bartok, Lauren
(NIH/NIAID) [E] [ Bh . }Kennedy, Josephine (NIH/NCATS) [E] . _1Woo,
Theodore (NIH/NCCIH) (E] B8 1 Albert, Roberta [NIH/NIBIB) [E] [roberta] b8 L Clary,
David (NIH/NIAMS) (€] T 86 Johnson, Shevon (NIH/NIEHS] [E] ’_'_:_.__:Li!:_'____—: Green,
Yolanda (NIH/MNIMH) [E] {5 ] Amar, Anna [NIH/OD) [E] [_ " BE T 7] Berry, Thomas
(NIH/NIDCDY) (€] £ B Currie, Mikia (NIH/OD) (€1 86 | Abdelmouti, Tawanda
NIH/ODY[E) L B lAlbertini, Brian (NIH/NINR) [E] [ 88 ~JCheemna,

Uzma (NIH/NIRIg) [E} [~ " od "]

7/28/2021 1:30:00 PM
7/28/2021 3:00:00 PM

e

Alberting, Brian (MIH/MNINR) [E]; Cheema, Uzma {NIH/MIBIB) [E]: Mair, Prema (NIHACSR) [E]: Cantilena, Barbara
{MIHMIBEE] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (RIHOD) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Dwvonte (NIH/MNINDS) [E]: Peterson, Tresar (NIH/MNEI) [E]; Folkers, Jonathan (NIH/MIAA) [E]: Dade-Vinson, Celeste
{MIH/OD) [E]; Brining, Shend (NIH/OD) [E]; Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Reging (NIH/MIEHS) [E]; Martin, Susan
{MIHCCADORI [C): Cheung, Paul (NIHFNHGRI) [E]; Manheim, Marianne (NHIH/MHLBI) [EL Woodson, Holly
{MIH/ODYORS) [E]; Chen, Eva [NIHMIDDE]) [E]: Le, Vivian (WIH/MLM) [E]; French, Dandel (NIH/OD) [E]; vorck, Fred
{MIH/CC/DORN) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, lasse [NIH/MI&iH) [E]; LaBella, Shirley [NIH/CD) [E]:
Armarante, Rusinel [NIH/MNIGKS] [E]: Yager, Kelly (NIH/NIDDE) [E]: Squiers, Chris (NIHMIDA) [E]; lediors, Maddie
{MIH,/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam (NIH/MNCATS) [E]; Semith, Marcia (MIH/FIC) [E];
Barreros, Tamara (NIH/OD/ORS) [E]: Schaal, Mark (NIH/MIDCR) [E]; Yang, Amy (NIHRIDCD) [E): Frimpong, Eng
{MIHOD} [E]; Ratliff, Shaun [NIH/OD) [E]; Moare, Marg [NIH/NIAID) [E]; Callwoad, Aubrey [MIH/NICHD) [E]: Reter,
oy (MIH/MIEHS] [E]; Gheen, Valery [NIH/HHLBI) [E]; Twilley, Ross {NIH/OD) [E]; Bartok, Lauren (MIH/NLAID) [E]:
Eennedy, losephine {KIH/NCATS) [E]; Woo, Theadore (MIH/MNCCIH] [E]; Albert, Roberta (MIH/MIBIB] [E]; Clary, David
{HIH MIANS] [E]; lohnson, Shewon (NIH/NIEHS) [E]; Green, Yolanda (MIH/MINH] [E]; Amar, Anna (MIHAOD) [E]: Berry,
Thomas [NIH/MIDCD) [E]; Currie, Mikia (NIHQD] [E]; Abdelmout], Tawanda [NIHOD) [E]

RELOOOO631567.0004
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To:

cC:

Attachments:

2

Recurrence:

Required
Attendees:

Dptional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nihgov)

Hair, Prerma {(NIHACSR]) [E] [nairpgi@csronih.gov]; Cantilena, Barbara [NIH/NIBIB) [E] [cantileb@mail.nihgov]; Cosme,
Lillian {KIH MIAMS) [E] [liMlan.cosme@nih.goy]; Alves, Steve (NIH/OD) [E] [abvessi@od.nih.gov]; Butler, Glaria
{HIH/MHGRI] [E] [ghoriabs@mail.nih.gov]; Putney, Deonte (MIHMINDS) [E] [dvonte. putney@nih.gov]: Peterson, Trevos
{MIH/MEN} [E] [trevor. peterson@nih.gov]; Folkers, Jonathan (MIH/MIAAA) [E] [ifelkers@mail.nih_gov]; Dade-Vinson,
Cefeste [NIH/OD) [E] [celeste.dade-vinson@nih.gov]; Brining, Sheryl (NIH/DD) [E] [brinings@mail.nih.gov]; Cook,
Earen [NIHOD/ORS] |E] [kcookiEeschange nihgov]; Milliard, Suzanne (MIHMNCT) [E] [milliars@mailnib.gov]: Amar,
Anna (KIH/OD) [E] [anna.amar@néh.gov]; Lopez-Ramirez, Rosayma (NIHS0D) [E] [rosayma.lopez-ramirez@naih.gov];
Leahy, Timothy (NIH/OD) [E] [leahyt@od.nih.gov]; Stabile, Regina (NIH/NIEHS) [E] [regina.stabile@nih.gov]; Martin,
Susan [NIHACC/DCRI) [C] [smartin@cc.nih.gov]; Cheung, Paul (NIH/NHGRI) [E] [paul cheung@nih.gov]; Manheim,
Marianne (NIH/NHLEI} [E] [marianne. manheim@nibgov]; Weodson, Holly (HIHAODS GRS [E]

[hally woodson@nih.gov]; Chen, Eva [NIH/NIDDE] [E] [eva.chen@nit.gov]; Le, Vivian {NIH,/NLM) [E]
[levi@mail.nim.nih.gov]; French, Daniel (NIH/OD) [E] [frenchda@mail.nih.gov]; Vorck, Fred (NIH/ACC/DCRI) [E]

[fred worcki@nih.gov]; Tucker, Susan (MIHAD) [C] [sesantucker@nih.gov]; Dickens, lasse (MIH/NIMH] [E]
[lasse.dickens@nih.gov]; LaBella, Shirley (NIH/OD) [E] [labellas@od.nih.gov]; Amarante, Rusinel [NIH/NIGKS] [E]
[rusinel.amaranted@nih.gov]; Yager, Kelly (MIH/MNIDOK)] [E] [kelly. yager@nih.pov]; Squiers, Chris (MIHSNIDA) [E]
[squiersc@mail.nih.gov]; Jeziors, Maddie (NIH/NIASERP) [E] [maddie. jetioro@nih.gov); Lansiquat, Boniface
{NIH/NEI) [E] [boniface. lansiquoti@mnih.gov]; Mo, Mam (KIH/NCATS) [E] fnam.ngo@nin.gov]; Smith, Marcia (KIH/FIC)
[E] [smmithm@ficlB.fic.nih.gov]; Barreros, Tamara (NIH/ODYORS) [E] [tamara.barreros@nih.gov]; Schaaf, Mark
{NIH/NIDCR] [E] [mark.schaaf@nih.gov]; Yang, Amy (NIH/NIDCD) [E] [amy.yang@nih.gov]; Frimpong, Eno (NIH/OD)
[E] [eno.frimpong@nit.gov]; Ratliff, Shaun (NIHFOD) [E] [shaun.ratliff@nih.gov]); Moore, karg {NIH/MNIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=6e52eleb26d 140eel 252 560 1c 28 1 fTaa-mamaore|; Callwood, Aubrey
{NIH,/MICHD) [E] [callwooa@mail.nih.gov]; Reter, Roy (MIHFRIEHS) [E] [reter @niehs.nih.gov]; Gheen, Valery
{MIH/MNHLEI] [E] [gheenv@mail.nih.gov]; Twilley, Ross [NIHSOD] [E] [ross.twilley@nih,gov]; Bartok, Lauren
{NIH/MLAID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine [NIH/NCATS) [E] [josephine kennedy@nih.gov]; Woe,
Theodore [NIH/NCCIH) [E] [wootp@ mail.nih,gov]; Clary, David [NIH/NIAMS) [E] [david clary@nih.gov]; Albert,
Roberta (NIH/MIBIB) [E] [roberta.albert@nih.gov]; Johnson, Shavon (NIH/MIEHS] [E] [shevon.johnsen@nih.gov];
Harmmaond, Christopher (NIH/OD] [E] [christopher.hammondZ @nib.gov]; Hinton, Cynthia [NIH/OD) [E]

[eynthia hinton@nih.gov]; Hailelewl, Betty (NIH/OD) [C] [betty.haifeleuwl @nib, gov]; Beecher, Tricia [(NIHOD) [E]
[tricia_beecher@nih.gov]; Jones, Amber (NIH/OD) [C] [amber. jones@nih.gov]; Johnson, Ryheem (NIH/0D) [C]
[Fyheerm johnson@nih.gov]; Berry, Thomas (NIH/NIDCD) [E] (thomas, berrg@ nib.gov]; Albertini, Brian (NIHSNINR) [E]
[albertib@mail. nib.gov]; Green, Yolanda (NIH/NIMH] [E] [volanda green@nih,gov]; Cheema, Uzma (NIHHIBIB] [E]
[uzrma.chesma@ningov]; Pearson, Katrina (RIHDD]) [E] [pearsonk@od.nih,gov]

NIH PCG Meeting Agenda 05,26.2021 (2] docx; MIH Policy Owerview_Privacy_202 10526 (1) pptx; Overview of the
GODPR 2021.pptx

5/26/2021 1:30:00 PM
5/26/2021 3:00:00 PM

{none)
Close, Dustin (MIH/OD) [E]; WIH IC Privacy Coordinators

Mair, Prerna [NIHACSR) [E]: Cantilena, Barbara (MIH/MIBIB) [E]; Cosrme, Lilllan [NIHMWAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]: Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSNEI) [E]; Folkers,
Ionathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (NIHSOD) [E]; Brining, Shery (NIHAOD) [E]; Cook, Karen
{MIH/ODSORS) [E]: MilHard, Suzanne (MIHMCI) [E]; Amar, Anna (NIH/OD) [E]; Lopez-Ramirez, Rosayma [NIHMAOD]) [E];
Leahy, Timothy (KIH/GD) [E]; Stablle, Regina (MIH/MIEHS) [E]; Martin, Susan (NIHACC/DCRI) [C]; Cheung, Paul
{MIH/MHGRI] [E]; Manheirm, Marianne (MIH/NHLE] [E]: Woodsan, Holly (NIH ODAORS) [E]: Chen, Eva [NIH/RIDDH)
[E]; Le, Wivian (MNIH/NLA) [E]; French, Danbel (NIH/OD) [E]; Vorck, Fred [NIHSCCSDCRI) [E]; Tudker, Susan (MIHSOD) [C];
Dickens, lasse (MIH/NIMH] [E]; LaBella, Shirley (MIH/OD) [E]; Amarante, Rusinel [NIHMIGKS] [E]: Yager, Kelby
{NIH/MIDDK] [E]; Squiers, Chris [NIHSRIDA) [E]; lerioro, Maddie (NIH/NIAJERP) [E]; Lansiquot, Boniface {MIH/MNEI) [E];

RELOD0O0631567.0005



Ngo, Nam (NIH/NCATS} [E]; Smith, Marcia {NIH/FIC) [E]; Barreros, Tamara (NIH/OD/ORS) [E]; Schaaf, Mark
(NIH/NIDCR) [E); Yang, Amy (NIH/NIDCD) [E]; Frimpong, Eno (NIH/OD) [€]; Ratliff, Shaun (NIH/CD) [E]; Moore, Marg
(NIH/NIAID) [E); Callwood, Aubrey (NIH/NICHD) [E]; Reter, Roy {NIH/NIEHS) [E]; Gheen, Valery (NIH/NHKLBI) [E);
Twilley, Ross (NIK/OD) [E); Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephina (RIH/NCATS) [E]; Woo, Theodore
(NIH/NCCIH) [E); Clary, David {NIH/NIAMS) [E]; Albert, Roberta (NIH/NIBIB) [E]; Johnson, Shevon {NIH/NIEHS) [E];
Hammond, Christopher [NIH/OD) [€]; Hinton, Cynthia (NIH/OD) (E]; Haileleul, Betty [NIH/OD) [C|; Beecher, Trica
(NIH/OD) [E); Jones, Amber (NIH/OD) [C]; Johnson, Ryheem (NIH/OD) [C]; Berry, Thomas (NIH/NIDCD) [E]; Albertini,
Brian (NIH/NINR) [E]; Green, Yolanda (NIH/NIMH) [E); Cheema, Uzma (NIH/NIBIB) [E]; Pearson, Katrina (NIH/OD) [E]

The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am -
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

Phone Conference ID:
Find a loca! pumber | Reset PIN

Learn More | Meeting options

REL0000631567.0005



MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Cooardinator Group (PCG) Meeting Agenda

DATE May 26, 2021 LOCATION Microzofi Teams
TIME 9:30am — 1 1:00am FACILITATOR  Dustin Close, NIH Privacy
Program Lead
e NIH Policy Team — Policy Manual Repository Overview Citncy Himton
e General Data Protection Regulation (GDPR) Overview Chris Hammond
W mins SOF Update Ceteste Pl Feavam

il e PCG Open Forum Fairticipanis

Remote Participat

Join on vour computer or mobile app
Click here to join the meeting

Or call in (aundio only)
i b f United States, Bethesda
Phone Conference 1D b& Il

N

{ m) National Institutes of Health Page 1of 2
I O of Mnragamac

RELO000631567.0005.0001



OSOP Meeting Notes

& D) st sttt S
L m‘lﬂfﬂﬂlﬂm
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NIH Policy Manual

Office of Management Assessment
Division of Compliance Management

Tools and Tips for Navigating the NIH Policy Manual Repository

May 2021

NI

RELO0D0631567.0005.0002



Agenda

= Home Page

= Policy Layout and Features

= |ssuing Office Contact Optlions
= My Favorites

« Search/Browse Features

= Export Reports and Policies

[ 5 BBy tationa institutes of Health i
[¥ng oF LR agierimed

MIH Policy Manual
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COverview
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*  MIH Policy Manual is an official
migchanism and prirmary repository
for MiH-wide policy. and comprised
of individual chapters, commanly
refamad {0 as Manual Chapters or

reposiion and supports due pokcy
izsuing oficas (108} to devalap,
madily, of rescind chapiers,

= Mamzl Chaptar 1710 estabiishes
requiramants for policies maintainad
i (he reposBiony o ensur:

- Policies are developed
congistantly and undenga
proped reviesiapproval;

= Responsibdities are clear and
0% have Manual Chapier
Coordinators (MCCE and

- Congistancy with othar
policias and the ovarall
missicn of the agancy.

~l
W B) tationa institutas of Haaith
F Dy ol L e

MIH Policy Manual

MIH Policy Manual Application

» Micrasoft MET custom application developed 1o manage
the comtent similar to a Content Managenent System [CMS)
providing features such as drafting, previewing, and
publishing

= streamlined the complete Policy Manual Authoring process
¢ Developed warkflow for OlMA MC Team to work and
collaborate to create and manage Policy Manuals

s Introduced sutomatic versioning for metadata and policy
conient

* Created an awtomatic archival process based on publishing
type and offered an option bo track the MARA process

* Designed MIH OMA brand consistency by inheriting from
OMA public website

 POF wisrsion Is automatically created

* Automated broken links checks and an email is delivered (o
Inbox with broken lnk infio

« Automated reminder for reviewing tihe policy manwal

2
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Homepage

. T — s esmsiess= Navigation Ribbon:
Pe e, » Straightforward and intuitive

ribbon for users to find
% e i Eiapbars . TR PP resources, contacts and more
oy A b | oy i i it about the MIH Policy Manual,
A SR S ST ] ¥ty - 288 + NIH staff can access additional
Flonmorrreriet iy SR e PR e features o the site after they
Y R e o Y N — : login.

e Content Display:
— + Policies are organized into

e — s guadrants,
. " = Within a matter of seconds,
R e et vigitors can quickly see

- o EHI policies most navigated by

o v frequency, recent

- R e publication stalus, or
e b B i, ity leisurely browse by seres,

R - Simple and easy lo read

— and review policies by being

SR conscious of our target

audience (YOI

~l
(W] g} Hational institutes of Hamith 3 MIH Policy Manual
F D o Wenagsemmy
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Policy Information, Features and Layout

Although not all contact info is required, when the 1O includes as much
as possible, it makes it helpful during research when further information
s needed.

5 T actil o by Wiy
1718} P isherd anad Maderiierang Podd s i the MiH Pobyy Beadiol
1710 - Publahing and Mgy i oL Coell LB P 00, i
Rdpmnbaering Folcies In ithe
HiH Prdcy Myl g O Pl bl il A

m Ay W Wil N cana Lty O Ve et DA e b

:".'I' Kl By |07 270 I Bk f Bveuies D © 5 000 @
o B B ocol

Left navigation to guickly jump to sections within policy content

Ability for users to provide feedback to OMA and 10 MCC for individual policy
Option for users to share policies via yammer or email

Print policies to pdf

MIH users can "favorite” policies [once logged in from the homepage)

Tool tips for date flelds to accurately describe the version history

e L B

W1 W) Hational institutos of Hamth i NIH Priicy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Depending on the amount of contact informalion the 10 provides, you may
have several oplions. One is to call the 10 directly from your compuler (Inr
iPad, tablet, mobile device). By clicking the phone number, a pop-up will
prompt you to identify which device you want to call from {connected
iPhone, android, skype or leams) .

curity Incident and [I ! — I

1745-2 - MIH Privacy and Information
Policy

b s LN
dssuing Offfce: CLVOMAOMA OTVOCK | Phone: (5011) 424 2857
B ks
Release Dhe: 725501 4 @) Tochnicsl Revision Date: 2302070 @) [
L e e s
It Lsing your
e
Cevice, click
i riuimbser
and it vl
call the 10
(W1 W) Hational institutos of Hamth £ NIH Policy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Another options is to select the "Provide Feedback” button. This will
allow you to inform the Issuing Office Manual Chapter Coordinator and
the OMA policy team and about your inguiry for that individual policy.

1745-2 - NIH Privacy and Information Security Incident and Breach Response
Malicy
Iesudvge Ofos: Q0 OMADNA OEVOCKTY  Phones (0] 474 2837

Beleaze Date: 20730 5014 i@ Technical Revision Date:d 20202080
|

Provid= Feodback

S ihmi bl P2 - e s b e Bl 01

b TN L Fe o el el ey el e el Faargear B

1l i cpndior: bt Phar b Sl Ut i, o e 1l

Thasin,
By
~l
[ 5 BBy tationa institutes of Health ) NiH Policy Manual
F D o Wenagsemmy
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Sharing Policy Features

Here's a closer look at the sharing features for each policy just below the contact

information, find these 3 icons which are as follows:

= Yammer — generates a post to your MIH Yammer account and allows you o fag
people/groups to be notified.

*  Email — creates an email and link for you to share this policy with your colleagues.

*  Print — creates a PDF version of the MC for you to save andfor print.

. Provde Faedhack 1 ¥ I = I

h g gr——y, pe s e e =
il i Bl et ool sl |
gormy e b ey, o ey iy b= i el
P = v MIH Paliey Maaual

o e T R =
R 17452 - NI Privery sesld | nfarmatios Sevevity Tocidom |
[ ———— ke a A st Brewch Hespanse Policy |
A TR AR CE S St T L el o R e
omems =
iy i T e ol B e s
T md b
- - B s ol Sl o e (b sy s e e nawe
e Vg i e b ol T T T B IRy e B ey
B e A S TR 1§ ) R B
I i) P it ] ot ke ] ] e U ]
P . s e e o o e R s i 1] e R |
B T kT DL TR TR e R Se——

B e T | R e S T R R R g R T g ol P ] e ' o 1 P s i

s e DL i e B s s i I

~l

(W[ g} Hational institutes of Hamith 7 NIH Priicy Manual
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My Favorites

Users must be on the MIH netwark {or VPN] in order to login and access additional

faatures in the NIH Palicy Manual

‘it Recendly Released Chaplers

[ "i:':T [Frequanitly Aot eiied Chapters

CrEmoe ol anagement Asaeoumen

MIH Policy Manal

Maawgping Federal Borods L

o T T R

irhinrtes, Dowviors ool Coffi e D0 Ol Al S aSorn, Bspaan.

ta Byt s Lo MUH-Rwyies Faslinbios LRy
Cyperaing Fiurely  paes1rs
i R

Vs it B Reecrait 10 0 it Toslihin Svtih s il i =
S

I

L

Trawel Prebdies sl IDOoiia sy 1m0

T

M| Hamotn Apceqs: Mooy e

BSOS e b

o] il By T eriesd Sew ol SR LA Pragiam
LEE: 0¥ 3

£ Bt

~l
[P Hational inatitutos of Hemith
F D o Wenagsemmy

MIH Policy Manual
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My Favorites

s Users logged into the system can favorite policies allowing for easier access to most
frequently accessed chaplers.

= Usirs will e the most frequently accessed chapters they specifically visil on the site.

=  Manual Chapter Coordinators (MCCs) and Subject Malter Experts (SMEs) will see
polickes they issue and the ability to easily see the scheduled review date.,

Tty Tt | e P Pl b e ¥ B et
_?ﬁ'r'l 5 vl i

T —— W s o b T 1 o i - |

At Y

s - — —

e b ]
L e AL
armam.
= 1 b m s oy |
P P

CRe S= P Lo o

Pabician dnbpees Tos s _

T4 gt el S - P e T T =T =T AT 1ISTETT

~l
[ 5 BBy tationa institutes of Health P NiH Policy Manual
F D o Wenagsemmy
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10

Search Fealures

The Search feature allows you to pinpoint content within a chapter with it's
“Keywords” and "Search Within® functions. Additional options to narrow your
search include identifying the Issuing Office, Functional Series, Release Date
and Publication Status. If the search results are needed to share with other, the
user can export the results into excel.

Ciffice of Management Assessmend
NiHl:r b athone® il fubes of Faoeahh e M
B s NIH Policy Manual

ks, § I Pl ™

) b} Hational institutes of Homlth i
MNIH ) Nation . 10 NIH Pelicy Manual
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Lh]

Search Fealures

For example, you are the Mobile Device contact for your IC. Your supervisor

has directed you to revise the IC policy. The IC policy was last revised in 2018.
By searching for the key terms wilh exact phrase malches and using the active
publication status within a date range, you successfully narrow the results to 5

policies.

) b} Hational institutes of Homlth i
MNIH ) Nation . e NIH Pelicy Manual
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12

Browse Features

The Browse feature allows you to explore policies which are organized by
chapter number (by default). If you know specific information about the chapter
you're inguiring, simply narrow the results like the search tab with the option to

export your results to excel,

[ 5 BBy tationa institutes of Health iz WIH Policy Manual
[¥ng oF LR agierimed
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13

Exporting Reports
This tools allows you convert any list of results into an excel spreadsheet for
personal use, generate data, present findings to offices, etc.
FCU b Al By "_: 5 Wk OlegIn Lt a &
it [ e
Ha  E e e — e - et
3 | : . - [resa | - o T A
b P 1 LI = ¥ 1 PR [ e 3 —|i
T '-"l:' B 9 SR R . = T ] o f B ek e - o= LS
- - [ e 5o A [
] L] (] L D [ - [
R e . | T R WS, T F1S ] LT S
B dafiye JEET Engd pro— iy GTAY (R Fofior gl Fraal Tpperby=dy Srgrw e d Fre S0 o pedcy e 5 B W K0
[ O jare ke, it s B a4 e T B gt s g byt TTpaficyvmss 4 B | Al B
et R b s R ] pas Dpas-ieny DDA LR Lrpkmay Cogor ey WM et 0 s Ve ey P R Tk w il
Husl Opoa ey [SNAD W L B TS PN RDRT g Ve oy iEn | Ee-bich
- .
oo |
s |
(W[ g} Hational institutes of Hamith 13 NIH Priicy Manual
[¥ng oF LR agierimed
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14

Contacts for NIH Policy Manual

Cynthia Hinton, NIH Policy Manual Lead
[
{301) 5044430

Tricia Beecher, NIH Delegations of Authority Lead
iricia. baechar@inih.gov

(301} 451-B165

Batty Haileled, Managemant Anahysd

batty hallslswliEnih.gow
(301} 451-T987

Amber Jones, Managament Analyst
amibar jonasainih. goy
{301) 584-24T1

Ryheem Johrson, Managament Analyst
ryheam johnsoniSnih pov
(301} 402-B687

For submittal of chapters or questions about the NIH Policy Manual: policymanual@nih gov

(W15 )y Hationa institutas of Haalth 14 o
o Diicg of BBinagesrumsd Poadicy Masal
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Background Slides
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“My Favotils” poitad in the nipboen

TSRO 4 i 201F, OMA launched the new Paolicy Manual repository,

- i Alanched
TN SCVirowse functinakey, nutive Fvormation
3 Ll RSO, COMpiars with seoumly protoools, and
24 My i oo A oo a rofroshed ook ard feel, Duick share Teatures for
i e e 5 . sai aariback s aach ool
s 2 M W e e o antion shane pobckes Wn yammer of pmal and
A e creatoe s Pomepage orbookmari g
e e = “vnriing policies.
= e « | P018;
Tk e = ~-Homepapn funcionalty lor hiaders of gach
- s guadran! 1 Mport & st of respectie (opacs,

Adanonal date Teikis (o accumbely descnbe the
worsicn hisiory. Uipdabed formal 1or axpored policies
and ARRle N dor Conirearg 3Lppen of eerpeis,

- h.l.-hr'___J-Hq : _I‘-u._.1-:-1-|- + I 70T
R CEE——— ~Crpated S-year vepridiow o nodty 105 of requingd
- peolicy managamant iocychos whith nsulhed in
s arfas . e i D nCTedtd podoniabadiny and UansQa ey
.-. LA e 'Inm
el i i Ml il g L ~Lpradec Simonal BOmEnGTa e mprcnarTines.
e = andl alpeicenic M Iana gl en] capabidiog for
R T TR archiving pamnanant recHs and ranser o NARA
STRNRTI S = S= s I O3
o —Ernipbamanied nanw woriiow for

tpatures, a0 resrganingd homepagn (o Paghiight

~l
NIZB) Hationa institutes of Hesith
MNIH ; o 18 NIH Pelicy Manual

2019

Improve the NIH Policy Manual system with the agile method to perform updates, increase operational functionality, and
ENSUME Proper Security requirermnents are met, By assessing stakeholder needs, user portals were developed for NIH staff 1o
increase the usability, generate reports, and plan for policy management lifecycles which resulted in increased accountability,

transparency, and workload distribution among various agency Issulng Offices.

20230;

Released updates to the MIH Policy Manual site regarding workflow notifications, automatic filing of records upon publication,

update policy headers to include ool tips, update export to word features,

ril 2021;
:FPS 10: 483 - Emergency/Temporary Workflow Motification of Expiring Policy
TFS 10 484 - Search/Browse in Mumerical Order
TFS ID: 485 - Search Box - Metadata Info (485)
TFS ID: 488 = Add "MY FAVORITES” link o the Ribbon
TFS 10: 490 = Move “EmergencyiTemparany”™ on the Homepage (430)
TFS 1D: 491 - Add "Copy Draft Link” for Rescisslons (491)

16
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NIH Policy Manual — Required Format & Decuments Used in Processing

All policies in the NIH Policy Manual are required to include the following
format:

= Transmittal Sheel

* Purpose

- Audience/Scope

« Policy

» Roles and Responsibilities

To aid the 10s and MCCs with the format and lifecycle of a policy, the
following forms and lemplates are used to publish a policy:
«  Approval and Concurrence Forms

o NIH Form 414-7 = NIH Manual Chapter Concurrence and Approval

Record
o NIH Form 414-6 — NIH Manual Chapter Review Record (oplional}
=  Templates
o NIH Form 414-8 — Example Transmittal Sheet and Chaptar
Template
o FResources: hilps:/foma.od.nih.gov/idms/pages/manual-chaplers-
links.aspx
MNIH } National institutes of Hexitn 17 NIH Priicy Manual

Tramsmittal Sheet: The cover page must include an explanation fior writing, revising, or rescinding the chapter, as well as the
removalrelease dates and appropriate 1O contact information,

Purpase: Describes why the policy 15 needed and Summanzes what the policy will communicane to the reader,
Audience/scope: Identifies the target audience and wha the policy applies or does not apply to.

Podicy: Communicates essential requirerments, rules and guidelines,

Roles amd Responsibilities: Assign duties and required steps to the appropriate officials, organizaticns, or groups who have a
stake in carmying out the policy.

7
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The European Union
General Data Protection Regulation:
Tips for NIH Privacy Staff

Chris Hammond
Senior Attorney
Office of the General Counsel

RELOODOG31567.0005.0003
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Questions?

Chris Hammaond
Senior Attorney
Office of the Genaeral Counsel

RELOODOG31567.0005.0003



Resources

* OIR/OHSRP GDPR FAQs -
https://irbo.nih.gov/confluence/display/ohsrp/Frequen
tly+Asked+Questions#FrequentlyAskedQuestions-
FAQGDPR

RELOODOG31567.0005.0003



From:

Sent:
To:

hartinez, Heather [MIH/MIAID) [C] [fO=EXCHANGELABSOU=EXCHANGE ADMINISTRATIVE GROUP
{FYDMBOHF235POLT) CH=RECIPIENTS /CN =52 802 9F BE LABASECETSES591AECC2BF3-MARTINEZHT)
7/21/2021 12:18:20 Pid

Martinez, Heather (MIH/MNIAID] [C] [fo=Exchangelabsfou=Exchange Administrative Group
{FYDIBOHF235POLT)/cn=Recipients/tn=52b025fEelabdSecB T5e95%1aeccapfa- ﬂlp_g;m]_ Bartels, Adelina

(NIH/NIAID) [E] """~ """} Gordon, Alison [NIH/NIAID] [E]| |; Gordon, Alison
(NIH/MNIAID) [E] C %6} Amato, Cynthia [NIH/NIAID) [C]] Hi' | Mara, Anita

NIHMNAID) [E) ] Boni . Andrea (MHANAD) EIT——— o

Gabossy, Andrea (NIH/NIAID) [E] £ """"B& ~"""""""""1Radtke, Andrea [NIH/NIAID} [E]

TR T  Harris, Angela (NIH/NIAID) [E] T b6 ““| Garvey, Anne [NIH/NIAID) [E]
I e | Crane, Anya (NIH/NWID) [C] B8 1Oplinger, Anne {NIH/MNIAID) (€]
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Quarterly Content Meeting
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Attachments: Untitled Attachment

Location: Zoom Meeting Link Will Be Provided Prior To Each Meeting
Start: 1/26/2021 7:00:00 P4
Emd: 1/26/2021 B:00:00 Fi

Shovwr Time As: Tentative

Recurrence:  Maonthly
thie fourth Tuesday of every 3 month(s) from 2:00 PM to 3:00 Fid

Required {unknown property type)

Attendees:

Crpticnal Martinez, Heather [Li5A]; Azeez, Olemayowa [MIHMIAID] [E)
Attendees:

Please join New Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NMLAID.NIH.gov.

Note: Meeting agenda and Zoom meeting link will be updated prior to each meeting.

Bockgroumnd

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners-people like you
wiho hold content responsibdlity roleds) on 77 - Jandfor Inside. NIAID.NIH.gov=a first lock at new site features
and new digital communications initiatives, NMWPFB will also share practical tips and resources to support your
content’s success, We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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R . AR Jivey, Diane (NIH/NIAID) [C] [ """ "5 """ TLee, Tonia D. (NIH/NLID]) [E]
e Bt €AY, Patrick (NIH/NWID) [E] [ TR | Schott, Margaret (NIH/NLAID) [E]
(b iPerson, Noni (NIH/NIAID) [E] {8871 Bennett, Arthur (NIH/RIAID) [E]
I ARG, 1 Coronado, Lisa (NIH/NLAID) [E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIROHF 235POLT )/ en=Recipients/cn=e4 9806681 1b54b49B4545503 4833 74bb-coronadi|; Beaver, il [NIH/RIAJERP)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT)/en=Recipients/cn=966b10c850a54 3cfb064bMa0206 740b-beaverim]; Santora, Kenneth

B Rk e b e E

(NIH/MIAJERP) [E] T B8 14 b& | Marcwm, Chris (NIH/NHGRI] [E]
[fo=Exchangelabs/cu=Exchange Administrative Groug

(FMBOHF 235PDLT) en=Recipients/cn=6a51bada9bf5aldea3 1803550749608 8- marcumics); Gerrain, Ronald
(NIH/NRID) [E1 o Haffman, Hillary (NIH/NICHD} [E] | ] ___1Haoffman,
Hillary (NIH/NICHD) [E] [.l'-n Exchangelabsfou=Exchange Adrminkstrative Group

(FYMBOHF235POLT) en=Reciplents/cn=3869fe2 763 1 bddcd b698 19359346102 -haffmanhe ] Hutka, Autumn
(MIHMAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=F03fEfR7 8014306826 206d T BebablB 3 -ballarau]; Germain, Ronald
(HIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF23SPOLT) cn=Recipients/cn=0cdeched3acedSaTabdbabcdca leSeae-rgermain]; Tsang, lohn (NIH/MIAID)

RELOD0D0G631568.0001



[E] [fo=Exchangelabsfou=Exchange Administrative Group
{FMBOHF 235POLT) en=Recipients/cn=c4669b2 1b374420ebM ace 1 bd56d9aed-tsangjs]; Vogel, Susan (NIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group
(FYTHMBOHF 235POLT) en=Reciplents/cn=a 183542560604 5050425001 T T B L -svogel]
Cc: Martinez, Heather [USA] S &a | Azesz, Olumayowa [KIH/MIAID] [E]

[fo=Exchangelabs/ocu=Exchange Administrative Group
{FYDMBOHF2 35POLT) cn=Recipients/cn=add 95 0ed 3fedaabbifd31f9444d453e-azeern lj

Location: Zoom Meeting Info Provided In Invite
Start: T2 2021 6:00:00 P
Emd: T2T202L T:00:00 P

Recurrence:  (nonel

Required {unknown property type)

Attendees:

Oipticnal Martinez, Heather [LF5A]; Hannon, Jessica [USA]
Attendees:

Please join Mew Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside. NIAID.NIH.gov.

Meeting Information
Join foomGay Meating
e e e

Meeting 1D (50 DR e
P‘a-ssl:cldej""ﬁ_ j

ﬂnetapn'rn'hﬂe
' |r'|'|rrI||r-1|rlHrr1lrl11rr1|rrl1 pustsanl‘lu“}

R T T T B e & T e A e

prES RS —— ....“.ﬁ...“...“...“__.....-lus [New York)

Dhal by your location

STy

i b 6 US (San Jose)

e L
Meeting ID: l-ﬁ'lfﬁ_.'-'ﬁ B
Passcode] b6 |

| US [Sam Jose)
LS (New York)

ot = ST S ol e el Pl e Y et o e Sl P e L = AL T

Find your local number: bE 1

Background

Whether you're new to writing website content or need to brush up on digital best practices, these quarterly meetings
are for you. NMWPB's Quarterly Content Meeting will give public website and intranet content owners=people like you
who hold content responsibility rolels) on NIAID.NIH.gov and/or Inside NIAID.NIH.gov=a first lock at new site features
and new digital cornmunications initiatives, NMWPB will also share practical tips and resources to suppart your
content's success. We alm to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.

RELOD0D0G631568.0001



From:
Sent:
To:

cC:

Subject:
Attachments:
Location:

Show Time As;

Recurrence:
Required

Optional
Attendees:

Clase, Dustin (NIH/O0] [E] [fO=EXCHANGELABS/OU=EXCHANGE ADRIMNISTRATIVE GROUP

{FYDMBOHF235POLT)/ CH=RECIMENTS /CH=FATS L EBASBEDAGEBBEASGFIALIB1ERIC-CLOSEDE)

2/1/3021 4:16:24 PM

Close, Dustin (NIH/OD) [E] [fesExchangelabs/ou=Exchange Administrative Group

(FYHBOHF235POLT) cn=Recipients/cn=fa7E LebaSbeddbebbed S6f a1 30188 3c-closedb]; MIH I Privacy Coordinators

ldd.l.l..aa.-aa.a.l.aa.l.la.dﬁ. N L)

Nair, Prerma [NIH/CSR} [E) [~ """ "b& "} Cantilena, Barbara [NIH/NIBIB] [E] "'"":_‘:'H'“"“_'":‘I Cosme,
Lillian {NIH/NIAMS]) [E] {77780 Alves, Steve (NIH/OD) [E] {7 8H T | Butler, Gloria
{NIH/NHGRI) [E] " bi___1Putney, Dvonte |NIH/NINDS) [E] [ 56 | Peterson, Trevor
(NIH/NED [E] " b% 1Folkers, }DnathaniHIHleﬂ.Ml [E1 e |Dade-Vinson,
Celeste (NIH/OD) [E] {8 | Brining, Sheryl (NIH/OD) [E] {78 Cook,
Karen (NIH/OD/ORS) [E] - H ............ S Milliard, Suzanne (NIH/NCI) [E] T PO i
Ramirez, Rosayma (NIH/OD) [E) "'ﬁ""' T Leahy, Timothy (NIH/GD) [E]

PR b7 Stabile, Regina (NIH/NIEHS) [E] {"77"""""""8""""""""""1 Martin, Susan (NIH/CC/DCRI) [C]
T Chieung, Paul [NIHNHGRI) [Eir b& iManhEIm Marianne (NIH/MNHLEI] [E]

EAERREBRE R "1 Woodson, Holly (NIH/GO/GRS €] Tholly 386 ] Chen, Eva (NIH/NIDDK]
|.E rl._--....-a... _.ILe“ﬁ_ﬂan‘HIHmm.[EIr---..--J. d...--u.--a "Frﬁth.DﬂﬂlEﬂH'Hf'ﬂDHE]

B Dickens, Jasse (NI/NIMH) [E) B8] LaBella, Shirley (NIH/OTH [E]
B} Amarante, Rusinel (NIH/NIGMS) [E] 1 . R | Wager, Kelly (NIH/NIDDK) [E]
222778 7] Squiers, Chris (NIH/NIDA) [E] {77786 7777777 Jeioro, Maddie (NIH/NIA/ERP) [E]
R, R | Lansiquot, Boniface (NIH/NEN) [E] {78877 Ngo, Nam (NIH/NCATS)
(€] BE 7 Smith, Marcia (NIHSFIC) [E] [sm i:hm{______ﬁg T i Barreros, Tamara (NIH/OD/ORS) [E]

TR Schaaf, Mark (NIH/MNIDCR) [E] T W] Yang, Amy (NIH/NIDCD) [E)
Fr TRIiier Sy anpun:, Eno (NIH/OD) [E] [ B"""] Ratiff, Shaun {NIH/OD) [E]

e e o ol e e "l il

] ] Moore, Marg (RIH/NIAID) [E] [/o=ExchangeLabs/ou=Exchange Administrative Group

L T L

1FTWHQHFE§-SFDLTHI:H =Recipients/cn=56e52e0eb26d1400e82925601c 281 Taa-mamoore]; Callwood, Aubrey

{NIHMECHDY) [E] £ . — FReter, Roy (NIH/NIEHS) [E) &8 | Gheen, Valery

FEN B PE SR PSS i P

M NEHLBI [E] T . T ' 1 Twilley, Ross (NIH/OD) €] oé ] Eil‘tl:lh, Lauren

| PR R RS SR e e

(NIH/NEID) [E] TRA " Kennedy, Josephine (KIH/NCATS) [E] [ _ b4 .| Woao,

Theodore lNIHJHEﬂH]IE] B i Albert, Roberta (NIH/NIBIB) [E] [_"""""ti"" iy,

Dravid (MIH/NIAKS) [E] o "Burr'p' Thomas (NIM/MIDCD) [E]§ "B ] Albertini,

Brian (NIH/NINR) [E] £ ~3 Johnson, Shevon (NIH/NIEHS) [E] 1 B JGreen,

Yolanda (NIH/NIMH) [E] [ b8 | Chieema, Uzma (NIH/NIBIB [E] [ o8- | Amar,

BrEEA I EEdd B l'

Anna (NIH/0D} [E] | 2] i

MIH Privacy Coardinator Group (PCG) Meeting
Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment; Untitled Attachment
Microsoft Teams Meeting

3/24/2021 1:30:00 PM
3/25/2021 3:00:00 PM
Frag

Monthly
the fourth Wednesday of every 1 month(s) from 3:30 AM to 11500 AM
Close, Dustin (MIH/OD) [E]; BIH IC Privacy Coordinators

HNair, Prerna (NIHACSR) [E]: Cantllena, Barbara (NIH/MIBIE) [E]; Cosrme, Lilllan [NIHMIAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]; Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSKEI) [E]; Folkers,
Jonathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (MIH/OD] [E]; Brining, Shery (MIH DD [E]: Cook, Karen
{HIH/ODSORS) [E]; Millard, Suzanne [KIH/MNCI) [E]: Lopez-Ramirer, Rosayma (NIH/OD) [E]; Leahy, Timathy [NIH/OD)
[E]; Stabile, Reging (NIH/RIEHS) [E]; Martin, Susas (NIHACC/DCRI [C]; Cheung, Paul (KIHSHGRI) [E]; Manhelm,
Marianne (MIH/MHLEI) [E]: Woodson, Hedly [MIH/ODSORS) [E]: Chen, Eva (MIH/NIDDE]) [E]: Le, Vivian (MIH/MLM)] [E]
French, Daniel {MIHOD) [E]; Vorck, Fred (NIH/CCDORI) [E]; Tucker, Susan (NIH/OD} [C]; Dickens, Jasse [NIH/NIMH]
[E]; LaBella, Shirley (MIHAOD) [E]; Amarante, Rusingl (MIH/MNIGRMS) [E]; Yager, Kelly (MIHSNIDOE) [E]; Squiers, Chis

RELODODG31569



{NIH/NIDA] [E]; heziora, Maddie (NIH/NIASERP) [E]; Lansiguot, Boniface (NIH/NEN) [E]; Ngo, Nam [NIHfNCATS]) [EL
Srith, Marcia (MIH/FIC) [E]; Barreros, Tamara (NIHODSORS) [E]: Schaaf, Mark (NIH/NIBCR] [E]; Yang, Amy
{HIH/MIDCD [E]; Frimpong, Eno (NIH/OD) [E]; Ratliff, Shaun (MIH/OD) [E]; Moore, Marg (HIH/WIAID) [E]; Callwood,
Aubrey (NIH/MNICHD] [E]; Reber, Roy (NIH/MIEHS) [E]; Gheen, Valery [NIH/NHLBI) [E]; Twilley, Ross [MIHfOD) [E];
Bartok, Lauren (MIH/NIAID) [E]: Kennedy, Josephine (NIH/MCATS) [E]; Woo, Theodore (MIH/MNCCIH] [E]: Albert,
Roberta (KIH/MNIBIB) [E]; Clary, David [NIH/MIAMS] [E]; Berry, Thomas (NIH/NIDCD) [E]; Albertini, Brian (NIH/MNINR]
[E]; Johmson, Shevon [NIHRIEHS) [EL: Green, Yolanda [NIH/NIBAH) [E]; Cheema, Uzma [MIHSNIBIE) [E]; Amar, Anna

{NIH/OD) [E]

The MIH Privacy Coordinator Group [PLG) Meeting is held the fourth Wednesday of every other month, 3:30am -

11:00am. The agenda and supporting materials will be attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)
: a ~—3 United States, Bethesda

Phone Conference ID: [ [ba| 1 bé |
Find a local number | Beset Pl

Learn Mare | Meeting options

RELODODG31569



To:

CC:

HNIH IC Privacy Coordinators [MIHICPrivacyConrdinators@mail. nih.gov]; Close, Dustin (NIHSOD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDMBOHF235POLT)/ en=Recipients/cn=fa7Elebatbedd bebbed 361381301883 -closedb]; MIH IC Privacy Coordinators
[fo=Exchangelabs/ou=Exchange Administrative Group

1F'|"tHHﬂHF ESPmﬂfcntHe:inienu,fEn:ﬂ?SIHEITEHIbcadheHES?lldddad -MiH EC Priv]

l.llllan {RIH,MIANS) [E] :"_"""““'ﬂ"" Tt "IAJin, Stewve (NIH/OD) [E] "_ """ e T T Butler, Gloria

{NIH/NHGRI} [E] {7 B8 i Putney, Dvonte (NIH/NINDS) [E] [ 88 1 Peterson, Trevor
NIH/NER [E] " "B& " 1Folkers, Jonathan (NIH/NIARA) [E] T & | Dade-Vinson,
Celeste [NIH/OD) [E] [ 1Brining, Sheryl (NIH/OD) [E] B Cook
Karen [NIH/OD/ORS) [E] [~ . | Milliard, Suzanne (NIH/NC [E) T - P } Cheung,

e e e

Piut [MII-!.."HHEFI.II [E) 7w llopez-Ramirez, Humrm {NIH/OD) [E] [rosayma bopez-
| PR -, TS .l.eah'r, Timothy (NIHAODY [E) o8 '5I:al:|lle Hei:lru [NIH/NIEHS)] [E]

P - a i Mar‘tln, Susan [NIHSCC/DCRI) [E] J' """"" 'ﬁ-'l' "1 Manhaim, Marianne [MIH,/®MHLEI)
T —— i ~ Woodson, l'lull'rINIHi'ﬂl}.FCHE][ﬂ S T g
(NIH/NIDDK) [E] {77 - AR | Le, Vivian (NIH/NLM) [E] [levi] """ 86 """~ French, Daniel (NIH/OD} [E]
I BT Worck, Fred (NIHACC/DCRI) [E) [fred.vorck@nih.gov]; Tucker, Susan (NIH/OD) [C]

R T Dickens, Jasse [NIH/NIMH) [E] [ 667" LaBella, Shirley [NIH/OD) [E]

L=

e Woo, Theodore (NIM/MNCCIH [E) T8 1 Kennedy, losephine (NIH/NCATS] [E]

f'"""_" B8 Bartok, Lauren 1H!H.l’|"fll.|ﬁ.lﬂ! 1 | SR . RN | Twilley, Ross (NIH/OD] [E]

[ _"IﬂallwmA'-IhTE"Hl"llH.l'HICHD]]E]"_'" —_—

PRI - NS ‘lﬁchaaf Mark (NIH/NIDCR) [EH' IITE | RSN ‘.Hanrerus Tamara (NIH/OD/ORS} [E]
TR T Smith, Mama[uwrmr[ﬂ[srm:hm{_*_;'_':" I Ngo, Nam [NIH/NCATS) [E]
:_'i:::: """ unsum-u: Bonilace [NIH/WEN [E] [ ________Ia_u[,___'_'_ _]Ittﬂ:rr-l:! Maddie (NIH/MNIAERP]
B i Squiers, Chris (NIH/NIDA) (E] £ 68| Yager, Kelly (NIH/NIDDK) (E]
[ e Amarante, Rusingl (RIH/MIGMS) €1 o6t Mair, Prema [NIH/CSR] [E]

[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/tn=e 248fc 542660499497 74880211 25c-nairpg]; Cantilena, Barbara
{MIH/MIBIB] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=9502efaa 74cd459dbE00 2513 2edad Tebcantileb]; Cosme, Lillian (NIH/NLARS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/en=Recipients/cn=7d6a3bab5b T edebb 590 TA4690 913 1ib-cosmed]; Alves, Steve (NIH/OD) [E]
[fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT ) en=Recipients/cn=BI5672 532512402 dbcbed0c 213 Te b5 -alvess]; Butler, Gloria [NIH/NHGRI) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT)/cn=Recipients/tn=11fcIbeb224c4ad 182dd7598ba7 301 -gloriab); Putney, Dvonte {NIH/MNINDS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=06d b6 1 {8bbadb0fa0979 16b 7 cdcfd 18-putneydm]; Peterson, Trevos
{MIH/MEI} [E] [fo=Exchangelabs/ou=Exchange Adminstrative Group

(FYMBOHF 235POLT) en=Recipients/cn=442 290b4949b4d d68 1 T429 1 ceaTdE 365 -petersot |; Folkers, lonathan

{MIH AL [E] [fo=Exchangelabsfou=Exchonge Adrminkstrative Group

[FYDIBOHF 235PDLT)/en=Recipients/cn=Tcebedd 1 TealdZalEf129a6e10608bdG6-jlolkers]; Dade-Vinson, Celeste
{MIH/OD) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
[FYDIBOHF235POLT)fen=Recipients/cn=5d 2e8e Tleb T4 Telad33a 789 7cd 1 Sb-dadecele]; Brining, Sheryl (NIH/OD)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHMBOHF 235POLT) cn=Recipients/cn=81463af5fe924e 1a9c50da8 Tob2d3e8-brinings); Cook, Karen (NIH ODYORS]
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235PDOLT) en=Recipients/cn=0c4f7 702 dfb0ab2 dab5192 2cd2 1cdde T -cookk]; Milllard, Suzanne (MIH/NCI) [E]
[fo=Exchangelabs/cu=Exchange Admindstrathve Group

(FYMBOHF 235POLT) en=Recipients/cn=da8 74516 3902 %beec TeBEME 202 5ed -milliars]; Cheung, Paul [NIH/MHGRI)
[E] |fu=£u:Mr|geLH:5fuu=E:t:hange Administrative Group

o o e e o W e T e P el Roxmrms
{HIH D) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FHBOHF2ISPDLT) cn=Recipients/cn=Talbced b968 1 4aefi3ad2bcdSec 3559 c-lopezramire]; Leahy, Timothy

{HIHOD) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

RELO000631569.0001



{FYMBOHF235POLT) cn=Recipients/cnelddededc 30054 TaBaff 240ebE55a9ace-leahyt]; Stabile, Regina [NIH/NIEHS)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=111ed33544604 foala? 9509503 197 10-stabiberj]: Martin, Susan
{MIHCCADOR [C] [fo=Exchangelabsfou=Exchange Adrministrative Group

(FYTHBOHF2ISPOLT) cn=Recipients/cn=510d74895c63408ch6c 3031 Tod2 54 7d3-smartinl]; Manheim, Marianne
{MIH/MHLEI} [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=daBb3067 19544159 T845%05a0 788 39cfS-manheimmj]; Woodson, Holly
{HIHODSORS) [E] [fo=Exchangelabs/ous=Exchange Administrative Group

{FYDBOHF2I5POLT) cn=Recipients/ cn=0a0e3 1 bac 3142 40bE50e88 1 26034b36-wondsonhj]; Chen, Eva [NIH/NIDDK]
[E€] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF235POLT)/ cn=Recipients/cn=626c5e a4 3ffbd0fdbfaa3a5T5ebb50al-chene]; Le, Wivian (MIHFNLRA [E]
|fo=Exchangelabs/cusExchange Admindstrative Group

{FYMBOHF2I5POLT)/ cneRecipients/cneebea3cf 105734 9a6al3 2 cd 96595571 76-levl]; French, Daniel (WIH/OD) [E]
|fosExchangelabs/cusExchange Admindstrative Group

{FYDMBOHF2I5POLT) cneRecipients/cna351cc1 5eb55f4 0ee ad 711 Tech 5715904 - frenchda); Vorck, Fred [MIHSCC/DCRE)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYDMBOHF235PDLT) cneRecipients/cnadaBifebe55 1 b446505 57594 2abe52 1 cod-vorckfd]; Tucker, Susan [MIHAOD) [C]
[fosExchangelabs/cusExchange Administrative Group

(FYHMBOHF2ISPDLT) cn=Recipients/cnsba6a33 2071 2447 B8efaf2Bodc 1049 a3-so0re); Dickens, lasse (MIHMIMH] [E]
[fo=Exchangelabs/ousExchange Admindstrative Group

{FYDIBOHF235PDLT)/ cn=Recipients/cn=c5deelfd792243819b3c24888c 1d813a-User_82141b]; LaBelia, Shirley
{NIH/OD) [E] [fosExchangelabsfou=Exchange Administrative Group

(FYHBOHF2ISPDLT) cn=Recipients/cn=52e5a384 1128242 0200430001 1abe 3933 lakellas]; Amarante, Rusinel
{NIH/MNIGMS) [E] [fosExchangelabs/ousExchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=d1 7fa7?f3ed bfd 5 T0bd5 1 fodced85596-amaranter]; Yager, Kally (NIH/NIDDK]
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/tn=c 2953301 1d6415fa30a 1 3cbaba TS IZc-yagerkl]; Squiers, Chris (NIH/NIDA] [E]
[fo=Exchangelabsfou=Exchange Administrative Group

{FYDBOHF235PDLT)/ cn=Recipients/cn=0aelel THd074439ab038642a2 063044 -squiersc]; Jezioro, Maddie
{MIH/MIASERP] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/cn=3c06d 2b80dad 4 LeOacealdd LafSaf 1Ed-jesioromr]; Lansiquot, Boniface
{MIH/MNEI} [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT) cn=Recipients/tn=8b13162a4d9d435589ecE2c JaaeT 7 abe-Bansiquot]; Nge, Mam (NIH/NCATS)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) en=Recipients/cn=bc 32 e 0bEbaddadbs 2 75 50eda3bb59-ngonh]; Smith, Marcia [MIH/FIC) [E]
[fo=Exchangelabsfou=Exchange Administrative Group
(FYDIBOHF23SPOLT)fen=Recipients/cn=d 14ef52 797434 36626650 LITI85eeeed-smitmarc]; Barreros, Tamara
{MIH/OD/ORS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT)/en=Recipients/cn=cd24e4af2 10f4 Lc6BIITE 16eddacBaTT -barrerostz]; Cheemna, Uzma
{MIH/MIBIB) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=ect01bd 354 1443a1 32 8556c4d3b Le 1 24-cheermau); Sharlip, David (NIHMLM)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF 235PDLT) en=Reciplents/cn=d6 1853704 12 743449 7103 15bIBE2a Lo -sharlipd]; Schaaf, Mark (NIH/NIDCR)
[E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

(FYDIBOHF 235PDLT) en=Reciplents/cn=434 Thodabalad 195add0aabedcac] 9 1-schaalm]; Yang, Army (NIH/MNIDCD) [E]
[fo=Exchangelabs/cu=Exchange Administrative Group

[FYDIBOHF235POLT ) fen=Recipients/en=71835lal 31 2c4 Tc59Bb04 2 721 23 1bebE -vangamy]; Frimpong, Eno (NIH/OD]
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF 235POLT) cn=Recipients/cn=6d4315016aBLdd 3bba3 182 5dfab 1 1084 -frimpongek]: Moore, Marg
{HIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=6e52eleb2bd 1a0eeB 292560 Lc 2B 1 Taa-mamoore]; Callwood, Aubrey
(HIH/MICHD) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=2e9Bb54a5bafdfe1a TSR0 14403 a8 2ac -callwooa]; Gheen, Valery [NIH/NHLEI)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) cn=Reciplents/cn=d9f36ifb2bacd {0993 185838 13bbabat-gheeny]; Twilley, Rass {NIH,/C0) [E]
[fo=Exchangelabs/ocu=Exchange Admindstrative Group

(FYDIBOHF235PDLT) cn=Recipients/cn=194 2253551404 cBaBR4 T2 262 188bb 182 - twilleyrh|; Dasti, Mannan
{HIH/MEMH] [E] [fo=Exchangelabsfou=Exchange Administrative Group
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{FYDMBOHF2I5POLT) cn=Recipients/cnac38b0085ec05461a93b0660ac00e5a T 1-dastiml; Bartok, Lauren (NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDBOHF2ISPOLT) cn=Recipients/cn=ddd665ec TaT645deb5c Ib0dafecbbd 14-bartokle]; KEennedy, losaphine
{MIH/MCATS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=e85ecib 1335500555051 28658304 d6d-kennedyjc]; Woo, Theadore
{MIH/MCCIH] [E] [fo=Eachangelabsfou=Exchange Administrative Group

(FYMBOHF235POLT) cn=Recipients/cn=T86 7eTb1df3045ca991a52 3.2ad 20894 20-wootp]: Ratliff, Shaun (MIHCD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDBOHF2I5POLT ) cn=Recipients/cn=c29etal 2d5a1 4051 B48e73 164001 Tcbd ratliffsd]; Reter, Roy (MIH/NIEHS) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=fM20d915e91c4c 90593 3co5ebdoc 3a%ce-reter]; Amar, Anna [MIHAOD) [E]
|fo=Exchangelabs/cusExchange Administrative Group

{FYMBOHF2I5POLT)/ cn=Recipients/cne1c37 293d 24 364202 305cc4800eaed 312 -aamar_f4atd)

Attachments: NIH POG Meeting Agenda_3-25- 202 Ldocx; MC1745-1 - Export. pdf

Start: 32472021 1:30:00 P
Emd: 324 3021 3:00:00 PR
Show Time As: Free

Recurrence:  (none)
Required NIH IC Privacy Coordinators

Cpticnal Mair, Prerma [NIH/CSR) [EL; Cantilena, Barbara (NIH/MIBIB) [E]; Cosrme, Lillian [NIH/MIAMS) [E]; Alves, Steve (KIH/OD)

Attendees: [E]; Butler, Gloria (NIH/NHGRI} [E]; Putney, Dvonte (NIH/NINDS] [E]; Peterson, Trevar [NIHSNEI) [E]; Folkers,
Jomathan (NIH/NIAAA) [E]; Dade-Vinson, Celeste (NIH/OD) [E]; Brining, Sheryl (NIH/OD] [E]; Cook, Kanen
{NIH/CD/ORS) [E]; Milliard, Suzanne (NIH/MNCI) [E]; Cheung, Paul INIH/NHGRI] [E]; Lopez-Ramirer, Rosayma [NIHSOD)
[E]; Leaty, Timothy (NIH/OD] [E]; Stabibe, Regina (NIH/NIEHS) [E]; Martin, Susan (NIH/CC/DCRI) [E]; Manheim,
Marianne (NIH/NHLEI) [E]; Woodson, Holly (RIH/ODS0RS) [E]; Chen, Eva (NIH/NIDDK) [E]; Le, Vivian [NIH/NLM) [E];
French, Craniel (MIH/0D) [E]; Vorck, Fred (NIH/CC/DCRI) [E]; Tucker, Sausan (NIH/CD) [C]; Dickens, Jasse [NIH/NIMH)
[E]; LaBella, Shirley (NIH/OD) [E]; Amarante, Rusinel (NIH/NIGMS) [E]; Yager, Kelly (NIH/NIDDE) [EL Squiers, Chris
(NIH/MIDA) [E]; lezioro, Maddie (NIH/NIASERP) [E]; Lansiquot, Boniface (NIH/NEI) [E]; Ngo, Nam (MIH/NCATS) [E];
Smith, Marcia [NIH/FIC) [E]; Barreros, Tamara [NIHfODSORS) [E]; Cheerma, Uzrma (NIH/MIBIB) [E]; Sharlip, David
{NIH/MNLM) [E]; Schaaf, Mark (NIH/NIDCR) [E]; Yang, Ay [NIH/NIDCD] [E]; Frimpong, Eno (NIH/OD) [E]; Moore, Marg
(NIH/NIAID) [E]; Callwood, Aubrey (KIH/NICHD] [E]; Gheen, Valery (NIH/NHLBI} [E]; Twilley, Ross (NIH/OD) [E]; Dasti,
hannan [NIH/NINH) [E]; Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephing (NIH/NCATS) [E]; Woo, Theadore
(NIH/MNCCIH] [E]; Ratkitf, Shaun (NIH/OD) [E]; Reter, Roy (NIH/NIEHS] [E]; Amar, Anna (NIH/0D] [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The meeting agenda and supporting materials are attached,

Thanks!
Crustin
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MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Coardinator Group (PCG) Meeling Agenda

DATE March 25, 2021 LOCATICN

TIME O:30am — 11:00am FACILITATOR

Microsofl Teams

Dustin Close, NIH Privacy
Program Lead
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Lhdiin 4 nse

Privacy Act Applicability Memos and PIA Requirements
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Third Party Websites and Applications Process
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W) M #  Processes and Procedures (MC 1745-1) — Who are the
stakeholders?
=  How are 1005 handling these requesis?

Fhestin Tose

[5mins SOP Update
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|5 s PCG Open Forum
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NIH Policy Manual

1745-1 - NIH Privacy Impact Assessments

Issuing OMTice: ODAOM/OMA, ODVOCTO Phone: (301} 4962833
Release Duate: 27032021 7
Transmittal Notice

|. Explanation of Material Transmitted: This manual chapter outlines responsibilities
for complying with the National Institutes of Health (N1H) policy on conducting
privacy impact assessments (P1A) on all Information Technology (IT) Systems and
Third-Party Websites and Applications (TPW As) owned, operated, or controlled by
MIH, in addition to those set forth by the Department of Health and Human Services
{HHS), Titles 11 and 111 of the E-Government Act of 2002, and Office of Management
and Budget (OMB) guidance. This policy also applies to NIH IT Systems and uses of
TPW As that are developed, operated and/or maintained on behalf of NIH by contract
personnel. This revision updates terms, organizations, and hyperlinks.

2. Filing Instructions:

o Remowve: NIH Manual 1745-1, dated 060132014,
o Insert: NIH Manuwal 1745-1, daved 020032021,

3. PLEASE NOTE:

o For information on the Privacy Act of 1974 a5 amended, OMB and HHS
guidance related to privacy, and the privacy mandates contained in the E-
Government Act of 2002 and Federal Information Security Modemization Act of
2014 (FISMA), contact the NIH Senior Official for Privacy (SOP), Division of
Compliance Management (DCM), Office of Management Assessment {OMA),
Office of Management (OM), Office of the Director (OD) at (301) 496- 4606 or
via email ai: povacvi@maillnih.gov.

o For information on the content of this chapter and additional privacy resources,
visil the Website of the NIH Office of the Senior Official for Privacy (OSOP) at:_
https:foma.od.nib.gov/DMS Pages Privacy- Program.aspx .

o For information on the NIH Policy Manual, contact the Division of Compliance
Management (DCM), OMA at (301) 496-4606 or enter the URL;
hrtps:foma.od nih gov/DMS Pages/Manual- Chaplers aspx,

Page |
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A, Purpose

This manual chapter establishes policies and procedures based upon requirements and
guidance set forth by the Federal Government, OMB, and HHS to conduct privacy impaci
assessments { PIAs) for all IT Svstems, and uses of Third-Party Websites and Applications

{ TPW As) owned or operated by the MIH Institutes, Centers, and Offices (1C0), or contractors
working on behalf of the agency.

B. Scope

Privacy impact assessments (PLAs) provide a documented process to identify and protect
personally identifiable information (P11} throughout the information lifecycle belonging to
MIH stafY, patients, public citizens, business parners and associates, vendors and contractors.
They ensure that the govemment has considered necessary safeguards for P11 that is passed
through, collected, mamtained, or disseminated i its 1T Systems and uses of TPWAs.

C. Policy

1. A PIA or, at 2 minimum, a Privacy Threshold Analysis (PTA) is required to be
conducted on all IT Systems, and each use of a TPWA, whether in exisience, under
development, or undergoing modificanon, as defined by the E-Government Act of
2002, OMB guidance, HHS policy and supporting guidance. The results of the PTA
may require that a full PIA be conducted,

. NIH 1C0s must update P1As for IT Systems and uses of TPW As that undergo a major
change, as defined in OMB Memorandum M-03-22, (MB Guidance for Implementing
the Frivacy Provisions of the E-Crovernment Act of 2002,

3. A PIA is a living document that must be updated in conjunction with a Security
Assessment and Authonization (SAS&A) package. All IT System PIAs must also be
updated when a major change occurs within the 1T System (see list of “Major
Changes™ under section F. Definitions).

4. Reviews of IT System and TPWA PIAs must be completed when changes create new
privacy risks, when new elements of PII are added to the system or the TPWA, and/or
every three (3) years absent a major change.

5. All Pll collected on an individual must be the minimum amount necessary and must be
kept up to date. A privacy policy and notice regarding the usage of PI1 must be clearly
displayed on the 1T System and TPWA Websites or provided in writing prior o the
collection of P11,

6. Individuals whose P1 is maintaimed within the 1T System or TPWA must receive
notification when a major change occurs to the IT Syvstem or to the use of a TPWA that
may potentially affect their PIl and how it is used.

7. All personnel using/'operating 1T Svstems and TPWAs must be trained, educated, and
made aware of their responsibilities for protecting any Pl stored. All NIH staff
{employees and contractors) must complete mandatory, annual training on MIH

I
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Information Security and Information Management Training found ar:

B All portions of the PIA must be completed on the appropriate PLA form and submitted
via the current PIA reporting tool for internal review and approval by the NIH Senior
Official for Privacy (SOP),

9. AlLIT System and TPWA PLAs must be submitted through appropriate 1CO channels,
to the NIH SOP upon completion, The NIH SOF will submit them 1o HHS for review.
The Third-Party Wehsite and Applications Checklisi (see Appendix A) must be
completed prior to implementing and using a TPWA. A summary of the PIA will be
made publicly available on the HHS PIA Website at: iitp./ v hhs govipia.

10 AllLIT Systems and uses of TPWAs subject to the Privacy Act must cite an appropriate
Privacy Act System of Records Motice (SORN). The SOBN is published in the Federal
Register to inform the public what information is collected, how it is used, how
individuals may gain access to information about themselves, and other specific details.

11. All new and wpdated IT Systems and uses of TPWAs that collect, maintain, and/or
disseminate P11 must:

a. Have policies in place about the collection, retention, and destruction of P11 and,
b. Include a complaint process for individuals who believe their PII has been used
inappropriately or 15 inaccurate.

D. Responsibilities

PlAs provide a documented process to identifly and protect P belonging o NIH seaff,
patients, public citizens, business pariners and associates (Federal, state, local agencies),
vendors, suppliers and contractors. They ¢nsure that the government has considered necessary
safeguards for P11 that is passed through, collected, maintained, or disseminated in its 1T
Systems and authorized TPWAs. Personnel identified as leads responsible for assisting in the
completion and/or review process of PIAs include:

I. HHS Senior Agency Dicial for Privacy (SADP)

a. Emsures there is an HHS framework 1o facilitate the development and
maintenance of PLAs;

b. Reviews and approves Operating Division (OpDiv) and Staff Division (StaffDiv)
PlAs prior to posting them to the HHS gov website for public review;

¢. Coordinates policy with Departmental privacy points of contact (POC);

d. Establishes Departimental PIA policy and procedures:; and

e. Manages the development and submission of the Federal Information Security
Modemization Act (FISMA) Privacy Management Repor.

2. NIH Senior Official for Privacy (SOP)

a. Establishes an NIH policy framework to facilitate the development and
maintenance of PlAs;
b. Ensures that NIH staff comply with this policy;

Page 3
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¢. Ensures the oversight of this policy is carried out through a coordinated effon
berween OMA and the KIH Office of the Chief Information Officer (OCIO);

d. Coordinates training for 100 Privacy Coordinators (ICOPCs) and other key
stakeholders on how to conduct PLA reviews and their requirements;

e. Reviews completed PlAs and attests that they are completed accurately;

f. Processes and stores PlAs m the current reporting tool;

g. Submits P1As to the Departiment and seeks revisions from the NIH PIA author
with assistance from the ICOPC if errors are found;

h. Supports the HHS SAOP in FISMA and ad hoc privacy reporting activities; and,

i. Makes recommendations 10 senior level officials with budgetary authority 1o
allocate proper resources to mitigate privacy weaknesses found in IT Svstems
and uses of TPWAs, as documented in their comresponding PlAs.

3. NIH Privacy Act {PA) Officer

a. Serves as the NIH point of comtact for issues related 1o the Privacy Act;

b. Communicates and collaborates with ICOPCs regarding the awareness of privacy
laws, regulations, and issues within NIH; and,

¢. Collaborates with ICOPCs to conduct information traiming sessions for [T System
and TPWA OwnersManagers regarding new legislation and procedures relating
to the Privacy Act, E-Government Act, and FISMA.

4. NIH Chief Information Security Officer (C150)

a. Ensures that oversight of this policy is carried out through a coordinated effon
between the OCIO and OMA;

b. Provides oversight for the security controls necessary 1o support NIH privacy
TEqUITements;

¢. Ensures that all NIH Securnty Assessment and Auwthonzation (SA&A) packages
include updated and completed PlAs;

d. Maintains the NIH Security Authorization Tool (NSAT) where PlAs are
processed and stored;

. Collaborates with the NIH SOP 1o generate the annual and/or quarterly FISMA
and Agency Privacy Management Repon submissions to HHS; and,

[. Facilitates reponting of privacy and security requirements to HHS and HHS
Office of the Inspector General (O1G) auditors,

A5 10O Communications Director and Webmasier

a. Coordinates with the ICOPC to determine uses of TPW As that are subject to
OMB Memorandum M-10-22, Cuidance for Online [se of Web Measurement
amd Customization Technologies, and OMB Memorandum M-10-23, Guidance
Sfor Agency Uke of Third-Farty Websites ond Applications, HHS policy and
implementing guidance, and any subsequent federal law or guidance that impacts
OMB guidance; and,

b. Works with the NIH S0P o develop and review PlAs for uses of TPWAs in
accordance with OMB guidance and HHS policy.

Page 4
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G, 1CO Privacy Coordinator (HCOOPC)

a. Coordinates completion, review, and approval of PLAs wathin each 1C0;

b. Tracks and monitors the PLA requirements and reporting progress for the 1CO;

¢. Responds to IT System and TPWA Owner/Manager inquiries regarding privacy
related federal legislation and guidance, HHS and NIH policy and guidance; and,

d. Completes the final review of a PIA before approval by the NIH S0P,

T, 0CY Information Systems Security OMMicer (1550))

a. Assists the ICOPC, IT Svstem and TPWA Owner™Manager with the completion
of PlAs by answering any questions pemaiming (o secunty; and,

b. Provides guidance and support to 1C0s to implement 1T security controls that
enhance privacy compliance,

B ICOIT System and/or TPWA Owner/Manager

a. Serves as a PIA author or identifies staff within the 100 with sufficient
knowledge of the IT System or use of a TPWA in order to complete the PLA;

b. Maintains responsibility for ensuring compliance with the PIA policy for IT
Swstems and uses of TPW As under their responsibility within the 1C0;

¢. Serves as a POC for specific IT Systems or uses of TPW As to whom PIA
questions may be directed;

d. Refers complex PIA questions and privacy issues to the ICOPC as appropriate;

. Refers complex SA&A questions and security control issues to the 100 1550);

f. Responds to inquiries regarding the function, content, and disclosure practices of
IT Systems and uses of TPWAs;

g. Coordinates with IO0OPC 1o maintain accuracy of information contained in the
PlAs in the current PLA repoming tool;

h. Coordinates with appropriate NIH privacy, security and other key stakeholders
such as the ICO Paperwork Reduction Act (PRA) Liaison, Records Liaison,
Communications Director, and‘or Webmaster, to complete PlAs;

i, Notifies the ICOPC or 1S50 of a new use of an IT System, TPWA or if a major
change occurs that may potentially affect P11 and how it is used;

j. Idemifies any additional resources needed to complete PLAs; and,

k. Updates NIH management on the progress of PLA completion.

E. References

Laws:

1. Privacy Actof 1974, (5 US.C. 552a, as amended) (Public Law 93-5379) (December 31,
1974): hups:/'www justice. goviopcl/privacy-act-1974

2. Paperwork Reduction Act (PRA) of 1995, (44 US.C. 3501) (Public Law 104-13) {May
22, 1995); hitp:!fwww reginfo gov/public/reginfo/pra pdf
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3. Children’s Online Privacy Protection Act (COPPA) of 1998, (15 US.C. 6501) {Public
Law 105 27Ty (October 21, 1998): httpe/Swwew fie poviope’coppal htm

4. Clinger-Cohen Act of 1996, (40 US.C. Section 1401} (Public Law 104-106) (February
10, 1996} (also known as the Information Technology Management Reform Act):
hitp:/fwww fismacenter. com/Clinger®s20Cohen pdf

5. Computer Security Act of 1987, (15 U.S.C, Chapter 7, 40 L1.5.C. Section 1441) {Public
Law 100- 235) (January B, 1958}

i Wy - { T4

6. E-Govemment Act of 2002 {E-GOV) Section 208, (44 US.C. Chapter 36) (Public Law
107-347 Title 11) (December 17, 2002):
hupssfwww epo povi fdsvs phe/PLAW- 10Tpubl34 7/ pdfPLAW- 107publ347 pdf

7. Federal Information Security Modemization Act (FISMA) of 2014 Pub. L. 113-283,
1285tat. 3073 (Dec. 18, 2014) (primarily codified at 44 U5.C. chapter 35, subchapter
11}, available at

hitps:/fwww. govinfo, govicontent/ pke/PLAW-1 1 3publ283/pdf/ W-113publ283

National Institute of Standards and Technology (NIST) Guidance:

I. NIST SP 800-533 Rev 4, Security and Privacy Controls for Federal Information Systems
and Organizanons (April 2003)
hitps:/fesre nist wov/publications/detail 'sp/B00-5 Y rev-4/ final

2. NIST 5P 800-122, Guide to Protecting the Confidentiality of Personally Identifiable
Information (P11} { Apnil 2010): hitps://csre nist gov/publications/detail/'sp/800- 122/ final

OfMice of Management and Budget Guidance:

OMB Circulars:

1. Office of Management and Budget Circular A=11, Information Technology and E-
Govemment:
hitp://www obamawhitchouse. gov/sites/default files'omb/assets/al |_cument_vear/s300.
pdf

2 {IMB {‘lrn:ular A 130, Manaamnent m" I--:deml Inl’t:nrmalmn Resources {Illlj.-' 28, Eﬂlﬂl

OME Memoranda:

1. M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-

Govemment Act of 2002 (September 30, 2003); https:'www whitchouse goviwp-
mwfzm?“uﬂul -M- 03-22-0M B-Guidance-for-Implementing-the-

iv =)= A == 2002-
2. M-ﬂﬁ-]j Sal'eguardmg Pemnnlly Edemmabh Infnnnauun{hiay 22, I{Hlﬁ}

3. M-06-16, Protection of Sensitive Agency Information {June 23, 2006):
hitps: oo whibehowse. gov/sites whitehouse gov) fillesomb memoranda 2006, ma- 16,
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ndf

4. M-10:-22, Guidance for Online Use of Web Measurement and Customization
Tﬁ:hnﬂlug:es [luma 25 Eﬂll]'ln

vmemoranda 2010/
ml0- 22 pdf
5. M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June
23, EDH]}

6. M=17=12, Preparing for and Responding to a Breach of Personally ldentifiable
Information (January 3, 200 7))
hitps:Yobamawhitehouse archives gov/sites de fault files'omb/memoranda/ 200 T/m-17-1
2_0pdf

HHS Privacy Policy and Guidance:

1. HHE:-UI: 10 F-I:I-]lﬂ]r' I'nr Int‘nmmlmn byslems Snz-u:unw ﬂ-ﬂd F"ﬂ"-&l:_'g’ [IS‘IF:l

2. HHS-OCIO Policy for Pnivacy Imipact Assessment [PLA):
hitps:/'wwow hhs goviweb/governance digital-strategyfit-policy-archive/policy - for-

privacy-impact- assessments. hiiml
1. HHS Rules of Behavior for Use of HHS Information Resources:
= wrwwy Jocio/poli I

NIH Policy, Provisions and Goidelines:

I. MIH Manual Chapter 1743, Managing Federal Records:
li Lk, gov/ 17

2. NIH Manual Chapter 1745, NIH Information Technology (1T) Privacy Program:
hitps:/‘policymanual nib gov1 745

3. 1745-2, NIH Privacy and Security Incident and Breach Response Policy:
hiips://policymanual nih.gov/1745-2

4. NIH Manual Chapter 1825, Information Collection from the Public:

ol i vi 825

5 WIH Manual Chaper '-'EEH- MIH Public-facing Web Management:

6. NIH Mnmml Chapter 2805, NIH Web Privacy Policy:
hitps:policvmanual nih, gov/ 2805

7. NIH Information Security Policy Handbook:
hitps:focip nih gov/InfoSecurity/Policy/Pages/default aspx.

F. Definitions

I. Awareness, Training, and Education: Includes (1) awareness programs that engage
changing organizational attitudes towards promoting the importance of privacy and the
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adverse consequences of is failure; (2) training 10 identify, develop, and improve the
skills that enable s1aff 1o perform their jobs more effectively: and (3} educanon
programs targeted for privacy professionals (defined in NIST SP 8D0-12, An
Introduction to Computer Securitv: The NIST Handbook).

. E-Government Act of 2002: Title 11 of the E-Government Act of 2002 requires federal
agencies to conduct P1As before developing or procuning T Systems that collect,
maintain, or disseminate PIl. Once completed, the agency s Chief Information Officer
(CI10), or an equivalent official, must review the Privacy Impact Assessments (PIAs).
Additional requirements include making P1As publicly accessible and posting a
machine-readable privacy notice on publicly facing Websites [defined in the HHS
Cybersecurity Program’s guidance entitled, Standarnd Operating Procedures for
Conpleting a Privacy Impoact Assessment, and in the E-Crovermment Act of 2002
Section 208, (44 U.5.C, Chapter 36) (Public Law 107-347 Title 1) { December 17,
2002)].

. Federal Information Security Modernization Act (FISMA) of 2014: Amends the
Federal Information Security Management Act of 2002 (FISMA) and provides several
modifications that modemize Federal security practices 1o address evolving securnity
concems. These changes result in less overall reporting, strengthen the use of
CONLINUOUS MOomonng in systems, increase focus on the agencies for compliance, and
lead to reporting that is more focused on the issues caused by securnity incidents
{defined in 44 U.S.C._ § 1553).

. Information Technology (IT): Any equipment or interconnected system or subsystem
of equipment that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data or information by an executive agency. Equipment is considered used
by an executive agency i used directly or used by a contractor under a contract with the
executive agency, which: (i} requires the use of such equipment, or (it} requires the use,
to a significant extent, of such equipment in the performance of a service or the
furnishing of a product, Information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (including support
services), and related resources (defined in 40 U S.C., Section 5002, the Clinger-Cofen
Act of 19946).

50T System: A discrete set of information resources organized for the collection,

processing, maintenance, use, shaning, dissemination, or disposition of information

(defined in NIST Special Publication 300-33, Bevision 4, entitled Secwrity and Privacy

Controls for Federal Informatfon Systems omd Chrgonizations).

. Major Change: Any change that is made to the IT System environment or operation of

the system. P1As should be conducted following any major change, including, but not

limited to:

o Conversions: A conversion from paper-based methods 1o electronic systems.

o Anonymous to Mon-Anonymous: When the system’s function, as applied to an
existing information collection, changes anonymous information into P11,

o Significant System Management Changes: When new uses of an existing 1T
Swstem, including application of new technologies, significantly change the
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process of managing PIL in the system.

o Significant Merging: When agencies adopt or alter business processes so that
government databases holding P11 are merged, centralized, matched with other
databases, or otherwise significantly manipulated.

o Mew Public Access: When user-authenticating technology (e.g., password, digital
certificate, biometric) is newly applied to an electronic information system,
which can be accessed by the public.

o Commercial Sources: When PII is obtained from commercial or public sources
and is systematically integrated into the existing information system database.

o Mew Interagency Uses: When agencies work together on shared functions
involving significant new uses or exchanges of PIL

o Inmternal Flow or Collection: When alteration of a business process results in
significant new uses or disclosures of information or incorporation into the
system of additional P11; and,

o Alteration in Character of Data: When new PU added to a collection raises the
risk to personal privacy, such as the addition of health or privacy information,

o {Defined in OMB Memorandum M-03-22, Guidance for Implementing the
Privacy Provisions of the E-Govermment Act of 2002).

. Personally Identifiable Information (P ): Information thar can be used o distinguish
or race an individual's identity, such as their name, social security number, biometric
records, user login, etc. alone, or when combined with other personal or identifying
information which is linked or linkable to a specific individual, such as date and/or
place of birth, mother's maiden name, etc. (defined in OMB Memomandum M-17-12,
Preparing for and Responding to a freach of Personally fdentifiable Information),

. Privacy Act Record: Any item, collection, or group of information about an individual
that iz maintained by an agency, including, but not limited 10, education, financial
transactions, medical history, and cnminal or employvment history and contains a name,
identifyving number, symbol, or other identifying particular assigned to the individual,
such as a finger or voice print or a photograph (defined in the Privacy Act of 1974).

. Privacy Act System of Records Notice (SORNY: All systems with Privacy Act
nformation contained within them are required to publish a “Records Notice™ in the
Federal Register that informs the public what information is contained in the system,
how it is used, how individuals may gain access wo information about themselves, and
other specific aspects of the system (defined in the OMB Circular A-108, Federal
Agency Resposibilivies for Review, Reporting, amd Publication wader the Privacy Acl).

10, Privacy Impact Assessment (PIA): An analvsis of how information is handled: (i) 1o

ensure it conforms to applicable legal, regulatory, and policy requirements regarding

privacy, {ii) to determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic information system, and

{iii} 10 examine and evaluate protections and alternative processes for handling

information to mitigate potential privacy risks. A privacy impact assessment is both an

analysis and a formal document dewiling the process and the outcome of the analysis

(defined in OMB Memorandum M-03-22 OME Guidance for Implemeniing the

Privacy Provisions of the E<Coveranrent Act of 20020,
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11. Privacy Notice: A brief description of how the agency's privacy policy will apply ina
specific situation. Serve to notify individuals before they engage with an agency,
Website or application where they make their PI available to the agency (defined in
OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites and OMB
Memorandum M-03- 22, OME Gridance for Implemening the Privacy Provisions of
the E-Crovernmeni Act of 2IN2),

12. Privacy Policy: A consolidated explanation of the agency’s general privacy-related
practices that pertain to its official Website and its other online activities. Federal
agencies must protect an individual's right to privacy when they collect personal
information. This is required by the Pnvacy Act, 3 US.C. 352a, and OMB Circular No.
A1 30, Management of Federal Information Resowrces.

13. Privacy Policy in Standardized Machine-Readable Format: Means a statement
about site privacy practices written in a standard computer language (not English text)
that can be read automatically by a web browser. (defined in OMB Memarandum
M-99-18, Privacy Policies on Federal Web Sites and OMB Memorandum M-03-22,
OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of
2002,

14, Privacy Threshold Analysis (PTA): A basic privacy analvsis to determine whether
or not an entity reaches the threshold that requires a full PIA to be completed.

15. Senior Agency Official for Privacy (SAOP): An individual selected by the
Department to have agency-wide oversight in implementing and ensuring compliance
with privacy legislation {defined in OMB Memorandum M-16-24, Role and
Designation of Senior Agency Cfficials for Privacy)

16, System of Records: A group of records under the control of any agency where
information is retrieved by the name of the individual, by some identifying number or
symbol, or by other idemifiers assigned (0 the individual [defined in the HHS
Cybersecunty Program document entitled Stondard Operating Procedures for
Compleling a Privacy Impact Assessment (PIA) Gulde).

17. Third-Party Websites and Applications {TPWA): Web-based technologies that
involve significant participation of a nongovemment entity. Often these technologies
are located on a **.com™ website or other location that is not part of an official
govemnmeni domain. However, TPWAS can also be embedded or incorporated on an
agency's official website (defined in OMB Memorandum M-10-23, Guidance for
Agency Use of Thivd-Parsy Wehsites and Applicarions),

18, Website: A collection of interlinked electronic pages (on either Intermet or intranet
sites) with a related topic, usually under a single domain name, which includes an
intended starting file called a “home page.” From the home page, access is gained to all
the other pages on the Website (defined in the HHS Cybersecurity Program document
entitled Stamndard Operating Procedures for Completing a Privacy fmpact Assessment
{PIA) Craide),

Appendix A: Third-Party Websites and Applications (TPWA) Checklist

Purpose

Page 10

RELOOO0E631569.0001.0002



The purpose of this checklist 15 to provide guidance on identification of appropriate Third-
Party Websites and Applications (TPWA). TPWAs are used to engage openly with the
public where they offer new tools that will help people 1o connect with their government,
promoting the goals of transparency, participation, and collaboration.

Rl IR ihiliti
1. 1CO Privacy Coordinator (1COPC)Y: Responsible for identifying the necessary staff o

complete the TPWA Privacy Impact Assessment (PIA). Individuals that complete the
TPWA PIA are referred to as P1A Authors. PIA Authors should possess the knowledge
and ability to understand all the issues rased by the TPWA PIA.

2 1CO Information Systems Security Officer (1550): Has sufficient understanding of the
Department's information technology (1T) management procedures, Examples of roles
that may be chosen to serve as the PLA Author include program manager, Web
MAanLgers, or communications personnel.

3. Stakeholders: Emplovee(s) driving this request.

4. 100 or OD Communications Director; Determine the appropriate strategy and tools for
your audience and mission and o obtain any required OO0 approval(s) to use social and
new media.

5 fior i icial for Privac :Collaborates, reviews and promotes

the TPWA PIA to HHS for final approval,
Chief Information Officer / Information Security and Awareness Office

(OCI0 ISAQ): Reviews TPWA submission to verify validity.

Process

1. Identify need.

2. Identify internal resources which can mest the need.

3. If internal resources are not available, identify TPW As that can meet the need.
4. Determine whether the TPWA has a prior approval for use at NIH or HHS.

5. Ifthe TPWA selected does not have a prior approval you must:

a. Evaluate the security of the tool and what risks its use pose to NIH and the
public.

b. Determine whether the Termis of Service are acceptable to MIH.

¢. Determine whether the TPWA can suppon official agency branding and obtain
guidance on how to use NIH or 1CO branding properly.

d. Determine whether the TPW A supports Section 508 Accessibility Compliance.

¢. Ensure the TPWA is configured securely to protect NIH activities.

f. Ensure the TPWA is configured and used in ways that protect the public’s
privacy

2. Create a TPWA PIA and publish it

TPWAs and Terms of Service
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Check the following sites to see il a TPWA has been approved:

o Govemment Services Administration (GSA) Third-Partv Websites and Applications
with Signed Terms of Service.

« HHS Terms of Service (TOS)agreement for TPWAs provides a list of official
government use social media tools that are offered to the agency.

* Contact the Assistant Secretary for Public Affairs (ASPA) Digital at digital@hhs govif
vou are interested in a ool that 15 not on the list and that you would recommend they
should pursue,

= You may contact the I
Branch if you have questions about whether yvour 1CO can agree to the terms and
conditions of the Third-Party website or Application (TPWA) and/or the licensing
agreement supplied by the vendor.

* NIH Approved Umbrella TPWAS

IT Security

O Read the NIH IT General Reles of Behaviorio be aware of how users of NIH IT are
responsible for information security and are held accountable for their actions,

O Read Office of Management and Budget (OMB) M-10-23, Guidance for Agency Use of
Third- Party Websites and Applications

O Read HHS Policy for Personal Use of Information Technology Resourcesfor policy and
oher information on how NIH IT resources may or may not be used.

=

O Contact your 100 or OD Information Systems Security Officer (ISS000 determine
appropriate IT security practices and whether the wechnology meets applicable security
standards

fMicial re I Informaii Branding, an rizh anien

The TPWA must be appropriately identified as an official agency communications channel to
distinguish its activities from those of non-govermmental actors, The TPWA account must
clearly indicate that it i3 an official government account.

O Contact the NIH Ofiee of Communications and Public Lisison (OCPLite obtain
permission 1o use trademarked images and logos.

O Read NIH Manual Chapter 1 186, Use of NIH Names and Logos.

O All 1COs shall include a lmk to their program specific website content.

O Use official N1H graphics that clearly identifies your program’s ownership or sponsorship
a5 @ government entity.

Page 12

RELOOO0E631569.0001.0002



Accessibility

O Ensure content posted or produced through the use of new technologies is accessible 1o
people with disabilities and in compliance with Section 508 of the Rehabilitation Act of 1973,
see for Section S08for current policy and standards, guidance and other information.

0 Contact your 1C0) Section 508 Coordmatoror the NIH OCI0 Section 508 Teamwith
questions or assistance on compliance,

Information Callection from the Publi

O Read Information Collection under the Paperwork Beductions Act (PRAMo determine if
the uses of social media and web-based interactive rechnologies are information collections
subject 1o the PRA and require approval from the Office of Management and Budger

O Read NIH Manual Chaprer 1825 Information Collection from the Public for a description
of MIH policies and procedures goveming the collection of information from the public.

O Contact the NIH Project Clearance Branchto determing appropriate clearance functions

concerning public information activities (1.e., regulations, survey interviews, customer
satisfaction surveys, website questionnaires and epidemiology research).

Do mot solicit formal or informal consensus advice from the public using web technologies.
Protecting Privacy
Create External Alent

* [fthe public navigates 1o the TPWA via an extemnal hyperlink, your 100 must

implement an alert to notify the public that they are being directed 1o a non-
governmental website.

O When necessary, update the Operating Division (OPDIV) Privacy Policy and Machine-
Readable Privacy Policyvio describe the use of a TPWA.

» The term “Privacy Policy” refers to a single, centrally located statement of the
Website's privacy standards and processes, which is accessible from the official
homepage of the 1C0. It is a consolidated explanation of the general privacy-related
practices that pertain to the official Website and other online activities. It must be
updated to include required information about the use of the TPWA,

O Post a Privacy Nevicewhen feasible.
= A “Privacy Notice” is a brief description of how the privacy policy will apply in a

specific situation. J1 shonld be conspicuons, safient, clearly labeded, writien in plain
tanguage, and prominently displaved ot all locations where the public might make PIf
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avirilable to NIH, Due 1o technical limitations, the use of some TPWAs may make it
difficult 1o post a privacy notice (iL¢., Twitter's character limitation). When feasible, the
ICO should make every effort to énsure that a privacy notice is posted.

O Ensure the TPWA has a signed Terms of Service. This applies to no-cost (free) tools only.
O Read OMB Memorandum 10-22 and 10-23, Guidance for Agency Use of Third-Party

websites and Applicationsto determine the steps necessary o protect individual privacy when
using TPWAs to engage with the public.

O Read NIH Manual Chapter 2805, NIH Web Privacy Policyfor additional guidance to
determine the policy and procedures for ensunng the privacy and protection of personal
information maintained and disseminated via NIH wehsires,

O Bead OMBE Memorandum 10-22 . Guidance for Online Use of Web Measurement and

Customization Technolosiesto determine the requirements for agency use of web
measurement and customization technologies.

* Tier 3 refers to any use of a multi-session Web measurement and customization
technology when Pl is collected (including when the agency is able to identify an
individual as a result of itz use). Web measurement and customization technologies
that fall into the Tier ¥ category are referred 1o as “a Tier ¥ multi-session
technology.”

Record Keeping/Records Retention

O Contact your 1CO Records Liaisonto determine appropniate records schedule and records
management practices.

Comments and Moderating

O Determine and document a process (o moderate (review and clear) comments. Use the NIH

Comment Guidelingswhenever possible,

O Cleary Iimk to or display a comment policy if vou will allow the public to make PII
available to the agency (e.g., “friending,” “following.” “liking.” joining a “group,” becoming
a “fan,” and comparable funclions).

Linking, Liking, following and Endorsement

O Ensure web pages containing links 10 external web pages not located on the NIH network
provide a statement adjacent to the link or a "pop-up” disclaimerthat explains that visitors are
being directed to an external, govemment or non-government website that may have different
privacy policies from those of the NIH official website.
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O Determine what entities are appropriate to link/like/follow/endorse from your account.

Create the TEWA FIA

O Create the TPWA PIA using the HHS TPWA PIA Form

O Submit completed TPWA PLA to the NIH Privacy Office. Once completed by all ICO
parties, forward to privacy@mail. nih.govfor OS0P and OCIO 1SAO concurrent review. Upon
NIH Privacy Office and OCIO 15AO approval, Privacy will submit the PIA to HHS for final
approval,

O Store signad TPWA PLAs at the 1C0 level, Once HHS approved, Privacy will forward a
signed copy to the 1CO and add it 1o the TPWA inventory on the Privacy SharePoint site.

Maintain the TPWAs P1A

0 Review vearly. In addition to maintaining an approved copy of the TPWA PLA, 1CO must
review PLAsS annually to ensure the PlAs comply with current privacy practices and reflects
the current agency practices.

How to determine if a website/application qualifies as a TPWA - take the “litmus test™

1. Is the Website or application part of an authorized law enforcement, national security,
or imelligence actvity?

a. Yes? Other privacy laws will apply 1o the information collection. Therefore, you
do not need (0 complete a TPWA PIA.
b. No? Continue to Cugstion 2.

1. Is the Website or application intended to be used for internal HHS/OPDIV activities
only?

a. YesT You do not need to complete a TPWA PLAL
b. No? Continue 1o Cruestion 3.

1. Does HHS/OPDIV own or have contractual control of the operation or maintenance of
the Website or application?

a. Yes? You do not need to complete a TPWA PLA. However, you must ensune an
IT System PLA was conducted previously on the Website or application (e.g.,
network, server or database).
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b. No? Continue 1o Cuestion 4.

1. Does another Federal department or agency own or have contractual control of the
operation or maintenance of the Website or application?

a. Yes? You do not need to complete a TPWA PIA.
b. No? Continue 1o Question 5.

1. Is the Website or application intended to involve members of the public?

a. Yes? You need to complete a TPWA PIA, Please collaborate with key
stakeholders within yvour OPDIV, as needed.
b. No? Continue 1o Question 6.

1. Was the Website or application designed for the purpose of implementing the Open
Govemment Directive principles of transparency, panticipation and/or collaboration?

a. Yes? You need to complete a TPW A PIA. Please collaborate with key
stakeholders within vour OPDIV, as needed.
b. Mo It iz not a TPWA. Siop here.

The “litmus test™ may suggest it's not a TPWA, however, vou should always check with
your ISSOVOCIO for further evaluation. 1t may be an internal tool that should stll be
assessed or could require inclusion to an organization’s IT inveniory.

References

Office of Management and Budget (OMB) Memorandwm (M110-23, Guidance for Agency
Use of Third- Party Websies and Applications, allows the use of TPWAS in support of Open

Govemnment principles. NIH Privacy Web site
MIH Secunity Auwthorization Teol (NSAT) NIH Social Media Guidelines

HHS Third-Party Websites and Applications with signed Terms of Service HHS TPWA
Standard Operating Procedures (SOP)

HES TPWA PTA PIA Form

Page 16

RELOOO0E631569.0001.0002



To:

3

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall nlh.gov]

Lopez-Ramirez, Rosayma (MIHS0D) [E] [resayma.lopez-ramirezi@nih.gov]; Leahy, Timothy (MIH G0 [E]
[leahytiEod.nih.gov]; Stabile, Regina (MIH/MIEHS] [E] [regina.stabile@nih.gov]; Martin, Susan [NH/CC/DCRI) [E]
[smartin@oc.nib.gov]: Cheung, Paul (MIHMNHGRE) [E] [paul.cheungi@nihgov]; Manheim, Marianmse (NIH/NHLBI) [E]
[marianne.manheim@nih.gov]; Woodson, Holly (NIHAODSORS) [E] [holly woodsan@nih.gov]; Chen, Eva (MIH, MIC0E)
[E] lewa.chen@nih.gov]; Le, Wivian (MIH/MLU) [E] [levl@mail.nlm.nih.gov]; French, Danied {MIHCOD) [E]
[fremchda@mail.nifh.gov]; Vorck, Fred [NIHACC/DCRL) [E]) [fred.worck@nih.gow]; Tucker, Susan (MIHSOD) [C]
[susan.tucker @nih.gov]: Dickens, lasse (NIH/KIMH]) [E] [jassedickens@nih.gov]; LaBella, Shirey (MIHAOD) [E]
[labellas@od.nih.gov]; Amarante, Rusinel (NIH/MIGKS) [E] [rusinel amarante@nih,gov]; Yager, Eelly (NIH/MIDDE) [E]
[kelly. yageri@nih.gov]; Squiers, Chris [NIH/NIDW] [E] [squiersci@mail nib.gov]; leziora, Maddie (NIH/NIAERF) [E]
[maddie.jezioro@nih.gov]; Lansiquot, Boniface [NIH/NEI] [E] [bonifacelansiguot@mnih.gov]; Kgo, Nam (WIH/MCATS)
[E] imam. ngo@ nite.god]; Smidth, Marcia [MIHSFIC) [E] [smithm@ficléficonih.gov]; Barreros, Tamara [NIHADDORS) [E]
[tamara. bamrercs@nih.gov]; Schaaf, Mark (NIH/MIDCR] |E] [mark. schaafi@nih.gov]; Yang, Amy (NIH/NIDCD] [E]
[amy.yang @nih.gow]; Frimpong, Ena (MIHAQD) [E] [eno. fimpong@nih.goy]; Rathiff, Shaun {MIH GO [E]
[shaun.ratliff@nih.gov]; Moore, barg (RIH/MIAID]) [E] [fo=Exschangelabs/ousExchange Administrative Group
(FYMBOHF2ISPOLT) cn=Recipients/cn=ba52eleb 26d 140eeB 2525601 c 28 1 Taa-mamoore]; Callwond, Aubrey
{NIH/NICHD] [E] [callwooa@mail.nigov]; Reter, Roy (NIH/NIEHS) [E] [reter@niehs.nih,gov]; Gheen, Valery
{NIH/NHLEI] [E] [gheenv@mail.nif.gov]; Twilley, Ross (NIHFOD] [E] [ross.twilley @niti.gov]; Bartok, Lauren
{NIH/MIRID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine (NIH/NCATS) [E] [iosephine kennedy@nih.gov]; Woo,
Theodore (NIH/NCCIH] [E] [wootp@ mail.nih.gow]; Nair, Prema (NIHFCSR) [E] [nairpg@csr.nih.gov]; Cantilena,
Barbara [NIH/NIBIB) [E] [cantileb@mail.nit.gov]; Cosme, Lillian (MIH/NIAKS) [E] [cosmel@ep.niams.nih.gov]; Alves,
Steve (NIH/OD) [E] [atvessi@od.nih.gov); Butler, Gloria (NIH/NHGRI) [E] [gloriab@mail.nih.gov]; Putney, Dvonte
{NIH/MNINDS) [E] [dvonte putney@nih.gov]; Peterson, Trevor (NIH/NEI) [E] [frevor.peterson@nit.gov]; Folkers,
Jomathan (NIH/NIAAA] [E] [ifolkers@mail.nih.gov]; Dade-Vinson, Celeste (NIHAQD) [E] [celeste.dide-
vinson@nih.gov]; Brining, Shend (NIHfOD] [E] [brinings@mail,nih.gov]; Cook, Karen [NIH/OD/ORS) [E]
[kcook@exchange.nihgov]; Milliard, Suzanne (NIHSNCI) [E] [milliars@mail.nih.gov]; Amar, Anna (NIH/OD) [E]
[anna.aman@nih.gov]

5/26/2021 1:30:00 P8
5/27/2021 3:00:00 PM

{none)

Lopez-Ramires, Rosayma [NIH/OD) [E]; Leahy, Timothy [NIH/OD) [E]; Stabdle, Regina (NIH/MIEHS) [E]; Martin, Susan
{NIH/CC/DCRI) [E]; Cheung, Paul (NIH/NHGRI) [E]; Manheim, Marianne (MIH/NHLEI) [E]; Woodson, Hally
{MIH/ODSORS) [E]; Chen, Eva (NIH/MIDDE]) [E]; Le, Vivian (MIH/NLM) [E]; French, Daniel (MIH/OD) [E]; vordk, Fred
{MIH/CC/DORN) [E]; Tucker, Susan {MNIH/OD) [C]; Dickens, lasse [NIH/MIRH) [E]; LaBella, Shiriey [NIH QD) [E];
Arnarante, Rusinel (MIH/MIGKS] [E]: Yager, Kelly (NIH/NIDDK) [E]: Squiers, Chris (NIH/NIDA] [E]; Jedloro, Maddie
{MIH/MNIASERP) [E]; Lansiquot, Baniface [NIH/ME [E]: Mgo, Nam [NIH/NCATS) [E]; Smith, Marcia (NIH/FIC) [E]:
Barreros, Tamara (NIH/OD/SORS) [E]; schaaf, Mark (NIH/NIDCR) [E]; Yang, Army [(NIHSRIDCD) [E): Frimpong, Eng
{MIH/OD) [E]; Ratliff, Shaun [NIH/OD) [E]; Moore, Marg (NIH/NIAID) [E]; Callwood, Aubrey [NIH/NICHD) [E]; Reter,
Foy (MIH/MIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E]; Twilley, Ross (NIH/OD) [E); Bartok, Lauren (MIH/NLAID) [E):
ennedy, Josephine (NIHMCATS) [EL Woo, Theodore (NIH/MNCCIH]) [E]; Mair, Prema (NIHSCSR} [E]; Cantilena, Barbara
{MIH/MIBIB] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (NIH/OD) [E]; Butler, Glora [NIH/NHGRI) [E]; Putney,
Drvonte (MIH/MNINDS) [E]; Peterson, Trevaer (NIH/NEI) [E]; Folkers, Jonathan (KIH/80AAA) [E]: Dade-Yinson, Celeste
{MIH/CD) [E): Brindng, Shend (NIHSOD) [E]: Cook, Karen (NIH/ODSORS) [E]; Milkard, Suzanme (MIH/MC) [E]: Amar,
Anna |NIH/O0) [E]
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To:

Recurrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nih.gov)

Berry, Thomas (NIH/MIDCD) [E] T ] Albertini, Brian [MIH/MINR) [E] T T S ]
Green, Yolanda (NIH/NIMH) [E] b8 1Chesma, Uzma (NIH/NIBIB) [E} " & 1
Nair, Prema [NIH/CSR) [E] [~~~ ba | Cantilena, Barbara (NIH/NIBIB) [E] [~ B4 |
Lillian {NIH/MNGAMS) [E] {77777 58 777777777 Alves, Steve (NIH/OD) [E] {77777 7766”7771 Butler, Gloria
{NIH/NHGRI} [E] BT Putney, Dvonte INIH/NINDS) [E) " TR 1 Peterson, Trevor
(MIHMNER [E] "6 i Folkers, Jonathan (MIH/MIAAR) [E] "B ~" Dade-Vinson,
Celeste [NIH/OD) [E] '"'_“'"'"“H""‘“""" i Brining, Sheryl (RIH/OD) [E) [ "B& —tCook,
Karen (NIH/OD/ORS) [E] ] “ "= Milliard, Suzanne (NIH/NCI) (E] T8 ——""] Loges-
Ramirez, Rosayma (KIH/OD) [E) T Rl e rl.eahlr, TrrH:IIhHHIH.FD[M [E]

(T TETTTT ) Stabile, Regina (NIH/NIEMS) [E] TR _iMartin, Susan (NIH/CC/DCRI) [C]
(T Cheung, Paul (NIH/NHGRIN [E)] 6 {Manheim, Marianne (NIH/NHLBI) [E]
[T TTRE T Woodson, Holly (NIHFODTORSTTET | 3 } Chen, Eva (NIH/NIDDK)
L] Le, Vivian (NIH/NUM [E] "8 "1 French, Daniel [NIH/OD) (€]

,____ BT Vorek, Fred (NIH/CC/DCRY [EY T b8 | Tucker, Susan [NIH/OD) []
B Dickens, fasse (NIHANIMH) [E) [ 8 ") LaBella, Shirley [NiH/OD) [E]
'""'""""'I'l_""""'" | Amarante, Rusinel (NIH/MNIGMS) [E] [ | Yager, Kelly (NIH/NIDDK) [E]
:'_*_‘_TH_': 1 Squiers, Chris (NIH/NIDA} [E] {87777 777 Jezioro, Maddie (NIH/NIA/ERF) [E]

IE] Bl Smith, Marcia [NIH/FIC) [E] [sm rl:hmt " b6 | Barreros, Tamam (MIH/COORS] [E]
R e haat, Mark (NIH/NIDCR) (E) I B "] Yang, Amy (NIH/NIDCD) [E]
:'"""'H'"""'_j Frimpong, Ena (NIH/OD) [E] [ """ "6 """ """ " Ratliff, Shaun [NIH,/0D} [E]
TR Minore, Barg [NIHWIAID] [E] [fosExchangelabs/ousExchange Administrative Grougp

(FYDIBOHF23SPOLT ) en=Recipients/cn=6e52e0eb16d 140eeB23256b1c 28 1 Taa-mamoore]; Callwood, Aubrey

(RIH/MNICHD) (€1 W AR "} Reter, Roy [NIH/NIEHS) [E] B 1Gheen, Valery
INIHNHLBI [E] T o8] Twilley, Ross (NIM/OD) [E] [ 86 1 Bartok, Lauren
(MMM (€] [T e "1 Kennedy, Josephine (NIH/NCATS) [E] [ ST . ]woo,
Theadore (MIM/NCCIH] (E] £~ 6~~~} Albert, Roberta (NIH/NIBIB) [E] [ B&.~ | Clary,
David (NIH/NIAMS) [E] {777 . R 1 Johnson, Shavon (NIM/NIEHS) (€] {7 8T
9/22/2021 1:30:00 PM

9/22/2021 3:00:00 PM

{none)

Berry, Thomas (NIH/NIDCD) [E]; Albertind, Brian (NIH/NINR) [E]: Nair, Prema (MIH/CSR) [E]; Cantilena, Barbara
{MIH,MIBIE) [E]; Cosme, Lillian [NIHRKIAMS) [E]; Alves, Steve (RIH0D) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Drvonte (NIH/MNINDS) [E]: Peterson, Tresar (WIH/MNEI) [E]; Folkers, Jonathan (NIH/MNIAA) [E]: Dade-Yinson, Celeste
{MIH/OD) [E]; Brining, Shenyd (NIH/OD) [E]: Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Regina (MIH/MIEHS) [E]; Martin, Susan
AMIHCCADORI [C); Cheung, Paud (NIHFNHGRI) [E]; Manheim, Marsanne (RIH/NHLBI) [EL Woodson, Holly
{NIH/ODSORS) [El; Chen, Eva [NIH/NIDDE] [E]; Le, Vivian (NIH/MNUM) [E]: French, Daniel (NIH/OD) [E]; Vorck, Fred
{MIH/CC/OCRI) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, Jasse [NIH/MIMH) [E]; LaBella, Shirley [NIH/OD) [EL
Arnarante, Rusinel (NMIH/MIGKS] [E]: Yager, Kelly (MIH/NIDDE) [E]: Squiers, Chris (NIHBIDA) [E]; lesors, Maddie
{HIH/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam [NIH/NCATS) [E]; Srmith, Marcia (WIH/FIC) [E];
Barreros, Tamara (NIH/ODAORS) [E]: Schaal, Mark (NIH/RIDCR) [E]: Yang, Amy [NIH/RIOCE) [E): Fimpong, Eng
{MIH/OD} [E]: Ratliff, Shaun [NIH/OD) [E]; Moore, Marg [NIH/NIAID) [E]; Callwood, Aubrey [MIHSNICHD) [E]: Reter,
oy {MIH/MIEHS] [E]; Gheen, Valery [NIH/MHLBI) [E]; Twilley, Rass (MIH/OD) [E]; Bartok, Lauren {MIH/MLAID) [E];
Kennedy, Josephine (KIHMCATS) [E]; Woo, Theadoare (MIH/NCCIH] [E]; Albert, Roberta (KIH/MIBIB) [E]; Clary, Dawid
{MIH,/MLANS] [E]; Johnson, Shewen [NIHSNIEHS) [E]

The NIH Privacy Coordimator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am =
11:00am. The agenda and supporting materials are attached.
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Microsoft Teams meeting

Join on your computer or mobile app

Click here fo join the meeting
Or call in (audio only)
E......._.........Ei...._.......-......] Onitad States. Bethesda

Phone Conference ID4 b6 |

qermrmpaa s e ey

Find 2 local number | Reset PIN

Learn More | Meeting options
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To:

REcuUrrence:

Optional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsi@maill nih.gov]

Mair, Prema {NIH/CSR] [E] [::_:'_'_H_"_:'_'_'_:'H:intllma, Barbara (MIH/MIBIB) [E] {777 2 | Cosme
Lillian (NIH/NIAMS) [E} [~ 1 Alves, Steve (NIH/OD) [E] {~""""%h | Butler, Ghoria
(NIHNHGRIJ[E) I o0 1 utnev, Dwonte (NIH/MINDSY [E) [ o8 ; "1 Peterson, Trevor

(MIH/NED [E] T T Folkers, Jomathan (NIH/MIAAA) [E] | ““'""""ﬁ“'""""'“l Diade-Vinson,

Cefeste (NIHAOD) [E) [ 1 Brining, Sheryl (NIHfOD) [E) ("B i Cook,

Karen [NIH/OD/ORS) [E] 1 bh | Milliard, Suzanne (NIH/NCI} [E] I 8 ]loper-
Ramirez, Rosayma (NIH/OD) (€] """ "8 """ """ " Leahy, Timathy (NIH/OD) [E]

| AR Bl i‘itab:lh Regina (NIH/MIEHS) [E] I~ I, TS, "} Martin, Susan [NIH/CC/DCRI) [C]
[ [ -Ghmrlj;, Faul [NIH/NHGRI) [E bE b Wanhieim, Marianne (NIH/MNHLBI] [E]
RO MR "} Woodson, Holly (NI m‘tinsr[l-:r‘"'“ BT  Chen, Eva (NIH/NIDDK)
[E] £ B e, Wivian (NIH/NUM) [E) {7777 B8 7T French, Danded (NIH/OD) (€]
(B Vorek, Fred (NIH/CC/DCRI) [E '_'_'_'__i Tucker, Susan (NIH/OD) [C)
(TR T Dickens, Jasse (NIH/NIMH) [E) ] "I LaBella, Shirley [NIH/OD) [E]

(- Te& ) Amarante, Rusinel (NIH/MNIGMS) [E] [ e Yager, Kelly {NIH/NIDDK) [E]

f_“_:: e Squiers, Chiris (NIHSNIDAY [E] 777TTTRETTTTTTTT Jegiorg, Maddie [NIH/NIAJERP) [E]

o " Lansiquot, Boniface [NIHIHE-ﬁE]’_"__-_-TTT' T Wgo, Nam (NIH/NCATS)
IE] T TE - Smith, Marcia (NIH/FIC) [E] [smithm{ bE _i Barreros, Tamara (NIH/OD/ORS) [E]

BT T schaaf, Mark (NIH/NIDCR) (€] (77" 8877771 Yang, Amy (NIH/NIDCD) [E]
PRGN - MERERA 3 Frimpong, Ena (NIH/OD) [E] {81 Ratliff, Shaun (NIH/OD) (€]
TR Wioore, Marg (NIH/NIAID] [E] [fo=Exchangelabs/ousExchange Administrative Group

1F‘|"D1IEI-I]HFISﬁPmﬂj‘cn-REmlenm:nnE«!Eleﬂehlﬁdld-ﬂeeﬂlﬂiﬁhlﬂﬂlﬂai mameore]; Callvwond, Aubrey

{NIH/NICHD) [E] £ BT Reter, Roy (NIH/NIEHS) [E] {86 "1Gheen, Valery
{¥IH/NHLBI) [E] 77777 B Twilley, Ross (NIH/OD) [E] (""" 786 "] Bartok, Lauren
NIH/NAID) (BN DB 1Kennedy, Josephine (NIH/NCATS) [E] {86 a— L
Theodore (NIH/NCCIH) (E] 166 _"1Albert, Roberta (NIH/MIBIB) [E] ([ b8 L Clary,
David (NIH/NIAMS) [E] £ 86 1Johnson, Shevon (NIH/NIEHS) [E1 £ B iGreen,
Yolanda (NIH/MNIMH) [E] {5 ] Amar, Anna [NIH/OD) [E] [_ " BE T | Berry, Thomas
(NIH/MIDCD) €] £ B8] Currie, Mikia (NIH/OD) (€186 | Abdelmouti, Tawanda
NIH/ODY[E) L B lAlbertini, Brian (NIH/NINR) [E] [ 88 ~JCheemna,

Uzma (NIH/NIRIg) [E} [~ " od "]

7/28/2021 1:30:00 PM
7/28/2021 3:00:00 PM

e

Alberting, Brian (MIH/MNINR) [E]; Cheema, Uzma {NIH/MIBIB) [E]: Mair, Prema (NIHACSR) [E]: Cantilena, Barbara
{MIHMIBEE] [E]; Cosme, Lillian [NIH/NIAMS) [E]; Alves, Steve (RIHOD) [E]; Butler, Gloria [NIH/MHGRI) [E]; Putney,
Dwvonte (NIH/MNINDS) [E]: Peterson, Tresar (NIH/MNEI) [E]; Folkers, Jonathan (NIH/MIAA) [E]: Dade-Vinson, Celeste
{MIH/OD) [E]; Brining, Shend (NIH/OD) [E]; Cook, Karen (NIH/OD/ORS) [E]; Milliard, Suzanne (NIH/MNC) [E]; Lopez-
Ramirez, Rosayma (MIHOD) [E]; Leahy, Timathy (KIHAQD) [E]; Stabile, Reging (NIH/MIEHS) [E]; Martin, Susan
{MIHCCADORI [C): Cheung, Paul (NIHFNHGRI) [E]; Manheim, Marianne (NHIH/MHLBI) [EL Woodson, Holly
{MIH/ODYORS) [E]; Chen, Eva [NIHMIDDE]) [E]: Le, Vivian (WIH/MLM) [E]; French, Dandel (NIH/OD) [E]; vorck, Fred
{MIH/CC/DORN) [E]; Tucker, Susan (NIH/OD) [C]; Dickens, lasse [NIH/MI&iH) [E]; LaBella, Shirley [NIH/CD) [E]:
Armarante, Rusinel [NIH/MNIGKS] [E]: Yager, Kelly (NIH/NIDDE) [E]: Squiers, Chris (NIHMIDA) [E]; lediors, Maddie
{MIH,/MIAERP] [E]: Lansiquot, Boniface [NIH/MEI) [E]; Ngo, Nam (NIH/MNCATS) [E]; Semith, Marcia (MIH/FIC) [E];
Barreros, Tamara (NIH/OD/ORS) [E]: Schaal, Mark (NIH/MIDCR) [E]; Yang, Amy (NIHRIDCD) [E): Frimpong, Eng
{MIHOD} [E]; Ratliff, Shaun [NIH/OD) [E]; Moare, Marg [NIH/NIAID) [E]; Callwoad, Aubrey [MIH/NICHD) [E]: Reter,
oy (MIH/MIEHS] [E]; Gheen, Valery [NIH/HHLBI) [E]; Twilley, Ross {NIH/OD) [E]; Bartok, Lauren (MIH/NLAID) [E]:
Eennedy, losephine {KIH/NCATS) [E]; Woo, Theadore (MIH/MNCCIH] [E]; Albert, Roberta (MIH/MIBIB] [E]; Clary, David
{HIH MIANS] [E]; lohnson, Shewon (NIH/NIEHS) [E]; Green, Yolanda (MIH/MINH] [E]; Amar, Anna (MIHAOD) [E]: Berry,
Thomas [NIH/MIDCD) [E]; Currie, Mikia (NIHQD] [E]; Abdelmout], Tawanda [NIHOD) [E]
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The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 3:30am -
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to joli the mesting

Or call in {(audio only)
! b& 1 United States, Bethesda

Phone Conference ID]_____ b6

[l
R R

Find a local pumber | Beset PIM

Learn More | Mesting options
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To:

cC:

Attachments:

2

Recurrence:

Required
Attendees:

Dptional
Attendees:

Close, Dustin (MIH/00) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYTHMBOHF 235POLT) cn=Recipients/cn=fa?ElebaSbeddbebbed 36f 3121301883 c-closedb]; MIH IC Privacy Coordinators
[MIHICPrivacyCoordinatorsé@mall.nihgov)

Hair, Prerma {(NIHACSR]) [E] [nairpgi@csronih.gov]; Cantilena, Barbara [NIH/NIBIB) [E] [cantileb@mail.nihgov]; Cosme,
Lillian {KIH MIAMS) [E] [liMlan.cosme@nih.goy]; Alves, Steve (NIH/OD) [E] [abvessi@od.nih.gov]; Butler, Glaria
{HIH/MHGRI] [E] [ghoriabs@mail.nih.gov]; Putney, Deonte (MIHMINDS) [E] [dvonte. putney@nih.gov]: Peterson, Trevos
{MIH/MEN} [E] [trevor. peterson@nih.gov]; Folkers, Jonathan (MIH/MIAAA) [E] [ifelkers@mail.nih_gov]; Dade-Vinson,
Cefeste [NIH/OD) [E] [celeste.dade-vinson@nih.gov]; Brining, Sheryl (NIH/DD) [E] [brinings@mail.nih.gov]; Cook,
Earen [NIHOD/ORS] |E] [kcookiEeschange nihgov]; Milliard, Suzanne (MIHMNCT) [E] [milliars@mailnib.gov]: Amar,
Anna (KIH/OD) [E] [anna.amar@néh.gov]; Lopez-Ramirez, Rosayma (NIHS0D) [E] [rosayma.lopez-ramirez@naih.gov];
Leahy, Timothy (NIH/OD) [E] [leahyt@od.nih.gov]; Stabile, Regina (NIH/NIEHS) [E] [regina.stabile@nih.gov]; Martin,
Susan [NIHACC/DCRI) [C] [smartin@cc.nih.gov]; Cheung, Paul (NIH/NHGRI) [E] [paul cheung@nih.gov]; Manheim,
Marianne (NIH/NHLEI} [E] [marianne. manheim@nibgov]; Weodson, Holly (HIHAODS GRS [E]

[hally woodson@nih.gov]; Chen, Eva [NIH/NIDDE] [E] [eva.chen@nit.gov]; Le, Vivian {NIH,/NLM) [E]
[levi@mail.nim.nih.gov]; French, Daniel (NIH/OD) [E] [frenchda@mail.nih.gov]; Vorck, Fred (NIH/ACC/DCRI) [E]

[fred worcki@nih.gov]; Tucker, Susan (MIHAD) [C] [sesantucker@nih.gov]; Dickens, lasse (MIH/NIMH] [E]
[lasse.dickens@nih.gov]; LaBella, Shirley (NIH/OD) [E] [labellas@od.nih.gov]; Amarante, Rusinel [NIH/NIGKS] [E]
[rusinel.amaranted@nih.gov]; Yager, Kelly (MIH/MNIDOK)] [E] [kelly. yager@nih.pov]; Squiers, Chris (MIHSNIDA) [E]
[squiersc@mail.nih.gov]; Jeziors, Maddie (NIH/NIASERP) [E] [maddie. jetioro@nih.gov); Lansiquat, Boniface
{NIH/NEI) [E] [boniface. lansiquoti@mnih.gov]; Mo, Mam (KIH/NCATS) [E] fnam.ngo@nin.gov]; Smith, Marcia (KIH/FIC)
[E] [smmithm@ficlB.fic.nih.gov]; Barreros, Tamara (NIH/ODYORS) [E] [tamara.barreros@nih.gov]; Schaaf, Mark
{NIH/NIDCR] [E] [mark.schaaf@nih.gov]; Yang, Amy (NIH/NIDCD) [E] [amy.yang@nih.gov]; Frimpong, Eno (NIH/OD)
[E] [eno.frimpong@nit.gov]; Ratliff, Shaun (NIHFOD) [E] [shaun.ratliff@nih.gov]); Moore, karg {NIH/MNIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=6e52eleb26d 140eel 252 560 1c 28 1 fTaa-mamaore|; Callwood, Aubrey
{NIH,/MICHD) [E] [callwooa@mail.nih.gov]; Reter, Roy (MIHFRIEHS) [E] [reter @niehs.nih.gov]; Gheen, Valery
{MIH/MNHLEI] [E] [gheenv@mail.nih.gov]; Twilley, Ross [NIHSOD] [E] [ross.twilley@nih,gov]; Bartok, Lauren
{NIH/MLAID) [E] [lauren.bartok@nih.gov]; Kennedy, Josephine [NIH/NCATS) [E] [josephine kennedy@nih.gov]; Woe,
Theodore [NIH/NCCIH) [E] [wootp@ mail.nih,gov]; Clary, David [NIH/NIAMS) [E] [david clary@nih.gov]; Albert,
Roberta (NIH/MIBIB) [E] [roberta.albert@nih.gov]; Johnson, Shavon (NIH/MIEHS] [E] [shevon.johnsen@nih.gov];
Harmmaond, Christopher (NIH/OD] [E] [christopher.hammondZ @nib.gov]; Hinton, Cynthia [NIH/OD) [E]

[eynthia hinton@nih.gov]; Hailelewl, Betty (NIH/OD) [C] [betty.haifeleuwl @nib, gov]; Beecher, Tricia [(NIHOD) [E]
[tricia_beecher@nih.gov]; Jones, Amber (NIH/OD) [C] [amber. jones@nih.gov]; Johnson, Ryheem (NIH/0D) [C]
[Fyheerm johnson@nih.gov]; Berry, Thomas (NIH/NIDCD) [E] (thomas, berrg@ nib.gov]; Albertini, Brian (NIHSNINR) [E]
[albertib@mail. nib.gov]; Green, Yolanda (NIH/NIMH] [E] [volanda green@nih,gov]; Cheema, Uzma (NIHHIBIB] [E]
[uzrma.chesma@ningov]; Pearson, Katrina (RIHDD]) [E] [pearsonk@od.nih,gov]

NIH PCG Meeting Agenda 05,26.2021 (2] docx; MIH Policy Owerview_Privacy_202 10526 (1) pptx; Overview of the
GODPR 2021.pptx

5/26/2021 1:30:00 PM
5/26/2021 3:00:00 PM

{none)
Close, Dustin (MIH/OD) [E]; WIH IC Privacy Coordinators

Mair, Prerna [NIHACSR) [E]: Cantilena, Barbara (MIH/MIBIB) [E]; Cosrme, Lilllan [NIHMWAMS) [E]; Alves, Steve (MIHOD)
[E]: Butler, Gloria (MIH/NHGRI) [E]: Putmey, Dvonte (NIH/NINDS] [E]; Peterson, Trevor [NIHSNEI) [E]; Folkers,
Ionathan (MIH/NUAA) [E]: Dade-Vinson, Celeste (NIHSOD) [E]; Brining, Shery (NIHAOD) [E]; Cook, Karen
{MIH/ODSORS) [E]: MilHard, Suzanne (MIHMCI) [E]; Amar, Anna (NIH/OD) [E]; Lopez-Ramirez, Rosayma [NIHMAOD]) [E];
Leahy, Timothy (KIH/GD) [E]; Stablle, Regina (MIH/MIEHS) [E]; Martin, Susan (NIHACC/DCRI) [C]; Cheung, Paul
{MIH/MHGRI] [E]; Manheirm, Marianne (MIH/NHLE] [E]: Woodsan, Holly (NIH ODAORS) [E]: Chen, Eva [NIH/RIDDH)
[E]; Le, Wivian (MNIH/NLA) [E]; French, Danbel (NIH/OD) [E]; Vorck, Fred [NIHSCCSDCRI) [E]; Tudker, Susan (MIHSOD) [C];
Dickens, lasse (MIH/NIMH] [E]; LaBella, Shirley (MIH/OD) [E]; Amarante, Rusinel [NIHMIGKS] [E]: Yager, Kelby
{NIH/MIDDK] [E]; Squiers, Chris [NIHSRIDA) [E]; lerioro, Maddie (NIH/NIAJERP) [E]; Lansiquot, Boniface {MIH/MNEI) [E];

RELO000631569.0005



Ngo, Nam (NIH/NCATS} [E]; Smith, Marcia {NIH/FIC} [E]; Barreros, Tamara (NIH/OD/ORS) [E]; Schaaf, Mark
(NIH/NIDCR) [E]; Yang, Amy (NIH/NIDCD) [E]; Frimpong, Eno (NIH/OD) [€]; Ratliff, Shaun (NIH/OD) [E]; Moore, Marg
(NIH/NIAID) [E); Callwood, Aubrey (NIH/NICHD) [E]; Reter, Roy (NIH/NIEHS) [E]; Gheen, Valery (NIH/NHLBI) [E);
Twilley, Ross (NIE/OD) [E]; Bartok, Lauren (NIH/NIAID) [E]; Kennedy, Josephina (NIH/NCATS) [El; Woo, Theodore
(NIH/NCCIH) [E); Clary, David {NIH/NIAMS) [E]; Albert, Roberta (NIH/NIBIB) [E]; Johnson, Shevon {NIH/NIEHS) [E];
Hammond, Christopher [NIH/OD) [€]; Hinton, Cynthia (NIH/OD) (E]; Haileleul, Betty [NIH/OD) [C|; Beecher, Trica
(NIH/OD) [E); Jones, Amber (NIH/OD) [C]; Johnson, Ryheem [NIH/OD) [C]; Berry, Thomas (NIH/NIDCD) [E]; Albertini,
Brian (NIH/NINR) [E]; Green, Yolanda (NIH/NIMH) [E]; Cheema, Uzma (NIH/NIBIB) [E]; Pearson, Katrina (NIH/OD) [E]

The NIH Privacy Coordinator Group (PCG) Meeting is held the fourth Wednesday of every other month, 9:30am —
11:00am. The agenda and supporting materials are attached.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

Learn More | Meeting options
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MNIH Privacy Program

Office of the Senior Official for Privacy (OSOP)

Privacy Cooardinator Group (PCG) Meeting Agenda

DATE May 26, 2021 LOCATION Microzofi Teams
TIME 9:30am — 1 1:00am FACILITATOR  Dustin Close, NIH Privacy
Program Lead
e NIH Policy Team — Policy Manual Repository Overview Citncy Himton
e General Data Protection Regulation (GDPR) Overview Chris Hammond
W SOF Update Ceteste Pl Feavam

il e PCG Open Forum Fairticipanis

Remote Participat

Join on vour computer or mobile app
Click here to join the meeting

Or call in (audio only)
| T 1. United States, Bethesda
Phone Conference 1D: b6 |

{ m) National Institutes of Health Page 1of 2
I O of Mnragamac

RELO000631569,0005.0001



OSOP Meeting Notes

ﬁ m National Institutes of Haalth Page 2 cf 2
., OFfica of Slanapamaad
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NIH Policy Manual

Office of Management Assessment
Division of Compliance Management

Tools and Tips for Navigating the NIH Policy Manual Repository

May 2021

NI
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Agenda

= Home Page

= Policy Layout and Features

= |ssuing Office Contact Optlions
= My Favorites

« Search/Browse Features

= Export Reports and Policies

[ 5 BBy tationa institutes of Health i
[¥ng oF LR agierimed

MIH Policy Manual

RELOO00631569,0005.0002



COverview
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*  MIH Policy Manual is an official
migchanism and prirmary repository
for MiH-wide policy. and comprised
of individual chapters, commanly
refamad {0 as Manual Chapters or

reposiion and supports due pokcy
izsuing oficas (108} to devalap,
madily, of rescind chapiers,

= Mamzl Chaptar 1710 estabiishes
requiramants for policies maintainad
i (he reposBiony o ensur:

- Policies are developed
congistantly and undenga
proped reviesiapproval;

= Responsibdities are clear and
0% have Manual Chapier
Coordinators (MCCE and

- Congistancy with othar
policias and the ovarall
missicn of the agancy.

~l
W B) tationa institutas of Haaith
F Dy ol L e

MIH Policy Manual

MIH Policy Manual Application

» Micrasoft MET custom application developed 1o manage
the comtent similar to a Content Managenent System [CMS)
providing features such as drafting, previewing, and
publishing

= streamlined the complete Policy Manual Authoring process
¢ Developed warkflow for OlMA MC Team to work and
collaborate to create and manage Policy Manuals

s Introduced sutomatic versioning for metadata and policy
conient

* Created an awtomatic archival process based on publishing
type and offered an option bo track the MARA process

* Designed MIH OMA brand consistency by inheriting from
OMA public website

 POF wisrsion Is automatically created

* Automated broken links checks and an email is delivered (o
Inbox with broken lnk infio

« Automated reminder for reviewing tihe policy manwal

2
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Homepage

. T — s esmsiess= Navigation Ribbon:
Pe e, » Straightforward and intuitive

ribbon for users to find
% e i Eiapbars . TR PP resources, contacts and more
oy A b | oy i i it about the MIH Policy Manual,
A SR S ST ] ¥ty - 288 + NIH staff can access additional
Flonmorrreriet iy SR e PR e features o the site after they
Y R e o Y N — : login.

e Content Display:
— + Policies are organized into

e — s guadrants,
. " = Within a matter of seconds,
R e et vigitors can quickly see

- o EHI policies most navigated by

o v frequency, recent

- R e publication stalus, or
e b B i, ity leisurely browse by seres,

R - Simple and easy lo read

— and review policies by being

SR conscious of our target

audience (YOI

~l
(W] g} Hational institutes of Hamith 3 MIH Policy Manual
F D o Wenagsemmy
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Policy Information, Features and Layout

Although not all contact info is required, when the 1O includes as much
as possible, it makes it helpful during research when further information
s needed.

5 T actil o by Wiy
1718} P isherd anad Maderiierang Podd s i the MiH Pobyy Beadiol
1710 - Publahing and Mgy i oL Coell LB P 00, i
Rdpmnbaering Folcies In ithe
HiH Prdcy Myl g O Pl bl il A

m Ay W Wil N cana Lty O Ve et DA e b

:".'I' Kl By |07 270 I Bk f Bveuies D © 5 000 @
o B B ocol

Left navigation to guickly jump to sections within policy content

Ability for users to provide feedback to OMA and 10 MCC for individual policy
Option for users to share policies via yammer or email

Print policies to pdf

MIH users can "favorite” policies [once logged in from the homepage)

Tool tips for date flelds to accurately describe the version history

e L B

W1 W) Hational institutos of Hamth i NIH Priicy Manual
[¥ng oF LR agierimed
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Contact the Issuing Office for Policy

Depending on the amount of contact informalion the 10 provides, you may
have several oplions. One is to call the 10 directly from your compuler (Inr
iPad, tablet, mobile device). By clicking the phone number, a pop-up will
prompt you to identify which device you want to call from {connected
iPhone, android, skype or leams) .

curity Incident and [I ! — I

1745-2 - MIH Privacy and Information
Policy

b s LN
dssuing Offfce: CLVOMAOMA OTVOCK | Phone: (5011) 424 2857
B ks
Release Dhe: 725501 4 @) Tochnicsl Revision Date: 2302070 @) [
L e e s
It Lsing your
e
Cevice, click
i riuimbser
and it vl
call the 10
(W1 W) Hational institutos of Hamth £ NIH Policy Manual
[¥ng oF LR agierimed

RELO000631569,0005.0002



Contact the Issuing Office for Policy

Another options is to select the "Provide Feedback” button. This will
allow you to inform the Issuing Office Manual Chapter Coordinator and
the OMA policy team and about your inguiry for that individual policy.

1745-2 - NIH Privacy and Information Security Incident and Breach Response
Malicy
Iesudvge Ofos: Q0 OMADNA OEVOCKTY  Phones (0] 474 2837

Beleaze Date: 20730 5014 i@ Technical Revision Date:d 20202080
|

Provid= Feodback

S ihmi bl P2 - e s b e Bl 01

b TN L Fe o el el ey el e el Faargear B

1l i cpndior: bt Phar b Sl Ut i, o e 1l

Thasin,
By
~l
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Sharing Policy Features

Here's a closer look at the sharing features for each policy just below the contact

information, find these 3 icons which are as follows:

= Yammer — generates a post to your MIH Yammer account and allows you o fag
people/groups to be notified.

*  Email — creates an email and link for you to share this policy with your colleagues.

*  Print — creates a PDF version of the MC for you to save andfor print.
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My Favorites

Users must be on the MIH netwark {or VPN] in order to login and access additional

faatures in the NIH Palicy Manual
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My Favorites

s Users logged into the system can favorite policies allowing for easier access to most
frequently accessed chaplers.

= Usirs will e the most frequently accessed chapters they specifically visil on the site.

=  Manual Chapter Coordinators (MCCs) and Subject Malter Experts (SMEs) will see
polickes they issue and the ability to easily see the scheduled review date.,
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10

Search Fealures

The Search feature allows you to pinpoint content within a chapter with it's
“Keywords” and "Search Within® functions. Additional options to narrow your
search include identifying the Issuing Office, Functional Series, Release Date
and Publication Status. If the search results are needed to share with other, the
user can export the results into excel.
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Lh]

Search Fealures

For example, you are the Mobile Device contact for your IC. Your supervisor

has directed you to revise the IC policy. The IC policy was last revised in 2018.
By searching for the key terms wilh exact phrase malches and using the active
publication status within a date range, you successfully narrow the results to 5

policies.

) b} Hational institutes of Homlth i
MNIH ) Nation . e NIH Pelicy Manual

RELO000631569,0005.0002




12

Browse Features

The Browse feature allows you to explore policies which are organized by
chapter number (by default). If you know specific information about the chapter
you're inguiring, simply narrow the results like the search tab with the option to

export your results to excel,
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Exporting Reports
This tools allows you convert any list of results into an excel spreadsheet for
personal use, generate data, present findings to offices, etc.
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Contacts for NIH Policy Manual

Cynthia Hinton, NIH Policy Manual Lead
[
{301) 5044430

Tricia Beecher, NIH Delegations of Authority Lead
iricia. baechar@inih.gov

(301} 451-B165

Batty Haileled, Managemant Anahysd

batty hallslswliEnih.gow
(301} 451-T987

Amber Jones, Managament Analyst
amibar jonasainih. goy
{301) 584-24T1

Ryheem Johrson, Managament Analyst
ryheam johnsoniSnih pov
(301} 402-B687

For submittal of chapters or questions about the NIH Policy Manual: policymanual@nih gov
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Upgrades
[ —— RIS 4 2017, OMb launched the new Paolicy Manual repository,
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2019

Improve the NIH Policy Manual system with the agile method to perform updates. increase operational functionality, and
ENSUFE PrOPer SEcurity réquirements are met. By assessing stakeholder needs, user portals were developed for NIH staff 1o

increase the usability, generate reports, and plan for policy management lifecycles which resulted in increased accountability,

transparency, and workload distribution among various agency Issulng Offices.

20230;

Released updates to the MIH Policy Manual site regarding workflow notifications, automatic filing of records upon publication,

update policy headers to include ool tips, update export to word features,

ril 2021;
:FPS 10: 483 - Emergency/Temporary Workflow Motification of Expiring Policy
TFS 10 484 - Search/Browse in Mumerical Order
TFS ID: 485 - Search Box - Metadata Info (485)
TFS ID: 488 = Add "MY FAVORITES” link o the Ribbon
TFS 10: 490 = Move “EmergencyiTemparany”™ on the Homepage (430)
TFS 1D: 491 - Add "Copy Draft Link” for Rescisslons (491)
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NIH Policy Manual — Required Format & Decuments Used in Processing

All policies in the NIH Policy Manual are required to include the following
format:

= Transmittal Sheel

Purpose

Audience/Scope

Paolicy

Roles and Responsibilities

To aid the 10s and MCCs with the format and lifecycle of a policy, the
following forms and lemplates are used to publish a policy:
«  Approval and Concurrence Forms

o NIH Form 414-7 = NIH Manual Chapter Concurrence and Approval

Record
o NIH Form 414-6 — NIH Manual Chapter Review Record (oplional}
=  Templates
o NIH Form 414-8 — Example Transmittal Sheet and Chaptar
Template
o FResources: hilps:/foma.od.nih.gov/idms/pages/manual-chaplers-
links.aspx
MNIH } National institutes of Hexitn 17 NIH Priicy Manual

Tramsmittal Sheet: The cover page must include an explanation fior writing, revising, or rescinding the chapter, as well as the
removalrelease dates and appropriate 1O contact information,

Purpase: Describes why the policy 15 needed and Summanzes what the policy will communicane to the reader,
Audience/scope: Identifies the target audience and wha the policy applies or does not apply to.

Podicy: Communicates essential requirerments, rules and guidelines,

Roles amd Responsibilities: Assign duties and required steps to the appropriate officials, organizaticns, or groups who have a
stake in carmying out the policy.
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The European Union
General Data Protection Regulation:
Tips for NIH Privacy Staff

Chris Hammond
Senior Attorney
Office of the General Counsel
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Questions?

Chris Hammaond
Senior Attorney
Office of the Genaeral Counsel
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Resources

* OIR/OHSRP GDPR FAQs -
https://irbo.nih.gov/confluence/display/ohsrp/Frequen
tly+Asked+Questions#FrequentlyAskedQuestions-
FAQGDPR
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From:

Sant:
To:

hartinez, Heather [MIH/MIAID) [C] [fO=EXCHANGELABSOU=EXCHANGE ADMINISTRATIVE GROUP
{FYDMBOHF235POLT) CH=RECIPIENTS /CN =52 802 9F BE LABASECETSES591AECCZBF3-MARTINEZHT)

T21/2021 12:18:04 Phd

Bartels, Adelina (MIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHBOHF235PDLT) cn=Recipients/cn=098968f962 T 24a89%d a9 1666 5bec To-bartelsad ], Gordon, Alison
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF235POLT) cn=Recipients/cn=12daeb 302 Badd565bc 7 29ed 2 2bfbE Ta9-gordonali]; Gordon, Alison
(HIH/MEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF235PDLT) cn=Recipients/cn=12daeb20 2 Badd 5680 T 259ed 2 2bfbE 7a9-gordonali]; Amato, Cynthia
(HIH/MIAID) [C] [fe=Eachangelabsfou=Exchange Administrative Group

{FYBOHF2I5POLT) cneRecipients/cn=4b3d83b5ffcd 1ad971302211d 2c 2 1 f9-amatoc]; ora, Anita (NIH/NIAID) [E]
[fosExchangelabs/ousExchange Administrative Group

(FYCIBOHF2ISPDLT) cne=Recipients/cne] 14d4el6ffel4 387 2adfdoc 1 5008a693-amora); Bonhomme, Andrea
(HIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYIBOHF2ISPOLT) cn=Recipients/cne=efb135f01 3564348 1 ffled e 1589823 -bonhommeag]; Gabossy, Andrea
(HIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Adméinistrative Group

(FYHBOHF 235PDLT) cn=Recipients/cne=b540d5 foddf 14614 5%bdc 1dabddoc?bla-gabossya)]; Radtke, Andrea
(HIH/MEAID) [E] [fo=Exchangelabs/ous=Exchange Administrative Group

{FYDIBOHF 235POLT ) cn=Recipients/tn=dieebaed 26534 755be Llabéde 20a 1b0ab-radtkeaj]; Harris, Angela [NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) cn=Recipients/tn=da588301 11754 744bbc 603 1fSef BbbIG-harrisah]; Garvey, Anne (NIH/MIAID)
[E] [fo=sExchangelabsfousExchange Administrative Group

{FYDIBOHF235POLT ) cn=Reci pients/tn=2fe3fdecc091424b3add3d094 22 2 34ba -garveyal; Crane, Anya (NIH/MIAID) [C)
[fosExchangelabs/ousExchange Administrative Group

{FYDIBOHF235POLT ) cnsRecipients/tns3 16c75f796a544d48bal2 1 1e252e f0&0-craneak]; Oplinger, Anne [KIH/NIAID]
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT ) cn=Recipients/cn=17c5b4d244b6419¢aTafb 1 1BE2 1bdDe 2 -a0plinger|; Ward, Alicia [MIH,MNIAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/cn=8b015db38 Tdadad38d 2563bcAdB0CSS e-ayward]; Hutko, Autumn
{NIH/MNIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDMBOHF 235PDLT)/cn=Recipients/cn=703f8Fa7B014 306826 2oBd7 Ecbabi0B 3-ballarau]; Barrick, Bill [NIH/NIAID) [v]
[fo=ExchangelabsfousExchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=1b5dbEc0332 14cT1bI9dZ Th The36201B-bbarrick]; Bennett, Arthur
{NIH/MIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 23SPOLT ) en=Recipients/cn=ea0Badd6Tadadc 256 14 250092 baatd Ze-bennettar]; Hartman, Brenda
{NIH,/VRC) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 2 35PDLT)fen=Recipients/cn=7a304e0de 6434601946468 L edeadcIec-bhartman]; Thomas, Bridget
(MIH/MNIAID) [E] [fo=ExchangeLabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT) cn=Recipients/cn=e4 b edB478410399d 3590069 194 ae-brthomas]; Lee Howell, Bonnie
(MIH/MAID) [C] [fo=Exchangelabsfou=Exchange Adminlstrative Groug

(FYHBOHF 235POLT) en=Reciplentsfen=52183458c 0444881383 1 16a808ch 23 L6b-bhowedl]; Barchers, Sarasimone
[Usa] [Borchers_Sarasimone@bah.com)]; Schnelder, Brett (NIH NIAI0) [E] [fo=Exchangelabs/ou=Exchange
Administrative Group (FYDIBOHF23SPOLT) en=Recipients/cn=34691 3cetadedalad 26 268 7d345d3chd-schnelderba);
Woble, Brian (MIHANIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipients/cn=aac P Tc 30c 54307909006 1103 1 Tedc V-nableby]; Tageart, Brian (MIH/MNIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group
(FYDIBOHF235PDLT)/en=Recipients/cn=e 73146504 5504616a 4650982917 fa-taggarthj]; Smith, Brock [NIHMNIAID]) [E]
[fo=Exchangelabs/ou=Exchange Admindstrative Group

(FYHBOHF23SPOLT) en=Recipients/cn=5%c 2 6facBEEI 1 35bd5e9TEf 1902 a0e 7 -smithbro]: Dillner, Bryan (MIHMI1AID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYMBOHF 235POLT) en=Recipients/cn=6ab%4 FTeB22 2 deacbbbl1fa52 lebEdDd-dilinerbw]; Schimidt, Beth
{MIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF 235POLT) en=Reciplents/cn=c9dcef3b3ed 24 2609 8ba Va 3deed 100ad-bschmidt]: Bullis, Catherine
(MIH/MAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=360a406T82 Tcdb96a 25c 1 755218253 bullisc); Bunch, Michon {WIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=35ed 2046 T94d 2 dba3faB5afi6asdd5-bunchmn); Cary, Patrick [NIH/NIAID]

RELODODG31596



[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FMBOHF 235PDLT) en=Recipients/cn=1115784e 561 Mebbbl06dfedfcceBeda-carypal; Casll, Ray (MIHSMIAID) [C]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235PDLT) en=Recipients/cn=d3f1c4 14181 6448203 Bd3b 2 d02 35a56c-casilrp); Maynard, Chad [MIH/MIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHBOHF 235POLT) cn=Recipients/cn=1ba0c 736946433897 dbaced 83T Sed96-maynardca l]; Grewe, Charles
{HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF235POLT) cn=Recipients/cn=5fbc 262032 784 Tafbdfdec 5fo165.a88-grewec]; Stone, Charfes [MIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYBOHF 235PDLT) cn=Recipients/cn=73c12659db7d 34ac2 B9 dBAd8D Tad 11 20-stanech]; Cheman, Jaime
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDBOHF235POLT)/ cneRecipients/cneb?f10aB4f3f l4bddbabd Siideafd 236c-chemani]; Marcum, Chris (NIH/MNHGRI)
[E] [fosExchangelabsfousExchange Administrative Group

(FYCIBOHF2ISPOLT) cn=Recipients/cn=6a51badadbfiafdead 180355074960 8-marcumcs]; Kelly, Colleen
(HIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT)/ cneRecipients/cnabaald TedbaladedbadTelelSeaddodiB-kellyc]; Kelly, Colleen (NIH/MIAID] [E]
[fosExchangelabs/ousExchange Administrative Group

{FYHBOHF 2I5PDLT) cn=Recipients/cn=baald Vedba2adedbadTelel SeaddodIB-kellyc]; Coper, Susan (MIH/MLAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/tn=18863e6748064e 2ebBcBSbe 3 Tedd 2d3 2 coopersu]; Coronado, Lisa
{NIH/MIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYDIBOHF 235PDLT) cn=Recipients/tn=e498d668F1b54b49b4 5455034833 74bb-coronadl]; Shirley, Celena
{NIH/MIAID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYIBOHF 235POLT ) cnsRecipients/tn=ebd1 7e6a6 2904 5c5ac T9e6 151a0f4a53-cshirley]; Wair, Claudia (KIH/RIAID]
[E] [fo=ExchangelabsfousExchange Administrative Group

(FHBOHF2ISPDLT) cn=Recipients/cn=02a2c 159c6 T34 1 24a5566ThI63cFad 1-cwair]; Halman, Cyneteria
{NIH/MNID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=0a 183fcfBe3bde 15 E59 aandachb 25 charrington]; Fabry, Cynthia
{NIH/MLAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF 235PDLT)/cn=Recipients/cn=fd0daffbcetba Debbbi56ebDETIce 297 -cfabiry|; Rojas, Cynthia (NIH/NIAID) [E]
[fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF 235PDLT)/cn=Recipients/cn=d219d82ec5944cabe I 9cdadeb 246 16E-rodriguezcm]; Borror, Debbie
{NIH/MIAID) [C] [fosExchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT fen=Recipients/cn=959052153cabd bedE bEER5 T 2994 [ Ma-borrordl]; Coneay, Desi (NIH/NLAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 23SPOLT) en=Recipients/cn=32950b3e 5924404 bEelLd43 9bfee 563 conwayda); vey, Diane (NIH/NLAID)
[C] [fe=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/en=Recipients/cn=62032d23a7fd49¢9b01d 1 1c6e7 1db7Be-iveyd|]; Perry, Dina (NIH/NLAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/cn=4f174972356540eb8bEBdc Tecel 11c0eB-perrydm|; Dixon, Dennis M.
(MIH/MAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Reciplents/fen=62cdfocaddeSa¥eaea lbbod0d6d1 39-dmadixon]; Strasnick, Dolosis
{MIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/en=0669d626 T cBadi 208c 2 2e36d2 Ladbdf-strasnickd]): Holton, Eirmear
{HIHMIAID) [C] [fo=Exchangelabsfou=Exchange Administrative Group

(FYIBOHF 235POLT) en=Recipients/en=7d637 807 2e0d4 7 2692 9e08d 26a%abe58-haltanel); Deatrick, Elizabeth
{MIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group
(FYDIBOHF235POLT)fen=Recipients/cn=96d 248661082 4alch 19adleccc S0fedd-deatrickem]; Perez, Elizabeth
{HIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF23SPOLT) en=Recipients/cn=ble80dfcb 54548 1a976 1 b2 c Pd85 T Tha-perezed); Soott Wycherly, Elizabeth
{MIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF235POLT) en=Reciplents/cn=d49cf 302304 1dd9 3462 102a5 2c 2e5-elscott]; Dawis, Framces [MIHMIAID} [C]
[fo=Exchangelabs/ou=Exchange Administrative Groug

(FYMBOHF 235POLT) en=Reciplents/cn=edfcb?ddb 99 145769561 L RabdD 1 1949 8-garciavazqu); Sparks, Fredenick
(MIHMAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=b63d35e3f7 Tcde 299 2edbSfefb 130 Thd-fsparks; Ravitious, Geoffrey
{HIHMIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=be83a94b53Th4 700B5Th9eEbOT 98ecl3-raviliog); Birdsong, George

RELODODG31596



{HIH/MIMH] [E] [fo=Eachangelabsfou=Exchange AdméEnistrative Group

(FYDIBOHF235POLT)/ cn=Recipients/cn=d5d8d3e578 1f4056265dE0 2 589 TafTbe-birdsonggr]; Folkers, Greg
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHMBOHF 235POLT) en=Reciplents/cn=614c792339a 14609281872 13785 19dbd gfolkers]; Smith, Gregory
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHBOHF2I5PDLT) cn=Recipients/cn=edbd 200540504 Te 2592 108abbd 1 7F2 5b-gramith]; Thompson-Russell, Gina
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF23SPOLT) cn=Recipients/cn=ecb101906cf 1441 193506063 1 1 LER0G4-thompsog]; Hannon, lessica [LISA]
[fo=Exchangelabs/cu=Exchange Administrative Group (FYDIBOHFIISPOLT) cn=Recipients/oneusarddchBe 54 ];
Haskins, hefinda (NIH/NIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF235POLT)/ cn=Recipients/cn=545e01 1416 15%453bbdfc 1dcdebcd 5887 -haskinsm|; Herpin, Batsey
{NIH/MIRID] [E] [fo=Exchangelabs/ousExchange Administrative Group

{FYDMBOHF2I5POLT) cneRecipients/ cne5f98eaidd0b54 9092 20014 1 29958 ffc8-herpinb]; Hoffman, Hillary
(HIH/MEICHDY) [E] [fosExchangelabsfousExchange Administrative Group

{FYDMBOHF2I5POLT) cneRecipients/cna3869fe 2 763 1b4dcdbe38 193593746102 -hoffmanhe]; Hirsch, Marie [KIHVRC)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYMBOHF2ISPDOLT) cn=Recipients/cn=f3991c2fedd 44 2adbafal (1 3 abdbS6de-hirschm]; Hopkins, Heather
{MIH/MIAID) [E] [fo=Exchangelabs/ous=Exchange Administrative Group

{FYDMBOHF235POLT) cneRecipients/cn=966 24336 Fc 14071 Bc91 538 1d33bf360-hopkinshe]; Horrell, Barbara
{NIH/MIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF Z35PDLT) cn=Recipients/cn=3791308dd5b245abbf6d458e 562 2ffc8-horrellb]; Hudgings, Carole
{NIH/MIRID) [V] [fosExchangelabs/ousExchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=c5748df88ae 14054882 fhdadeed 3255 3-hudgings]; Chandramouliswaran,
Ishwar [NIH/NIAID) [E] [fosExchangelabs/ousExchange Administrative Group

(FHBOHF2ISPDLT) en=Recipients/cn=bad26582 T6d249c 13335148 1d532 96 1 b handramoul]; hyengar, Ranjini
{NIH/MIRID] [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF23SPOLT) cn=Recipients/cn=aBeabBd0 15240 1b1 26bb34I2GE 1bef-iyengarr]; Hatfield, Jarmie (NIH/NLAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

{FYDBOHF235PDLT) cn=Recipients/tn=63Ea46d4 64 B 1446584 T 8da26 1 9ddée-hatfieldjm]; Compton, Jennifer
{RIH/MIRID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/tn=9¢ laadbbdd 32 4195b430173dcfac2 e 10 jrompton]; Routh, Jennifer
{NIH/MNIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/tn=e3b5bbal 619344 3803 7ca4a7 147 3aB-routhj]; Beaver, Jill [NIH/MNIA/ERF)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) en=Recipients/cn=366bi0cB50a 543 cfb064bTa0Z 06 740b-beaverjm], Keener, Jessica (NIH/MIAID)
[C] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT ) en=Recipients/cn=ce 1673lcEbI0a06Table 358303 210ecd-jkeener]; Craghan, boe [NIH/RIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT ) en=Recipients/cn=cc07414d321ad 2 dasecdedib 2 ceBEIE4-croghanj]; ENis, tohn (NIH/NLAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=6558c00289c 47 Tiad53 1 1 9bEbDEadb-llisjo]; Tsang, dohn (NIHMIAID) [E]
[fo=Exchangelabs/cu=Exchange Admindstrative Group

(FYMBOHF 235POLT) en=Recipients/cn=c4669b2 1637 4420eb3 ace 1 bdSedFaed-tsang)s]; Johns, Bryan (MIHMNLAID)
[C] [fo=Exchangelabs/ou=Exchange Adrministrative Group

(FYMBOHF235POLT) en=Recipients/cn=8{ 7Bdaaechl 4451 58c 4807 dd 90 29 a-johinsbr]; Allen-Wikcox, Jori

{MIH M0 [C] [fe=Exchangelabsfou=Exchange Administrative Groug

(FYDIBOHF 235POLT) en=Recipients/cn=48a1d4If4602 a3 1 548004184 39828 7o -allenwilcax]; Daminique, koyelle
(MIH M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHMBOHF 235POLT) cn=Reciplents/cn=5c55f75b581 18ab 2b2cchaclaBB Lecae-dominigue k]; Smith, Jr (MIH/MIAID) [E]
[fo=Exchangelabs/cu=Exchange Admindstrative Group

(FMBOHF 235POLT) en=Recipients/cn=e3024 2 3263 LE493e8460bad 13875 1e58-smithbel |; Ridge, John (NIH/MIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYMBOHF 235POLT)/ en=Reciplents/cn=0168c285099d4 2 20aa EcDf Ided5b02 -jridpe]; Sacchett, Jenny (NIH/MLAID])
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=6d7319562b2ed4d5954 335609B4E T 237 - sacchett]; Coan-Stevens, Judith
(HIHMIAID) [IC] [fe=Eachangelabsfou=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=6f18a1042c0fdb3 3bd5Sa5c0adeIaTle-coanstevens]: Shah, Jui (HIHM1AIL
[E] [fo=ExchangelabsfousExchange Administrative Group
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{FYMBOHF2I5POLT) cn=Recipients/cn=0d 38bd o696 2644 Te8ab 73d 1a3e0bTiE0-shahjui]; Yun, Julie [NIH/MIARD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=fa04dc9blaled 1cb9d8aab 5 T 15344e5e-yunji]; Vyskocil, Jennifer (MIH/NLAID)
[E€] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDMBOHF235POLT) ch=Recipients/cn=01f9T932c09243d5a Tdcach 14505567 8-wskocij]; Warren, Jon (MIH/NLAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=aT3d91d3b 054 2ea¥3elbll 1431 ad 35e-fwarren]; Zuckerman, Judith
{MIHMIAID) [E] [fo=Exchangelabs/cu=Exchange Administrative Group

(FYTHBOHF2ZISPDLT) cn=Recipients/cn=01eeb33d 6034266804 51 86846 1 cf0d0-jruckerman|; Kapsilis, Michael
{HIH/MEAID) [E] [fo=Exchangelabs/ocu=Exchange Administrative Group

(FYDMBOHF235POLT)/ cn=Recipients/cn=a5%69Th 29058445 1a976fdbe 3c91c9Tb9-kapsilm]; Cotsalas, Kara (MIH/MLAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDMBOHF235POLT) cneRecipients/cneb7 466beb9dbbdbh 303f494 570284 253 -cotsalaskj]; Harris, Kara [NIH/MI1AID)
[E] [fo=Exchangelabsfous=Exchange Administrative Group

{FYDMBOHF2I5POLT) cneRecipients/cne3e Te 2 9EbFS 504 bOFS6 1 52 Scbalbeb5-kharris]; Moble, Karbynn [NIH/NIARD)
[C] [fonExchangelabsfousExchange Administrative Group

{FYDMBOHF235PDLT)/ cneRecipients/cna26c 20 30 7baldd 5539505546 10000554 f-phillipskm2]; Stowver, Kathy
{MIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF2ISPOLT) cn=Recipients/cn=cld 72 26 74bal4c 2M05bd 50dfaba Tafd-stoverk]; Grossman, Kenneth
{NIH/MIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT)/ cn=Recipients/cn=c5e8c3c73M34e5c8e 185d4e Trad Bdde-grossmank]; Footer, Kevin
{NIH/MIRID) [C] [fosExchangelabsfousExchange Administrative Group
{FYDMBOHFZ35PDLT)/cn=Recipients/cn=e 2cdeacd 04 7F40c ShToi0c Mabdfe 32 -footerk]; McDermott, Kevin
{NIH/MNIRID] [C] [fosExchangelabsfousExchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=f37b8d 2568 1 fMb8196d6d 12307 34926b-modermotikb]; So, Kevin (MIH/MIAID)
[C] [fosExchangelabs/ousExchange Administrative Group

(FYRIBOHF235PDLT) cn=Recipients/cn=29Bedcab54 3d4986a6300 Taddadcbae 3-50kc]; Hazell, Kimberly (NIH/NIAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group
{FYDBOHF235PDLT)/cn=Recipients/tn=2b6c 3547 3cacddi59c 1 B2 ebIsd e Zadec-khazell]; Gitt, Kirsten (NIH/NLAID) [E]
[fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF23SPDLT) cn=Recipients/cn=8e 956bBb4ec 2432 TheD05bbITafGbBAD-gittk]; Kovanda, Dennis [NIH/MIAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/tn=197d75bcbbTba 1 51%e8fa3d 2ef30af 2a-kovandad]; Pekoc, Ken |NIH/MIAID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/en=Recipients/cn=B5745a9Tbadcd 1892 33bbe THe 326d49-kpekoc]; Tomlin, Krystal (NIH,/NIAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT) en=Recipients/cn=316fcaZbl 7ad4 L1Ta3824ccdddB2 5 526- tomlinka]; Santora, Kenneth
{HIH/MIAERP] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT ) en=Recipients/cn=aT 64493 bdbd7 401 23069656 2d35a6be-ksantoral; Schrmidt, Kristi
{NIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=b34c3M05084d968ba2 197dedaZ ec 13- krschmidt]: Townsend, Krista

{MIH M0 [C] [fe=Exchangelabsfou=Exchange Administrative Groug

(FYMBOHF 235POLT) en=Recipients/cn=1b12dbaedb0fdeeBa8d 055 10005d0a3a-ktownsend); Lancaster, Mahlon
{MIH M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235P0OLT)/en=Recipients/cn=385 169465613402 dabb0ed? 73618328 - lancastermal; LaPorte, Tracy
{MIH/OD) [E] [fe=Exchangelabs/ou=Exchange Administrative Group

(FYDMBOHF 235PDLT) en=Recipientsfcn=4b0c 1 TaBdaBed 1 72 b1 SedlB4e 18958 d-laportetn]; Faile, Laura {MIH,MIAID)
[C] [fo=Exchangelabs/ou=Exchange Adrministrative Group

[FYDMBOHF 235POLT) cn=Reciplents/cn=d96a92 c490bed 151057199632 12290 7 -failel]; Leifman, Lavra (NIH/MIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=9613106eb 14 F0dE 2 c2d 1 2c6ab2 6199-siwitzl]; Spls, Leah (MIHMUAID) [C]
|[fo=Exchangelabs/cu=Exchange Admindstrathve Group

[FYMBOHF 235POLT)/ en=Reciplents/cn=55b1a97 9acdadeed 9d 208252 3889368 T-spaxim]; ¥in, LI {KIH/NIAID] [E]
[fo=Exchangelabs/cu=Exchange Administrathve Group

(FYMBOHF 235POLT) cn=Reciplents/fen=cfc2eb7 192 d44f8599a8 0295 c0edbSod yvinld]; Litsimger, Alice (MIH/MIAID) [E]
[fo=Exchangelabs/cu=Exchange Administrative Group

(FYDMBOHF235PDLT)/ cn=Recipients/cn=f3c1028dfb74356bocdbBdf bacbo LES-litsingera]; Li, Yinm [NIH) [E]
[fo=Exchangelabs/ocu=Exchange Admindstrative Group
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{FYMBOHF2I5POLT)/ cn=Recipients/cna445f35763e 31402 ebf37 3dc TA0900e8 2 - livin]; Via, Laura [NIH/NIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
{FYDMBOHF235POLT)/ cn=Recipients/cn=al 1bad $6d0afd 2568 1feSfdfoab57d04- Ivial; Lee, Mable [NIH/RIAID] [E]
[fo=Exchangelabs/cu=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=5f3c5a2ate5 340600 e9ab 50 3adeeci-leem2 2); Giovanni, Baria [NIHNIARDR)
[C] [fo=Exchangelabsfou=Exchange Administrative Group

{FYMBOHF235POLT) cn=Recipients/cn=4f55f958ba 384 56bbeba3f38 15480 104-mgiovannd]; Daly, Mariyn [MIH/HIAID)
[€] [fo=Exchangelabsfous=Exchange Administrative Group

(FYTHBOHF2ISPDLT) cn=Recipients/cn=effT8b35d7452e0b89d 1 1ef0a55 T00od-dalymari]; Cameron, Mamay
{MIH/MEAID) [E] [fo=Exchangelabs/ocu=Exchange Administrative Group

(FYHBOHF235POLT) cn=Recipients/cn=17 74a2c EH 2404 292383 1 16585 20bd9-cameronmim]; Marguardt, Julie
{NIH/MIRID] [E] [fosExchangelabs/ousExchange Administrative Group

(FYHMBOHF2ISPDLT) cneRecipients/cn=663bafe 2 1bd 1 462593 a4 F584 7 4e988c3-marquar]]; Harris, Mary [NIH NIAID}
[E] [fo=Exchangelabsfous=Exchange Administrative Group

{FYDBOHF2I5POLT) cneRecipients/ cnebed28b3d8c 364 9eeal Sc60Bc lalefbdb-harrisme2]; Smith, Mary [NIH/NIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYMBOHF2ISPDLT) cneRecipients/cnab5651aeh 8544 26SEC 55 00A L2 IBRESS-smithm7]; Mathur, Punam
{MIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF2ISPOLT) cn=Recipients/cns2ac le 2 10523544 fd8bb 2003 bd 2e 31 33f-mathurpu); Eisenberg, Matthew
{NIH/MIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/cn=d3bc 181 16004 24980062 Te 3496809 4-eisenbergmal; Meixner, Maureen
{NIH/MIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYMBOHF2ISPOLT) cn=Recipients/cn=72453bcbacl1 64e23a (0561 85047 4d06b-meixnerms]; Baoth, Mason
{NIH/MIRID) [C] [fosExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/cna1de3601122ccd4a35b5b862497Te565T9-mbooth]; Booth, Mason [NIH/MIAID)
[C] [fosExchangelabs/ousExchange Administrative Group

(FYRIBOHF23SPDLT) cn=Recipients/cn=1de3601 11 2ccd4a3Sh5ba62497 Te58579-mbooth]; Mejia, Francisco
{RIH/MIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDBOHF235PDLT) cn=Recipients/cn=Te4aT34bfd5e 404 La 64 0c 86962 60dedB-mejiaf]; Foster, Maerrill (NIH/MNLAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

(FYDIBOHF23SPDLT) cn=Recipients/tn=1d24c 56280042 35007 a6f454513 240 2 - Fostermh]; Metzger, Patricia
{MIH/MIAID) [C] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT )/ cn=Recipients/cn=900e0 16994 3744829664090 Sc3540-metzgerp]; Nealy, Michael

{MIH M0 [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT ) en=Recipients/cn=h50617sabad 7406 90cdlBdd 7d e BI 2 -nealyms ] Vance, Michael (NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) en=Recipients/cn=46 1015fbI7654b57894cc 9525d3874 16-vancem]]; Craig, Michelle
{NIHMIRID] [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT )/ en=Recipients/cn=al 2fc457 2e2 2414690 a0 00 dbedt9a-craigim]; Assela, Mikert [NIH/NIAID)
[€] [fo=Exchangelabs/ouzExchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=0eB123 7736804 MeH 182 18 154a T M00d- assefarmh]; Walker, Mami

{MIH M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235P0LT) en=Recipients/cn=dde S 1ee S5 M0 M TdSebe 352047 3dad09-mivwalker]: Moore, Marg [MIHNIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF235POLT) en=Recipientsfcn=6e52e0eb 6d 140eeB 293560 Lc 2B 1 Taa-mamoore]; Madiin, Sheryl

{MIH M0 [E] [fo=Exchangelabs/ou=Exchange Administrative Groug

(FYDIBOHF 235PDLT) en=Recipients/en=4blafac523 764443900846 109970774 7-modlins]; Parsons, Mary (NIH/MNIAID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF 235POLT) cn=Reciplentsfcn=5feba e 24 3d4feda 19982393825 103-mparsons); Plneda, Mark (NIH/MNUAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=ca2Be T d692 1edB 1059 2d 2B Taee TE9E9-pinedam]; Khan, Majiyah (NIH/MNUAID)
[C] [fo=Exchangelabs/ou=Exchange Administrative Group

[FYMBOHF 235POLT ) en=Reciplents cn=82d4026b35bdbcb9fd 956 Beded4BE2 -khannd]; Barrett, Mancy (NIH/MIAID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Recipients/cn=bad9643df0454604a 185141 25993 35%-nbarrett]; Bavisotio, Mancy
(HIHMIAID) [IC] [fo=Eachangelabsfou=Exchange Administrative Group

(FYDIBOHF235PDLT)/ cn=Recipients/cn=6b8934192c 804 9deadfdbidd 7 1e3b819- nbavisotto]; Mealy, Michael
{HIHMIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
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{FYMBOHF2I5POLT) cn=Recipients/cnab50617 3abal 7406 90cdf Bdd Td 3feB 92 c-nealyms]; Nguyen, Lol (NIH/NIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF235POLT) cn=Recipients/cn=570b6 35454584 292 5f9fcb 382 2974 bbe-nguyenloi]; Bushar, Nicholas
{MIHMEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF235POLT)/ cn=Recipients/cn=2d9b0d4d Y cfb3daed b7 2 bed 174644 35%d -busharnd]; MacDonald, Nicholas
{MIH/MIAID) [E] [fo=Exchangelabs/ocu=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=c 7cf307e50c24 7088 ecec356d8c 96958 -nmacdonald]; Murphy, Nora
{MIH/MIAID) [E] [fo=Exchangelabs/cu=Exchange Administrative Group

(FYTHBOHF2ZISPDLT) cn=Recipients/cn=8580656e BdfE485e S IbB4abd dec2 29 -murphynm]; Haggerty, Patricia
{MIH/MIAID) [E] [fo=Exchangelabs/ocu=Exchange Administrative Group

(FYDMBOHF235POLT)/ cn=Recipients/cn=9af 30654 10104 3406854 146501155111d-haggertp]; Person, Nani (MIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDMBOHF2I5PDLT) cneRecipients/cneab 1 36a 884062 49hd 967 I6a56af9c 102b-personn]; Philogene, Catie
{NIH/MIAID) [E] [fosExchangelabs/ousExchange Administrative Group

(FYBOHF2ISPDLT) cneRecipients/cn=8a01dfcBEbl bdebcab2 6 TE 5409383 140-philegenec]; Price, Michefle
(HIH/MIAID) [E] [fo=Exchangelabs/cus=Exchange Administrative Group

{FYDMBOHF2I5POLT) cneRecipients/cnaldd 762 28469 246edalb4 b 1004f B4fSe 2 pricemr |; Wolff, Peter (NIH/MNLAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYMBOHF235POLT)/ cneRecipients/cn=0519d495060b04c 7001 2 4ac9 2 3883680 - pwolff]; Casil, Ray (NIHS/NIAID) [C]
[fo=Exchangelabs/ousExchange Administrative Group

{FYDIBOHFZ35PDLT) cn=Recipients/cn=d8f1c41d18164d82b3 8d3b2d02 3556 -casilrp); Chang, Rebecca (NIH/NIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDMBOHFZ35PDLT)/ cn=Recipients/cn=0b04blad d6834 ccS 8746607 EbardScl-rchang]; Cooper, Rene [NIH/MNIAID] [E]
[fosExchangelabs/ousExchange Admindistrative Group

{FYNBOHF2ISPOLT) cn=Recipients/cn=39cd3obd BEd04 FTEa 60516 f0c03a3-cooperr]; Germain, Ronald
{NIH/MIRID] [E] [fo=ExchangelabsfousExchange Administrative Group

(FYDIBOHFZ3ISPOLT) en=Recipients/cn=0cdectedIacediaTabdGaScdcalcIeae-rgermain]; Hafner, Richard
{HIH/MLAID] [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDBOHF235PDLT) cn=Recipients/cn=bib6d680533e4477996ba0d8 7fedfbca-rhafner]; Caldararo, Rocco (NIH) [C]
[fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF2ISPOLT) cn=Recipients/cn=3bc 302 daTc4446 37ad 2661 2 ddfb5 5i6b-caldararor]; Rosa, William
{NIH/MIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=62d94cBIB09d4 1ad Ib 1FTETS4FE0C 54 - rosawi]; Siskind, Rona (NIH/NLAJID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/en=Recipients/cn=c022a56 Ladaddel Zb3T1 98821200005 a-rsiskind]; Tesfaye, Rorman [NIH/NIAID)
[C] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT ) en=Recipients/cn=17133a1%eb 124l cdBdd 2aD00LEE50698d -rtestfaye]; Rumbarger, Jonna
(HIH/MRID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT ) en=Recipients/cn=718293 103135432 52317 82 5d0M4dSddc-rumbargerjm); Fredrickson, Rurik
{NIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/fcn=c 1bad91 701 1eda6cE LAf 2d 2 0d6da T 390-riredricks]: Cavanaugh, Sarah
{MIHMIRID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235P0LT) en=Recipients/cn=ddafidzatfdB4cd Ibe Talfe 5709 L beB9-cavanaughse]; Schnelder, Vicky
{MIH,MIRID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYDMBOHF 235PDLT) en=Recipients/cn=1aB3E311250M3cchidabai2 1 ecBel ab-schneidv]; Schott, Margaret

{MIH /M0 [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipientsfcn=72bae53a0c 543318 ee 1 493aldd ed T 26-schottms]; Grinkrug, Sergey

(MIH M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHMBOHF 235POLT) cn=Reciplentsfcn=cfceSaaab 108402 VBefd 182 50« 9a62 1f-sgrinkrug); Macauley, Sheridan
{HIHMNVRC] [C] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF 235PDLT) en=Recipients/cn=fG6f0e0b330ed FEdalaTa0d2cadde2aa-macawleysr]; Modlin, Shergd
{HIHMIAID) [E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

[FYMBOHF 235POLT)/ en=Reciplents/cn=4blafec523 T da39a08a0 109970 TTAT-modling): Soucy, Katie [NIH, HIAID}
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT) en=Reciplents/cn=26ed 3e30ba2d161a7 1 264504563 dba-skathryn]; Knox, Shamay [NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/ cn=Recipients/cn=870b562ab90849 TET 2chelb2d5 200de-sknox |; Saemin, Timothy (NIH/MNIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

RELODODG31596



Sl feet:
Location:

Shonwr Time As:

Recurrence:

(FYMBOHF2ISPOLT) cn=Recipients/cn=c392c2 1 7693d4 1afb ThcSbSadobcdod l-somint]; Southard, Gordon
{MIH/MAI0) [E] [fo=Exchangelabsfcu=Exchange Administrative Group

(FYTHMBOHF2ISPOLT) cn=Recipients/cn=3edb33 lebockd 5B6a 1 ee 2 f34 3d2c19¢c 1-southardgl]; Taylor, Shelley
{MIH/MEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=52caf98688 1bdeblaedal BB 24 660-stayior]; Coomes, Stephanie
{MIH/MIAID) [E] [fo=Exchangelabs/cu=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=4275bd8Ted8cATOTS8059d6 02 c 20 2 39-coomessm); Jones, Stevan
{MIH/MIAID) [E] [fo=Exchangelabs/cu=Exchange Administrative Group

{FYDMBOHF2I5POLT) cn=Recipients/cn=0b520bc 2020404 Teda2 4 141295301 8dE5-jonesse]; Stover, Kathy [NIH/MIAID)
[E€] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=ci27 226 Tdbaldc2fI69bd50dfaba Fafd-stoverk]; Sullivan, Eevin (NIH/NLAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDMBOHF2I5POLT) cneRecipients/cne121a0f1a761a4635b8d9d560fbaBd 3T76-sullivak]; Choi, Susan (NIH/MIAID) [E]
|fosExchangelabs/cusExchange Admindstrative Group

{FYDMBOHF2ISPOLT)/ cneRecipients/cne617 209e4c1fd4 182 85262 akeShfe 599 choisc]; Hu, Susan [NIH/NIAID) [C]
[fosExchangelabs/cusExchange Administrative Group

(FYDMBOHF2I5POLT) cneRecipients/cna 1470172 3856349505593 3166687 2d4dE - husk]; Vogel, Susan (NIH/NIAID) [E]
[fosExchangelabs/cusExchange Administrative Group

(FYHMBOHF2ISPOLT) cn=Recipients/cn=al 83540560604 5d50 435701 THE30CE L -svogel]; Szymoayk, Krystyna
{NIH/CSR) [E] [fo=Exchangelabs/ousExchange Administrative Group

(FYMBOHF2ISPOLY) cn=Recipients/cn=fb4d2bAdaddfa0i8a0f37c 2 Jedc 094 5a-soymczykk]; Robinson, Taylor
{NIH/MIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDMBOHFZ35PDLT)/ cn=Recipients/cn=b83ff32c 11754bechiddcObd 1 3a0BaTe-robinsonta]; Taylor, Brandie
{NIH/MNIRID) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF 235PDLT)/ cn=Recipients/cn=e 2 e4034bE55c 4040330365780 63eb-taylorbr]; Liang. Thormas (NIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/cn=2bB6aSddo3634f6 2ET I5Me63 33 2c 60T thiang; Mewched, Tarmmay (NIH,MIAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

{FYDIBOHF235PDLT) cn=Recipients/cn=4dBae2ab 17324 THaab5SdbcbB 1ecf3ETE-tmeuchel]; Lew, Tonia D, [NIH/NIAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) cn=Recipients/tn=681c5e8293c 544 119adf4c 265ba2 66 1b-leetd3|; Garten, Tori (NIM/NLAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT )/ cn=Recipients/cn=7c3del Tibedfce1869¢377 236ed 2068-gartent]; Shahan, Tracy (NIH/MNIAID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT ) en=Recipients/cn=92 339(799c 15464 1968dabdbacs363Mh-tshahan]; Vathyam, Surekha
{NIH/MNAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FITIBOHF235POLT ) fen=Recipients/cn=5ed6 1806 c5bfde 338 1 9ddb3 7edldes 70-vathvams]; Crum, Wayne
{NIHMIRID] [C] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF235POLT ) en=Recipients/cn=8557 2554134 T4L5%b 1 99aeac e 407698 -worum]; Yu, Weiming (NIH/NWAID) [E]
[fo=Exchangelabs/ou=Exchange Admindstrative Group

(FYMBOHF 235POLT) en=Recipients/cn=9174b02bbe 304 26c9 269a 11 La2 8900 -yuwd]; weizhe li@nih.gow; Wongsam,
Judy (MIHMIAID) [E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

(FYMBOHF 235POLT) en=Recipients/cn=480d 115 10eded4 7 398 cc 254 49fd 65 bdeS-wongsam]]; York Jolley, lena

{MIH M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF235POLT) en=Recipients/cn=4401217 30ee84593 LadcBaZcO8el 224 M -vark]]: Datnick-Solomon, Karen
{MIH, M0 [E] [fo=Exchangelabs/ou=Exchange Administrative Graup

(FYDIBOHF 235PDLT) en=Recipients/cn=045e5/Bd32914Tbeb 285926 1976E9310-2lotnick]

Quarterly Content heeting
Zoom Meeting Link \Will Be Prowvided Prior To Each Meeting

1/26/2021 7:00:00 PM

1f26/2021 8:00:00 Phi
Tentative

Monthly
the fourth Tuesday of every 3 month(s) from 2:00 PR to 3:00 P
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Required junknown property bypel
Attendees:

Please join Mew Media Web Policy Branch [NMWPB) for quarterly updates, resources and best practices to help your
content stay up-to-date on NIAID.NIH.gov and Inside.NIAID.NIH.gov.

MNote: Meeting agenda and Zoom meeting link will be updated prior to each meeting.

Bockground

Whether you're new to writing website content or need to brush up on digital best practices, these guarterly meetings
are for yvou, MMWEB's Quarterly Content Meeting will give public website and intranet content owners—peoaple like you
who hold content responsibility role{s) on NMAID NIH.gov and/or Inside. NIAID.NIH.gov—a first look at new site features
and new digital communications initiatives. NMWFB will also share practical tips and resources to support your
content’s success. We aim to provide increased transparency into digital policies, best practices, and the overall content
health on the NIAID public website and intranet.
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From:

Sant:
To:

CceC:

NIH InfoSes Meeting Organizer [[O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
{FYDMBOHF235POLT) CH=RECIPIENTS /CN=ETGFFBS2 IFDAABCTAR 2 1FF2 DSTRD2DDE-CLISOMEETIN]

/2112021 4:48:18 PR

HIH 1550 Only [fo=Exchangelabsfouw=Exchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=250dc1 1434584 5089223 25a8fd549979-NIH 1550 On]; MiH IC Privacy
Coordinators [fo=Eachangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT)/ cn=Recipients/cn=93794f45275fd2bcadbe 14B571 1dddad-NiH i Friv]; ISAOQ-Training-&-
Awareness [fo=Exchangelabs/ousExchange Administrative Group

(FYDIBOHF 235POLT)/ cn=Recipients/cn=b90145a1Bcd94d3eEfbbea5 168 f0ed 2a- | 5A0-Traini]

Cantilena, Barbara {NIH/MIBIE) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF Z35PDLT)/cne=Recipients/cn=3502efaa 7 4cdd53dbB00251 32edad Tch-cantileb]; Aofolaju, Olu [NIH/NLM)
[C] [fosExchangelabsfousEschange Administrative Group

(FYHBOHF2ISPDLT) cnsRecipients/cn=68d556e 7ok d42592al 2alaaelalbd 72 2-acfolajuct]; Jordan, Matt
AHIH/MEEHS] [E] [fo=Exchangelabs/ousExchange Administrative Group

(FYHIBOHF2ISPDLT) cn=Recipients/cne558451 2abSdbde Icad P67 HcFTA6560e-lordankt 2]; Akivama, Darrick

(HIH MIANMS] [E] [fosExchangelabsfousExchange Administrative Group

{FYDIBOHF 235PDLT)/ cneRecipients/cnaT0daec 1e50d64 151beld0baf7 1 7d4c03 -akivamad]; Brining, Shery [NIH OO}
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/tn=81468af5fe324e2 1a9c564aB8Thbb2d3el brinings]; Reter, Roy (NIH/NIEHS) [E]
[fosExchangelabs/ou=Exchange Administrative Group

[FYDIBOHF 235PDLT)/cn=Recipients/cn=fE80d915e91c4cIb933c65ebdocIadce-reter]; Marin, Radu [NIH/NHGRI) [E]
[fo=Exchangelabs/cusExchange Administrative Group

{FYDIBOHF235POLT) cn=Recipients/tn=aasad 1flalbl4e2f34a592aad2 Te3066-marinr 2]; Gonchar, Dawn (NIH/OD)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYIBOHF 235POLT ) cnsRecipients/tne1c9952df2a2 141 70a 1 fbfecdccBb06e -gonchard]; Burton, James (KIH/NIDCD)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT) cn=Recipients/cn=75fcaZal2cB54d 2eb 1462882 fed 2593 -burtonj]; Stabile, Regina (NIH/NIEHS)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/en=Recipients/tn=111ed33B 44604628020 95c9503 197 10-stabikerj]; MeCullar, Alisa (NIH/FIC)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/tn=1475cc 9528494612 a0Bdd 2 eB2bE 1bTe5-mccullaa); Greco, Christopher
{NIH/MIDCR] [E] [fo=Exchangelabs/ou=Exchange Administrative Group
{FYDIBOHF23SPOLT)/en=Recipients/cn=M010208353Bb4BI0B 1e0eTh2 [dadc 536-cgreca]; Freeman, Natasha (NIH/NCI)
[C] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT ) en=Recipients/cn=7 1098 2bE4 TETA6 TcB0ec 06341201 5e-freemannm]; Leiby, Chris (NIH/OD]
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=0219199d566E4997 914446 LabE302 cb-leibycr]; Kung, Dar-Ning [NIH/NLM)
[E] {fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT ) en=Recipients/cn=b76dc534e674401d35101a62 1677 (2f-kungd]; Nair, Prema [NIH/CSR) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/cn=e24Efc S4abE04 53492 748 B0 211 25¢-nalrpg); Spencer, lay (MIH/MNC) [E]
[fo=Exchangelabs/ou=Exchange Administrative Groug

(FYHMBOHF 235POLT) en=Recipients/cn=afd2a0b20cd 246608 Bdel5e TA586590 1 -spencerc]; Folkers, bonathan

{MIH A ) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipients/cn=Tcebedd 1 Tcaldzal Bf 1 2oabe 10608bdb-jlolkers]; Butier, Glosia [NIH/NHGRI]
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT) en=Recipients/tn=11fc9bet 2 24cdad 1 82dd 7598ba 7 3fbaf-gloriab]; Ngo, Nam [NIH/MNCATS) [E]
[fo=Exchangelabs/ou=Exchange Admindstrative Group

(FYBOHF23SPOLT) en=Recipients/cn=bcS2ficdbobddddabb 2 Te550edadbhs9-ngonh]; Cormwell, Kay {NIHMIGRS)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF23SPOLT) en=Reciplents/cn=de ThdOfffabataa?8dfedd e 3febdbe-cormweik]; Clarke, Dwight (MIH/MLR
[E] [fo=Exchangelabsfou=Exchange Adminlstrative Group

(FYDMBOHF235POLT) en=Recipients/cn=387cl2 7 af0bfd 1959f6e6e 1 72240541 7-clarkedw]; Alves, Steve (NIH/OD] [E]
[fo=Exchangelabs/cu=Exchange Administrative Groug

{FYDIBOHF235PDLT)/ cn=Recipients/cn=8f56T 253a5f 2432 dbcbedOc 2f3 Febffh-alvess); Wise, Matthew [NIH/NIMHD)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYMBOHF2ISPDLT) cn=Recipients/cn=01d2e T4084554b899 1cedcebS6Tabda-mwise]; Tretyak, Alina (NIHO0] [E]
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[fo=Exchangelabs/ou=Exchange Administrative Group

(FMHBOHF 235POLT) cn=Reciplents/cn=cc15bcdb8dc el a3b07 2 2a30cE94 T-alinat]; Lansiquot, Boniface (KIH/KEI)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYTHMBOHF 235POLT) cn=Reciplents/cn=8b13162a4d9d435589ecE 2c9aaa 7 T abc-blansiquot]; Calderon, Willy
{HIH/MIMDS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT)/ cn=Recipients/cn=59804eafi8b14 c e BaT 1364 15d Tedf96-calderow]; Crekalski, Blaisa (MIH/MNO)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=815c8592411edbaab5 1 be3d 1 eSbd59996-czekalsh]; Grossman, Kenneth
(HIH/MEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=c9e8c9c7930M34e5c82 185dde FradB dde-grossmank]; Waoodson, Holly
(HIH/ODSORS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYBOHF2ISPDLT) cn=Recipients/cn=0a0e5f 1 bac 3142 4006650881 2603 2b36-woodsonhj|; Cheung, Paul
{HIH/MHEGRI) [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYHMBOHF2ISPOLT) cneRecipients/cne=]155d366d49d449a 2 2aba b8 2 156359357 cheungp]; Tucker, Susan (NIH/AODH
[C] [fosExchangelabsfousExchange Administrative Group

(FYDIBOHF235POLT) cneRecipients/cnab&ba%3 207F 1 24d T BEefal 28cdc 10098 3-so0ze]; Clary, David [MIH/MIARS) [E]
[fosExchangelabs/ousExchange Administrative Group

[FYDIBOHF 235POLT)/ cneRedipients/cnabed 19f2 315 1483 cB55/a7 12491 c183-claryd]; Adier, Caralyn ([WNIH/OD) [C]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=24a9035bd5f 143092650107 1650048 T a-adlerce|; Dickens, Jasse [NIH/NIMH)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235POLT) cn=Recipients/tn=cSdeelfd792345819b3c 248880 1d813a-User_82141b); Ehan, Amman
{CMSOIT) [fo=Exchangelabs/ousExchange Administrative Group

{FYDIBOHF23SPOLT ) cn=Recipients/tnsb2 1c1 7f06ee T4 2e6863d2 3742 1e 1bf Le-Amman.Khanl]; Simpson, Troy
{NIH/NIEHS]) [E] [fosExchangelabsfousExchange Administrative Group

[FYDMBOHF 235PDLT)/ cn=Recipients/tn=37949097 801 1 4BfEabBdb56b2bcb] De 1-simpsont]; McDonald, Kevin
{NIH/MNICHD] [C] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=1ee 1686b3bdddafcBcbbi98e 2421202 5 -medonaldkt]; Hare, Roy (NIH/GD) [C]
[fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF 235PDLT)/cn=Recipients/tn=3204e2 2ccbdcd 3009045 BecIf LefdOc-harerd |; Hermach, William (NIH/NIMH)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=ac076ean 1afldefaba9280aab 1d0blaZ-whermach]; Wright, Michael
{NIH/MEN [E] [fo=Exchangelabs/ou=Exchange Administrative Group
{FYDIBOHF235POLT)fen=Recipients/cn=4cfef675d Tdbdeabbde 1 769c35c934da-mwright]; Settles, Omar
{NIH/RIAJERP] [C] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn=2edbif3895c 34558257 2002 31 14c0dE-settleslo]; White, Julia [NIH/OD] [E]
[fo=Exchangelaby/ou=Exchange Administrative Group

{FYDIBOHF 235PDLT)/cn=Recipients/cn=1cb0fdedd 1dadbeBbITIZIITITabII06-whitejua]; Velez, Victoria
{MIH/ODSORS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT ) cn=Recipients/cn=3d 2baf 14B994 28T a0e37 56280 2 8034 5-velerval; lezioro, Maddie
{MIH/MIASERP] [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/cn=9¢c06d2b30dad 4 1 e0ac eall S LafS al LEd-jerioramr]; Smith, Barcia (NIHSFIC)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYHBOHF 235POLT) cn=Recipients/cn=d 14ef52 797434 36696654 1 17 18 5eeeed-smitmare]; Ruotala, Chris (MIHOD)
[C] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/ cn=Recipients/cn=51B65b0a61 1 24 b0bade 74dc1 4 7b361 6a-ruotoloca]; Yang, Amy (NIH/NIDCD)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYDIBOHF 235PDLT)/en=Recipients/cn=7IB35fa1312cd TcS9Bb042T721 231 bebE -yvangamy]; Squiers, Chris [NIH/NIDA)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF23ISPOLT) en=Recipients/cn=0ae Le LT Hfd0 744390038642 a 2063 ddd-squlersc); Bates, Patty {MIHMLANA )
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 23SPOLT) en=Reciplents/cn=caeef 3244 22142 3balo0bac 5868 165e-batesp]; Spicer, lennifer (NIH,/0D) [C]
[fo=Exchangelabs/ou=Exchange Administrative Groug

(FYMBOHF 235POLT) en=Reciplents/cn=thdd5ea? 7al 34048 Lbdele5 29182 c3%-spicer]]; Evans, Christopher
(MIHMAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=aedBd%eaee984bbdbeac? 3694bf60 Scc-evanschris]; Olson, David
{MIHCCAOORI [E] [fo=Exchangelabs/ous=Exchange Administrative Group

{FYDIBOHF235POLT)/ cn=Recipients/cn=384 cO009cdbd4 1 299 76EEabad 02 3f68-olsondly]; Viilu, Erik {NIH/MIAJERF) [E]
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Subject:
Location:

Start:

Shonw Time As:

Required

[fo=Exchangelabs/ou=Exchange Administrative Group

(FHBOHF 235POLT) en=Recipients/cn=49ech3582aa 147 2c30cb Leel39%d2d 2el -villuea); Herder, Warren
(HIH/MEGDE) [E] [fo=Exchangelabs/cusExchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/cn=2ebdd 22132 T ade (087 2eb009fd605aed-herderjw]; Credie, lason
(HIH/MIMDS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT) cn=Recipients/cn=f64 Th507 eacad 6bba201c37 1b40ab2 77 -credlej|; LaBella, Shirey (MIH/OD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT) cn=Recipients/cn=5ae9384 1f2824 292 594a00 3 1 abe 393 3-labellas); Ferson, Patty [NIH/NCI) [E]
[fo=Exchangelabs/ousExchange Administrative Group

(FYDIBOHF235POLT)/ cn=Recipients/cn=34ab3c 500122 41 {8054 104395635943 -fersonpl]; French, Danied [NIH/OD] [E]
|fo=Exchangelabs/ou=Exchange Administrative Group

{FYHBOHF2ISPDLT) cn=Recipients/cn=351cc 1 5eb55f40ee sl T 1 Tect 5 115904 -frenchda); Dugar, Jothi [MIHSCIT) [E]
[fosExchangelabs/ousExchange Administrative Group

[FYDBOHF235POLT)/ cneRecipients/cne36f636772333415ba%e 180 5b361babT-dugarjn]; Ford, Chris (MIH/MIEHS] [E]
[fosExchangelabs/ousExchange Administrative Group

(FYDMBOHF 235PDLT)/ cneRecipients/cneb1c 7058 6a09fd 2 96bfefcB Tho0543 THe-fordod]; Seymour, Don (MIH/MIDCR) [E]
[fosExchangelabs/ousExchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=fec5c47 4784047 50207 3adfc 2 5ae04d 7 - seymourd ]; Strong, Renee
(HIHMIANS] [E] [fosExchangelabsfou=Exchange Administrative Group

{FYDIBOHF 2 35PDLT ) en=Recipients/tn=76fdd(8b2 3864 c21bf2af7bo3dBa 198 1-strongre]; Dade-Vinson, Celeste
{MIH/OD) [E] [fosExchangelabs/ousExchange Administrative Group

[FYDIBOHF235PDLT) cn=Recipients/tn=5d2eBe Tfeb 714 Tedad33af78%e Ted 1 5Sh-dadecele]; Cook, Karen [NIH/ODSORS)
[E] [fosExchangelabsfousExchange Administrative Group

{FYDBOHF235POLT)/ cn=Recipients/cn=0c4f7 702 dfoddb? das5f92 2cd2 1cdde T-cookk); Dorion, Anthony (MIH/MIBIB)
[C] [fo=Exchangelabs/ousExchange Administrative Group

{FYDMBOHF235PDLT)/ cn=Recipients/cn=300e8d 3 2datad 31 TAbcfebd TeeS0bd 14-dorionat]; D'Souza, hvor [NIHNLR]
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT ) cn=Recipients/cn=d5aBd434 33d1464c9 1e 2 6beOcd82 6465 -dsouzai]; Close, Dustin (NIH/OD) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDMBOHF 235PDLT)/cn=Recipients/cn=fa78 lebaSbeddfebbed 361301 3b1883c closedb]; Sanchez, Carlos [NIHFOD)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=d03d67cbdfefd82 Ta5aa 30840819077 I-5anchezcd]; Dimock, David [NIH/CIT)
[C] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF 235POLT ) fen=Recipients/en=6599d6ce09c04c TdbIadd4 6c59Ebbidd-dimackds ]; Teslave, Thomas
{NIH/CIT} [C] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 23SPOLT ) en=Recipients/cn=d8dbebleb 5 146509 TdEEA 268 25 16T -tesfayets]; Manheim, Marianne
{NIH/NHLEI] [E] [fo=Exchangelabsfou=Exchange Administrative Group
{FYDIBOHF23SPOLT)fen=Recipients/cn=daBe3067 19544 1 97E4905a678839cMS-manheimmi|]; Gyorda, Mike
(NIH/MINDS) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPOLT ) en=Recipients/cn=39eed099c0e 34c 7d92 ed 3151167 32d3-gyordam]; Chern, Christopher
{MIHCCOORI [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/cn=9db2 3edSdadd43 bdbdb54c2 Tatdddl ch-cherner]; Fennell, Michael (MIHCIT)
[€] [fo=Exchangelabs/ou=Exchange Adrministrative Group

(FYHMBOHF 23SPOLT) cn=Recipients/cn=e08 123 9de8c 2a49b4al 3024 1 bEL: TABH -fennelirm]; Havens, M) {NIHSCIT} [C]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYIBOHF 23SPOLT) en=Recipients/en=0edalabIddad 48 cabfOD] 51aaf 2572 1-havensma)

KIH QCH0 FY2021 Security Compldiance Training Office Hours
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Orpticnal Cantilena, Barbara (NIH/NIBIB) [E]; Aofolaju, Obw (NIHFMLRJ [C]; Jordan, batt (MIHFNIEHS) [E]; Akivama, Darrick

Attendees: {MIH MLANS) [E]; Brining, Sheryd (NIHADD) [E]; Reter, Roy (KIH/MIEHS) [E]; Marin, Radu (NIH/NHGRI] [E]; Gonchar,
Dawn (NIH/OD) [E]: Burton, lames (NIH /MIDCD] [E]; 5tabile, Regina [NIH/HIEHS) [E]; McCullar, Alisa [MIH,/FIC) [E];
Greco, Christopher [NIH/NIDCR) [E]: Freeman, Matasha [NIH/RCH) [C]; Lelby, Chris (MIHO0) [E]; Kung, Dar-Ning
{HIH/MLM) [E]; Mair, Prema (NIH/CSR) [E]; Spencer, lay (NIHSNCI) [E]; Folkers, Jonathan [NIH/MIAAA] [E]: Butler,
Gloria (NIH/NHGRI) [E]; Mgo, Mam (MIH/MCATS) [E]: Cornwell, Kay [NIH/RIGMS] [E]: Clarke, Dwight {KIH/MNLM) [E];
Alves, Steve (MIH/OD) [E]: Wise, Matthew (NIH/MIMHD) [E]; Tretyak, Alina (NIH/0D] [E]; Lansiguot, Boniface
{MIH/MEI) [E]: Calderon, Willy (NIH/MINDS) [E]: Crelkalski, Blaise [NIH/MCI] [E]: Grossman, Kenneth (MIH/B1AID) [E];
Woaodson, Holly [MIH/ODFORS) [E]; Cheung, Paul (NIH/NHGRI] [E]; Tucker, Susan (NIH/OD} [C]; Clary, David
{HIH MEANS) [E]; Adler, Caralym (MIHAOD) [CL: Dickens, lasse (KIH/MIMH] [E]; Ehan, Amman (CWMSOIT); Simpson,
Troy (MIH/MIEHS) [E]: McDonald, Kevin [NIH/NICHD) [C]; Hare, Roy [NIHSOD) [C]: Hermach, \Willam [(MIH/NIBH]) [E];
Wright, Michael [NIH/MEI) [E]; Settles, Omar [NIH/NIASERP) [C]; White, Julia (NIH/OD] [E]; Velez, Victoria
{RIHODSORS) [E]; lezioro, Maddie [NIH/NIASERP) [E]; Smith, Marcia {NIH/FIC) [E]; Ruatola, Chris (NIH/OD) [C]; Yang,
Army (NIH/MNIDCDY [E]; Squiers, Chris (MIH/NIDA] [E]; Babes, Patty (NIH/MIAAA] [E]; Spicer, lennifer (NIH/OD} [C];
Ewvans, Christophar [NIH/NIAID) [EL; Qlson, David [NIHACC/DCRE) [E]; Viilu, Erik (MIHFNIASERF] [E]: Herder, Warren
{HIH/MIDDE]) [E]; Credie, Jason [MIH/MINDS] [E]; LaBella, Shirley [NIH/OD) [E]; Fersen, Patty (NIH,/MCI) [E]; French,
Daniel [NIHAOD) [E]; Dugar, hothi (NIHFCIT) [E]; Ford, Chris (MIHNIEHS) [E]; Seymour, Don (NIHFNIDCR) [E]; Strong,
Renee |MIH/MIAMS) [EL; Dade-Vinson, Celeste [NIH/OD) [E]; Cook, Karen (MIH/OD/ORS) [E]; Dorion, Anthony
{HIH/MIBIB] [C]; D'Souza, lvor (MIH/MNL) [E]; Close, Dustin [NIH/OD) [E]; Sanchez, Carlos (MIHOD) [E): Dimock, David
{MIH/CIT) [C]; Tesfaye, Thomas [NIHSCIT) [C]; Manheim, Marianne (NIH/NHLEBI) [E]; Gyorda, Mike [NIH/NINDS) [E];
Chern, Christopher (MIH/CC/DCRI) [E]; Fennell, Michael {(NIHSCIT) [C]; Havens, Mj [NIH/CIT) [C]

NIH OCIO FY2021 Security Compliance Training
Office Hours
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Dear IC Training Teams,

As the training deadline approaches, we are scheduling additional OCIO Trafning Office Hours sessions to provide
support on how to access reporting in the Cybersecurity Role Validation and Tracking [CRVT] Application and answer
any questions you still may have about this year's changes to the training process.

Dwring this session we will:

Discuss reporting in the CRVT Application

DCID Security Compliance Training Deadlines

Ge-live date and preview of the nVision Cyber Risk Management Dashboard

Share resources available to you to help you communicate with your 1Cs the Training deadlines

& & @ @

As a reminder, resources for the FY2021 training cycle are available to vou on the OCI0 Security Training Websibe
including the Security Awareness Training Communications Toalkit that yvou can leverage to help spread the word and
encourage your ICs to complete the training.

Please email the OCIO Training & Awareness Team with any additional topics you would like us to cover during this
tirme or if you have any questions or concerns, This invite has been sent to 15505 and Privacy Coordinators, Feel free
to forward to anvone else from your IC involved in the management of the FY2021 Security Compliance Training.

We look forward to seeing you there,

OO0 Training & Awareness Team

Maticnal Irrstilules of Haalh

Cytar Safely, Prolec! cur People and our Sclance
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National Institutes of Health

Cyber Safety. Protect our People and our Science.
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From:

Sant:
To:

Rumbarger, lonna [NIH/NIAID) [E] [fO=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUF
{FYDMBOHF235POLT) CH=RECIMENTS/CN=7FE2 931031 3543 25A8F TR S DOF 405D DE-RUMBARGERIM ]

6/1/2021 B:06:19 P

Achermann, Sara [NIH/NIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=f7abfaltfdddddd bebf 2dfcb0 T 7 26ae-achermanns]; Adedeji, Bola
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FBOHF235PDLT) cn=Recipients/cn=823eBe TS0 5259 1 a%aaded 24cd2cd-badeniran]; Allgood, Amanda
(HIH/MEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF235PDLT) cn=Recipients/cn=F1c3f9942 02487 29b5da3cdbbefbd be-prattam); Alston, Barc (MIH/NIAID) [E]
|fo=Exchangelabs/ou=Exchange Administrative Group

(FYHMBOHF2ISPDLT) cn=Recipients/cn=7 T2 7ca71 2abd JI6A881d5a2 TaSce3 13 3-alstonmi]; Andersan, lennifer
(HIHMIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF2ISPDLT) cn=Recipients/cne] 20d36babe 0cadbe 56202 76996085 1 3-jenanderson]; Ashton I, James
(HIH/MIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDMBOHF 235POLT)/ cneRecipients/cnedb3f1ball654402 fEfceSall? 20d 747 1-jashton]; Auguste, Ruth [NIH/NIAID]
[C} [fonExchangelabsfousExchange Adrministrative Group

(FYHBOHF 235PDLT) cn=Recipients/cna52badfcb 165242 2a %d 5T Fdef 3605388 -auguster |; Deckhat, Alison
(HIH/MEAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

[FYDIBOHF 235PDLT) cn=Recipients/tn=564f46d 14c4d42a6B07bB2 258612 58-adeckhat]; Austin, Sarah [NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT) cn=Recipients/tn=292fcb 760941 99ebe 34 3e08ef1 78 L-austins|]; Bacon, Latonia [NIH/NIAID)
[E] [fosExchangelabsfousExchange Administrative Group

(FYBOHF2ISPOLT)/ cn=Recipients/cn=ailabaf17 27546d809486a5d 151e 3457 -baconi2|; Baker, Wendy (NIH/HIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYHBOHF2ISPDLT) cn=Recipients/cn=2db57 chd 1 304 8cefadlechaalIadctid-bakerws); Barr, Leona (MIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT) cn=Recipients/cn=7T7cTdf 3efd 7540978464 T febdf92 -barrlj]; Knight, Adele [NIH/MNIAID] [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDMBOHF 235PDLT)/cn=Recipients/tn=6d9a43ba57 2412 39b0e05c 3adb3d724-barthaan]; Bayoh, Bintu [NIH/NIAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/tn=44a13a 409 384593 964caBean55806d] -bayohb]; Beachley, Christing
{NIH/MIAID) [E] [fo=ExchangelabsfousExchange Administrative Group
{FYDIBOHF235POLT)fen=Recipients/cn=22138d79e5&54 2 TbEe 1 d6 10563 4d5d66-cheachle]; Benalcazar Ayllon,
Kichelbe [NIHNAI0) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT)fen=Recipients/cn=d5845bef755b468caBd5 Tlal e3a97eBE-benalcazara]; Branch, Avery
{NIH/RIRID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=I712409dd5b6404 1a24311 Ted 52 cdafe-branchaj]; Brewer, Teresa [NIH/NIAID)
[E] {fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDMBOHF23SPOLT) cn=Recipients/en=c14a2 1 7940664 2ifaci2dBc 2 df L aeeel-knightt]; Brockington, Alicia
(MIH/MAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHMBOHF 23SPOLT) en=Recipients/en=1e70debl abEbdbed Baed]1 99 dBEc B3 Td-abrockingto]; Brown, Linda Kay
{MIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235P0LT) en=Reciplents/en=1292che56M747 1 1a1d59/31de1 7272 3e-brownling; Brown, Niki [NIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipients/cn=4baldd TE 290 T4E6a0ade 27836201 81 b2 9-brovmnim]; Bullis, Catherine
{MIH/MAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235PDLT) en=Reciplents/cn=360a406 782 Tedb96aT 25¢ 1 7551218453 -bullisc]; Burrill, Melinda [NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF23SPOLT) en=Reciplents/cn=fa5933530%5 24 75ab Ldeef 15 16cafdcb-burrilme]; Carlson, Jofn (NIH/NLAID)
[E] [fo=Exchangelabs/ou=Exchange Administrative Group

(FYMBOHF23SPOLT) en=Reciplents/cn=6935c51e099745dd99c b3 38V ech 76 7Bd- jearlson]: Carrall, Towanda
{MIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYBOHF23SPOLT) en=Reciplents/cn=80dd0bfa3.2994blaa3a88 1d852cdd L2 c-carralit): Carver, Trea {NIH] [C]
[fo=Exchangelabs/cu=Exchange Administrative Groug

{FYDIBOHF235PDLT)/ cn=Recipients/cn=ac05f9T6df4Bded 6302 2hB663cd248d 3 -carverkr]; Cater, David (NIH/NIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYHMBOHF235PDLT) cn=Recipients/cn=b05efeeSa 5ed T fB3cta3cd909alcbe-caterdt]; Childs, Alvhana (NIH/NLAID)
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[C] [fo=Exchangelabsfou=Exchange Adrinistrative Group

(FHBOHF 235POLT) en=Reciplents/cn=7d0c64 1c 10044 58dbe Td 2eat387 28596-childsaa); Clotala, Diana (NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF 235POLT)/ en=Reciplents/cn=327293 1955064 6eeE5foleSdbb 265 c06-clotolad]; Ciifton, Dawn (MNIH/MNIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF235PDLT) cn=Recipients/cn=376f24bb58bcdaibabs2 efd flafabl 9-cliftondr]; Coe, Linda (MNIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYIBOHF 235POLT) cn=Recipients/cn=e%4daddddbcaddcebl 91 1d705e T 84aeb-lcoe]; Cogan, Mancy (MIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235POLT)/ cn=Recipients/cn=1ca9 708504 Fd 4 3bbb2 70592 960a8 7 2E6f-ncogan]; Coronado, Lisa [NIHFANIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF2I5POLT)/ cneRecipients/cneed 35d66EF1b54b40b45455034833 Tabb-coranadi]; Cotion, Kesha
(HIHMIAID) [E] [fo=Exchangelabs/ou=Exchange Administrative Group

{FYDIBOHF Z35PDLT)/cneRecipients/cnee360e2 2fdc 3a4ad6a804 1 1fdd 8167802 -cottonk]; Cox, Donna [NIH/MNIAID) [E]
[fosExchangelabs/ousExchange Administrative Group

(FYHBOHF2ISPDLT) cn=Recipients/cn=a2 81 1cb 25b68 daetab? 5d9%fed Jad lee-condmd]; Curry, Yemiah (MIH /MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYDIBOHF 235PDLT)/ cneRecipients/cna568ael Seafd1de 3a0aaddbeledd 2950-curryy]; Curtis, Krista (MIH /SI1AID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

[FYDIBOHF 235PDLT) cn=Recipients/tn=41269552f47d4ealb350ccad 32e3d35b-curtiskl]; Day, Carla [NIH/NIAIDY) [C]
[fosExchangelabs/ou=Exchange Administrative Group

[FYDIBOHF 235PDLT)/cn=Recipients/tn=343b6e24d 354 7b43829d6bedaTca 192 -daycm]; Day, Vanessa (NIH/NLAID) [E]
[fo=Exchangelabs/cusExchange Administrative Group

[FYDIBOHF 235PDLT) cn=Recipients/cn=babcbfOT67 1 742652787469 14e03cSef -dayw]; de Sam, Michelle [NIH/NIAIDY)
[E] [fo=ExchangelabsfousExchange Administrative Group

{FYIBOHF235POLT ) cnsRecipients/tnel5edc1e 75495482 1 bee 2ac 1 fadobfedf-desamm]; Dennis, Dee [NIH/NIAID [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT) cn=Recipients/cn=886f191bd2 1145c7905d05878895a0ed -dennisdal]; Devine, Ann (NIHMNLAID)
[E] [fo=ExchangeLabsfou=Exchange Administrative Group

L > | R T e R T P " 1Eckes, Risa (NIH/NIAID] [C]
[fo=Exchangelabsf/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=1918eb7d375b4ce 390b524d600d 5ac92 -reckes]; Edwards, Tara [NIH/MNIAIDY)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT)/cn=Recipients/cn=32666473bc0]14c 1882EM42 26badcbb Td -tedwards]; Elvidge, Chiquita
{NIH/MIRID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT)fen=Recipients/cn=0920e48b Teald 2a2 SeebSad 2B T3bdb-cetvidge]; Fiestas, Aeleen
{NIH/RIRID) [E] [fo=Exchangelabsfou=Exchange Administrative Group
{FYDIBOHF23SPOLT)fen=Recipients/cn=fcdb7dbE Tlaba3alalbdfe 3674 30642 1-liestasa]; Finn, Michael [(NIH/NIAID [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPOLT)/en=Recipients/cn=13fc 1ebf3ab14eBr974 19661 2d 1ddc4B-finnm]; Fitch, Darfene [NIH/MI1AID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYHBOHF 235POLT) en=Recipients/cn=cb0bd0] ¢ Feed4399%ad c 7 30f 03631 36E5-fitchd]; Flessher, Arne [NIH/NIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Groug

(FYHBOHF 235POLT) en=Recipientsfen=11e66b2Bdbafded2 8 1 Tabde 55457 10ee-afleisher]; Forerman, Dwight
{MIH,/MEIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipients/cn=6d4 22397 dbad4 3 5eb0le 070400347 -dforeman]; Gabossy, Andrea
{MIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDIBOHF 235POLT) en=Recipients/cn=b540d5fcddl 146 149%bde 1daSddec 263 a-gabossyal; Garten, Tori (MIH/MIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYMBOHF235POLT) en=Recipients/cn=7c3del Tibedfdce 18693772 I6ed 2068 -gartent]; Gehlhaus, Kristie
{MIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

{FYMBOHF23SPOLT) en=Reciplents/cn=226e9558a5334bb6a1 30931506 24c2c 1 -gehlhauk]; Germuga, Donna
{MIH/MEAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYDMBOHF 235POLT) en=Reciplents/cn=c607 199 3f4094aabal 39 3c 20008 ee T a5-germugad); Gordon Smith, Sharon
(MIHMAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=caecbebacabddepeaaed 315593 50b0ec-sgordansmit|; Goutas, Rachel
{HIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF2ISPOLT) cn=Recipients/cn=93d59857ec9545ed BcB2dGeafolia 2 4T -goutosr]; Green, Tammy (MIH/MNIAID)
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[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FMBOHF 235PDLT) en=Recipients/cn=5de408 Lefd044a 108315 Teh39f bbbl -greenta); Gresnbeaf, Stephanie
(HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 235PDLT) en=Recipients/cn=cfcadbaBEfeSifcdbae 76 1 bacc 24fecd-grenleal]; Haskins, Melinda (NIH/NIAID)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

(FHBOHF235PDLT) cn=Recipients/cn=54501 14 1615453bbidfc 1dcdetcd 588 7-haskinsm]; Hazell, Kimberly
{HIH/MIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FCHBOHF235POLT) cn=Recipients/cn=2boc 3547 3cacdafigc 182 eb3tde 2adec-khazell]; Hennigan, Karen [NIH/MIAID)
[E] [fo=ExchangelabsfousExchange Administrative Group

(FYHBOHF 235PDLT) cn=Recipients/cn=Td9feeeadchdc 2cB166dT0c 1515202 5-khennigan]; Hirsch, Barie (NIHARC)
[E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYMBOHF2I5POLT)/ cneRecipients/cnsf3991c 2fed4442adbafali(] JabdbS60e-hirschm]; Huang, lane [NIH/RIAID] [E]
[fosExchangelabs/ousExchange Administrative Group

[FYDMBOHF2I5POLT)/ cneRecipients/cne33 2 70487624104 Sddfe0a Tald 296 3-huangl]; Hu-L, Jane (NIH/M1AID) [E]
[fosExchangelabs/ousExchange Administrative Group

{FYDIBOHF 235PDLT)/ cneRecipients/cnafialc 1 Tde00344abe 23156 2294708 04-jhli]; Humgphries, Dana (NIH/MIAID] [E]
[fosExchangelabs/ousExchange Administrative Group

(FYHBOHF 235POLT) cn=Recipients/cn=60dbic 96 166344aeb0 7826584 1b2 3a o -humphriesd]; Hunegnaw, Ruth
HIHAVRC) [C] [fo=Exchangelabsfou=Exchange Administrative Group

{FYDIBOHF 235PDLT ) en=Recipients/tn=a2gatelc 1cadas 72 ¥96abT6ada5e TA2 T-hunegnawr 2]; lackson, Shonte
{NIH/MIAID] [E] [fo=Exchangelabsfou=Exchange Administrative Group

[FYDIBOHF 235PDLT)/cn=Recipients/tn=d 7fea54 2dBaeded 6b0f8ad 7 260 30T005-jacksonsm]; Johnson, Jasmine
{NIH/MIAID]) [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDIBOHF235POLT) cn=Recipients/tnscccd5 268601 54ae39d2 5a5590c 1 3 7ald johnsonjasm]; Bradley, Kim
{NIH/NIAID] [E] [fo=ExchangelabsfousExchange Administrative Group

{FYDBOHF2I5POLT)/ cn=Recipients/cns81359c5db1154b33a192 81 F7dfT 21 T4 7-jonesks]; Jordan, Latara (WIH/MNLAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 235PDLT) cn=Recipients/cn=b2d723c4dae 34f630cbef D1 69Baa5d5 - jordanit]; Kennedy, Paul (NIH/MNIAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn=6b3003891664cd3a67dcbTeTd 2ecd36-pakennedy]; Kimmel, Stephanie
{HIH/MNEAID) [C] [fosExchangelabsfousExchange Administrative Group
{FYDMBOHF235PDLT)/cn=Recipients/tn=42c3617c19774 1b3b/8968698b1 5 300c-kimmalsg|; Kisling, Lynne (MIH/NLAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group
{FYDIBOHF235POLT)fen=Recipients/cn=added 22858 34E05063d2 2da2febIesd -kislinglm]; Ku, Mark [NIH/RIAID) [E]
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT )/ cn=Recipients/cn=ec 14255919444 39T BE 14513 SME905ece-kudm]; Lapine, Kimberly (KIH/MIAID)
[E] [fo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF 23SPOLT)fen=Recipients/cn=Id3ef2c5d T4babEdac3cSbe TEI26043a- lapinekd]; Lawrence, Valerie
(MIH/VRC) [E] [fo=Exchangelabs/ou=Exchange Administrative Group
{(FYDIBOHF23SPDLT)/cn=Recipients/cn=38430e31594b4Bed 2626337 14cadIbl SHawrencev]; Lecointe, Annie

{MIH/ M0 [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYHBOHF 23SPOLT) en=Reciplentsfen=9144E851 fac0 34 Bca3b053c 201819235 lecaente]; LeCounte, Alonda
{MIHMIAID) [E] [fo=Exchangelabsfou=Exchange Administrative Group

(FYBOHF 23SPOLT) en=Recipients/en=901a015¢03c 44 36d a LeBE9 544 Sc Sdpea 1-alecounte | Lee, Tony (MIH/NIAID) [E]
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Hello ePMAP Super Liaisons and Proxies,

it's that time of year again! Please join us as we discuss helpful tips, what's new in the ePMAF system, dates and
procedures, reminders and answers to frequently asked questions.

If we have missed anyone on this invitation, please feel free to forward on. Also, if you feel that you have received
this invitation in error, please reach out and we will remove you from the list.

We look forward to meeting with you!

-Thee NIAID ePMAP Team
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